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Introduction to Morgan Stanley Technology

B Y  T H E  N U M B E R S

23K+
Technologists worldwide

15mm
Annual software builds

10B
Transactions supported annually

W H A T  W E  D O

From low-latency and algorithmic trading, complex risk calculations and big data analytics to digital and end-user solutions, sophisticated cyber defense and large-
scale, global infrastructure management.

Powering Our Market-Leading Platform
Preserving our leading position in electronic 
equities trading, digitizing sales & trading and 
harnessing analytics for unique market insights.

Optimizing Client Tools & Insights
AI-driven advisory platforms equip Wealth 
Management clients and their advisors with the 
tools to reach their financial goals.

Driving Productivity & Efficiency
AI and machine learning, data analytics and end-
user technology let traders, bankers and advisors 
work faster, front to back.

Source: Morgan Stanley, “Technology,” morganstanley.com/about-us/technology
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The Challenge
In Financial Services, we cannot choose speed over control. We need both together

THE PULL TO GO FAST◈

‹/›
Agentic Development
AI-assisted coding and 
autonomous agents

◉
Developer Productivity
Refactoring, automation and self-
service

➤
Faster Delivery
Continuous integration, cost-
efficient delivery

RISK & REGULATORY EXPECTATIONS⌂

✓
Governance
Strong controls and clear 
accountability

?
Regulatory Scrutiny
High expectations, ongoing 
oversight

◉
Operational Resilience
Reliability, security and client 
trust

WHEN SPEED OUTRUNS CONTROL!

Oversight gaps — not code — caused the failure.
U.S. House Committee report, 2020

One skipped check took down global infrastructure.
Global IT outage, July 2024

We are not a “go fast and break things” firm.
We are not dinosaurs either! ✓ Responsible Acceleration

Improving productivity without taking unnecessary risk.
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Scaling Code Quality Across a Growing Team
Holding the line on quality and architecture when manual review can no longer keep up

◈

2024 — Joined as Tech Lead

Accountable for SDLC, developer productivity, 
and the performance and stability of the 
platform.

⌕

Code Reviews Done Manually

Code quality and architecture alignment 
checked by hand, change by change, review by 
review.

3× Team
Growth

Review becomes the bottleneck
Throughput limited by a handful of 
reviewers.

≠
Judgement varies
Architectural decisions depend on 
who reviews.

Standards drift
Consistency erodes quietly as volume 
grows.

? THE CHALLENGE How do we hold the same quality and architectural controls with a team three times the size?



4 Themes Driving 
Control Evolution
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Automating the Review, One Concern at a Time
Codifying what a manual review checks, then running it on every pull request

1 Decompose What a Review 
Actually Checks 2 Build a Skill for Each Concern 3 Run It on Pull Requests

✓ Architecture alignment

✓ Test case quality

✓ Spec scenarios have matching tests

✓ Review of infrastructure changes

✓ ADR exists for architecturally impacting 
changes

Code Review Skill

· architecture-alignment

· test-quality

· spec-coverage

· infrastructure-review

· adr-check

⑂ Run the skill on a pull request

▥ Skill produces a findings report

Feedback posted inline on the PR

A MANUAL CONTROL,
AUTOMATED

WAS
A long, focused, single-
file effort

NOW
A fast, background, 
parallel task

✓
Ends with a recommendation on 
whether a deeper human review is 
warranted.
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Automate the Control, Not Just the Delivery
Control execution and evidence should be automated whenever possible

Software Delivery‹/›

▤
Specification

◧
Build Test Deploy

Engineering Artifacts

Continuous Controls✓

⌕
Control 

Identification
Automated 
Execution

▥
Evidence 

Generation

✓
Auditable 

Record

Control Evidence Generated Continuously

✓
Automated
by Design

Traditional Approach

▤ Requirements documents

▤ Rules and checklists

▤ Manual attestations

▤ Evidence collection

Emerging Approach

▥ Specification as the 
authoritative artifact

▥ Evidence generated 
automatically

Humans Focus on Exceptions and Judgement
More time on insight. Less time on manual work.

◎ Outcome Higher
quality ▥ Better

coverage ◷ Less
manual effort ✓ Stronger,

real-time evidence
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1. Automate the 
Controls, not just the 

Delivery

Control execution and evidence 
should be automated whenever 

possible

4 Themes Driving Control Evolution
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Bringing the Controls to the Developers
From feedback they valued, to controls they run themselves, to standards built into the agent

1

✎

Developers Valued the 
Feedback

The review helped them 
improve the quality of what 

they delivered.

2

They Asked to Run It 
Themselves

Pull from the developers, 
not a mandate pushed on 

them.

3

⑂

Skills Put Under 
Source Control

Versioned and shared, so 
anyone on the team can run 

them.

4

Configuration 
Validation Added

Tooling to check 
configuration changes, 

folded into the skills.

5

‹/›

Built Into the Core 
Development Skill

Code generated by agents 
validated against our 

standards and controls.

‹/› CONTROLS WHERE
DEVELOPERS LIVE

In their agentic terminals and IDEs
Used in the development phase, not only at 
review.

Fewer back-and-forth iterations
and a shorter cycle time.
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Shift Controls into the Developer Workflow
Embed controls in developer solutions, not documents

▤
DOCUMENTS

▦
PDFS

▤
SPREADSHEETS

CONTROLS MOVE TO
WHERE DEVELOPERS LIVE

‹/›
IDE

⑂
PULL REQUESTS BUILD PIPELINES

‹/›

Architecture as Code

✓ Architecture modelled as code

✓ Detect architecture drift

✓ Validate in the IDE or terminal

✓ Continuous architecture assurance

✓
Architecture review becomes 
continuous, not periodic.

▥
Deterministic
Risk Assessment

Building on the data-driven risk assessment approach 
presented at the 2022 DevOps Enterprise Summit.

✓ Risk evaluated at the pull request level

✓ Informed by change characteristics

✓ Earlier than release approval

Risk insights when developers can act.

✓ DevSecOps Controls

✓ Static app security testing (SAST)

✓ Dependency and open-source scanning

✓ Advanced security scanning

✓ Secrets and configuration checks

✓ Policy and quality gates

✓
Security and quality validated on every 
build.

◷
FEEDBACK
ARRIVES EARLIER

$ While changes
are cheap ◆ While intent

is fresh ▥ Before release
friction accumulates
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Embed controls in developer 
solutions, not documents

4 Themes Driving Control Evolution

2. Shift Controls into 
the Developer 

Workflow
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From Review Skills to Standard Development Skills
Embedding best practice in how we build, so controls become automatable by design

⟳ THE FLYWHEEL
Automation drives standardization
Codifying the work forces one way of doing it.

Standardization simplifies controls
implementation and governance.

⌕
Reverse Engineered From Our Own Code
We read the existing codebase to derive the standards — patterns we want to 
enforce, and divergences we want to fix.

CODIFIED AS A STANDARD DEVELOPMENT SKILL FOR EACH BUILDING BLOCK

⬡
Services

▤
Batch Jobs

✎
Documentation

✓
Testing

◷
Observability

✓ Patterns to enforce Good practice already proven in our platform, made explicit.

Divergences to fix Where the code drifted from the standard, now addressable.

Standardization Is What Makes 
Controls Automatable

One shape to check means one control to automate.

Execute
Controls run automatically, on every change.

✓ Validate
Results checked against the agreed standard.

▤ Evidence
Proof captured for audit and governance.
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Standardize Development Practices
Standardization is the bedrock to secure automation

⌘

Standardized
Agent Skills

✓ Reusable skills

✓ Common patterns

✓ Built-in guardrails

⊞

Reduce
Customization

✓ Less bespoke code

✓ Simpler to secure

✓ Easier to automate

AI Enables
Standardization

✓ Amplifies common 
patterns

✓ Reusable skills and 
controls

✓ Consistent execution

◎

Differentiate Through
Problem Solving

✓ Focus on true 
business problems

✓ Non-differentiating 
implementation

✓ Higher value work

! Bespoke Workflows
Inconsistent. Harder to automate. Higher risk.

✓ Standardized Workflow
Consistent. Easier to automate. Lower risk.

‹/› ✓ ▥

FINOS
SDLC Common Controls 
Framework

◷
FEEDBACK
ARRIVES EARLIER $ While changes

are cheap ◆ While intent
is fresh ▥ Before release

friction accumulates

✎ !
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Standardization is the bedrock to 
secure automation

4 Themes Driving Control Evolution

3. Standardize 
Development 

Practices
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Question Everything
The most important over-arching principle for evolving controls

“
There is nothing so 
useless as doing 
efficiently that 
which should not be 
done at all.

— Peter Drucker

Is this control still 
necessary, effective, 
and proportionate?

◎
Does the control truly address the risk?
Align control to risk and outcome.

⌕
Does the risk still exist?
Risks evolve. Some no longer apply.

⑂
Does it need to be a gate?
Reserve gates for the critical decisions.

↻
Are we doing it out of habit?
Keep what matters, retire what does not.

✹
The key to evolving our controls.
Continuously challenge our controls to keep them relevant, 
proportionate, and focused on what truly matters.

✓ Stronger
Risk Management ◷ Smarter Use of

Human Judgment ▥ Better Outcomes,
Less Friction
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The most important over-arching 
principle for evolving controls

4 Themes Driving Control Evolution

4. Question Everything
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What Comes Next
Toward continuous, risk-based governance of every change we ship

◔ Standardized PR Risk Score

Review depth and controls scaled to the risk a 
change carries.

⟳ Continuous SDLC Policy Review

Policies revisited continuously for a world where 
humans no longer write all the code.

Continuous Automated 
Governance

Solutions validating every change and release 
through different lenses.

CONTROL INVENTORY

✓ Risk assessed

✓ Quality verified

✓ Security validated

✓ Configuration checked

✓ Policy enforced

✓ Standards applied
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Help, I’m Looking For….

Anyone interested in controls 
engineering

1 Anyone interested in developing a 
standard PR risk score

2

Anyone facing similar challenges 
who wants to share pain points and 
success stories

3 Anyone who wants to learn more 
about Morgan Stanley’s SDLC 
controls strategy

4
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