Inspect the House, Not the
Neighborhood

What actually makes an Al model risky
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Files

Trending models

model weights O

XXXXXXXXX/XXXXX-XXX-XX

{ setup script the malware lived here

Official release } by XXXXXXXXXX

#1 trending. ~244,000 downloads. Under
18 hours.

Researchers believe bots inflated the count.

The label said
OpenAl.

Source: HiddenLayer, May 2026



Who's been asked “"Are we using any
Chinese Al?”

Keep your hand up if you had a clean answer.



It's the bill.

Most of the best open-weight models come from Chinese
labs.

Qwen - DeepSeek - GLM - Kimi

Source: open-weight model rankings, September 2026
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Done: 2 weeks, for a fraction
of that in tokens

Quantitative trading firm
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Three results

Paying up Self-hosting One of ours

Planned: 12 months, ~$1M Open-weight model on cloud  Frontier model, one customer
GPUs

Done: 2 weeks, for a fraction

of that in tokens At their usage, GPU cost ate =~ 300+ conversations in 12
into the savings months

Quantitative trading firm
Large logistics company Under $300 RICIE

Coder's support agent

Price each workload. Then tier.



“Cybersecurity was like, no.”

Engineer, large logistics company

zip code

schools /////%Q§§\\\\ who lives next door

None of it tells you what's behind the drywall.






The neighborhood: where it THE MODEL AS A HOUSE

’ Three layers

WIRING

What got baked in before you
moved in

CONTRACTOR

What they left behind when they
handed you the keys

DOORS

What can get in, and what can get
WIRING DOORS CONTRACTOR out




DEMONSTRATED IN RESEARCH

Wiring

A planted backdoor survived safety

training.
4 =X N poisoned documents planted
a backdoor. Same number at
= y every model size tested.
E-
WIRING Research scanners catch most. Most
Isn't all.

Anthropic, Sleeper Agents, 2024 Anthropic, UK Al Security Institute, Alan Turing Institute, 2025 Microsoft, 2026



CONFIRMED

LAYER 2 OF 3

Contractor

Some model files run code when you load

them.
~100 malicious models found

g h The fake repo: malware in the script next to
the model.
= It runs on the laptop that's logged into

CONTRACTOR everything.

JFrog, 2024



CONFIRMED

LAYER 2 OF 3

Contractor

Some model files run code when you load

them.
~100 malicious models found

g h The fake repo: malware in the script next to
the model.
= It runs on the laptop that's logged into
CONTRACTOR everything.

“The resources of a pocket calculator.”

Investment firm, on developer laptops

JFrog, 2024



If you pull from a public hub

01

02

03

Use safetensors.

It's just the numbers. It can't run code.

Pin an exact commit.

The model you tested is the model you run.

Leave trust remote code off

The library won't run the repo's own Pythan.



LAYER 3 OF 3

Doors

DOORS

Does my data
leave?

Approved models. Approved
providers. Approved gateways.
MCP servers too.

Investment firm

Self-hosting gives you the
chance. The work is yours.

Block outbound. Allow what's approved.
Watch what leaves.



LAYER 3 OF 3

Doors

DOORS

Does my data
leave?

Approved models. Approved
providers. Approved gateways.
MCP servers too.

Investment firm

Self-hosting gives you the
chance. The work is yours.

Block outbound. Allow what's approved.

Watch what leaves.

Doors also limit
what a model can
do.

Our agent didn't need to
open pull requests. We
closed that door.

Contain the agent. Watch
the network.

Trading firm



Where do bans fit?

Fair reasons What a ban doesn't touch
A hosted service that ships data overseas The wiring
A customer contract that requires it The contractor

A poisoned American model



Where do bans fit?

Fair reasons What a ban doesn't touch
A hosted service that ships data overseas The wiring
A customer contract that requires it The contractor

A poisoned American model

The list moves. 2026: first U.S. company designated a supply chain risk.

Status as of October 2026



If that letter landed Monday, could you
tell me by Friday everywhere that model
runs?



If that letter landed Monday, could you
tell me by Friday everywhere that model
runs?

“I had no idea we were doing “If model A is not available,
that.” route to model B.”

Consumer software company Financial services firm



/\ Every water heater dies. Don't pour
concrete around it.

The model is the water heater.

WIRING



How we run it at Coder

Agents

Claude Code

Codex

Coder Agents

Changes every quarter

Workspaces + one gateway

Same workspace for every agent

{ One gateway

See every call: who, which model,
tool calls

Monthly spend limits per person

\Y (Yo [][S]

Provider A

Provider B

Self-hosted



Valves and connectors

® ®




Valves and connectors

|l | 0, O
| | TEMPLATES
AT THE SOURCE GATEWAY — — Point the too|s at the
Block a model where Shut off the provider. replacement
it’s served: cloud See who used it.

permissions or your
own servers

No laptops touched.



5 mm

3

WIRING DOORS

CONTRACTOR

WIRING
Can you verify what's baked in?
Not fully. Build for the swap.

CONTRACTOR
Do you control how it loads?
If it can run code, treat it like code.

DOORS
What can get in and out?
Close what it doesn't need.

Homework: answer the Friday question for one model this week.



CODERHE

“Figuring out what the hybrid look:
like, we're still not there yet.”

Hedge fund

Solved model intake or swapping at scale? Find me. |
want to steal it.
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Nicky Pike

Field CTO (Americas), Coder LinkedIn coder.com/demo



CODERHE

Look where you can. Lock
the doors. Build for the
swap.

Solved model intake or swapping at scale? Find me. |
want to steal it.

' ! \ v v
_
!
[ = / il i | 4 a P &
- .l L h, | <

- 2 v W~ .,‘.4; OI :‘ ( ,‘ ’ ,.“' =
— . - B ;¥ 1 - J - ,
e P | | o 7 . & " :

..-. ;- — ‘ ] 1 ‘ . ’ e - ’. m—

i — v i1

| ] b . s

B ~ [ 1 5

" 4 . ;/ 4

I:' —
i Y/ -
. o
: ! ");/" "‘ J \“
" 4 i‘i
S ‘ SUILPDIZIR
1

Mg EUWYMI7N

Nicky Pike
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