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about me

e Software Engineer @ Red Hat OpenShift Virtualization team
e KubeVirt Cl, automation in general



https://www.redhat.com/en/technologies/cloud-computing/openshift/virtualization
https://kubevirt.io/

about flakes

a flake?




about flakes

a flake
is a test that
without any code change

will either fail or pass in successive runs



about flakes

PR History: kubevirt/kubevirt #9445

9d41878
pull-kubevirt-e2e-k8s-1.25-sig-compute-migrations 1637934812398358 163663353191 1636403749595385856
pull-kubevirt-e2e-k8s-1.25-sig-compute 1637934815221125120 86403757321293824

pull-kubevirt-e2e-k8s-1.25-sig-network 1637934813975416 1636403756985749504
pull-kubevirt-e2e-k8s-1.25-sig-operator 16379348#5393091584  1636403757992382464
pull-kubevirt-e2e-k8s-1.25-sig-storage 637934814088663040  1636633532048609280 1636403756704731136
pull-kubevirt-e2e-k8s-1

.26-sig-compute 1637934816471027712 1636404222087925760

DUl oyt coa b o oo ot e 1636403758 9244
pull-kubevirt-e2e-k8s-1.25-sig-compute-migrations #1636633531918585856

pull-kubevirt-e2e-k8s-1.25-sig-compute-migrations #1636403749595385856
16364037

163774034

16364037

Test started Jast.Eriday.at.8:40.AM passed after 1ham49s. (; Test started Jast. Thursday.at.7:33.PM after 1h18m18s. (more info)

JUnit

91/1406 Te:

Tests Suite: [rfe_id:393][crit:high][vendor:cnv-qe@redhat.com][level:systemi[sig-compute] VM Live Migration [Seriallwith a
dedicated migration network Should migrate over that network ~

1315/1406 Tests Skipped.

90/1406 Te

Build Log
Show all hidden lines

1315/1406 Tests Skipped

source: https://prow.ci.kubevirt.io/pr-history/?org=kubevirt&repo=kubevirt&pr=9445



https://prow.ci.kubevirt.io/pr-history/?org=kubevirt&repo=kubevirt&pr=9445

about flakes

IS it important?




about flakes

does it occur regularly?



about flakes

how often do you have to deal with it?



about flakes

“... test flakiness was a frequently encountered problem, with

e 20% of respondents claiming to experience it monthly,
e 24% encountering it on a weekly basis and
e 15% dealing with it daily”

source: “A survey of flaky tests”

> O



https://dl.acm.org/doi/abs/10.1145/3476105

about flakes

“... In terms of severity, of the 91% of developers who claimed to deal with
flaky tests at least a few times a year,

e 56% described them as a moderate problem and
e 23% thought that they were a serious problem. ..."

source: “A survey of flaky tests”

> O



https://dl.acm.org/doi/abs/10.1145/3476105

about flakes

flakes are caused
either by production code (a bug)

or flaky test code (also a bug, but handled differently)



impact of flakes

from “A survey of flaky tests":

e 97% of flakes were false alarms*, and
e more than 50% of flakes could not be reproduced in isolation

conclusion: “ignoring flaky tests is ok”

*code under test actually is not broken, but it works as expected


https://dl.acm.org/doi/abs/10.1145/3476105

impact of flakes

&)

A THIS IS FINE.




impact of flakes

in Cl automated testing MUST give a reliable signal of stability
any failed test run signals that the product is unstable
test runs failed due to flakes do not give this reliable signal

they only waste time



impact of flakes

Flaky tests waste everyone’s time - they cause

e longer feedback cycles for developers
e slowdown of merging pull requests - “retest trap”
e reversal of acceleration effects (i.e. batch testing)



impact of flakes

Flaky tests also cause trust issues - they make people

e lose trust in automated testing
e ignore test results



minimizing the
Impact

def: quarantine !

to exclude a flaky test

from test runs as early
as possible, but only as i
long as necessary



https://martinfowler.com/articles/nonDeterminism.html#Quarantine
https://martinfowler.com/articles/nonDeterminism.html

the flake process

regular meeting

e |ook at flakes

e decide: fix or
quarantine?
hand to dev
bring back in

emergency quarantine

source: QUARANTINE.md

&)



https://github.com/kubevirt/kubevirt/blob/main/docs/quarantine.md#putting-tests-in-quarantine

minimizing the
Impact

PR History: kubevirt/kubevirt #10634

?
how to find flaky tests?
any merged PR had all tests

i i t h n pull-kubevirt-e2e k8s-1.26-sig-operator 1719919853998968832 1719799492280061952 1719796478920101888 1719762317782028288
succeeding in the end,

us any test run with test failures

from that PR might contain execution e DT .

F—— — E— S — S—
of fla ky tests — S— S— ——
— — — RR——
F— — —— —

pullubevirtfossa 1719919846646353920 1719762310567825408 1717241105776381952




minimizing the impact

what do we need?

e easily move a test between the set of
stable tests and the set of quarantined
tests
a report over possible flaky tests

e enough runtime data to triage flakes
o devs decide whether we quarantine right
away or they can fix them in time

dequarantine

stable
tests

quarantine

flaky tests

quaran
tined
tests

data
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tools - isolation




tools

| if [ -z "$KUBEVIRT_QUARANTINE" ]; then
if [ -n "$KUBEVIRT_E2E_SKIP" ]; then

. . KUBEVIRT_E2E_SKIP="${KUBEVIRT_E2E_SKIP} |QUARANTINE"
quarantine mechanics:

ci honoring QUARANTINE label

rt KUBEVIRT_E2E_SKIP="QUARANTINE"

e pre-merge tests skip
quarantined tests

. . It("[QUARANTINE]should successfully upgrade virt-handler", func() {
® perIOdICS execute var expectedEventsLock sync.Mutex
. expectedEvents := []string{
quarantined tests to check "naxunavailable=1",

"maxUnavailable=10%",

their Stablllty "virt-handler=ready",

"maxUnavailable=1",

- := virtCli.AppsVi().DaemonSets(flags.KubevirtInstal

sources:
. https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cf0d4d/automation/test.sh#1452

. https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cfOd4d/hack/functests.sh#1 69
. https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cfOd4d/tests/canary upgrade test.go#L177

\,'v)


https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cf0d4d/automation/test.sh#L452
https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cf0d4d/hack/functests.sh#L69
https://github.com/kubevirt/kubevirt/blob/38c01c34acecfafc89078b1bbaba8d9cf3cf0d4d/tests/canary_upgrade_test.go#L177

tools

Overview of Quarantine tests

Total: 1 tests

guarantine overview https://github.com/kubevirt/kubevirt/tree/c35be138d85864b17946ae1fe07f99a75445d501/tests/operator/operator.go
var _ = Describe("[Serial][sig-operator]Operator", Serial, decorators.SigOperator, func() {
Describe("[rfe_id:2897][crit:medium] [vendor:cnv-qe@redhat.com] [level:component]Dynamic feature
(M) detection", func() {
2 month It("[test_id:3153] [QUARANTINE] Ensure infra can handle dynamically detecting
- SDataVolume Support”, func() {
where?
Last updated: 2023-09-08 10:18:02.458076498 +0000 UTC m=+3.056989100
since when?



https://storage.googleapis.com/kubevirt-prow/reports/quarantined-tests/kubevirt/kubevirt/index.html
https://github.com/kubevirt/project-infra/tree/main/robots/cmd/test-label-analyzer
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tools - health metrics




tools

flake stats report
the high level overview

(source)

® Flakestats forlas x +

€ > C & storsgegooglespiscom

Share of overall failures: >= 0.25% >= 1% >= 2.5% >= 5%
Flake stats for kubevirt/kubevirt - last 14 days

# Test failures overall
All

Per Day

[sat, 21 Oct 2023] | [sun, 22 Oct 2023 | [Mon, 25 Oct 2025] | [Tue, 24 Oct 2023 | [Wed, 25 Oct 2023
Faus ]2 ] Fars o | |[Fawes_Jis ]
‘ [Sun, 29 Oct 2023] | [Mon, 30 Oct 2023]
[Failures 1] [Failures 6 | |[Failures 6 ]

Per Lane

periodic-kubevirt-e2e-k8s-1.26-si;
|Failures

ig-storage|

[periodic-kubevirt-e2e-k8s-1.27-sig-1

[Failures

[Failures

p;rindil}kllh:virleekﬂsd 28-si urage \g -kubevirt-check-tests-for-flakes| | |pull-kubevirt-e2e-k8s-1.26-sig:
T U | T | T — | T ——
mzvm-ezﬂns-l_zhlg-mm «d Eu]lkuhcvirl e2e-kBs-1.27-sig- npzramr [pull-kubevirt-e2e-k8s-1.27-sig:storage|

-lmbevirtlh—kh—l compute] gull-knbevlr!»eZe-kss»l.ZB»s network] | [pull-kubevirt-e2e-kes-1.28 g
[Faitures 1 [Failures |

[pull-kubevirt-e2e-kind-1.27-vgpu]

T —

Top most recent flaky tests

Exclude tests that don't contain term1term2|
Exclude tests that contain term1jterm2]

Showing 67 of 67 flaky tests

# Aftersuite
All

Tllll, 19 Oct 2023| |||Fri, 20 Oct 2023 S 22 Oct 2023| | |Mon, 23 Oct 2023 |Tue, 24 Oct 2023| ||Wed, 25 Oct 2023 ||[Thu, 26 Oct 2023 |||Fri, 27 Oct 2023| Slm 29 Oct 2023
‘ ‘W\ﬂ [Faitures [t | |[Failures ] ‘JW\W [Failures 3] HW!F\ ‘ [Failures ][t ] \‘amm
[Mon, 30 Oct 2023 |[Tue, 31 Ot 2023 ’7W¢ 01 Nov 2023

[Failures ] ‘ [Failures 2] |[Failures 6]

Per Lane

[periodickubevirt-ee-kss-1.27-sig-storage] | [periodic-kubevirt-e2e-k8s-1. ZB—slg-s_ge [pull-Kubevirt-e2e-k8s-1.26-sig-storage]  [pull-kubevirt-e2e-kbs-1.27-sig-storage]

[eull-kubevirt-eze-kbs-1.28-sig-storag] ‘



https://storage.googleapis.com/kubevirt-prow/reports/flakefinder/kubevirt/kubevirt/flake-stats-14days.html
https://github.com/kubevirt/project-infra/blob/main/robots/cmd/flake-stats/README.md

tools

flakefinder report

the detail overview

gives an overview of the
current flaky tests

flakefinder report for kubevirt/kubevirt

Data range from 2023-03-21T00:00:00Z till 2023-03-21T23:59:59Z
Source PRs: #9472, #9455, #9392, #9420, #9462, #9445,

Serial | sig-compute

periodic-  |periodic- [periodic- f{z‘l;i"d,j:; periodic- Ezgod.;c' pull- pull- pull- pul
kubevirt- |kubevirt-e2e- kubevirt. | > i‘;‘ " aevire. | > i‘;‘ " |kubevirt- [kubevirt- |kubevirt- |kul . »r - h- h
c2ek8s-1.24k85-1.25sig- [e2ekBs | TS Jezedkds.  ([URCR JedekBs  le2ekds fe2erke-1.25- e2f A crit . 18
sigstorage- |compute-  [1.26sig- |08 |126sig |08 |124sig- [1.25sig- sig-compute- |12
compute- storage-
igrati compute | * 1 storage | storage  |compute migrations |stc|
vendor : cnv-qe@redhat.com
vendor : env-qe@redhat.com ojon ojon ojon 0/0r2 ojon oon | opn level : System
Live Migration with a dedicated z . % . .
fertion network Should migrate VM Live Migration with a dedicated
over that network [ [ |
migration network Should migrate
test_id : 4642 | ] |
i s O o/onn ojon /10 0/0/2 o0jon ojont 0/0/4 over that network
" VirtualMachinenstance when the
controller pod is not running and
an election happens should succeed
| lafterwards [}
o] .
Storage Starting a
2 \VirtualMachinelnstance with error | /10 /o1 0/0/1 0/0/1 0/2/0 0/1/0 0/0/1 0/0/4
disk should pause VMI on IO error
Storage Starting a
B |virtualMachinelnstance with faulty |~ NA N/A N/A N/A N/A N/A N/A N/A 0/0/2
disk should pause VMI on IO error
]

2/4/0



https://storage.googleapis.com/kubevirt-prow/reports/flakefinder/kubevirt/kubevirt/index.html

tools

ci-health

metrics
merge-queue-length,
time-to-merge,
retests-to-merge and
merges-per-day

README.md

kubevirt/kubevirt

avg merge queue length 67 days to merge

retests to merge  [HOX

Merged PRs with O retest vs. Merged PRs

Historical data evolution

These plots will be updated every week.

e kubevirt/kubevirt merge queue length:

Data available he


https://github.com/kubevirt/ci-health/#kubevirtkubevirt
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tools - analysis




tools

test_id:1464 2d ¢+ 1llines bug+ ¢ | Search

Job:  Focus job or bug names by regex ... Skip job or bug names by regex ... 5 20971520  job ¢ 0O Wrap lines

Found in 0.14% of runs (1.25% of failures) across 4272 total runs and 272 jobs (11.24% failed) in 39ms - clear search | chart view - source code located on github

m pull-kubevirt-e2e-k8s-1.26-sig-compute (all) - 90 runs, 9% failed, 25% of failures match = 2% impact

#1638343071466786816  junit 11 hours ago

# [rfe_id:588][crit:medium][vendor:cnv-ge@redhat.com][level:component][sig-compute]ContainerDisk [rfe_id:273][crit:med

Search for termS in prOW tests/container_disk_test.go:129
H . #1638123835775520768  junit 24 hours ago
ob logs (see openshift
J g D # [rfe_id:588][crit:medium][vendor :cnv-ge@redhat.com][level:component][sig-compute]ContainerDisk [rfe_id:273][crit:med
M tests/container_disk_test.go:129
ci-search) < .

pull-kubevirt-e2e-k8s-1.25-sig-compute (all) - 95 runs, 14% failed, 15% of failures match = 2% impact

#1638343068434305024  junit 12 hours ago

# [rfe_id:588][crit:medium][vendor:cnv-qge@redhat.com][level:component][sig-compute]ContainerDisk [rfe_id:273][crit:med
tests/container_disk_test.go:129



https://search.ci.kubevirt.io/
https://github.com/openshift/ci-search/
https://github.com/openshift/ci-search/

tools

testgrid

drill down on all jobs for
kubevirt/kubevirt that are
running inside KubeVirt
Prow

B kubevirt kubevirt-containerized-data-importer-presubmits

kubevirt-presubmits

kubevirt-periodics

periodic-kubevirt-e2e-k8s-1.24-operator: PASSING
Tab stats: 10 of 10 (100.0%) recent columns passed (490 of 490 or 100.0% cells)

Last update: 03-22 14:44 CET
Tests last ran: 03-22 12:55 CET
Last green run: 38c01c34a

periodic-kubevirt-e2e-k8s-1.24-sig-compute: FLAKY
Tab stats: 9 of 10 (90.0%) recent columns passed (6725 of 6727 or 100.0% cells)

Last update: 03-22 14:43 CET
Tests last ran: 03-22 11:38 CET
Last green run: 211553d1b |

periodic-kubevirt-e2e-k8s-1.24-sig-compute-cgroupsv2: PASSING
Tab stats: 10 of 10 (100.0%) recent columns passed (6709 of 6709 or 100.0% cells)

Last update: 03-22 14:21 CET |
Tests last ran: 03-21 22:31 CET
Last green run: 3679b6014

periodic-kubevirt-e2e-k8s-1.24-sig-network: PASSING
Tab stats: 10 of 10 (100.0%) recent columns passed (2014 of 2014 or 100.0% cells)

Last update: 03-22 14:43 CET
Tests last ran: 03-22 08:10 CET
Last green run: 211553d1b

periodic-kubevirt-e2e-k8s-1.24-sig-storage: FLAKY
Tab stats: 9 of 10 (90.0%) recent columns passed (2548 of 2550 or 99.9% cells)

srowjob_name: periodic-kubevirt-e2e-k8s-1.26-sig-storage

Last update: 03-22 14:43 CET
Tests last ran: 03-22 09:38 CET
Last green run: 211553d1b

03-22 13:33 CET @1638490818345963520 -- 01-21 19:40 CET @1616868257380175872; Serv

About v | Size ¥ Options v Graph ~ Local Time: ON

Display Clustered Failures List

show 7 stale tests (no results in last 10+ runs)

Merged Test Suite.[sig-storage] DataVolume Integration Fedora VMI te
Merged Test Suite.[sig-storage] Export Should recreate the exporter pc
periodic-kubevirt-e2e-k8s-1.26-sig-storage.Overall

Merged Test Suite.[sig-storage] VirtualMachineRestore Tests [storage-
Merged Test Suite.[sig-storage] DataVolume Integration Fedora VMI te
Merged Test Suite.[sig-storage] DataVolume Integration Fedora VMI te
Merged Test Suite.[sig-storage] Storage Starting a VirtualMachinelnste
Merged Test Suite.[sig-storage] Storage Starting a VirtualMachinelnste
Merged Test Suite.[sig-storage] [SerialllmageUpload [storage-req] Uplt

03-21 03-20 03-19

3bee... c453



https://testgrid.k8s.io/kubevirt

tools - detection before merge




tools

a test lane that
check-tests-for-flakes test lane

e selects the changed e2e test files from

goal: catch flakes before entering main the commit set
(source) e runs changed e2e tests five times
- runs in random execution order to catch
order-dependent test
D &
N



https://prow.ci.kubevirt.io/job-history/gs/kubevirt-prow/pr-logs/directory/pull-kubevirt-check-tests-for-flakes
https://github.com/kubevirt/kubevirt/blob/main/automation/repeated_test.sh

tools

e prow external plugin
e holds' PRs that have 5+ retests

without any code change

referee bot . _ _
reasoning: if a pull request is

getting retested without any
changes this points to an instability
or flakiness that needs attention

goal: avoid excessive number of retests due
to instabilities

(source)

1: "holding” here means avoiding automated retesting

> O


https://github.com/kubevirt/project-infra/tree/main/external-plugins/referee

tools

retest metrics dashboard

motivation:

e show overall Cl health
via number of retests
on PRs

e show PRs exceeding
retest count where
authors might need
support

PR
#10346

PR
#11402

PR
#11652

PR
#12006

PR PR
#11005 #11227
PR PR PR
#11455 #11485 #11604
PR 3 PR PR PR
#11754 2 #11820 #11824 #11840
PR PR PR
#11950 #11965 #11975
PR PR PR PR PR
£12027 #12030 #12045 #12053 #12060



https://grafana.ci.kubevirt.io/d/uAoSeksSk/referee-retests?orgId=1&refresh=15m&from=now-24h&to=now

in a nutshell

In regular intervals:

follow up on previous action items

look at data and derive action items

hand action items over to dev teams
revisit and dequarantine quarantined tests



the future - more data, more tooling

gaps we want to close:

e collect more data - run the majority of
tests frequently
steadily improve in detecting new flakes
e longterm - automatic quarantine PRs
when new flakes have entered the
codebase




Q&A

Any questions?
Any suggestions for improvement?
Who else is trying to tackle this problem?

What have you done to solve this?



!

Thank you for attending!

Further questions?

Feel free to send questions and comments to:

mailto: dhiller@redhat.com
k8s slack: kubernetes.slack.com/
@dhiller

mastodon: @dhiller@fosstodon.org

web: www.dhiller.de

S

>
“’“1’

kubevirt.io

KubeVirt welcomes all kinds of contributions!

e Weekly community meeting every Wed 3PM CET
e Links:
KubeVirt website
KubeVirt user guide
KubeVirt Contribution Guide
GitHub
Kubernetes Slack channels
o  #virtualization
o  #kubevirt-dev



mailto:dhiller@redhat.com
https://kubernetes.slack.com/
https://kubernetes.slack.com/team/UJ3HWDYSF
https://fosstodon.org/@dhiller
http://www.dhiller.de
https://kubevirt.io
https://kubevirt.io
https://kubevirt.io/user-guide/
https://kubevirt.io/user-guide/contributing/
https://github.com/kubevirt/kubevirt
https://kubernetes.slack.com/archives/C8ED7RKFE
https://kubernetes.slack.com/archives/C0163DT0R8X

