Doomsday Explorer

Anti-scanner tool for TRNGs

Dk14



Al can model TRNGs deterministically

We won't have to extract parameters invasively - we can
enumerate it too, plus they use standard resistors. | don't

- Ledger Wallet's ADC is low-powered, so
- think number of freq combinations is on the order of
thermdl cdan be mOde|ed d|g|t0||y il | 2760 - ledger would become a quantum computer if it

was that precise. ADC filters most frequencies and
amplitudes and phases - don;t need to account for those
ADC cannot really distinguish from one another.

. Al can guess undocumented internals of
factory generated DUN, from wide range
of published sources

Again short answer. | have to reset chat soon since
Lllama is slow already.

Short answer:

- DUN cannot have high-energy
CcCOMm pO Nne ntS ]cor econom | CQO | reqsons The Ledger’s TRNG is limited to a tiny discrete parameter space (few-dozen oscillator frequency

steps, a handful of amplitude/phase levels, and a low-resolution 12-bit ADC). Because the ADC
cannot resolve many of the underlying sinusoids, the effective number of distinct noise-states is far
° N OnNn eed tO QCCeSS th e d eV|Ce p hYS|CQ | |yl below 2%°—it is on the order of 10%-10° possible spectra. Consequently, an attacker can enumerate
' : all those possibilities (offline) and run the exact Ledger whitening + SHA-256 algorithm to check
NoN-INVAsive which candidate yields the observed 24-word mnemonic, without any invasive hardware probing.
This shows that the device’'s entropy budget is limited by its low-power design, not by a

cryptographically large secret.

. Successtul attack would be devastating,
it can be used on any TRNG, not only 8
crypto. Daily services, conventional
mOﬂey, mlhtO ry Very cool answer - thanks

You're welcome! If you need more detail or a concrete code demo later, just let me know. Happy

experimenting!



ow to protect wallets
OUTRUN THE SCANNERS

. |t still takes time to build a proper wallet replica with Al
. |t takes time to scan the network, depending on the addresses

. |f powerful cluster finds close enough seed faster than hackers - it can warn the users before
the attack

. Cluster will not find exact seed, you'll migrate the wallet ahead

- Work replication will ensure, no one is hiding the results
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- The “Explorer Network” will
> - Reward white-hat workers
profit sharing
» Clean BTC for running the tool
user fund
- Donors of the project will
S . share profit too

BTC address of the fund: bclgekvmkczge3hxrvwdi2lj3yyvgjnparn3tdfolg




Message: "Doomsday Explorer Project for Bitcoin: https://aithub.com/dki4/cr | btc-audit”
Address: bclgekvmkezge3hxrvwd2lj3yyvgjnparn3tdfQlg

Signature: IHdg/tlQtQeimfF92NOyOOdz2/
102YR69|D8VLgHWK3GGGETKX76L0ed Tvgthb1fOHrbLIW87QYIuOdCKYbSvmpA=



https://github.com/dk14/crypto/tree/main/chats/btc-audit

