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Anti-scanner tool for TRNGs

Doomsday Explorer



AI can model TRNGs deterministically
• Ledger Wallet’s ADC is low-powered, so 

thermal can be modeled digitally 

• AI can guess undocumented internals of 
factory generated DUN, from wide range 
of published sources 

• DUN cannot have high-energy 
components for economical reasons 

• No need to access the device physically, 
non-invasive 

• Successful attack would be devastating, 
it can be used on any TRNG, not only 
crypto. Daily services, conventional 
money, military



How to protect wallets
OUTRUN THE SCANNERS

• It still takes time to build a proper wallet replica with AI 

• It takes time to scan the network, depending on the addresses 

• If powerful cluster finds close enough seed faster than hackers - it can warn the users before 
the attack 

• Cluster will not find exact seed, you’ll migrate the wallet ahead 

• Work replication will ensure, no one is hiding the results



• The “Explorer Network” will 

• Reward white-hat workers 

• Clean BTC for running the tool 

• Donors of the project will  

• share profit too

BTC address of the fund: bc1qekvmkczge3hxrvwdf2lj3yyvgjnparn3fdf9lg



Message: "Doomsday Explorer Project for Bitcoin: https://github.com/dk14/crypto/tree/main/chats/btc-audit" 
Address: bc1qekvmkczge3hxrvwdf2lj3yyvgjnparn3fdf9lg 

Signature: IHdq/tIQtQeimfF92NOyOOdz2/
iq2YR6qjD8vLgHWK3GGGETKX76L0e4Tvgtb1fOHrbLiW87QYIuOdCKYbSvmpA= 

https://github.com/dk14/crypto/tree/main/chats/btc-audit

