STEP-BY-STEP TUTORIAL FOR EASYSMPC

EasySMPC is a simple application to calculate sums over distributed data easily using Secure Multi-Party Computation
protocols. The current version of EasySMPC is available at https://github.com/prasser/easy-smpc.

There are two processing modes within the EasySMPC application: (1) manual mode and (2) automated mode. In the
manual mode, the installed email program can be used for manual sending and receiving of pre-generated emails.
Here, other methods of communication such as chats could also be employed. In the automated mode, each user
configures a way of communication (e.g. mailbox or the EasySMPC own backend) to exchange data automatically.
Data security is guaranteed in both modes.

EasySMPC is project or study orientated, meaning that the calculation of one or several sums with several parties is
always bound to exactly one study. During a study, EasySMPC knows two types of roles: (1) the creator, who initiates
a study defining its title, participants, variables and processing mode; (2) the participants, who initiate their study
participation, enter their respective data to the pre-defined variables and, if necessary, their connection details. Each
EasySMPC study has exactly one creator and two or more participants. Which actions to take in each role with each
mode is described below in detail.

f Remark: This document describes EasySMPC, when used with the Graphical User Interface (GUI). EasySMPC
v also offers a command-line interface, which is described in the readme documentation of the GitHub repository.
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1 Prerequisites

Installation

To use EasySMPC, please download the software from https://github.com/easy-smpc/easy-smpc/releases. Here, you
can choose between installation packages for the operation systems Windows, Linux or MacOS. Moreover, EasySMPC
can be downloaded as an executable jar-File. After installation, the user can start the software from the respective

entry in the programs library or with the link on the Desktop.
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Preparing data

The user needs to provide the data in a format suitable for EasySMPC: The software supports files in the format of
Comma Separated Values (CSV) and in Microsoft Excel (“.xIs” and “.xIsx”). The data needs to be row-oriented (one row
for each entry) and must have at least two columns. The last column is regarded as the data value and therefore must
always contain numbers only. A single dot a as a decimal separator is allowed but not necessary. In case of exactly two
columns, the first column will be regarded as the sole data description. In the case of more than two columns,
EasySMPC will concatenate all columns of a row except the last column to a single column and use this as the data
description of the data (see Figure 1 for an example).

Original data Data in EasySMPC
Sex Age Frequency Variable name Value
Female 20-30 5 FemaleX20-30 5
Male 20-30 3 MaleX20-30 3
Female 30-40 7 FemaleX30-40 7
Mal 30-40 2 . MaleX30-40 2
o€ Loading o

Figure 1: Original data and its representation in EasySMPC

Choosing a mode

Before starting a new study with EasySMPC, please decide which mode you want to use, the automated or the man-
ual mode. This decision cannot be changed during the study after it has been defined by the creator. It applies to all
participants in the study. If you decide for the automated mode, make sure that all participants know the necessary
details to connect (see step 2 in chapter 2.2). However, it is always possible to start a new study using another
mode.

Clipboard

In manual mode, EasySMPC makes use of the clipboard, which basically refers the usage of the popular copy and
paste mechanisms (e.g. the key combination of control + ¢ and control + v on many operating systems). If you are not
familiar with these functionalities, please make yourself familiar with them e.g. with the respective Wikipedia article.

2 Creator

2.1 Manual mode

2.1.1Step 1

To create a new study, first start EasySMPC and click on Create connection.
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Action Help

(1) Start ’ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ’ (6) Result |

Start

Create connection
Load study

Participate in study

Figure 2: Entry perspective of EasySMPC.

2.1.2 Step 2

Click on Select. For the manual mode no other configuration is necessary.

© EasySMPC - Simple Data Sharing Witt - m]
Action Help
(1) Start | (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result |

Start

O E-mail con

ction properties

Manual  E-mail EasySMPC backend

Manual data exchange. You will exchange strings by means of your choice (e.g. e-mail chat program).

‘ Cancel Add Remove Select
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Figure 3: Connection selection.

2.1.3 Step 3

Click on Create new studly.

L

Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result ‘
Start
Create connection
Load study
Create new study %
Participate in study
Figure 4: Create a new study.
2.1.4 Step 4

Enter the name of the study as well as the name and the e-mail addresses of the participants. Afterwards click on

the button Load variables and values from file.

{1} Remark: Red-bordered fields indicate that the content of a field is not correct and needs to be corrected. In
v this case, the name of the first variable needs to be provided.
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Action Help

(4) Send ‘ (5) Receive ‘ (6) Result

Create study \

(2) Send ‘ (3) Receive

General data
Study name: . PKU comorbidities

Participants (add your details in the first entry)

Full name:| Hospital 1 E-mail: | creator@hospitall.org + | -
Full name:| Hospital 2 E-mail:| participant@hospital2.org +| -
Full name:| Hospital 3 E-mail: participant@hospital3.org +| -

Variables (add your data here)

Variable: Value:' 0 + -

Load variables and values from file

Remove unused lines

Using manual data exchange

Figure 5: Start perspective of EasySMPC filled out partly.

2.1.5Step 5

Select a Microsoft Excel or CSV file in the now opened file browser. Browse to the folder of your data, select it and

click Open.

O Eas

Action Help

General data 10O

(4) Send ‘ (5) Receive ‘ (6) Result ‘

Create studv

Study name: PKU comc

| in: v \ =
Participants (add your d Suchen in: PKU study K A K D

Full name: Hospital 1 1. data PKU.csv bl B

Full name:| Hospital 2 + | -

Full name: Hospital 3 +| -

Variables (add your data

Variable: + -

Dateiname: ~ data PKU.csv

Dateityp: All Files P v

[_Open &X™" Cancel

Load variables and values from file

Remove unused lines

Using manual data exchange
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Figure 6: File browser of EasySMPC.

2.1.6 Step 6

The data now appears in the bottom section of EasySMPC. You can click on Save and proceed.

Y
i Remark: The study name, the participants’ names and e-mail addresses as well as variable names will be shared
v with all other study participants. The data you entered in the Value fields is secured and will not be shared.

Remark: Loading of data from a file is not necessary. You can also add variables and values manually.

L7

Action Help
(2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result ‘
Create study

General data

Study name: | PKU comorbidities
Participants (add your details in the first entry)
Full name: | Hospital 1 E-mail: | creator@hospitall.org +
Full name:| Hospital 2 E-mail: participant@hospital2.org +
Full name:| Hospital 3 E-mail: | participant@hospital3.org +
Variables (add your data here)
Variable:| N.18.1-5 Chronic kidney disease, stage |-V Value:| 3 +
Variable:' G31.9 Degenerative disease of nervous system, unspecified Value:| 5 +
Variable:| G31 Circumscribed brain atrophy Value:| 1 +
Variable: | F32.x Depressive episode Value:| 2 +
Variable:| F33.x Recurrent depressive disorder Value:| 6 +

Load variables and values from file
Remove unused lines
Save and proceed

Figure 7: Start perspective of EasySMPC filled out completely.

2.1.7 Step 7

After clicking on Save and proceed a file browser opens to choose a location of your project file generated by EasySMPC.
The file will store all relevant information necessary for your study. EasySMPC allows closing a file, stopping the pro-
cessing and re-opening at a later point in time (see section Saving, closing and re-opening a study file).
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Figure 8: Save the project file generated by EasySMPC.

2.1.8 Step 8

Now the first Send perspective opens. It allows the generation of prepared messages to the other participants. The

first line is your own contact data and is displayed for your information only. You can ignore it.

¥ Fa=ySMPC - Simple Data Sharing With Secure Multi-Party Computing

Action Help

”4““ i

(4) Send ‘ (5) Receive ‘ {6) Result |

Send your data
General data -

Study name: PKU comorbidities

Participants

Full name: Hospital 1 E-mail:
Full name:  Hespital 2 E-mail:
Full name: Hospital 3 E-miail:

creater@hospitall.org e 4
participant@hospital.org Send e-mail...
participant@haospital3.org Send e-mail...

Manually send all pending messages
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2.1.9 Step 9

Figure 9: Send perspective in EasySMPC in an initial state

Click on button Send e-mail manually in the second line. Three options appear. Click on Send e-mail manually.

Action  Help

General data -

Participants
Full name: Hospital 1
Full name:  Hospital 2

Full name:  Hespital 3

€2 EasySMPC - Simple Data Sharing With Secure Multi-Party Computing

”4““ o

Study name: PKU comorbidities

O x

(4) Send ‘ (5) Receive ‘ {6) Result

Send your data

E-mail: creator@hospitall.org send e-mail. v

E-mail: participant@hospitald.org

Send e-mail...

E-mail: participant@haospital3.org

Copy e-mail text

Manually send all pending messages

Figure 10: Send perspective in EasySMPC sending an e-mail manually.

2.1.10 Step 10

Your e-mail application (in this case Mozilla Thunderbird) will pop-up with a generated e-mail. You can send the e-

mail out without any changes.
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|Eile Edit View Insett Format Options Tools Help

| dsend  Apspeling v @ Security v Bsave v 0 attach |~
From  dic@charite.de v Cc Bee »

To  dic@med.uni-heidelberg.de”

Subject | Data exchange study PKU comorbidities 0/2

Body Text V| Variable Width vl T, T-B T VY| =iz

Hello DIC Heidelberg,
please start a study participation by using the following text:

BEGIN_PAYLOAD
HAsIAAAAAAAAAMVW2Y6ryBV200kURcpliZRFdtIEGgmVbsBmfFEOChRgwDTgAdv81CaCKhowBUObjBsW8xB5h+zylHmZvEMOdk+rb+fqaiakkpkwBVvV8db7wiHUOS//n7BftcfZHMt52p7/Q+Fi1XU
y7W5KO0t2kVF6ytGnlrp20bZ+k//rp9/s03Xwk/n32xnv2yTWuaHteqNfuCxl3czX5rHel+vmNxnd1tu2 NRZ3+2Zr87pqgRoirTuVhMcovQlYE+272¢/s2a/fp104iq9 PHxuZjC6X/3tuOGQHDoDUp5L
vBUS6ktIFlodmXs5 NtxTHijVfldFLCWCPw5SGkQHh84YBZRtA7 GhOssTOT4s4vA+Vi2MMgQHGXKi0OcSge+p7pe7QCrvkTK3GSRwM5x4] /oipXBGaziip3I13EX3fGdjfd9Tw3/AujYkocNFgedZgl
00QWJJoDWIAXREL/td419E0GG8N5SvkONkleaco4BIFalvTm5xWqz7RtRMepBO1YE1FIrCXTQAX4j3EoZwnt TfC+jbg)t7Se879hbfwlrfkwjwXB04DOCeqTwvmlI8RbprsvesYKPWRISQ10HaEPmnb)
TveYVXt8KHg5qfiR6IpI FFEQ1TYIB3weB8gjEsoHg+0ZmTs5Fnwl DhZLgd3086jgXbVXEJIX5AKKRSKhRIDpIGEEVZNOAludTh/pd0gh3ZINwyp+hBwpO4RWSaV101LzGDfcaE XKIeeQgnOuFyMOnA
GH3hjDHGgNnk4pxsQ76g7b7C8Z+mRoyh5RmYx1WC7g6ZyursWH2ScUOa7 1rsCoydCuXceiwCC5LkSdtaryVTcu/80w/w/NdDOInYvC1REFZLAfcqgNkaoflMPpeH+0qT4NUngcbFigSaUxM8wUD/YcNN
a3GeGDA4jrnyDOPOCGHBGZ08pgudWNfk607kVg+EMcBjOANkcPITPNE3mrgXojPSti9bgbeaVIBSWTYRYE YeejQOxpnpultmpatAcéUrsk7php) KUNPTYrvY7eNdOdGkO54zbCz4H+3DwTCcCqxOYBy
+bEHCNWNIO8CY+5sCZCIDM|StNILZIGBE+VinySWBCbHHLODg2USzIPUoN9e7jsZx+bl59C/DudzhqdSmualvs+s511n24+85Y5+NVp+Xncl+RsUArwEly 2rtPp+8ajpONjW+Vnbl/pg2aGs51jQz1
YLMno71diOvV]ScnHIggORPwG8+sdalagd9ljXsa2hmZM/CQ34GXQHPNDB5pcMUYfsFV 5td /tX8X5uV+MUUpO+t52E43K+NTZKUFmV/WbN5N3Fx+)3514y96yOulZtZQ+GfcBmxvZ 1WGvn9fN8bP2
hGoQBLhj2uMIdgQzT30yI144FOTYUUuSAXnuZBzgGMO0XPxZW/rp8bwX8pblo5Vz+3119Wu9sVho94FnEbN30VjXYhLga8FcOcalpDg32GQ7khAvSB8H+YiwuWAIEOGOsaeNIpF 1JfWeu+eeRzUoRv
cqF4uj3ap1SRi+AfntQmS203w7p/hpoCofTVgz2 pgGP/+ W jiYWEOSHO4E76nxyXnStltRvwSUCH3id81ZGiFugFcit9b5PhEmXmxM5mY5zV3f6X6i)+RPEbn 7wRM/Wg/VLO5147DWCKySPtmPy+
VDyi+gtnn7VeevdQdqt TRATOXtv(QZ8xE09e+nfP+q75V3/7v00LUzxQbYkF7Q08vMIgKnOK+w/w1w9GRgnx4cE+F17qv3542Wse8P03XTV1nz9Znm5h/7ilrXymoiTD 1NPA4TMqi613fZWTF2vnEfY
q6H2pnnxyAeYw5C/gwitdDytQb6uyilUfequfRpU/4EGEVAIU6Znul K9xALyCSwlyXb/BiN5j0Dn0vbopKKx7icG5xKA9qL1hfh3VgP3i9++mulVLAHWE8MdE8NukuO6r7C/7WuclbuEMIWVIKhs10n
uqzX8b9cFN7oTdhxtPfhr5+1TEmXsgm12wX+B+HVL2KKFtLjXD4ptu9ntakG+rINGe6ulPeVrQICXpMbulaTf7Ul0rfzBen/OLEwPXPGwLAAA=

END_PAYLOAD

With best regards

DIC Charité

Figure 11: Pre-generated e-mail in Mozilla Thunderbird.

2.1.11Step 11

After sending the e-mail with your e-mail program, you can return to EasySMPC. The software will ask you whether
the e-mail has been sent correctly. If so, please indicate this with a click on Ok.

{1 Remark: After clicking on Ok, you can still have the e-mail generated a second time, e.g. when there was a
v problem receiving the e-mail by one of the participants. However, after leaving the perspective (step 13), the
message cannot be generated anymore.
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Action Help
Send your data

General data
Study name:  PKU comorbidities
Participants

Full name: Hospital 1 E-mail: creator@hospitall.org
Full name: Hospital 2 E-mail: participant@hospital2.org Send e-mail...
Full name:  Hospital 3 E-mail: participant@hospital3.org Send e-mail...

O

@ Please confirm that you have sent the pre
Cancel

Manually send all pending messages

Figure 12: Confirm sending in the Send perspective of EasySMPC.

2.1.12 Step 12

Now the checkmark in the second line has turned green.
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Action Help
m (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result ‘
Send your data

General data
Study name:  PKU comorbidities
Participants

Full name: Hospital 1

E-mail: creator@hospitall.org v

E-mail: participant@hospital2.org Send e-mail...

E-mail: participant@hospital3.org

Full name:  Hospital 2

Full name:  Hospital 3 Send e-mail...

Manually send all pending messages

Figure 13: Send perspective in EasySMPC after sending the first e-mail.

2.1.13 Step 13

Repeat the sending process for all outstanding participants. Once this is finished and all checkmarks have turned
green, you can click on Proceed.

O

Action Help

m i

Send your data

(4) Send | (5) Receive ‘ (6) Result l

General data
Study name:  PKU comorbidities
Participants

Full name: Hospital 1 E-mail: creator@hospitall.org
Full name:  Hospital 2 E-mail: participant@hospital2.org Send e-mail... Vv
Full name:  Hospital 3

E-mail: participant@hospital3.org Send e-mail... ¢

Manually send all pending s

Proceed
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Figure 14: Confirm sending in the Send perspective of EasySMPC.

i Remark: You can also click on Manually send all pending messages to have e-mails generated for all outstanding
W participants. A prepared e-mail will be opened for each outstanding participants.

i Remark: In some cases the security constraints on the operating system will prevent EasySMPC from starting

v the e-mail program. In these cases you can select Copy e-mail text after clicking on Send e-mail. The content of

the e-mail is then copied into the clipboard from which you can paste it into an e-mail after opening your e-mail
program manually (or any other communication method such as chat programs).

2.1.14 Step 14

EasySMPC displays the next perspective: Receive. Here, you need to wait for e-mails sent by the other study partici-
pants. Once you received an e-mail by another participant, click on Manually enter received data.

L]

Action Help

(1) Start ‘ (2) Send (4) Send ‘ (5) Receive ‘ (6) Result ‘

Receive data

General data

Study name: PKU comorbidities

Participants

Full name: Hospital 1 E-mail: creator@hospitall.org v
Full name:  Hospital 2 E-mail: participant@hospital2.org

Full name:  Hospital 3 E-mail:  participant@hospital3.org

Manually enter received data %

Figure 15: The Receive perspective of EasySMPC.

2.1.15 Step 15

Open your e-mail program, highlight the entire text you received and copy it into the clipboard.
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udy - Thunderbird

File Edt View Insert Format Options Tools Help

ASend | PoSpeling v @ Secuity v DSave v U Attach |~
From  participant@hospital2.org v Cc Bee

To  crestor@hospitalt.org”

Subject | Data exchange K study

8y ©v

Body Text v || Variable Width vB T, =BT VY Ak iz
Hello Hospital 1,

please proceed with the study by entering the following text in step 3:

H4§IMWMW3W5thj1V ItpVakXrbT3valUKVLC3HWaqiLtgM1fAMY5u+mGmYI2PyYGLANF32IvkPv+iBImb5DP5xsk03Tait VLRFYMMyZ853vzifht8Xu0G39LovG5+0HiXVzWmITklq,
[Vox +usyktybk2VhePo158Wib+uvuM+G 72WBm-+qaKDRTpsYg9cU1 7gefG1s8B5fZLilLxb1bI3E3xuDt7ulrMt1VNTTHg S RugOWUBGPE1fGAMS/ Bi2cR6 e Xx3IwGlyq

20q0hIWFgMkupwadiZwdusx9nwLdtRRUGpNN74hbkPXDbB7rELPXFiMGxGeCsIOEfCTvByiZAO2BusiWXgAH+Ed
"NWTMbI7cFMQ/5SshQjFCkov6SCa+h655n8Zyn0PNsPUKZPg35cjdanQmkXktVr2MKnBURCVOHGGShOICSf2Guol7CYC2 GAleg)
IbyhLGsh0Sdo+02JjLuDEXDKENTS3)xw12zRhzWRrmjgApdkkdlyHeqtiUi+k10aZp7RS9j8Z/r WiXEP6A0eVUBHFZg/n6 )

(FETQ59P25ITGg+bUIXZrAkgNZUDws7A93bzU17G47Sy7MiMOEOBFK1sBpEvIOQ6cpklySpNMjelcyGI6nXFASBPYSNIlypwo:
JgPZWXSYEBCT3gs Tl 0mYk2ZZgOBA07IrHZBUNAQQCSFXSGAuPr72/W3Y+06knthDS 7sb0zt DvubMOP2c06h48d IVadadTvuXcd]
ZpbPCICYWMSKCSF2RPPBOHNB:+DjLqaj1nSil3kWUZgMUAIpyG8mMMG-2bHrpA+axsPu7BnLsOMIPMO7ISKFOKL1D

Undo

Cut

Copy %

Paste

Paste Without Formatting
Paste As Quotation
Delete

Select All

[g02EnAdrcht4c2Su+IrGz2vZn2rhrczs
OlZa9pir46aRDBEGH20d5BqOXAZ!
XYD1Z9RIYebxCnkKPbWXgWdLgAP
OPf6132i+LHM YgRv7ImLasSAMpWe;

\QtxgiL9A/3twNsI9C3VFL2F3GEORYZ90]58NXYu/SbDacE8Z5y +1f6hlqui2PIrMOgsIFW2WamvL W077595Z5i5Lu+3aA30)
ma0w1GQdMsZpoYaGSmlaeGLb5/ajB8ct7132f65nNArWUL7 Yxxt8uXVNQajjQoF61D+z1z2P5)De52ZIFBmy6k6VG QUvQsiD)
HfldcPRyMHvfg5ktlkD3uzhLOs0ibyPdZEhOyGM/YjHUI25KODZFwSTrOGBATW1 /XIETM246ur9|

<

Check Spelling

Languages >

ith best regard:
g

Figure 16: Received e-mail displayed in Mozilla Thunderbird.

2.1.16 Step 16

Open EasySMPC again, click into the red-bordered field and click on Paste. Proceed by clicking on the now activated

Ok button.

O Eas

nputir = ]

haring With Secure N

Action Help

(1) Start (2) Send (3) Receive (4) Send (5) Receive (6) Result

Receive data
General data
Study name:  PKU comorbidities

Participants

Full name: Hospital 1 E-mail: creator@hospitall.org L
Full name: Hospital 2 E-mail: participant@hospital2.org L4
Ful name:| Hospital 3 @ Enter data received X f

Please enter the data you recej

=

Cancel l Ok

Manually enter received data

Proceed

Figure 17: Copy data into EasySMPC.

2.1.17 Step 17

The successful receiving of the message is reflected in the status line as well as by the green checkmark.
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O

Action Help

(1) Start ’ (2) Send (4) Send ‘ (5) Receive ‘ (6) Result ‘

Receive data

General data
Study name:  PKU comorbidities
Participants

Full name: Hospital 1 E-mail: creator@hospitall.org

v
E-mail: participant@hospital2.org

E-mail: participant@hospital3.org

Full name:  Hospital 2

Full name:  Hospital 3

Manually enter received data

Figure 18: The Receive perspective of EasySMPC after receiving a message.

i Remark: Since EasySMPC is reading the clipboard continuously, in most cases copying the e-mail to the clip-
W board as shown in step 13 is sufficient and the steps 12 and 14 are not necessary.

2.1.18 Step 18

Repeat the receiving steps until all checkmarks turn green. Then click on Proceed.
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Action Help

(1) Start ‘ (2) Send (4) Send ‘ (5) Receive ‘ (6) Result ’

Receive data

General data

Study name:  PKU comorbidities

Participants

Full name: Hospital 1 E-mail: creator@hospitall.org v
Full name: Hospital 2 E-mail:  participant@hospital2.org v
Full name:  Hospital 3 E-mail: participant@hospital3.org v

Proceed %

Figure 19: The Receive perspective of EasySMPC after receiving all messages.

2.1.19 Step 19

The following Send and Receive perspectives work exactly as the perspectives described beforehand. Therefore, they
are skipped in this tutorial for brevity. We refer to the sources listed in the README documentation of the github
repository for a description why two rounds of communications are necessary.

2.1.20 Step 20

After finishing sending and receiving the second time, the Result perspective shows the sums for each variable (each

sum is calculated with the data of all participants). This perspective will be the same for all participants. Click on Ex-
port data to export the data as a CSV or Microsoft Excel file.
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O Ea

Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive m
Result data
Study name:
PKU comorbidities
Participants
Fullname: Hospital 1 E-mail: creator@hospitall.org
Full name:  Hospital 2 E-mail: participant@hospital2.org
Full name: Hospital 3 E-mail: participant@hospital3.org
Variables
Variable: N.18.1-5 Chronic kidney disease, stage |-V <
Variable: G31.9 Degenerative disease of nervous system, unspecified i/
Variable: G31 Circumscribed brain atrophy 3
Variable: F32.x Depressive episode 4
8

Variable:  F33.x Recurrent depressive disorder

\ Export data

Figure 20: The Result perspective of EasySMPC.

2.2 Automated mode

2.2.1Step 1

To create a new study, first start EasySMPC and click on Create connection.
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Action Help

(1) Start ‘ (2) Send ’ (3) Receive (4) Send l (5) Receive ‘ (6) Result ‘

Start

Create connection %

Load study

Figure 21: Entry perspective of EasySMPC.

2.2.2 Step 2

The configuration dialog appears. Select the connection type (in the displayed case: e-mail). Then select either an
existing configuration in the left menu or create a new connection.

To create a new connection, enter the e-mail address, your password and the names and ports of the receiving
(IMAP) and sending (SMTP) server (if you do not know this data please ask your administrator). After entering the
data you can click on Select. The connection will be automatically checked. If the check is successful, the dialog will
close automatically. If the check is not successful, a warning message will appear and you can alter your configura-
tion in the e-mail dialog. You will not be able to store the connection if the check is not successful.

i Remark: You can also switch to the advanced e-mail configuration dialog. The dialog offers the following addi-
v tional configuration options:
o The definition of a separate e-mail address for sending. The e-mail address which will be shared with
the other participants will always be the receiving one.
e The definition of user names for the e-mail boxes differing from the e-mail address (e.g. the user
name is name and not name@domain.org)

e The authentication mechanisms supported by the e-mail boxes. For details, please refer to the prop-
erty mail.imap.auth.mechanisms in the Jakarta e-mail documentation.

i Remark: To use EasySMPC’s own backend instead of e-mail, select the respective tab. You will need the URL of
v the backend as well as your user name and password.
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©  EasySMPC - Simple Data Sharing With Secure Multi-Party Computing = O

Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result |
Start
©  E-mail connection properties
Manual I E-mail l EasySMPC backend
eysinpic.dev 1 @sticCde Base settings  Further settings
easysmpc.dev2@insutec.de
gasysmpc.dev0@insutec.d ® Simple settings | Advanced settings
Login
E-mail address:  easysmpc.devi@insutec.de Password:| sses
Receive Send

Server: imap.ionos.de Server: smtp.ionos.de

Port:| 993 Port:| 465
Encryption: ® SSL/TLS Encryption: ® SSL/TLS
StartTLS StartTLS
Cancel Add Remove Select

Figure 22: Connection configuration dialog.

2.2.3 Step 3

The Entry perspective is displayed again. You see the selected connection in the status bar. From here, please follow

step 3 and forth following in chapter 2.1.

O EasySMPC - Sim \ulti-Party Computing = m}
Action Help
(1) Start | (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result |
Start

Create connection
Load study

Create new study
Participate in study

[Ccnnect\cn easysmpc.dev0@insutec.de set l'E-male
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Figure 23: Entry perspective of EasySMPC with an e-mail connection set.

2.2.4 Step 4

Enter the name of the study as well as the name and the e-mail addresses of the participants. Afterwards click on
the button Load variables and values from file.

{ 1) Remark: Red-bordered fields indicate that the content of a field is not correct and needs to be corrected. In
W this case, the name of the first variable needs to be provided.

O ¢

Action Help

(4) Send ‘ (5) Receive ‘ (6) Result

Create study \

(2) Send ‘ (3) Receive

General data

Study name: ' PKU comorbidities

Participants (add your details in the first entry)

Full name:| Hospital 1 E-mail: creator@hospitall.org -
Full name:| Hospital 2 E-mail: participant@hospital2.org +
Full name: Hospital 3 E-mail: | participant@hospital3.org %=

Variables (add your data here)

Variable: Value:| 0 +

Load variables and values from file %

Remove unused lines

Figure 24: Start perspective of EasySMPC filled out partly.

2.2.5Step 5

Select a Microsoft Excel or CSV file in the now opened file browser. Browse to the folder of your data, select it and
click Open.
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Action Help

(2) Send ‘ (3) Receive

(4) Send ‘ (5) Receive ‘ (6) Result ‘

Create studv

General data O
Study name: | PKU comc

in: P 1, s =
Participants (add your d Suchen in: PKU study K A& kK 2= |
Full name:| Hospital 1 1. data PKU.csv +
Full name:| Hospital 2 +
Full name: Hospital 3 +

Variables (add your data

Variable: +

Dateiname: ~ data PKU.csv

Dateityp: All Files v
Open Cancel

Load variables and values from file

Remove unused lines
Figure 25: File browser of EasySMPC.

2.2.6 Step 6

The data now appears in the bottom section of EasySMPC. You can click on Save and proceed.

(1) Remark: Loading of data from a file is not necessary. You can also add variables and values manually.

f Remark: The study name, the participants’ names and e-mail addresses as well as variable names will be shared
W with all other study participants. The data you entered in the Value fields is secured and will not be shared.
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Action Help

General data

Study name: . PKU comorbidities
Participants (add your details in the first entry)

Full name:| Hospital 1
Full name: | Hospital 2

Full name: | Hospital 3

Variables (add your data here)
Variable:| N.18.1-5 Chronic kidney disease, stage |-V

Variable:' G31 Circumscribed brain atrophy

Variable:| F32.x Depressive episode

(3) Receive (4) Send ‘ (5) Receive ‘ (6) Result ‘
Create study
E-mail: creator@hospitall.org +
E-mail:| participant@hospital2.org +
E-mail:| participant@hospital3.org +
Value:| 3 +
Variable:' G31.9 Degenerative disease of nervous system, unspecified  Value:| 5 +
Value:| 1 +
Value:| 2 +
Value:| 6 +

Variable: | F33.x Recurrent depressive disorder

Load variables and values from file

Remove unused lines

Save and proceed

Figure 26: Start perspective of EasySMPC filled out completely.

2.2.7 Step 7

After clicking on Save and proceed a file browser opens to choose a location of your project file generated by EasySMPC.
The file will store all relevant information necessary for your study. EasySMPC allows closing a file, stopping the pro-
cessing and re-opening at a later point in time (see section Saving, closing and re-opening a study file).
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Action Help

General data 1O

(4) Send ‘ (5) Receive ‘ (6) Result ‘

Create studv

Study name: | PKU com¢

o s \ V]
Participants (add your d Speichern in: PKU study v KB A& kS
Full name:| Hospital 1 +
Full name: | Hospital 2 +

Full name:| Hospital 3 -

Variables (add your data

Variable:| N.18.1-5 Chro +

Variable:| G31.9 Degene Dateiname:  PKU_project file

Variable:| G31 Circumsc Datcityps S e / +
Variable:| F32.x Depressi Cancel *
Variable:| F33.x Recurrent depressive disorder [Value| 6 +

Load variables and values from file
Remove unused lines

Save and proceed

Figure 27: Save the project file generated by EasySMPC.

2.2.8 Step 8

From here on, the two send and two receiving perspectives are automatically processed. No manual action is neces-
sary at this point. If an error in sending or receiving occurs, a message is displayed and the connection configuration
can be altered.
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Action  Help

(1) Start ‘ (2) Send (4) Send ‘ (5) Receive ‘ (6) Result |

Receive data

General data -

Study name: PKU comorbidities

Participants

Full name: Hospital 1 E-mail: easysmpc.devl@insutec.de #
Full name:  Hospital 2 E-mail: easysmpc.dev]@insutec.de

Full name: Hospital 3 E-mail: easysmpc.devi@insutec.de

Create connection to e-mail box

Manually enter received data

Figure 28: The receiving perspective checking for messages.

2.2.9 Step 9

After finishing sending and receiving the second time, the Result perspective shows the sums for each variable (each
sum is calculated with the data of all participants). This perspective will be the same for all participants. Click on Ex-
port data to export the data as a CSV or Microsoft Excel file.

O
Action Help
(1) Start ’ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive
Result data
Study name:
PKU comorbidities
Participants
Full name: Hospital 1 E-mail: creator@hospitall.org
Full name:  Hospital 2 E-mail: participant@hospital2.org
Full name:  Hospital 3 E-mail:  participant@hospital3.org
Variables
Variable: ' N.18.1-5 Chronic kidney disease, stage |-V 5
Variable: G31.9 Degenerative disease of nervous system, unspecified 7
Variable:' G31 Circumscribed brain atrophy 3
Variable: F32.x Depressive episode 4
Variable: F33.x Recurrent depressive disorder 8

% Export data
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Figure 29: The Result perspective of EasySMPC.

3 Participant
3.1 Manual mode

3.1.1 Step1l

The first step as a participant in manual mode is to receive an e-mail by the creator (see step 5 an example). Once you
received the e-mail, you can start EasySMPC and click on Create connection.

O

Action Help

(4) Send ’ (5) Receive ‘ (6) Result ‘

(1) Start ‘ (2) Send ‘ (3) Receive

Start

Create connection %

Load study

Figure 30: Entry perspective of EasySMPC.

3.1.2 Step?2

Click on Select. For the manual mode no other configuration is necessary.
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O Ea g With Secure Multi-Party Computing - O

Action Help

(1) Start | (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result

Start
©  E-mail connection properties

Manual  E-mail EasySMPC backend

Manual data exchange. You will exchange strings by means of your choice (e.g. e-mail chat program).

Cancel Add Remove Select

Figure 31: Connection selection.

3.1.3 Step3

Click on Participate in study.

O EasySMPC - Simple Data Sharing With Secure Multi-Party Computing - O
Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result
Start

Create connection
Load study

Create new study
Participate in study

Set manual data exchange

Figure 32: Participate in a study.
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3.1.4 Step 4

A dialog to enter the initial data you received will appear.

E® FasySMPC - Simple Data Sharing With Secure Multi-Party Computing — i} X
Action  Help
(1) Start (2) Send (3) Receive (4) Send (5) Receive (6) Result
Start
# Enter data received X

Please enter the data you received

Cancel Ok

Figure 33: Dialog to enter initially received data into EasySMPC.

3.1.5 Step5

Open your e-mail program, highlight the entire text you received and copy it into the clipboard.

Data exchange PKU study - Thunderbird

File Edit View Inset Format Options Tools Help
dAsend  fySpeling v @ Secuity v [ Save v 0 Attach | v
From  creator@hospitall.org v Cc Bec D
To | participant@hospital2.org”

Subject | Data exchange PKY study

Body Text v || Variable Width vEeE TT.T*BIUVUA
[Hello Hospital 2 o

ase start a study pal

I8

InadwvfULGKtDK/|
hjD31URb1fIQfsS

Paste Without Formatting
Paste As Quotation

Delete
Select All

Check Spelling
Languages

With best regard:
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Figure 34: Initially received e-mail displayed in Mozilla Thunderbird.

3.1.6 Step6

Return to EasySMPC, click into the red-bordered field and click on Paste. Proceed by clicking on the now activated
Ok button.

J
Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result ‘
Start
i¢» Enter data received X
Please enter the A received
Cancel l
Figure 35: Copy initial data into EasySMPC.
3.1.7 Step7/

Now the Start perspective appears showing all participants, e-mail addresses and variables. You cannot change this
data. The sole thing you are entitled to enter are your values for the different variables. These values are secured
and will not be shared. You can either enter your values manually or load your data from a file (see steps 5 and 6 in
section Manual mode of the creator). EasySMPC will try to match the variable name in your provided file with the
one displayed in EasySMPC and enter the specified data automatically. After entering your values, you can proceed

by clicking on Save and proceed.
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Action Help

Participate in study

(4) Send ‘ (5) Receive ‘ (6) Result ‘

General data

Study name:  PKU comorbidities

Participants
Full name: Hospital 1 E-mail:  creator@hospitall.org
Full name: Hospital 2 E-mail: participant@hospital2.org
Full name: Hospital 3 E-mail:  participant@hospital3.org
Variables
Variable:: N.18.1-5 Chronic kidney disease, stage |-V 2
Variable: G31.9 Degenerative disease of nervous system, unspecified 0
Variable:' G31 Circumscribed brain atrophy 1
Variable: F32.x Depressive episode 1]

0

Variable:  F33.x Recurrent depressive disorder

Load variables and values from file

Save and proceed
Using manual data exc

Figure 36: The Start perspective of EasySMPC for a participant after loading data.

3.1.8 Step 8

From here, please follow step 8 and forth following in chapter 2.1.

3.2 Automated mode

3.2.1Step 1

To participate in a study, the study creator must first create it. Once this is done, you can start EasySMPC and click on

Create connection.
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O

Action Help

(1) Start ‘ (2) Send ’ (3) Receive (4) Send l (5) Receive ‘ (6) Result ‘

Start

Create connection %

Load study

Figure 37: Entry perspective of EasySMPC.

3.2.2 Step 2
The configuration dialog appears. Select the connection type (in the displayed case: e-mail). Then select either an
existing configuration in the left menu or create a new connection.

To create a new connection, enter the e-mail address, your password and the names and ports of the receiving
(IMAP) and sending (SMTP) server (if you do not know this data please ask your administrator). After entering the
data you can click on Select. The connection will be automatically checked. If the check is successful, the dialog will
close automatically. If the check is not successful, a warning message will appear and you can alter your configura-
tion in the e-mail dialog. You will not be able to store the connection if the check is not successful.

i Remark: You can also switch to the advanced e-mail configuration dialog. The dialog offers the following addi-
v tional configuration options:
e The definition of a separate e-mail address for sending. The e-mail address which will be shared with
the other participants will always be the receiving one.
e The definition of user names for the e-mail boxes differing from the e-mail address (e.g. the user
name is name and not name@domain.orgq)

e The authentication mechanisms supported by the e-mail boxes. For details, please refer to the prop-
erty mail.imap.auth.mechanisms in the Jakarta e-mail documentation.

f Remark: To use EasySMPC’s own backend instead of e-mail, select the respective tab. You will need the URL of
v the backend as well as user name and password.
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O EasySMPC - Simple Data Sharing With Secure Multi-Party Computing
Action Help
(1) Start ’ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive ‘ (6) Result |
Start
©  E-mail connection properties
Manual ' E-mail I EasySMPC backend
usysmpc.dev'l@fnsutec.de Base settings  Further settings
easysmpc.dev2@ de
Neasysmpe.dev0@insutec.d ® Simple settings | Advanced settings
[ Login
E-mail addi ysmpc.devl @i de P, di| seee
Receive Send
Server: imap.ionos.de Server: smtp.ionos.de
Port:| 993 Port:| 465
Encryption: ® SSL/TLS Encryption: ®) SSL/TLS
StartTLS StartTLS [
[ Cancel Add Remove Select |

Figure 38: Connection configuration dialog.

3.2.3Step 3

The Entry perspective is displayed again showing the selected connection in the status bar. Please click on Partici-

pate in study.

O EasySMPC - Simple Data Sharing With Secure Multi-Party Computing - m]
Action Help
(1) Start ‘ (2) Send ‘ (3) Receive (4) Send ’ (5) Receive ‘ (6) Result ”
Start

Create connection
Load study

Create new study
Participate in study

l Connection easysmpc.dev0@insutec.de set (E-mall)l
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Figure 39: Entry perspective of EasySMPC with an e-mail connection set.

3.2.4 Step 4

Please select the study you want to participate in and click on OK to proceed.

O

Action Help

O § y
(1) Start Please select the study to participate ‘ (6) Resuilt ‘
Study name Initiator
[ PKU comorbidities Hospital 1 ]
Cancel Ok %
Figure 40: Select study to participate.
3.2.5 Step5

Now the Start perspective appears showing all participants, e-mail addresses and variables. You cannot change this
data. The sole thing you are entitled to enter are your values for the different variables. These values are secured
and will not be shared. You can either enter your values manually or load your data from a file (see steps 5 and 6 in
section Manual mode of the creator). EasySMPC will try to match the variable name in your provided file with the
one displayed in EasySMPC and enter the specified data automatically. After entering your values, you can proceed

by clicking on Save and proceed.
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Action Help

Participate in study

(4) Send ‘ (5) Receive ‘ (6) Result ‘

General data

Study name:  PKU comorbidities

Participants
Full name: Hospital 1 E-mail:  creator@hospitall.org
Full name: Hospital 2 E-mail: participant@hospital2.org
Full name: Hospital 3 E-mail: participant@hospital3.org +
Variables
Variable:: N.18.1-5 Chronic kidney disease, stage |-V 2
Variable: G31.9 Degenerative disease of nervous system, unspecified 0
Variable:' G31 Circumscribed brain atrophy 1
Variable: F32.x Depressive episode 1]
0

Variable:  F33.x Recurrent depressive disorder

Load variables and values from file

Save and proceed
Using manual data exc

Figure 41: The Start perspective of EasySMPC for a participant after loading data.

3.2.6 Step 6

From here on, the two send and two receiving perspectives are automatically processed. No manual action is neces-
sary at this point. If an error in sending or receiving occurs, a message is displayed and the connection configuration

can be altered.
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Action  Help

(1) Start ‘ (2) Send (4) Send ‘ (5) Receive ‘ (6) Result |

Receive data

General data -

Study name: PKU comorbidities

Participants

Full name: Hospital 1 E-mail: easysmpc.devl@insutec.de #
Full name:  Hospital 2 E-mail: easysmpc.dev]@insutec.de

Full name: Hospital 3 E-mail: easysmpc.devi@insutec.de

Create connection to e-mail box

Manually enter received data

Figure 42: The receiving perspective checking for messages.

3.2.7 Step /7

After finishing sending and receiving the second time, the Result perspective shows the sums for each variable (each
sum is calculated with the data of all participants). This perspective will be the same for all participants. Click on Ex-
port data to export the data as a CSV or Microsoft Excel file.

O
Action Help
(1) Start ’ (2) Send ‘ (3) Receive (4) Send ‘ (5) Receive
Result data
Study name:
PKU comorbidities
Participants
Full name: Hospital 1 E-mail: creator@hospitall.org
Full name:  Hospital 2 E-mail: participant@hospital2.org
Full name:  Hospital 3 E-mail:  participant@hospital3.org
Variables
Variable: ' N.18.1-5 Chronic kidney disease, stage |-V 5
Variable: G31.9 Degenerative disease of nervous system, unspecified 7
Variable:' G31 Circumscribed brain atrophy 3
Variable: F32.x Depressive episode 4
Variable: F33.x Recurrent depressive disorder 8

% Export data
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Figure 43: The Result perspective of EasySMPC.

4 Saving, closing and re-opening a study file

EasySMPC supports to save the current state to the study file to proceed at a later point in time for all Send and Re-
ceive perspectives. The steps necessary are described below.

4.1.1 Step1

While working with an EasySMPC study, click on Action and then on Save study interim state. The study is saved to
the project file.

€ EasySMPC - Simple Data Sharing With Secure Multi-Party Computing - ] X
Help
€ Create connection S . §
¢ p (3) Receive (4) Send (5) Receive (6) Result
7 Load study
,,;‘,, Save study interim status L Send your data
O Exit )
Study name:] PKU comorbidities
Participants
Full name:  Hospital 1 E-mail: creator@hospitall.org Send e-mail...
Full name: Hospital 2 E-mail: participant@hospital2.org Send e-ma L 4
Full name:  Hospital 3 E-mail: participant@hospital3.org Send e-mail...
Manually send all pending messages
Figure 44: Saving the current state of an open study.

Now click on Action and Exit or the red X in the upper right corner. The subsequent dialog can be confirmed with
Yes.
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€ EacuSME aring With Secure Multi-Party Computinc = [m] | X
Action Help

”4"“ B

Send your data

(4) Send ’ (5) Receive ‘ (6) Result ‘

General data

Study name:  PKU comorbidities

Participants

Full name:  Hospital 1 E-mail:  creator@hospitall.org Send e-mail...

Full name: Hospital 2 g E-mail:  participant@hospital2.org end e-ma L 4
| ' © Bt oroarar . ¥
Full name:  Hospital 3 i al3.org Send e-mail...

Q Are you sure you want to exit the pro

Yes No

Manually send all pending messages

Figure 45: Confirm closing EasySMPC.

4.1.3 Step3

To reload the file, click on Load study after starting EasySMPC.

- B MF mple Data Sharing With Secure Multi-Party Computing =

Action Help

(1) Start ’ (2) Send ‘ (3) Receive

(4) Send ‘ (5) Receive ‘ (6) Result ‘

Start

Create connection

Load study

Kussel, Mdller, Prasser, Wirth | EasySMPC 35 | 33



Figure 46: Start loading a study in EasySMPC.

4.1.4 Step4d

Select the study file in the now opened file browser and click Open.

o
Action Help

(1) Start ‘ (2) Send ‘ (3) Receive

(4) Send ‘ (5) Receive ‘ (6) Result ‘

Start
B C

Suchen in: PKU study v N A B2

PKU_project _file.smpc

Dateiname: ~ PKU_project_file.smpc

Dateityp: SMPC Study

Figure 47: Dialog to select the study file.

4,15 Step 5

Now you can proceed working with EasySMPC.
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Send your data

(4) Send ‘ (3) Receive ‘ (6) Result ‘

General data
Study name: PKU comorbidities
Participants

Full name:  Hospital 1 E-mail: creator@hospitall.org Send e-mail...

Full name: Hospital 2 E-mail: participant@hospital.org Send e-mail g

Full name:  Hospital 3 E-mail: participant@hospital3.org Send e-mail...

Manually send all pending messages

Figure 48: EasSMPC opened the study in the recent state.
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