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Thae CERN RS, AR5 FPRX L7 B A2 il e o B RS e vl 4
& PRI SRS (8 X AR N, B0 i H A AR X AR S5 ok B 4, DR
Sefft EnaE .

&R LU A MySQL I s e T & LRy IXrERAREIRIEI, B

INSERT INTO Customers (CustomerFirstName,CustomerLastName) VALUES
(AES_ENCRYPT ('John', Qkey), AES ENCRYPT ('Smith', @key) ;
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P H RN AN SRR P A DVE R, Bl N AR R RN . R 10
M4k T Amazon RDS “F- & AR P LT .

Amazon RDS i B

Fh

MySQL MySQL In# R H FinsE . maMEHNERE. AREZELE, HERH
https://dev.mysgl.com/doc/refman/5.5/en/encryption- functions.html.

Oracle EEMYER (BYOL) ¥ N, Amazon RDS for Oracle Enterprise Edition 37
Oracle i& WA In % .

Microsoft SQL

Microsoft Transact-SQL 4 R 2 T s . LA G A L. F%H
Z(=H., 25 http://msdn.microsoft.com/en-us/library/ms173744.

& 10: Amazon RDS F & & SEEF

JER, SQL uF &l A HE M TR . Flin, xF#a “John” |

“Jonathan” 1 “Joan” Z:#t44, UWIH customerFirstName Fl)H) N AAE M FH BT
BEAT T nE, W CLT AR A 2R B AUHEE R

SELECT CustomerFirstName,

CustomerLastName from Customers WHERE
CustomerName LIKE 'Jo%';”

ﬁDW:E@Ei%éthii*%IEﬁﬁfhﬁf, ;?fiXﬁﬂ: CustomerFirstName ?Eé;ﬁﬁ@ﬂ‘ﬂohn” E@ﬁﬁ
B IR Il TUHES R

SELECT CustomerFirstName, CustomerLastName FROM Customers WHERE

CustomerFirstName = AES ENCRYPT ('John', (Qkey);

FEARINE B 7B B IR AT EIE W . #iltn, Ko Date FBAAINE,

CA
S48 BEME ZE YO 25 1) P F % 7 B
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Oracle Database 11g Enterprise Edition 2 2 4 I 4 i 43 78 E A v n]
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Edition. i X8I e AT HUE A1 2% H -

Oracle % R H40 Iin 25 761 505 5 NAFAE 2 A0 B T IN 2, F4E INAF il e B
PE I B AT i % . SR Oracle i& W BRI, IR Re % (8 B /& 2% 0 25 br i
(AES) AN briE (= DES) 25V S bR ines Bkt 228 28 (8] sl Ry 2 R 1) 3k
iThne,

%4 Amazon Glacier | [ A58

P fE Amazon Glacier b ) Hod 248 F IR 55 2 o DN &5 34T OR 9. AWS
A~ Amazon Glacier A4 B M ME—INZE % 4], FHETH AES-256 X H 4T
. WG, @6 AES-256 FIfEE/E LA BRI E %, Mz % HAs it
TN . B TR M. WRETFENTHSEBIREEZRY, e
¥4 1% %] Amazon Glacier 2 it HiE47 N 2%

{#47" Amazon DynamoDB I )i &34

Amazon DynamoDB s&H AWS 4RI iR S . 0T UEA BT FIfE oL T
i} DynamoDB, {Ht5r]fEFr#E DynamoDB Al 455:at b SEi s ine Z. Hx
FE R JZ PR BRI 2 0, O3S E SRR, 1§20 E

DynamoDB S H#-E07 . 757 5 R R 4 — b B0 2R 50 s 7 BLAR AR A
DynamoDB i, #5 i A an — ik 7 Br sk Base64 4ifil 1777 H 7B
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%4 Amazon EMR _FE S H

Amazon EMR & = F 1) —F L8 kSs . AWS $214ti24T7 Amazon EMR A7 7510
AMI, AR HE X AMI 8f& H 2/ EBS 5. BRAEM T, Amazon EMR
SEGAS K # S B AT I

Amazon EMR 82 ¥ ] Amazon S3 ¢ DynamoDB 1 A#E A VEEE 7%
Amazon EMR SEHE7E A B G112 1T Bt 75 B8R R A MEA7 6 2 1 2 HDFS,
ol 18 ] B 4%k B Amazon S3 5{ DynamoDB K% .

NP B v GO i S B AL VR e B, AT DR ATR 11 R ) %
Jitke

B3R i)
Amazon S3 IR& i B RAUK A fEiEAE Amazon S3 b, MAE#HF HDFS. Hadoop M
— TG HDFS Eil A Amazon S3 EEHE, SREEAMMTEEIE, FEARIER A AR EIA

% Amazon S3 R4 #2155, 5SS A4 Amazon S3 L/
i i

Amazon S3 & imhnaE BRI K ATEME#E Amazon S3 L, MAEHIF HDFS. Hadoop M
Amazon S3 RIEIE, REAEAMAENSE, ARG AEAEIA .,
TIPS AT DK E e SR AT SR R 4% (SerDe) 5 Hive sUH T
Java Map Reduce EMNVf InputFormat 255 5 — R H] . ZEEEAN 4T
Badsk BRI E, DUEE R S0

A% Amazon S3 FFimNERIEZEE, BES0H AP Amazon S3 _LHTEF
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2 FARE FF goina — KKt /74#4E Amazon S3 2K DynamoDB Hf, f&w] LASE N FTAE 40 b
BA I R R e B (BN, @A HMAC-SHAL)

NG, T AE X SerDe 5 Hive. WA FHE—FMEH, LME
M Amazon S3 PHEHUCEUE, X EEREAT IR, FsHNEE HDFS, AR5t
ITREEL. T OO BN SCIFBEAT 1IN, SR RE R BRSNS AT R
1B, BT 8. Er LI S3Distep 55 T H SRk Yw i AD 45 — [F{H H o

NARFHINE — B4 Hadoop ] ffi A SerDe, i JSON. #ffifiias v 7 Hadoop EMb fr)mk

FBOINE /AR ARR A S B AT, AT DLE R A SRR B e SO A B AR RN /S
HYH 5 ]

ey g B A Amazon S3 HR&S#suii N % 5% 7 b, UL HIFE
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et HEA LB H NGBS RN, BN EERIEE, A5 SRR
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TR AR ERSERTEdE, I RZSEpR I
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WMEER—3 5y, AWS B EERG#H (DoD) 5220.22-M  ( “E K Tk 41tk
EVEFM” O B NIST SP 800-88 ( “fF /M iiiGEHE e 7 ) FIFIRIR NI 71k
A B A -

ARMBE =P HIENEZELE, B30 AWS Z2RBEAEB. (G652 HZ % 0k
SR TR, D
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N RE RPN, O At b RO B A o B XX R BRI %5 ) i 5 IR 55 4% 22 1)
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SERENER T N B R B SME BT 32 4
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TS B 56 BB UE X TR P8 15 3 1
ARH EEL, RIS NI R b #E AT S B8 E
IR IR H B R e v 4 15 2 Wik
o B R MR b gk B TUE B [
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¥ EA IKE [ IPSec 5 il 3k 5 % 4 5
X.509 i -5 — [F 1 FH b e A o i AT £ 3 562
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TEF 50— A

R 12: PR EOHEE BB
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PUR SR AL 147 S ORy e b 0 Kl B TR (E
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IS ADE S Eiiip%) HERERR IS
HTTP/HTTPS i & HTTP e EBIMMEL FAZARY . 45 H HTTPS (HTTP over
(Web R HE/7) St HTTP JiEf SSL/TLS &4 (B SSLITLS) 5K %5 2 H 5L

A HTTPS) &Mk F sk, %%
Web JIl 45 28 F WS 28 (1K) 32 S Ff o

HTTP it & AELHE X W L1 2% 7 i
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REST W9 .
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RE@EEZ R HTTPS, JLIE&
o F USRS HE, H SSLITLS A ¥R
BAEF Web R4 & RIK P kit HE £
CPU FI 7% P . X 4b# % T
SSL/TLS £ifift) Web 4%, X
feom RAER KII k. W& IR
SRR N, RN 2 1R IR
SSL/TLS 4.
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el . W LMHE ] HTTP over SSL 457
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FH P s fd - Microsoft 3z 2 52 1 B
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LI ADE
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B 15 R (8] 257 SSL/TLS % 4% % A Ja SR AL %L Z B RS .

M HEFEE R Amazon S3 API i, &7E% iS5 Amazon S3 i1 i [H]
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{R3P IEAEAE ) Amazon RDS (R %dE
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X% P it 5 I 55 4 TR 2R, SSL/TLS Jid ik 25 4% X509 UEF. i e M
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