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IVPES Of Wireless netWworks

®* Infrared

* Bluetooth

* Mobile telephone
(GSM/GPRS/TDMA/CDMA/Edge/EVDO/etc.)

* Wi-FI



WiI-EI network characteristics

* WI-Fi uses Industrial, Scentific&Medical (ISM)
bands

902 928 MHz
2.4 2.485 GHz (2.4 a 2.5 GHz in Brazil)
5.150 5.825 GHz

*WiMax (802.16/a) uses licensed bands (10-66/2-10Ghz)



\Wi-El network characteristics

* |[EEE 802.11
Several standards already closed:

802.11b 22Mb 2.4Ghz
802.11a 54Mb 5.1GHz
802.11g 54Mb 2.4Ghz
802.111 - Security mechanisms

802.1x — Authentication mechanisms are used In
cable and wireless networks



Jleday s standanads

802.11b WEP

802.11a/g WEP/WPA (802.1x)

802.11] WEP/WPA/RSN (AES,Ad-Hoc, etc)






Analysing tepls

* Kismet * Tcpdump
* Netstumbler * Ngrep

* Airsnort * Ethereal
* BSD Airtools

* WepCrack

* WepLab

* WepTools

* WepAttack



Kismet

* Support to 802.11a/b/g
* Integration to GPS
* Produces traffic file in PCAP format
* Capable of generating maps (gpsmap)
* Detailed information:
* Network name
* Standard (a/b/q)
*WEP use
* Connected clients (mac, signal level,etc)
* No break WEP



Kismet

BHetwork List—(S5ID} —Info—

Mame T I Ch Packts Flags IF Range MNturks
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Fepet idoraSul A H 002 o T4 207 .46,106,12 leak
default A Y D05 3 (,0,0,0 ]
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Flktz/=
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Elapsd

| gt -15,763 Lon -47.881 Alt 3613.5F Spd 14,730mh Hed 0,000 Fix HOWE Y1336 :58-
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naving data files,
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Kismet

—Hetwork List—(S5ID) Info
Mane T W Ch Packits Flags IP Range Nturks

{-Data Strings Dunp A1l

icover

zoneedit

soacontact

Lcover

icover

zoneedit

B =soacontact

icover

icover

zoneedit

GET /RealMedia/ads/adstrean j«.ads/microsoftide honepage@Topd | Topd HTTPS1

Connection: keep-Alive

Uzer-fAgent: Mozilla/5.0 (compatible; Kongueror/2,2.2; BtEmbedded/640:450)

Feferer: http://idenow,uol,com,br/AdPortalvl/Default ,asp:

—| Accept: applicationfw- javascript i

| —| Accept-Encoding: w-gzip, gzlp, ldentity ==

' Accept-Charset: iso-3809-1, utf-&, %, utf-8, %

Acocept-Language: en

Host: www, icover,com,br

—Eattery: F3% 1h3bnZdos










Netstumbler

* Supports several plates 802.11a/b/g

* GPS integration

* Detailed information of signal level, WEP use
and connected users (MAC)

* Only for Windows
* Doesn’t capture traffic
* No break WEP



4 Network Stumbler - [20040623181455.ns1]
4] Fle Edt Wiew Device Window Help

Netstumbler

DEWH|F%|E|EE

EERa 7

'"W Channels
54k $5IDs
- Bk

- B
bt finksys
) 00CH1A1253
() I00C4TBDE2F
---:H: martreal

---:H: santa

---:H: a5 7k ar
Rk UNINetYaig
() D2E027EDRORD
? Filters

MAL 5510 M ame Char Speed Yendar Type | Enc... | SMNA
(") 0040F 450874 1 11 Mbpz AP

O O0OCH1 412034 linksays B 11Mbps  Linkays AP

@ 020220103014 montreal 10 TiMbps  Prosim [4gere) DORMOCO Peer  WEP
@J 02E0Z7EDBORD.  UIMINefyang 1 1TMbp:  [User-defined) Peer

() 00022051 2E 58 1 1M Mbpz Proxim [Agere) DRMNOCO AP
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() 000220937750 g 1T Mbps  Proxim [Agere) ORNOCO AP

@' 0002 78E 33472 11 2 Mbps Samsung 4P

() (0062524E56 § 2 Mbps Linksys AP

() (0062525757 D g 1TMbps  Linkays AP

(W) 004D9655CR4C tadSkar b TTMbp:  Cisco AP WEP
() 00D32FICODE?  santa B 22Mbps ST [Linksys) AP

@ O00CATRDBZTE  linkays 1 1TMbpz  Linkays AP




Alrsnort

* Grafic interface

* File generation in PCAP format

* Permits file loading in PCAP format

* Support WEP key break (~100Mb-1GDb)

* GPS integration

* WEP use information

* Low number of plates (chipsets) supported
* No details with connected clients and signal
levels



Alrsnort

Edit settings Help

Load crack f?le Metworle deuicelethﬁ :‘ Refreshl ‘ 40 bit crack breadth: m
%sgis;?;k Ml = Driver type iwlan—ng :‘ 128 bit crack breadth: IZ E
Load pcap file Name WEP |Last Seen Last IV Chan |Packets |Encrypted |Interesting |PW: Hex |PW: ASCI|
Exit 8. 5C HomenetS4 Tue Jun 25 13:37:45 2004 00:00:00 11 134 0 0
FF:FF:FF:FF:FF:FF Tue Jun 29 14:18:11 2004 00:00:00 431 0 0
00:02:2D:1E:3A:51 Tue Jun 29 13:42:03 2004 00:00:00 244 0 0
Q0:40:F4:80:B7  4E Tue Jun 29 13:41:18 2004 00:00:00 1 13 0 0
00:0C:41:42:45:E4 hd Tue Jun 29 13:41:27 2004 00:00:00 & 2 0 0
Q0:0D:88:A6.CE:FB Tue Jun 29 13:42:32 2004 00:00:00 1 0 0
Q0:00:00:00:00:00 hd Tue Jun 29 13:54:01 2004 AA:AA03 42 26 0
00:90:4B8:0B:9C:F2 wireless Tue Jun 29 13:44:37 2004 00:00:00 2 0 0
00:0C:41:18:60:BF hd Tue Jun 29 13:45:40 2004 00:00:00 11 2 0 0
00:01:F4:75:24:28B Y Tue Jun 29 13:45:14 2004 97:68:F0 1 1 0
00:02:20:593:.77:60 APIS402 Tue Jun 29 14:02:08 2004 00:00:00 9 52 ] ]
2051 :2E:88 UNIFNJEtVEFiQSLﬂ Tl Jun 29 102004 1 o
00:02:6F:05:44:05 hd Tue |Jun 29 13:49:48 2004 24:48:01 58 o 0
00:60:1D:FO:FB:60 APISSouth Tue Jun 29 14:04:25 2004 00:00:00 3 26 0 0
Q0:60:1D:FO:FC:9D Tue Jun 259 14:01:47 2004 00:00:00 11 37 0 0
Q0:02:78:F4:68:A8 CPAP Tue Jun 29 13:48:51 2004 00:00:00 & 2 ] ]
90:38:12:.7C:3C:AB hd Tue Jun 29 13:51:37 2004 18:B8:68 1 1 0
00:05:25:24:9E:00 Tue Jun 29 14:01:48 2004 00:00:00 3 15 0 0
J6:00:BA:00:93:01 MBOG A Tue Jun 29 13:52:39 2004 00:00:00 & 0 0
02:E0:27:ED:BO:80 UNMIMNetWarig Tue Jun 29 14:02:02 2004 00:00:00 1 23 8] 8]
00:05:F4:04:01:9B Tue Jun 29 13:53:11 2004 00:00:00 ] ]
00:0C:41:18:38:CB Lookwvgl Tue |un 29 13:54:45 2004 00:00:00 & 1 0 0
58:65:DF:D3:98:52 Tue Jun 29 13:58:17 2004 00:00:00 0 0
Q0:E0:98:BE:AL1:7A MetroY Tue Jun 259 14:18:10 2004 00:00:00 1 15 0 0

Start l

Stop |

Clear |




\\WepAttack

* Attacks based In:
* Brute force

* Dictionary

* Reads files in PCAP format

* Permits integration with traditional password
breakers, like John The Ripper



\Weplan

" Attacks based in :
* Brute force
* Dictionary
* Vector initialization fragilness

* Reads files in PCAP format
* Breaks faster than other tools since there Is no
correct traffic standard



Ethereal

* Grafic tool (Unix/Windows)

* Reads and records in PCAP format

* Permit traffic filtering

* Permits several types of statistical generation
* Permits reassembling of traffic

* Doesn’t have resources for search patterns



Ethereal

165
166
167
168
169
170
157yl
7
173
174

48827898
48.851353
48.992648
49.014893
45.103343
49.124163
48.124456
48.129053
48.161776
48.162451
48.189288

: Enable
? Decod
15 User s

LI,
152.168.11.
152.168.11.
200.206.136
192.168.11.3
200206.136

1

rame 164 (76 bytes on wire, 76 byt

inux cooked capture

nternet Protocol, Src Addr: 192.168
Tansmission Control Protocol, Src P

)0 0004 0001 00 06 00 0 00 BY
|0 45 00 00 3c eb f7 40 00 40 06 :
'0 cBceB8B854B807B80050 d2f2¢
30 a0 02 16 dO b3 ee 00 00 02 04

| Filter: !Eip.addr eq 192.168.11.3 an

|- Stream Content

GET / HTTP/1.1]

Host: www.h2hc.com.br
ser-Agent: Mozilla/5.0 (X11: U; Linux i686; en-US; nt1.7) Gecko/20040624 Debian/1.7-2

Accept: text/xmlapplication/xml.application/xhtml+xml text/html; g=0.9 text/plain;q=0.8.image/png.*/*:q=
Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;9=0.7,*:0=0.7

kKeep-Alive: 300

Connection: keep-alive

If-Modified-Since: Mon, 14 Jun 2004 19:29:59 GMT

[f-Mone-Match: "1f40ea-16c8-40cdfch?"

HTTF/1.1 304 Mot Modified

Date: Wed, 07 Jul 2004 05:27:53 GMT
Senver; Apache

Connection: close

ETag: "1f40ea-16c8-40cdfch?"

Rl |
[Z) Gravar como

*
Entire conversation (579 bytes) t|l@AsaicE

Filter out this stream | X Fechar







Avalilable protection methoeds

* Disabling ESSID broadcast

* Filtro de MAC

* Disabling ESSID broadcast

* Individual client traffic isolation
* WEP

* 802.1x

* WPA

* WPA2/RSN

* Monitoring
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Fle Edt Seffings Help

() 5can - Network device [atho v|Refiesh| 400t crack breacth

Cohamell L phertpe  [rostiomoo v |28 bit rack breact

00:09:58:66:30: Sat Jul 10 11:30:14 2004 00:00:00 11 0
00:07:40:4D: [A:C Sat|ul1011:30:132004 00:00:00 3 208 0 0
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Options
Channel /f Fregquency:

Data Hate:

Transmit Power:

Beacon Interval:
(20 -1000%

DTIM {1 - 255):
WEPMPA Status

| full ~|

Enabled
Configure WEP,MWPA |

Access Point Connections

Allow access by:

) All Wireless stations
" Trusted PCs anly

Trusted PCs List |

=

ired LAN

| Enable SSID broadcast
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File Edit Settings Help
@ scan Network device |athO v Hefresh| " 40 bit crack breadth: |5 |;
O channelfe  [Z] Drivertype  |Host AP/Orinoco = 128 bit crack breadth: [13 |5
| C|BSSID Name WEP [Last Seen Last IV |Chan [Packets |Encrypted |Interes
00:09:5B8:66:30:0E Y Frijul 922:43:50 2004 00:00:00 11 8 0 0
00:07:40:40:1A:5C Homenets4 Frijul 922:43:50 2004 00:00:00 3 11 0 0
4] | i
............. T o e




File Edit View Capture Analyze Statistics Help

B BE x @8 Qe DF L QA D HEX O

Mo. . Time Source Destination rotocol | Info

197 47 627722 Metgear 66:3d:0e Broadcast IEEE 80z Beacon frame
198 47.729449 Metgear 66:3d:0e Broadcast IEEE 80z Beacon frame
1299 48.851042 Metgear 66:1e:3d Broadcast IEEE 80z Beacon frame
200 48.953120 Metgear 66:1e:3d Broadcast IEEE 80: Beacon frame
201 50.391745 Metgear 66:3d:0e Broadcast IEEE 80z Beacon frame

50.494164 Metgear 66:3d:0e Broadcast IEEE 80z Beacaon frame
203 51.121786 Melco 4d:la:5c Broadcast IEEE 80z Beacon frame
204 51.224310 Melco 4d:1a:5c Broadcast IEEE 80: Beacon frame

L] I i3

[ rrarme 202 16l Oyies Ol wile, oL Dyles Cdaudr=o]
[ IEEE 802.11

= |[EEE 802.11 wireless LAM management frame
> Fixed parameters (12 bytes)
= Tagged parameters (45 bytes)
Tag Mumber: 0 (SSID parameter set)
Tag length: 7
Taq interpretation:

0000 80 OO0 00 OO ff ff ff ff ff ff OO 02 5b 66 3d Oe ;
C0l0 Oe'09bb 66-3dDe bl 12 37 b0 54 1a 0O 00 0000 [f=..7F .
0020 640031040007 0000 CO00000D0O0D00O10B8E8B2 dl.. ...
0030 84 8b 965 0c 18 3048 03 01 Ob 0504 00 01 00 QO ... OH.

0040 07 0655532001 0b1b 2a01 003204122460 .US. *2.%
0050 &ac |
{1 Filter: TI <k Expression...| % Limpar| o Aplicar

File: Kisme |P: 379 [




File

Edit View Capture Analyze Statistics Help

) D E xR Qe DF L2 Q@ D HEX O

5l1.121786 Melco 4di1la:5c
204 51.224310 Melco_4d:la:5c
205 51.326581 Melco_4d:1la:5c
206 51.634823 Melco_4d:la:5c
207 51.808480 Agere 2Zb:e3:1d

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Mo. . Time Source Destination rotocol | Info
195 46.514662 Melco 4d:1a:5c Broadcast IEEE 80z Beacon frame
196 47.025839 Melco 4d:1la:5c Broadcast IEEE 80z Beacon frame
197 47627722 Metgear 66:3d:0e Broadcast IEEE 80z Beacon frame
198 47.729449 Metgear 66:3d:0e Broadcast IEEE 80: Beacon frame
199 48.851042 Metgear 66:1e:3d Broadcast IEEE 80z Beacon frame
200 48.953120 Metgear 66:1e:3d Broadcast IEEE 80z Beacon frame
201 50.391745 Metgear 66:3d:0e Broadcast IEEE 80z Beacon frame
202 50.494164 Metgear 66:3d:0e Broadcast IEEE 80: Beacon frame

IEEE 80:%
IEEE 80:
IEEE 80:
IEEE B0:
IEEE 80:

Beacon frame
Beacon frame
Beacon frame
Beacon frame
Frobe Reqguest

4]

IUHH\.,-'\-..I PUI HTTTR LT S T 7 I-J_!,l |
Tag Mumber: 0 (SSID parameter set)
Tag length: 9

Tag interpretation: Homeneats54

Tag Mumber: 1 (Supported Rates)

loooo
0010
0020
0030
0040
0050

By Fi

04828480596 030103 0504000

1 REEO2a:0) s

07 2f01 07 32080cl2 18243048606cdd05 ./.2... .$0H"|.

001018 01 01

ilter:

TI <k Expression...

% Limpar | of Aplicar [Interpretatii| P: 379 D: 277




Edit View Capture Analyze Statistics Help

) B E xR 8 QE» DF R QQQE

BB X O

Mo. . Time Source Destination rotocol | Info
204 51.224310 Melco 4d:1a:5c Broadcast IEEE 80z Beacon frame
205 51.326591 Melco 4d:la:5c Broadcast IEEE 80z Beacon frame
206 51.634823 Melco 4d:1a:5c Broadcast IEEE 80z Beacon frame

- IEEE B802.11

= |[EEE 802.11 wireless LAM management frame
= Tagged parameters (15 bytes)

Tag Mumber: 0 (SSID parameter set)

Taqg length: 7

Tag interpretatio 11 NETGEAR

808480 Agere 2bie3:1d Broadcast IEEE B0z Probe Reguest
208 51.8372598 Agere 2b:e3:1d Broadcast IEEE 80z Probe Reguest
209 51.879227 Agere 2b:e3:1d Broadcast IEEE 80z Probe Reguest
210 51.892972 Agere 2b:e3:1d Metgear 66:3d:0e IEEE 80: Association Request
211 51.894428 Metgear 66:3d:0e Agere 2b:e3:1d IEEE 80: Association Response
L] I i3
[FFrame zu7 59 OyIes O wWire, 59 Oyles caprear

0020 EEl 01 04 02 04 0b 15

TI <k Expression...

o Aplicar

Imterpretati| P: 379 D: 277




Disabling ESSID. broadcast

23:05:16.386193 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 Mbit]
ESS CH: 11
23:05:16.488612 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 Mbit]
ESS CH: 11

23:05:17.321039 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS
CH: 3
23:05:17.629271 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS
CH: 3

23:05:17.802928 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.831746 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.873675 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.887420 Assoc Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]



Disabling ESSID; broadcast

There are still other moments where
ESSID has traffic:

® Search for active concentrator
* Answer to concentrator search

* Concentrator reassocilation



Avalilable protection methoeds

* S
* MAC filter

* Individual client traffic isolation

* WEP

*802.1x

* WPA

* WPA2/RSN

* Monitoring



MAC filter

NETGEAR ProSafe Dual-Band Wireless Firewall FWAG114

Wireless 11blg Trusted PCs

Trusted PCs List

Basic Settings

[»

Wireless 11a
Wireless 11hig

[«1

Logs

Block Sites Delete |

Rules
Add new Trusted PC

_ Wireless Adapter MAC address |
Schedule

Senices

E-mail Add

Baclk |

IKE Policies
VPN Policies
CAs

Certificates
CRL
VPN Status




aReturn to TOP

YLAN settings

—Wireless

—Wireless security

—LAN port
—DHCP server
Nireless LAN

| Wirees
bridge(WDS
=\WAN settings
eNetwork

settings
=Management

»Logout

MAC filter

Wireless LAN Access Foint

AirStation
WBR-G54

Registration for the connecting PC's MAC address

Only registered PC's can communicate with the AirStation affer the Limit button has been Set.
MAC address to be registered I Reqgister | Number(0/54)

MAC Address Change

List of all PCs that are allowed to communicate
MAC Address Change

00:EC:00:87:62:0D [~ Enable connection
Change the marked item |




Filtro de. MAC

Linux
# ifconfig athO hw ether 00:00:00:00:00:01

FreeBSD
# ifconfig xI3 ether 00:00:00:00:00:01

OpenBSD/NetBSD
# wiconfig wiO -m 00:00:00:00:00:01



MAC filter

Realtek RTLE139 Family PCI Fast Ethernet NIC Propet
General Advanced | Crrpver | Flasnurc:esl Fower Meinagementl

The following properties are available for this network adapter. Click
the: property you want to change on the left, and then zelect itz value

an the right.
Property: Walue:

Link. Speed/Duplex Made .
MNetwark Sddress
Receirve Butfer Size o Mot Presert

0K Cancel




e
o NN
* Individual client traffic isolation
* WEP
*802.1x
* WPA
* WPA2/RSN
* Monitoring



Client traffic isolation Hom




Client traffic Isolation

ping
PING
From
From
From

-c 3 192.168.11.2

192.168.11.2 (192.168.11.2) 56(84) bytes of data.
192.168.11.4 icmp seq=1 Destination Host Unreachable
192.168.11.4 icmp seq=2 Destination Host Unreachable
192.168.11.4 icmp seqg=3 Destination Host Unreachable

--- 192.168.11.2 ping statistics ---

3 pac
2017m

kets transmitted, 0 received, +3 errors, 100% packet loss, time
S

However, traffic continues to be possibly captured

22:44:

27075

22:44:
27075:

(DF)

22:44:

27120
22:44:

37.605465 192.168.11.2.33010 > oscommerce.pulver.com.www: . ack
win 59684 <nop,nop,timestamp 907215 341459491> (DF)

37.609406 oscommerce.pulver.com.www > 192.168.11.2.33010: P
27120(45) ack 542 win 6492 <nop,nop,timestamp 341459495 907176>

37.613282 192.168.11.2.33010 > oscommerce.pulver.com.www: . ack
win 59684 <nop,nop,timestamp 907216 341459495> (DF)
38.260568 192.168.11.2.33010 > oscommerce.pulver.com.www: P

542:996(454) ack 27120 win 59684 <nop,nop,timestamp 907280 341459495>

(DF)



Avalilable protection methoeds

*Disable ESSID broadcast
* MAC filter
* WEP

* 802.1x

* WPA

* WPA2/RSN

* Monitoring




Edit settings Help

Alrsnort

Load crack file
Save craclk file =
Log to file

-
-

MNetworls deuicelethﬁ

Driver type

iwlan—ng

:‘ Refreshl
it

=

40 bit crack breadth: ’20 =
128 bit crack breadth: IZ E

Load pcap file

Mame

WEP

Last Seen

Last [V

Chan

Faclkets

Encrypted

3]

Exit B 5C

FFFFRFF:FF:FF:FF
00:02:2D:1E:3A:51
Q0:40:F4:80:B7:4E
00:0C:41:42:49:E4
00:0D:88:A6:CE.FB
00:00:00:00:00:00
00:90:9B:0B:8C.F2
00:0C:41:18:60:BF
00:01:F4:75:24:2B
00:02:20:93.77:60
251 2E:88
00:02:6F:05:44:05
00:50:1D:FO:FB:60
00:60:1D:FO:FC:5D
00:02:78:F4:6A.A8
90:38:12:7C:3C.AB
00:05:25:24:9E:00
J6:00:BA:00:93:01
02:E0:27:ED:BO:BO
00:05:F4:04:01:9B
00:0C:41:18:38:CE
58:65:DF:D3:98:52
00:EQ:98:BE:A1:7A

Homenet54

wireless

APIS402
UNINetvarigsul

APISSouth
CPAFP

MBOG
UMIMNetvarig
Lookwvgl

Metro™y”

Start l

Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
TUe Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29
Tue Jun 29

13:
14:
1:3
13
13:
13:
I3
13:
13:
13:
14:

13:
14:
14:
d e
HEE
14:
13:
14:
d
13:
13:
14:

37
18:
(032 20049
41:
27 20049
(32 2004
o4
44
45
45:
:08 2004
102004
49:
04:
47 2004
48:
37 20049
48 2004
139 2004
(02 2004
B
54
58:
18:

42

41
42

02

o1

51
o1
52
02

45 2004
11 2004

18 2004

01 2004
37 2004
40 2004
14 2004

48 2004
25 2004

51 2004

11 2004
d5 2004
17 2004
10 2004

00:00:
00:00:
00:00:
Q0:00;
Q00:00:00
Q0:00:00
AACAAO3
00:00:00
Q00000
9768 FO
00:00:00

oo
oo
oo
oo

24
00:
00:
Qo0:
18:
Q0
00:
o0:
Q0.
Qo0:
00:
Q0:

4B:01
Q000
Q0:00
00:00
B&:
00
00:
o0:
0o
Qo
00:
Qo0:

oo
oo
co
oo
oo
oo
co

Stop |

11

134
431
244
15
2

1

42
3

O
]
o
o
o
o
2
]
]
1
o
1

o000 o oo+~ o oo

0 O0C o 0000 OO0 oo O00O0 o 0o OO0

&
Fl

Clear |




\\WepAttack

# wepattack -w /usr/share/dic/dicl.txt -f Kismet-
Jun—-29-1.dump

# bzcat wordlist.bz2 | wepattack -f Kismet-Jun-29-
2004-1.dump

# john —-incremental -stdout:13 | wepattack -f
Kismet-Jun-29-2004-1.dump



weplab -r Kismet-Jun-25-2004-1.dump Kismet-Jun-25-2004-1.dump
weplab - Wep Key Cracker Wep Key Cracker (v0.0.7-beta).

Jose Ignacio Sanchez Martin - Topo[LB] <topolb@users.sourceforge.net>
Total valid packets read: 286

Total packets read: 1335

10 packets selected.

Packet 0 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 1 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 2 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 3 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 4 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 5 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 6 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 7 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 8 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 9 --> 92 total lenght, 64 data lenght (just encrypted data)
Opening packet file for loading all the IV

Total valid packets read: 256
Total packets read: 1335
Total unique IV read: 25

25 Weak packets gathered:
Compressing IV table...



Deciiernne| capiures; traffic

Decrypt (included in airsnort package)

# decrypt (-p <pw> | -f <dictfile>) [-b] [-0 <offset>] -m <bssid> -e
<infile> -d <outfile>




Avalilable protection methoeds

°Disable ESSID broadcast @~

* Individual client traffic isolation

*802.12x
o

* WPA

* WPA2/RSN

* Monitoring






S02.1x + WEP

cryption

A X/EAP
ication

?

(" Disabled

" WEP  WEP key

* TKIP =@~ WPA-PSK
(Pre-Shared Key)

O -
" 2z £
" 3 -
" 4 A

~ (Bto 63 characters ASCII [ 64 digits hexadecimal)
2w If IEEEBCZ. 1x/EAP authentication is used, keep this field

C AES blank.
WPA Gruu.l:: Rekey I 0 e
Interval

# Do not authorize ¢ Authorize

RADIUS
Authentication

RADIUS Server

RADIUS Port

RADIUS Key




ASUpplicant

Supported methods:

EAP-AKA
EAP-GTC

EAP-MD5

EAP-MSCHAPv2

EAP-OTP

EAP-SIM

LEAP

PEAP (MSCHAPV2)

EAP-TLS

EAP-TTLS (CHAP, MSCHAP, MSCHAPV2, PAP)



ASUpplicant

ALL] Got EAP-Request-Authentication.

[STATE] Processing AUTHENTICATING state.

STATE] Sending EAPOL-Response-Authentication
AUTH TYPE] --- SSL : SSLv3 read server hello A
AUTH TYPE] --- SSL : SSLv3 read server certificate A
ALL] Sending TLS ACK!

... ]

ALL] Got EAP-Success!

Authenticated!

ALL] Processing command : dhclient -q %i

ALL] Returning command : dhclient -q athO

ALL] Actual command being called is dhclient

ALL] Generating key block!

ALL] Using session key const of : client EAP encryption
STATE] (global) -> AUTHENTICATED




ASUpplicant

eap tls{
user cert = /etc/sdl/certs/cert-clt.pem

user key = /etc/sdl/certs/cert-clt.pem

user key pass=<BEGIN_ PASS>verysecrel<END PASS>
root_cert = /etc/ssl/certs/root.pem

root_dir = /etc/ssl/certs

chunk_size = 1398

random_file = /dev/urandom



* WPA
* WPA2/RSN
* Monitoring



Attacks; on \WPA

*WPA — PSK ( Pre-shared Key)
* WPA Interprise
* Attacks on concentrator

* Attacks on clients






WPA - PSK

# wpa_supplicant -w -i athO -c /etc/wpa_supplicant.conf -d 1
RX EAPOL from 00:09:5b:66:3d:0e
IEEE 802.1X RX: version=1 type=3 length=127

EAPOL-Key type=254

WPA: RX message 1 of Group Key Handshake from 00:09:5b:66:3d:0e
(ver=1)

WPA: Group Key - hexdump(len=32): a6 44 18 ea 08 88 {5 bc 1a 85 1a
db ab a6 3b 61 aa b6 02 78 29 57 42 7e 1d a0 69 3a t6 25 40 08

WPA: Installing GTK to the driver (keyidx=2 tx=0).

WPA: RSC - hexdump(len=6): 00 00 00 00 00 00

wpa_driver madwifi_set key: alg=TKIP key idx=2 set tx=0 seq len=¢
key len=32

WPA: Sending EAPOL-Key 2/2

WPA: Key negotiation completed with 00:09:5b:66:3d:0e



Attacks on WPA-PSK

static int wpa_config parse_psk(struct wpa_ssid *ssid, int line, const char *value)

{

if (*value =="") {
char *pos;
int len;
value+ +;
pos = strrchr(value, ");
if (pos)
*pos = "\0';

len = strlen(value);
if (len < 8 || len > 63) {
wpa_printf(MSG_ERROR, "Line %d: Invalid passphrase "
"length %d (expected: 8..63) '%s'.",
line, len, value);
return -1;
¥
wpa_hexdump_ascii(MSG_MSGDUMP, "PSK (ASCII passphrase)",
value, len);
ssid->passphrase = strdup(value);
return ssid->passphrase == NULL ? -1 : O;

[...]



Attacks on concentraton

Manufacturer’s configurations

Manufactor Product Revision Protocol User Password Access Validated
D-Link Cable/DSL Routers/Switches Multi (none) admin Admin No
D-Link DI-614+ HTTP user (none) User No
D-Link DI-614+ HTTP admin (none) Admin No
D-Link DI-701 unknown Multi admin year2000 Admin No
D-1link DI-714P+ Multi admin ____ BLANK 192.168.0.1 No
D-Link DI-804 v2.03 Multi admin (none) Admin No

D-Link DWL 900AP Multi admin public Admin

Yes



Attacks on concentraton

" Sensitive mformatlo

Wireless 11b/g WEP/WPA SEttlngs

Network Authentication: Open j
Data Encryption: WEP j
Passphrase : I |64 bits j Generate
Encryption Key (Hex 0-9 A-F) Key Size

key 1: (14554455445 64 bits  +|

Key 2: 64 bits v

Key 3: € 64 bits  ~

Key 4: ¢ 64 pits b




Atlacks 0n concentrator




X it

[—Network List—(SSID)-
Hame T U Ch Packts Flags IP Range
¢r-Netuork Details

‘| Htmrka

+| BSSID ¢ SAIG:00371:32:AE
| | Carrier : IEEE 802,11g
B Manuf ¢ Unknown

Mawx Rate: 11,0

First 2 Thu Jul ¥ 10:33:00 2004
Latest & Thu Jul &8 10:35:23 2004

Clients j®
i (o
Info :

Charine 1 i
JEF m
Beacon 0,102400 zec)

Packets 3
Data
LLC
Cruypt,
Weak,
Dupe IV

[iata ; GB

+++++++++l:_l:I

0
d
i
0
0

(-) Up—

798 (+) Down—




Attacks; on clients

# iwconfig wlanO essid hotel
# iwconfig wlanO mode Ad-Hoc

# echo “[...] hardware ethernet 9A:16:05:71:32:AE

[...]” > /etc/dhcpd.conf

# dhcpd wlan0



Attacks; on clients

Network 7: "santa marta" BSSID: "00:06:25:03:21:51"

Carrier : 802.11g

Info : "None"
Channel : 00
WEP : "No"

Maxrate : 11.0

# airsnarf



Attacks; on clients

# iwconfig athoO
athO | EEE 802.11 ESSI D: " NETGEAR"
Mode: Managed Frequency: 2. 462GHz
Access Point: 00:09:5B:66:3D: 0E
Bit Rate: 54Mb/ s Tx- Power : of f Sensitivity=0/3
Retry: of f RTS thr:off Fragment thr: off
Encryption key:4141-4141-41 Security mode: open
Power Management: off
Link Quality:46/94 Signal level:-49 dBm
Noi se | evel :-95 dBm
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
TXx excessive retries:0 Invalid msc:0 Mi ssed beacon: 0



WPRPA_ Supplicant




WPA EAP_TTLS

ol RN =

Access Poilnt RALDIIS

" Iogin/passwd

Access Point FADIUS

. X M <0 a=p

Access Point RADILS

Access Point RADILIS



WPA EAP_TTLS

EAP-TTLS: received Phase 2: code=1 identifier=6 length=22

EAP-TTLS: Phase 2 EAP Request: type=4

EAP-TTLS: Phase 2 EAP packet

EAP-MD5: generating Challenge Response

EAP-TTLS: AVP encapsulate EAP Response - hexdump(len=22): 02 06 00 16
04 10 fa 9b b5 84 1e 18 ff Oe 3e 49 9f c4 de ee ac Oa

EAP-TTLS: Encrypting Phase 2 data - hexdump(len=32): 00 00 00 4f 40 00 00
1e 02 06 00 16 04 10 fa 9b b5 84 1e 18 ff Oe 3e 49 9f c4 de ee ac 0Oa 00 00
wpa_driver madwifi set key: alg=TKIP key idx=1 set tx=0 seq len=6 key
_len=32

WPA: Sending EAPOL-Key 2/2

WPA: Key negotiation completed with 00:09:5b:66:1e:3d

Cancelling authentication timeout

EAPOL: External notification - portValid=1

EAPOL: SUPP_PAE entering state AUTHENTICATED



WPA EAP_TTLS

$ cat /etc/wpa_supplicant.conf
network={

ssid="MARINET"

scan_ssid=1

key mgmt=WPA-EAP
eap=TTLS
anonymous_identity="anonimo"
ca_cert="/etc/ssl/certs/root.pem"
Identity="nelson"

password="OblesgBlom"

$ cat /usr/local/etc/raddb/users

[...]

“nelson” Auth-Type :=EAP,

User-Password

” OblesqBlom”



WPA - EAP_TLS

$ wpa_supplicant -c /etc/wpa_supplicant.conf -i athO -d 1

]

WPA: RX message 1 of Group Key Handshake from 00:09:5b:66:1e:3d (ver=1)
WPA: Group Key - hexdump(len=32): 7e 12 dO 4e ca c9 b2 c3 45 9f 43 13 c3 23 5e
bc 97 8c 66 6f 08 8f 61 52 el 28 eb 00 da 53 d1 52

WPA: Installing GTK to the driver (keyidx=2 tx=0).

WPA: RSC - hexdump(len=6): 00 00 00 00 00 00

wpa_driver madwifi set key: alg=TKIP key idx=2 set tx=0 seq len=6 key len=32
WPA: Sending EAPOL-Key 2/2

WPA: Key negotiation completed with 00:09:5b:66:1e:3d

Cancelling authentication timeout

EAPOL: External notification - portValid=1

EAPOL: SUPP_PAE entering state AUTHENTICATED



WPA EAP_TLS

$ cat /etc/wpa_supplicant
network={
ssid="MARINET"
scan_ssid=1
proto=WPA
pairwise=CCMP TKIP
group=CCMP TKIP
key mgmt=WPA-EAP
eap=TLS
Identity="nelson"
#ca cert="/etc/sdl/certs/demoCA /cacert.pem"
ca_cert="/etc/ssl/certs/root.pem"
client_cert="/etc/ssl/certs/cert-clt.pem"
private key="/etc/sd/certs/cert-clt.pem"
priority=1

private key passwd="5upers3crEt"



Certificate

' General | Details | Certification Path

Zerkification path

YeriSign Commercial Software Publishers Ca
Fraudulent, NOT Microsaft

Yiew Certificate

Zertificate status:

This certificate was revoked by its certification authaority,
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Moniterng

" The optimist does not know what awaits him.”

-- Millor Fernandes, Brazilian writer



Moniterng

Generic Monitoring

* Logs, snort, prelude, etc

Specific Monitoring

* Access pointer resources. kismet, snortwireless, etc

Best of both worlds

* kismet + snort




Monitoring

Accass Polnier

Attached Devices

DHCP Addresses
B 1P Address Device Name  MAC Address
1 | .192.1}38..[].3.. - | .DDEDC:fll:D;:HEE.:ED
2 192.168.0.2 = 00:20:98:74:c0:ba

Refresh




Monitoring - Kismet

* Netstumbler, Wellenreiter, Airjack,
* SSID same name switching channels
* Associate and continue probe

* Disassociation reguests in broadcast



Pckets
A03
Cryptd
0

Weal;

y]
Moize

athero
R 2

Elapsd
- H0308:26-

t Suspicious client 00302:20:2B:E5:10 - probing networks but never participating,

: suspicious client 00:02:20:2B:E5:10 - probing networks but never participating,

: Buspicious client 00:02:20:2B:E3:10 - probing networks but never participating,
02208 2B:E3:1D - probing networks but never participating




Kismet + Snort

$ grep fifo /etc/kismet.conf
fifo=/var/log/kismet.fifo

. Y . 7
For combined MO
d monitoring ea

snort -r /var/log/kismet.fifo



4 MNetwork Stumbler - [20040624095015]
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References

Useful Links

http://www.google.com
http://www.yahoo.com
http://www.dmoz.org

http://www.ask.com



Bluetooth

* Frequency 2.4GHz
* Point to point or network use (piconets 1+7)
* Range up to 250 meters
* Bluetooth access point for connection with
| P networks (routing)



Bluetooth

# hcitool scan
scanning ...

00:10:60:A2:09:2C Bluetooth Access Point Router




Bluetooth

2l Bluetooth Access Point Router

File Edit Miew Favorites  Tools  Help .ﬂ'
e Back - -k‘#,j @ @ !’h p Search * Favorites @ @ - .,i_;; s fﬁ
Address |@ http:/192.168.2.1 status. htm VE| Go

Bluartooth Access Point Router

Getway Information S Host List
Global IPOWAN) (10 |51 |5 |17 EI 00:10:60:AA:67 40
= LEWIS252
System IPQLAN) [122 [160 2 |1 Y
o e e M 00:02:5B:00:45:45
HP-XT30s
Gateway(LAN) [122 [168 |2 |1 o HPT
D 00:09:C5:03:04:6D
Index Netmask(LAN) [255 [255 [255 o == croONK
; DNS 168 o5 1 |1
= (General Information fise Jos | !
Op Mode |Routing Mode
( Chick on the Host icon to
delete that PAN user ) BT Name [Bluetooth Access Poini Route
BT address  [00:10:60:42:00:2C
WANType  [DHCP
Connectahility IEmEsig-
Security Mode IN-:- Security

@ Done & Internet




Bluetooth - Moniterng

# hcidump -a -r
HCIDump - HCI packet analyzer ver 1.10
HCI Event: Connect Request (0x04) plen 10

HCI Command: Accept Connection Request (0x01|0x0009) plen 7

HCI Event: Command Status (0x0f) plen 4

HCI Event: Connect Complete (0x03) plen 11

[...]

HCI Event: Remote Name Req Complete (0x07) plen 255
.)..W . Nokia 6600...

ACL data: handle 0x0029 flags 0x02 dlen 82

L2CAP(d): cid 0x0041 len 78 [psm 3]

RFCOMM(d): UIH: cr 1 dlci 6 pf 1 ilen 73 fcs 0x93 credits 1
LI I.m.a.g.e. (.0

.2.9.)...j.p-8..... r
.B..image/jpeg.D..20

040306T154042

ACL data: handle 0x0029 flags 0x01 dlen 164

L2CAP(d): cid 0x0041 len 672 [psm 3]

RFCOMM(d): UIH: cr 1 dlci 6 pf 1 ilen 666 fcs 0x93 credits 1
..H........ JFIF....

......... (...06/03/2
004.14:40:40.Mode=1.
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