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History

• Well....
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The Networks

• Wired
• Speakers

• Press

• Goons

• Public Servers

• Wireless
• Public Access
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• 8 people
• 2 Leads

• 2 infrastructure

• 2 WLAN

• 2 DCTV

The NOC Team
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DC14 Network

• 6 Mb internet uplink

• trusty OpenBSD firewalls

• Lots of cable & gaffers tape

• Trusty Aruba Networks gear

• awesome hotel AV/IT staff!



 h2hc III

WLAN gear

• Aruba Controller

• ~20 APs and ~10 AMs

• Carefully designed 
configuration

• Wireless IDS/IPS

• ... And the cool RF stuff
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Statistics

• Total number of attendees:  
6,200 +

• Internet Traffic: 173 GB

• DHCP leases: 2,355
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DC14 WLAN Stats

• Average number of users on 
WiFi: 220 users

• Max number of users at the 
same time: 515 users

• WLAN Traffic:
• ~ 70 Gig In

• ~ 35 Gig Out
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More Stats...

1,990Wireless Bridge Events

12,826Sequence Number Anomaly Events

10Rogue AP Events

3866Node Rate Probe Response Anomaly Events

1,802Node Rate Probe Request Anomaly Events

32Node Rate Disassociate Anomaly Events

215Node Rate Deauth Anomaly Events

210Node Rate Associate Anomaly Events

1,472Node Rate Auth Anomaly Events 

9,144Man In the Middle Events

19,582Interfering AP Events

241Null Probe Response Signature Match Events

180NetStumbler Ver 3.3.x Signature Match Events

80NetStumbler Generic Signature Match Events

62,922Frame Retry Rate Events (above 50%)

1019Frame Receive Error Rate Events (above 50%)

60Deauth Broadcast Signature Match Events

52Channel Rate Probe Response Anomaly Events

3Channel Rate Probe Request Anomaly Events

2Channel Rate Disassociate Anomaly Events

21Channel Rate Deauth Anomaly Events

11Channel Rate Associate Anomaly Events

270Channel Rate Auth Anomaly Events 

2040ARM Events

142AP Impersonation Events

6120Adhoc Network Detected Events

Events
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Challenges

• Installation (kinda)

• Small problems, incidents here 
and there

• A few special requests

• (some) of the usual problems in 
totally opened wireless 
networks
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... (once again) it worked

• Why?
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Blackhat WLAN

• A little different than DefCon’s 

• Total number of attendees: 3,400 +

• Challenges/ issues

• Statistics...
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Blackhat USA 06 - WLAN Stats
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Stats

1,990Wireless Bridge Events

9,826Sequence Number Anomaly Events

20Rogue AP Events

2,866Node Rate Probe Response Anomaly Events

1,348Node Rate Probe Request Anomaly Events

24Node Rate Disassociate Anomaly Events

174Node Rate Deauth Anomaly Events

132Node Rate Associate Anomaly Events

1,472Node Rate Auth Anomaly Events 

6,144Man In the Middle Events

13,582Interfering AP Events

168Null Probe Response Signature Match Events

140NetStumbler Ver 3.3.x Signature Match Events

60NetStumbler Generic Signature Match Events

43,922Frame Retry Rate Events (above 50%)

862Frame Receive Error Rate Events (above 50%)

46Deauth Broadcast Signature Match Events

38Channel Rate Probe Response Anomaly Events

0Channel Rate Probe Request Anomaly Events

0Channel Rate Disassociate Anomaly Events

16Channel Rate Deauth Anomaly Events

6Channel Rate Associate Anomaly Events

220Channel Rate Auth Anomaly Events 

1,400ARM Events

92AP Impersonation Events

4,096Adhoc Network Detected Events

Events
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22c3 – Berlin
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22c3 Network Infra

• 10 Gig “in-house” backbone

• 2000+ wired GigE ports 
available

• 10Gig + uplink to the internet

• Aruba controller w/ 26 APs and 
9 AMs
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22c3 Internet Stats (4 days)

Average
802 Mbps out
233 Mbps in
Peak
1325 Mbps out
526 Mbps in
Total Traffic
~40 Tb out
~10 Tb in
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22c3 WLAN stats

• Average = 350 users (day)

130 users (night)

Peak = 509 users

• WIDS/ WIPS stuff

• Location tracking fun
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Conclusion

• Plan Plan Plan

• protect the users

• Protect the infrastructure

• Smart RF helps

• Provide decent service since ...

... People just can’t live without 
the internet
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Thanks!!!!

luiz (at) arubanetworks.com

Comments/ questions/ flames?
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http://lists.dc55.org/mailman/listinfo/vegas


