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AGENDA

* HISTORY

®* WHY THE NETWORK?

°* THE NOC TEAM

°* NETWORK INFRASTRUCTURE
* STATISTICS

* CHALLENGES

°* OTHER CONFERENCES

°* CONLUSION
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THE NOGC TEAM

D 5 N
l.nlr-.. FIzFE i Confidential ©2005 All rights reserved
The Mobile Edge Company




DC14 NETWORK

®* 6 MB INTERNET UPLINK

* TRUSTY OPENBSD FIREWALLS

®* LOTS OF CABLE & GAFFERS TAPE
* TRUSTY ARUBA NETWORKS GEAR

* AWESOME HOTEL AV/IT STAFF!
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WLAN GEAR

°* ARUBA CONTROLLER
°* ~20 APsSs AND — 10 AMS

°* CAREFULLY DESIGNED
CONFIGURATION

* WIRELESS IDS/IPS

® ... AND THE cOooL RF STUFF
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DC14 WLAN STATS

°* AVERAGE NUMBER OF USERS ON
WIFI: 220 USERS

°* MAX NUMBER OF USERS AT THE
SAME TIME: 515 USERS

* WLAN TRAFFIC:

*~ 70 GIG IN
*~ 35 GIG OuT
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MORE STATS...

Adhoc Network Detected Events 6120
AP Impersonation Events 142
ARM Events 2040
Channel Rate Auth Anomaly Events 270
Channel Rate Associate Anomaly Events 1
Channel Rate Deauth Anomaly Events 21
Channel Rate Disassociate Anomaly Events 2
Channel Rate Probe Request Anomaly Events 3
Channel Rate Probe Response Anomaly Events 52
Deauth Broadcast Signature Match Events 60
Frame Receive Error Rate Events (above 50%) 1019
Frame Retry Rate Events (above 50%) 62,922
NetStumbler Generic Signature Match Events 80
NetStumbler Ver 3.3.x Signature Match Events 180
Null Probe Response Signature Match Events 241
Interfering AP Events 19,582
Man In the Middle Events 9,144
Node Rate Auth Anomaly Events 1,472
Node Rate Associate Anomaly Events 210
Node Rate Deauth Anomaly Events 215
Node Rate Disassociate Anomaly Events 32
Node Rate Probe Request Anomaly Events 1,802
Node Rate Probe Response Anomaly Events 3866
Rogue AP Events 10
Sequence Number Anomaly Events 12,826
Wireless Bridge Events 1,990
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CHALLENGES

®* INSTALLATION (KINDA)

SMALL PROBLEMS, INCIDENTS HERE
AND THERE

° A FEW SPECIAL REQUESTS

(SOME) OF THE USUAL PROBLEMS IN
TOTALLY OPENED WIRELESS
NETWORKS
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s (ONCE AGAIN) IT WORKED
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BLACKHAT WLAN
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BLACKHAT USA 06 - WLAN
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Adhoc Network Detected Events

AP Impersonation Events

ARM Events

Channel Rate Auth Anomaly Events

Channel Rate Associate Anomaly Events
Channel Rate Deauth Anomaly Events
Channel Rate Disassociate Anomaly Events
Channel Rate Probe Request Anomaly Events
Channel Rate Probe Response Anomaly Events
Deauth Broadcast Signature Match Events
Frame Receive Error Rate Events (above 50%)
Frame Retry Rate Events (above 50%)
NetStumbler Generic Signature Match Events
NetStumbler Ver 3.3.x Signature Match Events
Null Probe Response Signature Match Events
Interfering AP Events

Man In the Middle Events

Node Rate Auth Anomaly Events

Node Rate Associate Anomaly Events

Node Rate Deauth Anomaly Events

Node Rate Disassociate Anomaly Events
Node Rate Probe Request Anomaly Events
Node Rate Probe Response Anomaly Events
Rogue AP Events

Sequence Number Anomaly Events

Wireless Bridge Events
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22C3 NETWORK INFRA
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22C3 INTERNET STATS (4 DAYS)

AVERAGE
S802 MB
233 MB
PEAK
1325
526 MB
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TOTAL T
~40 T8
~10 TB
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22Cc3 WLAN STATS

° AVERAGE — 350 USERS (DAY)
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130 USERS (NIGHT) - 1
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PEAK = 509 USERS
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CONCLUSION

°* PLAN PLAN PLAN

° PROTECT THE USERS

°* PROTECT THE INFRASTRUCTURE

* SMART RF HELPS

° PROVIDE DECENT SERVICE SINCE ...

... PEOPLE JUST CAN’T LIVE WITHOUT
THE INTERNET
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No. 314159265

Network Police Department

NETWORK TRAFFIC VIOLATION

YOU ARE HEREEY CITED FOR THE FOLLOWING OFFENSE(S) AGAINST FROPER NETWORKING:
¥OU MUST ANSWER TO THIS SUMMONS, FOR ALL SUSPECTS ARE GUILTY UNTIL PROVEN INNOCENT.

FIRST NAME LAST NAME INITIAL
ADDRESS (EMATL) MONTH DY VEAR TIME O am
Orm

OPERATING SYSTEM ZONE TRAFFIC VISIBILITY
WIN 3.1 [WIN % |WIN 58 |WINNT [MACCS |UNIX [ sov [ moke [ cLesr

O eou [ LGkt O Aoon
TINDX [TRIX  |AWIGA [SOLARIS |VaX oS 0 com O meomum 0 storm

O wmn [m O steer

[ oTHeR O sarwaren O ros

THE DESCRIBED DID THEN AND THERE COMMIT THE FOLLOWING OFFENSE(S)
FOR AN EXCESSIVE AMOUNT OF OFFENSES, PLEASE CONSIDER THE GALLOWS POLE.

D Running an insecure web sarver. (] Open NNTP server for external
[[] Running pirated software. posting.
[ Running unsupportad softwara. gl‘jcdkr‘:i_ﬁ random TCP/IP

[ Running a name server with bad
or missing PTR records.

D Running an SNMP scan against
a foreign net.

Posting to a public list to get
your homework.

Including too much text
in a posting.

[ strobing a foreign net.
[] Emitting SME traffic.

|:| Posting make.moneay.fast ad.

COMMENTS/ QUESTIONS/ FLAMES? e

"accapt all" policy.

Sending an "unsubscribe”
message to mailing list.
Replying "me too” to a "me too™
email message.

Replying to mail which was Becd'd.

Signature using binary

unreadable format

|:| Failure to install vendor
provided security patch.

[ Allowing 3rd party SMTP
relaying / spamming.

Signature more than four lines.
Having a guessable password.
Having NO password.

D Bad "postmaster” mail box.
[[] SATAM scanning.

Reckless cluelessness.
Clueless recklessness.

Oooooo oo o o ood

FAILURE TO RESPOND TO THE VIOLATIOMN AS CHARGED SHALL BE CONSIDERED AN ADMISSION OF
LIABILITY AND MANY JUDGEMENTS MAY BE MADE AGAINST YOU IN THE NAME OF BAD TASTE.

CITING OFFICER

BADGE NUMBER ‘

TOTAL POINTS

TOTAL FINE ‘

TO PLEAD NOT GUILTY FOLLOW INSTRUCTIONS ON REVERSE SIDE

COMMENTS OR NOTES:

LUIZ (AT) ARUBANETWORKS.COM

L Send questions or comments ta:
[ NFR DEPARTMENT OF FINANCE PARKING VIOLATIONS
http://www.afr.net
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HTTP:/LISTS.DC55.0RG/MAILMAN/LISTINFO/VEGAS
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