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““Software has bugs. This is Software has bugs. This is 
quite a known fact”quite a known fact”

- Phrack 64-8- Phrack 64-8



  

A bug that has not been 
patched, and is not public.

    Alternative definitions are often weaker  they usually benefit the associated 
line of business.

Zeer-Oh Dey



““Mors Certa,Mors Certa,
  hora incerta”hora incerta”



Value of 0day

Four contributing factors:

1. Complexity
2. Uniqueness
3. Relevance
4. Exploitability



Why look Why look 
for afor a
0day?0day?



Why looking for an 0day?LADIESLADIES



Why looking for an 0day?Why looking for an 0day?

FAMEFAME



Why looking for an 0day?MONEYMONEY



Every time you publish a 
bug, God kills a kitten



Who needs 0days?
 Pentesters
 Government/Mil
 You
 Me :)



Immunity's 0day numbers

Average 0day lifetime: 348 days
Shortest life: 99 days

Longest life: 1080 (3 years)



Low Hanging Fruit

Grep is getting old, but still useful sometimes



Fuzzing is ok, but vendors also use it a lot.
0139FFFE   55               PUSH EBP
0139FFFF   8DAC24 6CE0FFFF  LEA EBP,DWORD PTR SS:[ESP1F94]
013A0006   B8 14200000      MOV EAX,2014
013A000B   E8 A0202800      CALL AcroRd_1.016220B0            ; alloca_probe
...
013A0030   53               PUSH EBX   ; MSG STRING
013A0031   E8 3C31D4FF      CALL <AcroRd_1.wstrlen>
013A0038   8945 8C          MOV DWORD PTR SS:[EBP74],EAX
...
013A004F   0FB703           MOVZX EAX,WORD PTR DS:[EBX]       ; kind of memcpy 
Start
...
013A0109   66:894475 90     MOV WORD PTR SS:[EBP+ESI*270],AX ; CRASH!
013A010E   46               INC ESI
013A010F   81FE 00200000    CMP ESI,2000   ; WRONG!
013A0115   75 26            JNZ SHORT AcroRd_1.013A013D       ; bytes != chars
...
013A013D   43               INC EBX
013A013E   43               INC EBX
013A013F   FF4D 8C          DEC DWORD PTR SS:[EBP74]
013A0142   837D 8C 00       CMP DWORD PTR SS:[EBP74],0
013A0146  ^0F85 03FFFFFF    JNZ AcroRd_1.013A004F             ; Loop End

Low Hanging Fruit



Racing the fuzzers



Racing the fuzzers

The Mecca: Manual Auditing

Write Loops

Logic Bugs

Return from functions

Race conditions

New Bug Class



2006 2007 200820052004
source: CERT/CC 2008

Vulnerability Remediation Statistics

6,058

7,326
8,064

5,990

3,780



Exploits
An exploit is a working program that takes 

advantage of one or more vulnerabilities in 
order to break boundaries.



It's hard to say if aIt's hard to say if a
vulnerability is exploitable vulnerability is exploitable 
without an exploitwithout an exploit

GOBBLESS vs APACHEGOBBLESS vs APACHE



Commercial Exploits

Public Exploits

V
S



“Mitigating” factors



It could be done!



FAIL!
You know that your exploit is gonna fail...

 when it only connects once to the target...

$request = "A"x30 . $JMP . $EAX . $ECX . 
"B"x100 . $SC;

my $left = 1000  length($request);
$request = $request . "C"x$left;
$request = $cmd . $request . "\r\n";
send $socket, $request, 0;



What do we care about What do we care about 
in an exploit?in an exploit?

Reliability Reliability 
Target SetTarget Set



Welcome to Windows Welcome to Windows 
Protections...Protections...

/GS/GS

DEP/NX/W^X/PAXDEP/NX/W^X/PAX

ASLRASLR

Heap ProtectionsHeap Protections

SafeSEHSafeSEH

etcetc



Are bugs more 
valuable than 

exploits?

A change in the old paradigm...



New vulnerabilities
classes and complex 
bugs

YES!



Stack Overflow bug
in Server 2003

MAYBE!



Heap overflow bugs 

NO!

(yes, including Win2k)



RealServer      
  

What will you choose?

Dtlogin



Corollary

If we use TIME & SKILLS as 
variables, writing exploits is a 

similar investment to finding bugs



Every time 
you 

publish a 
bug, 

Maradona 
scores 
against 
Brazil



2000 A.D.

Stack Overflow

 26' minutes to exploit NOP Certification target

 1 or 2 days to find address for all SPs and 
Language packs

 3 minutes of victory dancing



Demo Time



2003 A.D.

Stack Overflow bypassing DEP

 26' minutes to exploit NOP Certification

 2 to 4 days to make it universal

 6 minutes of victory dance

(check Pablo's talk to cut your universalization time by three)



Heap Overflows
Windows 2000

 1 day: Triggering the bug

 12 days: Understanding the heap layout

 25 days: Finding Soft and Hard Memleaks

 58 days: Finding a reliable Write4 

 12 days: Function Pointers and Shellcode



Heap Overflows
Windows 2003/XP SP2

 1 day: Triggering the bug

 12 days: Understanding the heap layout

 25 days: Finding Soft and Hard Memleaks

 1030 days: Overwriting a Lookaside Chunk 

 12 days: Getting burned out, crying like a baby, 
trying to quit, doing group therapy

 25 days: Finding a Function pointer

 12 days: Shellcode



Heap Overflow
Vista

Take your estimated time of development for 
Server2k3/XP SP2 and double it

(3694 days)



Exploitation

Generic techniques are a thing of the past! 
Exploits are moving into specific exploitation:

 Dowd on Flash

 Sotirov on Browser



Conclusion

Improve your tools:

− easy to use

− easy to share

− easy to expand

− easy to reuse



Train yourself (Don't give up)

Train your employees 



Every time you publish a bug, 
PROJ3KT M4YH3M will go after 

you ;)



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 

MS08053: Windows Media Encoder wmex.dll ActiveX 
Control Buffer

9 Sept 2008



   

 



   

 

http://blogs.msdn.com/sdl/archive/2008/10/22/ms08067.aspx

About MS08067



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 



   

 


