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Abusing the BiTmask

A short story by Nicolas Waisman

nicolas@immunifuinc,com
hittp:/ /twitter.com/nicowaisman
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wWho am 17

* Regional Manager at Immunity, Inc.

* Research and Development of reliable Heap
Overflow exploitation for CANVAS attack
framework

* Big fan of Guarana.
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Once upon a Time

e There was a bug on MS NTTP server ...
 MS04-036 was the starting point for finding

new ways to exploit the heap.
e This is how this the bitmask heap technique

born.
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Windows HEAP

The heap provides a mechanism for
Allocating, Reallocation and freeing dynamic
memory.




Windows

LocalAlloc

GlobalAlloc

e apAlloc ExchMem Alloc

malloc

loc NESIRIEELe

ntdlil.dll



Why is ¥That* important?

Google - Microsoft Internet Explorer

File Edit ‘iew Favorites  Tools  Help ;‘;’
Address E_é"l hktp: v, google. com, arf w E,Gn Links *
La Web |migenes Moticias Grupos Libros Blogs Grail Més iGoogle | Acceder
Una forma mas rapida de navegar la web.
i

Got 235817
e heap

Buscaren: & lawebh O pagina

Prograrmas de publicidad - Soluciones Empre
E

functions
executed

Hacer de Googl

E2009

&'] hktpe i, google, com, arfintlfes options)
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How was The heap exploifed?

* In the past, research had taken advantage
of the (in)famous “unlink” technique.

e This technique could allow an attacker to
write 4 bytes, whenever they want.

* 4 bytes + some effort = Shellcode Execution
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Learn heap exploitation in
3 minutes

» Every piece of heap dynamic memory, are
represented as chunks.

e Chunks has headers
S2: 40 Psz: 20 Sz 40 Psz: 20
Flink
DATA... Blink
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Learn heap exploitation in
3 minutes

* Free chunks are connected forwardly and
backwardly.

Sz 40 Psz: 20

Frmt Sz 40 Psz: 20
Blin :
Fhmk Sz: 40 Psz: 20
Blink Flink —

Blink
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Learn heap exploitation in
3 minutes

* When memory is required, it will take one

of the free chunk and unlink it.
Sz: 40 Psz: 20

Flink
Blink

Sz2: 40 Psz: 20
Flink -
Blink




What it we overtlow The chunk betore
being freed?

Demo

Need three volunteer trom the audience
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Freelist

e For each “List” of connected chunks, there is
a slot on the FreelList structure.
* This speed up the search process.



| N
Freelist .‘

1600 bytes 2000 bytes
[ R = T
24 bvytes 24 bvtes
o o-oBL R
n*8 bvtes
- —7

where n < 128



| N
FreelLisTInUse .‘

1600 bytes 2000 bytes
— T
24 bvytes 24 bvtes
- BLFL - BL FL

n*8 bvtes
>—7

2 3 4 5 0 ..




Heap dump 0x00150000

L L ——.

0x 00000000 | ### Immunity's Heapdump Hith

8x080150008 |Dumping heap: gz @0150000

@x0801500808 Flags: @x 800800002 Forceflags: Bz 00000000

0x 001580808 |Total Free Size: 0x80081d7b VirtualMemoryThreshold: BGx00008feB@

0x00000008 |Segment[8]: B8x06150600

0x 000008080 |FreeListInUse 18611061611061116100116100006100 0000000000000 0600001000000600010
gz 00000000 A1000000000000000000000000000010 BAOBOBAVOANVOA000A000A0A000A0A0A

BxAe158178
BxB868212c8B
BxB801F43cH
Bx8601bcA@s
Bx801d9dc8
BxB801d>118
Bx801dd3u8
Bx601e3 808
Bx601dBebs
Bx 602 84808
Bz 881a62a8
BxB01ci1878
BxB01dasco
Bx 60158180
Bx 60158188
Bx 601ab>88
Gx60188d48
BxB01cy1088
Bx0018e868
Bx801a5b4s
BxB8019b9an
BxB00197das
BxB801d>8b8
Bx 80281660
BxB8601a9+d8
BxB801F78cH
Bz 0881edde8
Bz 881dccaf
BxB01eBfr8
BxB01FFfbh58
BxB01cbhb?bB
0z 881becf8
Bx 60158198
Bx 60158198
BxB01581a8
BxB01581a8

[860]

BxBe158178
BxB868212c88
BxB8681F43cy
Bx8681bcA@s
Bx8681d9dc8
BxB861d>118
Bx801dd3us
Bx601e3 008
Bx601dBebs
Bx 602 04808
Bz 881a62a8
BxB01ci1878
BxB601da7ca
BxB61-8188
Bx 6018188
Bx B61ab>088
GxB0188du8
BxB01cy1088
Bx0018e8068
BxB01a5b4s
BxB0019b9a8
Bx00197das
Bx861d>8b8
Bx 868281668
BxB8681a9+d8
BxB8B81F78cH
Bz 0881edded
Bz 881dccaf
Bx601eBF 8
BxB01FFb5S8
BxBB81cb9b@
0z 881becf8
BxB61-8198
Bx 66158198
BxB61%81a8
BxB01%81a8

— — ] P P P P [ [ [ [ [ [ e e [ [ ] e e e ] P [ P P ] P

Bx801dascAa
Bx861%-8178
Bx86212c88
BxB8681F43cy
Bx8681bcA@s
Bx861d9dc8
BxB861d=118
BxB801dd84s
BxB8601e3 0088
BxB801dAebs
Bx 06204008
0z 881a62a8
BxB8601c1878
BxB861-8188
0z 881becf8
BxB861%8188
BxB861ab>088
Bx00188d48
BxB801cy 1088
BxB8018e868
BxB801a5b4s
BxB8019b9ad
BxB86197das
Bx861d%8b8
BxB86201668
Bx8681a9+d8
BxB861F7BcE
Bz 8801edded
8z 881dccaf
BxB01edFF8
BxB01Ffbo8
BxB881cb9b@
BxB86158198
BxB86158198
BxB61%81a8
BxB61581a8

gz 88212cEB
Bx 881 +43c8
Bz 881bcHa8
8x881d9dc8
Bz 881d=118
Bz 881ddsus
Bz 881e3 0088
8z 881dBeb8
8= 8082084008
Bz 881a62a8
Bz 881c1878
0z 881dasch
gx88158178
gz 881561808
8z 881ab% 808
gz 06183duB
gx@881cyi8a
0z 08818e8068
Bz 881a5bh8
gz 8819b2af
0x88197da8
8x881d58b8
Bz 882816608
0x881a9+d8
Bx881+708c8
B=x881eddeB
Bz 881dccaf
Bz 0881eBFF8
Bx 881 FFfh58
8z 881ch?bA
0z 881becf8
0z 0881508188
gz 88156128
gx88158198
gz 8815681a8
Bx8815081a8

e e e e B B B e e e e B e e e e e e e e o e e e e ) T e e T T e e e e e e )

(080047 1)
( BOBOA405)
( B8008401)
(BBB0A2a0)
( B80A202)
( BEBOA2 B2)
(BEBBA150)
(BOB0A141)
(B0B0612d)
(B0006116)
(BOB0009C)
(0000008 1)

(00000002 )
(00000002
(00000002 )
(00000002)
(00000002)
(00800002 )
(00800002 )
(BEB0ABD2 )
( 0EB0ABD2 )
(BEB0ABD2 )
(BEB0ABD2 )
( BEBOABD2 )
( BEBOABD2 )
( BEBDABD2 )
( BOBOABD2 )
( BOBOABD2 )
(00000002 )




DISCLAIMER

The events and characters in
this presentation are
fictitious. Any similarity to
actual persons, living or dead,
is purely coincidental



FreeLisTInVUse: Awa\oqq, .

AT least,
One chunk

A £ , 8 8 €
AN
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Vulnerability in NNTP Could Allow
Remote Code Execution

* Found in October 2004 by two Argentinian researchers:
Lucas “Rompedor” Lavarello y Juliano Rizzo

* Various parsing errors of the XPAT command could
lead into part of the heap being overwritten.

* The challenge was to exploit an off-by-two

Moral: ‘tEverything good start
with a bug”
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Ott By Two ‘

Based on a 2000 bytes chunks, we were able
to overwrite the next chunk with only two
bytes.

Size PSize SI -Flags

We are only able to control one _

of the two characters:
- PSize SI -Flags
\

DATA...

N XA N XEINXEINXEINKE4IN\ X0 0



How would you
Exploit it?

* Lookaside: Nothing interesting

* Busy Chunk: Forward coalescation

* Free Chunk: Make the size bigger.

* Last Chunk: Make the size bigger.

 New Technique. (The whole point of this talk)

- PSize SI -Flags

DATA...




‘A Technigue should Take
less requirements Than a

strawberry pudding recipe”

Strawberry pudding I
— Sinan Eren




Interaction with The N
FreelLisTInUse

Set bit: When a Freellist slot of some size 1s

empty and you want to free a chunk there.




InteracTtion with The N
FreelLisTInUse

1600 bytes 2000 bytes
- BL L - 1

2 3 4 5 o0 ..



Interaction with The N
FreelLisTInUse

Unset bit: When you allocate a chunk which
i1s the only member of a FreeList Slot.




InteracTtion with The N
FreelLisTInUse

1600 bytes 2000 bvytes
> — w

24 bytes

Alloc(16) III!E .5§

0O 1 2



CPL - thread 00000CE4 , module ntdll

fC9111FE| BFBYBE HOUZs ECK,WORD PTR DS:[ESI] ec®¥ = Chunk->3ize
FC911281 8BCA MOV EAX,ECK

fC911283 C1EE B3 SHR EAX,2 ByteInFreelList = Size / 8
FC911286 8985 28BFFFFFF MOy SEAX

FC91128C 83E1 87 AHD ECXK,7 EntryInByte = Size & 7
FC91128F 8 33D2 #0R EDX,EDS

FCO11211 42 IHC EDX

FCO11212 D3E2 SHL EDX,CL ByteToSet = 1 {{ EntrylnByte

FCO11214 8995 B4FFFFFF HMOU SEDX

FC91121Aa 8DE418 5801688680 LEA EAX,DWORD PTR DS:[EAX+EBX+158]

FC911221 33C9 X0OR ECX,ECX

FC911223 s MOU CL,BYTE PTR DS:[EAX] tmpbyte FreeListInlse[ ByteInFreelList ]
FC911225  33CA S0R ECK,EDX tmpbyte = xor{ tmpbyte, ByteTolet)
FC911227 8808 MOU BYTE PTR D3:[EAX].CL FreeListInUse[ BytelInFreelList] = tmpbyte
FC911229 E9 18020000 ntdll.7Co11446

FCO1122E 8D93 78016868 | LEA EDX,DWORD PTR DS:[EBX+178]

FC911234 "E9 SAFFFFFF ntdll.7C911193

7C911239 81E1 FFOaeaeae  |AHD ECX, 8FF

I1xorl=0
Tabla XOR 1xor0=1
Oxorl=1
Oxor0=0



|v
(0)
?\
o 0 '
de.
O 1
—C ‘\7?;
udo ‘J 1L
7 Pse\ ) '
I L\
a
P
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Did you get




ExPloiTinge ..
The Bitmask

When the only ool
you have 1s a
hammer ...



Exploiting The Bitmask

AEE

Address Chunks

Bx88158220
BxB88158228
Bx881bed4B
BxB881a%2770
BxB8817dcoB
BxBB158230
0x081caaz8

[B15]
[B16]

[817]

BxB881508228
BxB881508228
BxB881be B4
BxB881a9778
BxB8817dco8
Bx 88158238
Bx0801caaz8

-
-
-
-
->
->
->
-

BxB88158228
Bx8817dcod
BxB88158228
Bx8681beBhd
BxB8B81a%7708
Bx0881caaz8
BxBB1568230
BxB881508238

Bx081508228
Bx881beBhA
Bx881a39778
Bx8817dca@
Bx081506228
Bx0081caaz8
BxO81508238
Bx081508238

(H8B08A16)
(B8008A16)
(080008016}

(00000017 )

[r— — p— p— — — — p—
N T W S Ty Ty S_—( -1

B=z88158238 [818] Bz 80158238

BxAE158240
Heap dump 0x00150000 =]

BxB881c5fai

0x88150248 I aa1ca008

heap: *Ax 001500008« flags: gz 800000881 (B)

0x00158258 | . 6g1ca0c8 | 0x001ca9c8> size:  Bx00800658 (066b) prevsize: 0x006006810 (0062)
0x8015Fd88 | g, 591ca0cs heap: =0x0615680800= flags: 6x 0600661 (B)
0288150258 | g, gg1caa2e | Bx081caaze> size: 8x0808008b8 (0017) prevsize: BxBHO0OB58 {B6OD)
0xB81DF960 | g, 55103320 heap:  xBx88158800% flags: 8x0BA00888 (F)
0x001c2999 | gx001caazo next:  Bx88158238 preu: 8x 68158238
Forcing the overflowed chunk to be:
e Free

o Size < 1024
* Only chunk on a FreeList Slot
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Exploifing the bitmask

e Overflow ONLY the chunk's size with a

size that correspond to an empty
FreelList slot.
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Exploifing The biTmask"

1600 bytes 2000 bytes
> e W

184 bytes

CBL L

Overtlow The chunk of size 0100000
184 for 492, Chunk continue 1617 18191A1B1C
being connected fo slot 11,



Exploiting the bitmask "

‘\ %W
rA




Exploiting The bitmask .'
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Exploiting the bitmask

e Force an Allocation of the chunk of the
original size.



Exploifing The bitmask ‘ '
o q 2.

\}1 \A\\ocaTeUM
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Exploiting The bitmask

1600 bytes 2000 bytes
- BLFL - W
es

An allocation of 184 bytes will 101107 o I eN fon fon

Try To Take That chunk out 79 7A 7B 7C 7D 7E 7F

ot The list, Buf since it's the only (and last) chunk it
need to Unset the corresponding FreelistInUse, but
The opposite happens,..

Unsel pseudo code: XOR[7c]=1



Exploiting The bitmask .'




Exploifing the bitmask

As a result, we had a
FreeLisTInUse slot looking like i1
has chunks, but it doesn't
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Exploifing The biTmask“

e Next time allocation of fake

size (992), the algorithm will

find out that 0x7C seems , \
available (but it's empty). ‘ ;f
(This means, its point to the

 An empty slot points to itself

Freelist)



Exploiting The bitmask

FreeListlicl points to ifselt,
An allocation will vreturn a pointer 1o itfselt.

Whal 1To write?

HEAP + ox51C -
RTlCommitRutine

Address

B815 8558
158568
gg15 8568
15 a7 a8
Be15 8578
gp15 65848
BA15 0588

Hex dump

Heap dump 0x00150000

wess e

Bz 881585408
B 8815d668
8x801b4Bana
B A81d6168
8= 88150548
8881585508
8x801b3638
8z801bdad8
8= 881508558
Bz 88158560
B 88158568

[879]

[87a]
[87b]

[87c]
[87d]
[87e]

Bz08158548 -
Bz 8015d66H
8x881b4Bag
Az 081d6168
Bz 0815085438
Bz 88158550
8x881b3638
fz861bdads
Az 081508558
Bz 88158560
Bz BB81508568

!
[
[
[
[
[
[
[
[
[
[

Bz 881d6168
Bx@8158540
8z 08015d668
8x@81b4Ban
8= 88158548
Bz 881bdads
8z 081508558
82 801b3638
8z 88158558
888158560
Bz 881847CB

Bz B8015d660
Bz H@81b4Bag
8x801d6168
B2 AB158540
B2 A81508548
B2 HB81b3638
8x801bdads
fz@801508558
Bz AB81508558
Bz 80158560
H:zHB1847cCB

N

[ N e e e R e e T T

& B222E4EC
B222E4F A
B222E4F Y
BZ222ELF8
BZ222ELFC
B222E5H8
BZ222ES5 8y
B222E5 08

(B0OB067Y)
(DOOB0679)
(BOOBOAT D)

{8000067Db)
{B000067b)




NeiTher the Heap
Cookie or ASLR
Y/ ffect this technique
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Cookie Diel,..

At the moment of Allocation, the algorithm
doesn't check FreeLlList chunk's for cookies!

FLink

(FTW!)

DATA...




Two butes overwrite
+

Two controlled allocations

One reliable exploit




Bitmask Alfernafives: g
XOR another bit
What if we make the fake size be

bigger than 1018 (Freelist size)?

John McDonald vy Chris Valasek technique



We will XOR 1 bit
after the Freelist.

\_‘ € 3 1 vrecommend The
4. e RtlCommitRutine
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Bitmask Alternafives:
b byTes overwrite

What if instead of two, you can overwrite 16
bytes?




Make:

Forward link = Backward link

€ Trickk B

192, Bitmask to think you g142

K are the only chunk. ﬁ




ExploiTinge ..

Demo
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Considerations

* Vista and Windows7 protect the chunk's
header (per-heap key encryption and
checksum).

* As it was explained the technique won't
work on Vista/Win'7, but its highly possible
that one the variations work.



Homework

* Read “Practical Windows XP /2003 Heap
Exploitation” by John McDonald y Chris
Valasek for more techniques and fun.
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