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Motivacdes

Forquc estudar um

[nstant Mcssaging?
. Aplicagéo muito utilizada; ‘.‘; )

» [Tins [rofissionais e essoais;

" Uma Por’ca aberta na empresa;
o Espionar a namorada, vizinha, concorréncia:

» . Ouser espionado por ela ..






Windows | ive Mcsscngcr

“...&¢ um programa de comunicacao

instantanea Pcla Internet. I© a nova

geragao do MSN Messcngcr, Parte

dos servicos online da Microsoft

' chamados de Windows | ive”.



Windows | ive Messcnger

“.. & atualmente o ]M mais usado no

mundo com mais de 230 milhdes de

usuarios”.

“.. No Brasil) o servico atinge mais
de 75% dos usuarios da |nternet, o
que signhcica mais de 34 milhdes de

Usuarios no Pat’s”.



Frotocolo MSNFI 8

d

[” missor/ Kece ptor

A

I~ missor/ Rcccptor

Microsoft



http://www.dicasparacomputador.com/windows-7-seven-beta-buil-7000-lancado

Frotocolo SNF 18

) Emissor <jobona@terra.com,br>

' Cobaia <jobona@hotmail.com.br>

Arquive Editar Acbes Ferramentas Ajuda

Emissor |

ENVIO DE MENSAGEM SIMPLES - OI

RESPOSTA DE MENSAGEM SIMPLES - OI

O DE MENSAGEM SIMPLES - OI

RESPOSTA DE MENSAGEM SIMPLES - OI

Faga Pés-Graduagao Mackenzie. Clique e Inscreva-se!



http://www.dicasparacomputador.com/windows-7-seven-beta-buil-7000-lancado

Frotoco]c; MSNF 18

.,

=

chucsts a new switchboard session
Authentic 3ourse]1c after requesting S5B
Invite a user

Farticipant hasjoinec’

Send / receive UCEEEECE

Fartici[:)ant has left

Gracmcuug leave the session



file Edit
SR

Filter:

View Go

msnms

No. Time

72 22.601023
. 833018
. 063436
. 293535
.294419
. 559158
. 559635
. 559742
. 808271
.276211

Capture  Analyze

BdX&

Source
192.168.0.100
65.54.49.182
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
65.55.71.28
7 L

Statistics

{e==]

Telephony  Tools

SRR

Destination
65.54.49.182
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
192.168.0.100
192.168.0.100

Help

EE e @B %

Expression...

v

Protocol
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNM

142 36.905746
149 41.928082
156 46.937208
160 48.328489

# Frame 99: 216 bytes on wire (1728 bits),
Src: HonHaiPr_53:c8:0d (5c:ac:4c:53:c8:0d), Dst:
Src: 192.168.0.100 (192 168.0. 100) Dst: 65 55.71.28 (65.55.71.28)

# Ethernet II,

+ Internet Protoco]

-] MSN Messenger service

MSG 57

MIME-Version:
content-Type:
X-MMS-IM-Format:

\rin

N 148\r\n

1.0\r\n

.108. 0. 10U
.168.0.100
.168.0.100
.168.0.100
.168.0.100

text/plain; charset=UTF-8\r\n

FN=5egoe%20UI; E

ENVIO DE MENSAGEM SIMPLES - OI

F=;

C0=0; Cs=1;

MSNM

MSNMS
MSNMS
MSNMS
MSNMS

PF=0\r\n

Info

XFR
XFR
USR
USR
CAL
CAL
CAL
JOoI
CAL
JoI1

Clear Apply

23 SB

.:Q;‘

SB 65.55.71.28:1863 CKI 131448921.229241173.2365291 U messenger.msn.com 1
jobonaG@terra. com. br; {20AA6998-4B68-44D8-8EFB-94C870084B2B} 131448921.229241173.2365291
OK jobona@terra.com.br; {20aa699b-4b68-44d8-8efb-94c8700b4b2b} Emissor
jobonaG@terra. com. br
RINGING 131448921
jobona@hotmail. com. br

jobona@terra. com.br Emissor 2788999484:2550273072

56 RINGING 131448921

jobona@hotmail.

jobona@hotmail.
jobona@hotmail.
jobona@hotmail.
jobona@hotmail.

216 bytes captured (1728 bits)

com. br; {b575cef8-8c94-40f2-96cf-1e5e50c5117d} Cobaia 2788999484 :2550273072

ala 94
Cobaia 94
Cobaia 94
Cobaia 94
Cobaia 150

com. br
com. br
com. br
com. br

D-Link_b7:db:2b (00:22:b0:b7:db:2b)

PE:

msnp (1863),

Seq: 154, Ack: 337, Len: 162




Frotocolo MSNFI 8

File Edit View Go (Capture Ang
B oW

Filter msnms

No. Time Source
72 22.601023 192.168. ( |
73 22.833018 65.54.49, om 1
79 23.063436 192.168. ( 229241173.2365291
85 23.293535 65.55.71,
86 23.294419 192.168. (
88 23.559158 65.55.71,
89 23.559635 192.168. ( .
90 23.559742 65.55.71, Emlssor
93 23.808271 65.55.71,
96 24.276211 65.55.71 999484 :2550273072

24.278831 | 192.168.0.100

129 31.9282977©3.55.71.78 YZ.108. uy)

142 36.905746 65.55.71.28 192.168.0.100 MSG ]obona@hotmaﬂ com. br Coba'la 94
149 41.928082 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br Cobaia 94
156 46.937208 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br Cobaia 94
160 48.328489 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br cobaia 150

i Frame 99: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits)

# Ethernet II, Src: HonHaiPr_53:c8:0d (5c:ac:4c:53:c8:0d), Dst: D-Link_b7:db:2b (00:22:b0:b7:db:2b)
Internet Protoccﬂ, Src: 192.168.0.100 (192 168.0.100), Dst: 65.55.71.28 (65.55.71.28)

) rt: msnp (1863), Seq: 154, Ack: 337, Len: 162
-] MSN Messenger Service

MSG 57 N 148\r\n

MIME-Version: 1.0\r\n

Content-Type: text/plain; charset=UTF-8\r\n
X-MMS-IM-Format: FN=Segoe%20UI; EF=; C0=0; CS=1; PF=0\r\n
\r\n

ENVIO DE MENSAGEM SIMPLES - OI




Frotocolo MSNFI 8

Ml Microsoft - Wireshark

File Edit View Go

CH S gy

Filter:

No.

msnms

Time
72 22.601023
73 22.833018
79 23.063436
85 23.293535
86 23.294419
88 23.559158
89 23.559635
90 23.559742
93 23.808271
96 24.276211
97 24.276700
99 24,278831
129 31.928297
142 36.905746
149 41.928082
156 46.937208

Capture

HX e

Analyze

Source
192.168.0.100
65.54.49.182
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
65.55.71.28
65.55.71.28
65.55.71.28
192.168.0.100
65.55.71.28
65.55.71.28
65.55.71.28

Statistics Telephonz Tools Help

=

Qe DD T

Destination
65.54.49.182
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
192.168.0.100
192.168.0.100
192.168.0.100
65.55.71.28
192.168.0.100
192.168.0.100
192.168.0.100
9 00

a8 0

2 EEeaan @M%

is

v Expression... Clear Apply

Protocol
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNM

Info

XFR
XFR
USR
USR
CAL
CAL
CAL
JoI
CAL
JoI1
JoIl
MSG
MSG
MSG
MSG

23
23
58
58
55

5B
SB 65.55.71.28:1863 CKI 131448921.229241173.2365291 U messenger.msn.com 1
jobonaG@terra. com. br; {20AA6998-4B68-44D8-8EFB-94C870084B2B} 131448921.229241173.2365291
OK jobona@terra.com. br; {20aa699b-4b68-44d8-8efb-94c8700b4b2b} Emissor
jobona@terra. com. br

55 RINGING 131448921

56 jobona@hotmail.com.br

jobonaG@terra.com.br Emissor 2788999484:2550273072

56 RINGING 131448921

jobona@hotmail. com. br; {b575cef8-8c94-40f2-96cf-1e5e50c5117d} Cobaia 2788999484:2550273072
jobona@hotmail.com.br Cobaia 2788999484:2550273072

57 N 148
jobona@hotmail.
jobona@hotmail.

jobona@hotmail.
. 5 ;

com.br Cobaia 94
com.br Cobaia 94
com.br Cobaia 94

# Frame 160: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
# Ethernet II, src: D-Link_b7:db:2b (00:22:b0:b7:db:2b), Dst: HonHaiPr_53:c8:0d (5c:ac:4c:53:c8:0d)
# Internet Protocol, Src: 65.55.71.28 (65.55.71.28), Dst: 192.168.0.100 (192.168.0.100)

MSN Messenger Service
MSG jobona@hotmail.com.br Cobaia 150\r\n

MIME-Version

¢ 1.0\r\n

Content-Type: text/plain; charset=UTF-8\r\n
X-MMS-IM-Format: FN=Segoe%20UI; EF=; C0=0; CS=1; PF=0\r\n

\r\n

RESPOSTA DE MENSAGEM SIMPLES - OI

1 57031 (57031), Seq: 861, Ack: 316, Len: 188




Frotocolo MSNFI 8

Il Microsoft - Wireshark

File Edit View Go Capture Ang

Seaes B

Filter: msnms

No. Time Source
72 22.601023 192.168.(
73 22.833018 65.54.49, om 1
79 23.063436 192.168.( 229241173.2365291
85 23.293535 65.55.71,
86 23.294419 192.168.(
88 23.559158 65.55.71,
89 23.559635 192.168.( .
90 23.559742 65.55.71) Microsoft Receptor
93 23.808271 65.55.71.
96 24.276211 65.55.71 - - - 999484 :2550273072
97 24.276700 65.55.71.28 192.168.0.100 JOI jobona@hotmail.com.br Cobaia 2788999484:2550273072
99 24.278831 192.168.0.100 65.55.71.28 MSG 57 N 148

129 31.928297 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br Cobaia 94

142 36.905746 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br Cobaia 94

149 41.928082 65.55.71.28 192.168.0.100 MSG jobona@hotmail.com.br Cobaia 94
937208 & & S 0 i 2 adi aia

# Frame 160: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
# Ethernet II, Src: D-Link_b7:db:2b (00:22:b0:b7:db:2b), Dst: HonHaiPr_53:c8:0d (5c:ac:4c:53:c8:0d)
# Internet Protocol, Src: 65.55.71.28 (65.55.71.28), Dst: 192.168.0.100 (192.168.0.100)
jccd ' L: 57031 (57031), Seq: 861, Ack: 316, Len: 188
-] MSN Messenger Service
MSG jobona@hotmail.com.br Cobaia 150\r\n
MIME-Version: 1.0\r\n
Content-Type: text/plain; charset=UTF-8\r\n
X-MMS-IM-Format: FN=Segoe%20UI; EF=; C0=0; CS=1; PF=0\r\n
\r\n

IRESPOSTA DE MENSAGEM SIMPLES - OI|




It Microsoft - Wireshark
File Edit View Go Capture Analyze Statistics Telephonx Tools Help

Sl BEXRE A¢v0T LR Qe #B®% 8
Filter msnms v Expression.. Clear Apply

No. Time Source Destination Protocol Info

2 22.601023 192.168.0.100 65.54.49.182 MSNMS  XFR SB

3 22.833018 65.54.49.182 192.168.0.100 MSNMS  XFR SB 65.55.71.28:1863 CKI 131448921.229241173.2365291 U messenger.msn.com 1

79 23.063436 192.168.0.100 65.55.71.28 MSNMS ~ USR jobona@terra. com. br; {20AA6998-4B68-44D8-8EFB-94C870084B2B} 131448921.229241173.2365291
85 23.293535 65.55.71.28 192.168.0.100 MSNMS  USR OK jobona@terra.com.br; {20aa699b-4b68-44d8-8 700b4b2b} Emissor

86 23.294419 192.168.0.100 65.55.71.28 MSNMS ~ CAL jobona@terra. com. br

88 23.559158 65.55.71.28 192.168.0.100 MSNMS  CAL RINGING 131448921

89 23.559635 192.168.0.100 65.55.71.28 MSNMS  CAL jobona@hotmail. com. br

90 23.559742 65.55.71.28 192.168.0.100 MSNMS 10I jobona@terra.com.br Emissor 278 12550273072

93 23.808271 65.55.71.28 192.168.0.100 MSNMS CAL 56 RINGING 131448921

96 24.276211 65.55.71.28 192.168.0.100 MSNMS  10I jobona@hotmail.com.br; {b575cef, 4-40f2-96cf-1e5e50c5117d} Cobag 9484 :2550273072
97 24.276700 65.55.71.28 192.168.0.100 MSNMS  10I jobona@hotmail.com.br Cobaia 9484 :2550273072

7
7

A Jjonona&notmat . com.
. 928082 SeiTal: : .0. MSNMS jobona@hotmail. com.br Cobaia 94
. 937208 SEiral : .0. MSNMS jobona@hotmail. com.br Cobaia 94
. 328489 ShEizak : .0. MSNMS jobona@hotmail. com.br Cobaia 150

Frame 129: 185 bytes on wire (1480 bits), 185 bytes captured (1480 bits)
Ethernet II, Src: D-Link_b7:db:2b (00:22:b0:b7:db:2b), Dst: HonHaiPr_53:c8:0d (5c:ac:4c:53:c8:0d)
Internet Protocol, src: 65.55.71.28 (65.55.71.28), Dst: 192.168.0.100 (192.168.0.100)
ansmicci gl proroco port- mcnp g D port: 57031 (57031), Seq: 337, Ack: 316, Len: 131
MSN Messenger Service
MSG jobona@hotmail.com.br Cobaia 94\r\n
MIME-Version: 1.0\r\n

?g;nguéem T TﬂPinguserzjobona@hotmail.com.br\r\n




Frotocolo MSNFI 8

Ml Microsoft - Wireshark

File Edit View Go
SO

Filter:

Capture  Analyze

BX2E Aa¢es»9TF2I[EF Qacaan #®m% 8

v Expression... Clear Apply

Statistics Telephonz Tools Help

msnms

No.

Time

.833018
.063436
.293535
.294419
.559158
.559635
.559742
. 808271
.276211
. 276700
.278831
129 31.928297
142 36.905746
149 41. 928082
156 46. 937208
160 48.328489

Source

65.54.49.182
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
192.168.0.100
65.55.71.28
65.55.71.28
65.55.71.28
65.55.71.28
192.168.0.100
65.55.71.28
65.55.71.28
65.55.71.28
65.55.71.28
65.55.71.28

Destination

'192.168. 0.100

65.55.71.28

192.168.0.100
65.55.71.28

192.168.0.100
65.55.71.28

192.168.0.100
192.168.0.100
192.168.0.100
192.168.0.100
65.55.71.28

192.168.0.100
192.168.0.100
192.168.0.100
192.168.0.100
192.168.0.100

Protocol _Info

MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS
MSNMS

XFR

USR
USR
CAL
CAL
CAL
JoI
CAL
JoI
JoI
MSG
MSG
MSG
MSG
MSG
MSG

23 SB 65.55.71.28:1863 CKI 131448921.229241173.2365291 U messenger.msn.com 1
58 jobona@terra.com. br; {20AA6998-4B68-44D8-8EFB-94C8700B4B2B} 131448921.229241173. 2365291
58 OK jobona@terra.com.br; {20aa699b-4b68-44d8-8efb-94c8700b4b2b} Emissor

55 jobona@terra.com.br

55 RINGING 131448921
56 jobona@hotmail.com.br

jobonaG@terra.com.br Emissor 2788999484:2550273072
56 RINGING 131448921
com. br; {b575cef8-8c94-40f2-96cf-1e5e50c5117d} Cobaia 2788999484 :2550273072

jobona@hotmail.
jobona@hotmail.

57 N 148

jobona@hotmail.
jobona@hotmail.
jobona@hotmail.
jobona@hotmail.
jobona@hotmail.

com

com
com
com
com
com

.br

.br
.br
.br
.br
.br

Cobaia 2788999484:2550273072

Cobaia 94
Cobaia 94
Cobaia 94
Cobaia 94
Cobaia 150

i Frame 72: 65 bytes on wire (520 bits), 65 bytes captured (520 bits)
# Ethernet II, Src: HonHaiPr_53:c8:0d (5c:ac:4c:53:¢8:0d), Dst: D-Link_b7:db:2b (00:22:b0:b7:db:2b)

# Internet Protocol, src: 192.168.0.100 (192.168.0.100), Dst: 65.54.49.182 (65.54.49.182)
Transmission Control Protocol, Src Port: 56943 (56943), Dst Port: msnp (1863), Seq: 1, Ack: 1, Len: 11
MSN Messenger Service

+

XFR 23 sB\r\n




Frotocolo MéNFI 8

XFR 23 ¢ Sé 65 55 /1 28 1863 ckil 131448021, 229241173, 2365291 U messenger. msn. Com 1
USR 58 jobona@terra.com. br; {20AA6998-4B68-44D8-8EFB- 94(8/0084828] 131448921.229241173.2365291|
USR 58 OK jobona@terra.com.br;{20aa699b-4b68-44d8-8efb-94c8700b4b2b} Emissor
CAL 55 ]obona@terra com br
CAL 55 RINGIN
CAL 56 jobona@hotmail. com.br
101 jobona@terra. com. br_Emissor| 2788999484:2550273072)
CAL 56 RINGING
10T jobona@hotmai . com. br; {b575¢ 50c5117d} Cobaid 2788999484:2550273072)
J0I jobonaGhotmail. com.br Cobaia) 2788999484 :2550273072
MSG 57 N 148
MSG jobona@hotmail.com.br Cobaia 94
MSG jobona@hotmail.com.br Cobaia 94
MSG jobona@hotmail.com.br Cobaia 94

1.

1§

MSG jobona@hotmail.com.br Cobaia 94
MSG jobona@hotmail.com.br Cobaia 150




Alguns Problcmas s3o evidentes...

Oi Manézinho... Quanto tempo?

Se vocé qucrganhar um milhdo de reais clic]uc ac]uil

www.casadaicortuna.com.br/virhus_wclo_ﬁcaPcta.exe




A]guns Prob]cmas s3o evidentes...

Funcionario do

mes

/3

Vai, SEEEE al... .

Tu prometo que serei bonzinho\l.l

Beleza.

5o porque vocé é meu amigo!!!

A senha do banco ¢: 298887.



Alguns Problcmas sdo evidentes...

A mesma m3o que acaricia... |)Ja merdal




Aplicaqéo | ive Mcssengcr

Antiga Vulnerabilidade

*TheLeader, 11.08.2010 —EDB — ID: 14613

EXECUCAO DENIALOF SERVICE



P]icaqéo | ive Mcsscngcr

Corrigindo o funil7?77

Cobaia <jobona@hotmail.com.br>

Arquive Editar Acdes Ferramentas Ajuda

Cobaia
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e o - s
% MSNPSharp Example Client(v3.1.0 r1719

Favorites (0/0)
Circles (0/0)
Mobile (0)
Online (0)
Offline (0)

1|cmrramc:ml:a Adotada

\
DothjNClicntz

" Opensource;
. Alteragécs no Protocolo MSNF,

= ]nclcpcncléncia das restricdes

existentes no | ive Messengcr.







Deixe-me cxP]icar...

Live Messenger X King Kong

= Ambos possuem imponente SUCESSO;
* () enredo ¢ bastante simples;
- Q/uancjo fora de controle Podem causar danos incalculaveis;

. Algumas falhas no roteiro acabam Poncjo tudo a Percler.






N-g umas Sohcﬂ’agges

DE acordo com a Microsomct:

m Solicitar no maximo 8 SB (XFR)

» Nlecessario um intervalo de 60 segundos;

. Obtengéo de Resposta: XFR ok ou 800




File Edit View Go Capture Analyze Statistics Help

NS e o XY @+ ¥ IEE G

E Filter: |msnms ~ | 4p Expression... g Limpar

Source Destination Frotocol | Info

MSMNMS
5.54.48,31:1863 CKI 1795885784.19
5.54.49,156:1863 CKI 1134973126.1

SB 65.55.71.195:1863 CKI 1357965540.1
24

16 5B 65.54.48,162: 1863 CKI 403611878, 22 A
MSHMS JSR 25 jobonaghotmaill.com.br

Frame 35 (217 bytes on wire, 217 bytes captured)

Ethernet II, Src: RealtekU 12:35:00 (52:54:00:12:35:00), Dst: CadmusCo 6b:57:c0 (08:00:27:6b:57:cO
Internet Protocol, Src: 65.55.71.36 (65.55.71.36), Dst: 10.0.2.15 (10.0.2.15)

Transmission Control Protocol., Src Port: msnp (1863), Dst Port: 40571 (40571). Seq: 461, Ack: 144,

XFR 159 SB 65.55.71.195:1863 CKI 123540847, 85248241 18142182 U messenger.msn. com 1%rin
XFR 18 SB 65.54.48.157:1863 CKI 735142585, 51086.11078177 U messenger.msn.com 1%rsn




File Edit WView Go Capture Analyze Statistics Help

@&l xSl IR IEIEE| G
-4

E Filter: |m5nm5

Expression... £ Limpar
Source Destination Frotocol | Info

MSMNMS SE

SB 65.54.48,76:1863 CKI 1212915329, 44
SB 65.54.49,68: 18632 CKI 1514128151.21
SB 65.55.71,30: 1863 CKI 1970587V3El .16

MSHNMS SR 44 otmail.com.br 12 .44
OK jobonaghotmail.com.br Jordan%SFtes
MSMMS CAL 45 job terra.com.br
RINGING 1212915329
jobona@terra.com.br Jordan 2788999484

55,55, 71, 36
55.55.71.36 10.0.2.15 MSMNMS 48
£ >
Ethernet II, Src: RealtekU 12:35:00 (52:54:00:12:35:00), Dst: CadmusCo_8b:57:c0 (B28:00:27:86b:57
Internet Protocol, Src: 65.55.71.36 (65.55.71.38), Dst: 10.0.2.15 (10.0.2.15)
Transmission Control Protecel, Src Port: msnp (1883), Dst Port: 40571 (40571), Seq: 428, Ack: 1:
MSN_Messenger Service
2800 41%rwn
200 42%r™\n
2800 43\ rwn
¥FR 36 SB 65.34.61.199:1863 CKI 1870357141.1322246, 21148228 U messenger.msn.com 1xri\n
XFR 27 SB 65.55.71.185:18632 CKI 1295028701 .82531432.147125252 U messenger.msn.com 1yryn

KPR 38 SB 6o, 54,48 15091865 CKI 14954418385 145207154, 24044175 LU messender. msn.com 1.
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Mensagens Ocultas

. Algumas alterac;c”)es no cédigo ¢ as mensagens se tornam

ocu]tas ao recel:)tor...

\/fc}eo ]






“ﬂ'bbd ’ ocul-to

. Algumas Solicitacdes (X[TR’s);
* MS(3’s Oeultas; o _

\/l’&cos 2



Emissor - MSNP18

0

10:05:28  10:05:41 10:05:51 10:06:01 10:06:11 10:04:41 10:04:51 10:05:01 10:05:11

Uttimo 1593039 Medio 4,689,079 Minimo 0,000 Maximo

Duracao

Mostrar ~ Cor Escala Contador Instancia Pai
v —— ] () Bytes enviados/s Intel[R] 82577LM .., ---

¢ m

10:05:27
51508121
1:40

Objeto

Interface de n
)

\/fcleos 3






Possibilidades

" Hijackings > CAL/ JO
» [~ hvio de Mensagem Forjacla ~ Cabegalho; > (C Al
» Denial of Service <Nudge); > XTF'R /M5




Um Shellzinho — Connection Back

. XFR + MSG “Mensagem “Fersonalizada”
Sim, & Possfve]:
] entem uma “Mensagem FPersonalizada” na so]icitagéo de transferéncia

de arquivo. © ©

1
)\



Agraclccimcntos

5anclra De Marco Bonagura

FPortodos os ensinamentos!!!

| uis Felipe Téres dos Santos

Apoio nos testes de execucao.




Jordan M. Bonagura

bonagu ra@stagsafe.com.br
www.stagsa{:e.com.br
@jbonagu ra

k jobona@hotmail.com.br




