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Quem usa!’

HTMLS

video option
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Alguns Recursos
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localStorage
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Websockets
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Ele pode ser um Big Brother




Navigator

Voce esta
online?

Qual o
seu sistema

Operacional?

Qual o seu
historico de
navegagao?
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Geolocation

The website “http:/ /htmiSdemos.com”
would like to use your current location.
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Uma nova e eficaz abordagem para
Botnets
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Abordagem segmentada por
regiao com Geolocation
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Usando Websocket pode se ter
uma comunicacao entre os nos da
Botnet rapida e menos barulhenta

% SHODAN

» Top countries matching your search  Japan
France

Singapore
Marshall Islands
Honduras

95.141.97.244 HTTP/1.0 101 Web Socket Protoco
* Upgrade: WebSocket
I - Connection: Upgrade
05-141-97-244 stella-net.not WebSocket-Ongin: 192.168.0.43:9490

WebSocket-Location: ws://192.168.0.43:9490

WebSocket-Protocol: sample

163.43.160.56 HTTP/1.0 200 OK

Upgrade: WebSocket
v
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LocalStorage e/ou Web Database permite
armazenar codigo e estende os ataques a
dispositivos moveis (Um foco do HTMLY5)
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Client-Side Exploit
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Client-Side SQLi
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HTMLS Web Database - Client-Side SQL1 demo

ID to testl: 8791101477490688

 TweetID: 5701101477490688  ( Inserir tweety com SQLi |

Gregory D. Evans by

: #pochtml5 Eu o maior hacker do mundo recomendo a H2HC... ;)
Ligatt

Willian Caprino #pochtml5 @welias falando sobre web2.0 na H2HC... Again!... ;)

* PoC baseado no apresentado no AndLabs: http://www.andlabs.org/htmlI5/csSQLi.html
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Stored XSS

- CONVISO

IT SECURITY

HTMLS localStorage - Demo

Value: | <h1 onmouseover="alert('PoC XSS Armazenado")">0wn3dl</h1l>

JavaScript

PoC XSS Armazenado

. Name: stored xss
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Conclusao
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Conclusao

® Um avango para aplicagoes web, mas ainda e
cedo para adota-lo. O proprio w3c pediu
cautela

® Um novo desafio para ferramentas e
profissionais que testam aplicagoes web

® Alguns recursos serao alvo de ataques e agoes
criminosas
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Referencias

® http://HTML5Rocks.com

® http://html5demos.com/

® http://websockets.org/

® http://dev.w3.org/html5/websockets/
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HTML5
Programming

Powerful APIs for Richer Intermet
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Obrigado...

e Blog: http://wagnerelias.com

e E-mail: welias@conviso.com.br

o Twitter: @welias
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