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Who are we

Eric Evenchick

Linklayer Labs (Toronto, ON)

Eric has worked on OTA firmware 
updates and security design at Tesla Motors 
and Faraday Future. His experience in 
automotive began with research in alternative 
fuel vehicles at U. Waterloo, in conjunction with 
the US Environmental Protection Agency and 
General Motors. More recently, he founded 
Linklayer Labs, and released CANtact, an 
open-source hardware tool for CAN networks.

Stefano Zanero

Politecnico di Milano

Stefano is an associate professor at Politecnico 
di Milano, and has over 13 years of experience in 
the security field, from intrusion detection to 
threat intelligence, to penetration testing of 
industrial control systems. He has founded a 
security services company that delivers security 
assessment services worldwide.



Unfortunately...



Automotive (in)security



Evolution of the Automotive World

Modern vehicle = hundreds of ECUs

Many connected systems

Varying levels of safety & security expectations



Attack example I

● Vehicle Theft



Attack example II

● Local Takeover



Attack example III 

● Remote Takeover



Attack Vectors

● Physical access to in-vehicle networks
○ Malicious mechanic
○ Aftermarket parts
○ Car sharing scenarios
○ Physical compromise

● Wireless protocols
○ Cellular
○ WiFi
○ Bluetooth
○ etc...



Attack Narrative is always similar 

1. Attacker finds exploit in physical or wireless systems
○ Most of these systems not designed to be secure gateways
○ Changed assumptions, e.g. “if inside the vehicle, authorized”

2. Exploit is used to gain access to the in-vehicle network
○ Which was not designed to host non-trusted entities, so

3. Message forgery or diagnostics actions can be leveraged
○ Vehicle theft
○ Temporary modification of vehicle operation
○ Permanent modification of vehicle
○ Extraction of personal information, tracking, etc.



Defensive reactions...



Defensive (non) reactions...



Welcome to the 
Internet of Toasters

Where we find out that Twitter can be DDoSed 
by an army of toasters with “admin:admin” as 
their toasting credentials

(credit: 
https://www.flashpoint-intel.com/mirai-botnet-li
nked-dyn-dns-ddos-attacks/)



In summary:

● We cannot rely on patching single vulnerabilities

● Sound security engineering does not start from vulnerabilities

● Designing an invulnerable system is not and can not be the point

● Risk = AssetValue x AttackVectors x Threats

● We need to conceptually address the risk while designing the networks



Our proposed approach



How do we model risk?

● Sound security engineering moves from risk analysis
● How to model risk in automotive scenarios?

○ The risk assessment process should be compliant with the standard 
set forth in SAE J3061 (more on this later)

○ Should be based on open standards and open access research (e.g. 
the EVITA model)

○ Should scale (from a whole vehicle to a single ECU)
○ Should be supportable with an analysis tool or generally be analytic 

enough to be computer-supported



Key intuition

We want to map risks onto the 
topology of the vehicle network, and its 
hardware and software components



 A complete methodology for risk assessment & secure network design
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Step 1: asset definition 

● Define the asset components for an 
appropriate risk evaluation

● Turns out that this is quite simple in 
automotive world

● Brand Impact, Compliance Risk, Insurance 
Risk, …, are all functions of the four asset 
categories listed

● Different players will have different risk 
definitions

○ E.g. OEM vs operator of a fleet of vehicles

Vehicle

Safe ops

PII

IP

Brand



Step 2: threat assessment 

● Identify the main threat agents 
● Evaluate motives
● Determine likelihood of attack scenarios
● Evaluate goals

Examples:

● Stunt hacking researchers :-)
● Theft rings
● Tuners
● Ransomware
● Competitors
● Targeted attacks
● Terrorism/State-sponsored/Military 

cyber-adversaries
● ...



Ranking exercise

● How would you rank the threats on the 
right by likelihood, based on public 
information right now?

● Stunt hacking researchers :-)
● Theft rings
● Tuners
● Ransomware
● Competitors
● Targeted attacks
● Terrorism/State-sponsored/Military 

cyber-adversaries



A (plausible) ranking 

1. Theft

2. Tuners
3. Competitors
4. Hackers/Researchers

5. Cybercrime (ransomware)
6. Targeted attacks

Prediction: likely to grow

YMMV with these

By far the most likely



Example: theft

● Very good and reliable statistics to determine likelihood
● Impact: basically vehicle value (with secondary impact on brand, insurance 

costs…)
● What are the goals of a cyberattack brought by a theft ring? Basically 

stealing a vehicle



Step 3: attack tree breakdown 

● For each identified attack goal we can use 
a generalized attack tree to break it down 
into attack scenarios

● We can then specialize this attack tree by 
connecting it to specific functionalities of 
the ECUs within the network



Step 4: network mapping of vehicle 

● We can connect the attack goals to 
specific vehicle components

● This allows the designers to:
○ Prioritize analysis efforts to ECUs that are 

on important attack paths
○ Generate a set of tests/security 

specifications according to which we will 
test the ECUs 

○ Propose applicable solutions according to 
a sensible risk reduction/treatment 
approach



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Mapping potential attacks onto the topology



Attack vectors and ingress points analysis



Attack vectors and ingress points analysis

We now can use the identified attack vectors to:

1. Define security specs for, e.g., the TIPM 
module

2. Define ID rules (if any type of detection 
system is applied to CAN C)

3. Specify goals for penetration testing of 
each single component before acceptance



Responding to a pressing need...



Our results easily map to EVITA (as an example)



In conclusion

● Security cannot be bolted on automotive networks one hack 
and one patch at a time

● We must embed risk based security design in the process
● We have devised a simplified method, and we are putting 

together a supporting tool to automate (most of) it
● This implements the recommendations of SAE J3061
● Want early access to the tool? Let us know!



Thanks for your attention!

Questions and feedback:

@raistolo
stefano@motivum.io

@ericevenchick
eric@motivum.io 
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