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Disclaimer

• I don’t speak on behalf of my employer.
• All the ideas and information presented here are from myself.
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Introduction

• This presentation focuses on:
• Intel Architecture

• Bare Metal Hypervisor
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Architectural Review – Basic Boot Process

CPU BIOS/UEFI
Boot 

Loader
Kernel Apps
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Architectural Review – Boot Process – Attacks 
Brainstorm
• CPU - - - > > > Apps

• Are you afraid of this?

• Apps - - - > > > CPU
• This sounds scary 
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Architecture Review

Source: http://www.intel.com/content/www/us/en/intelligent-systems/embedded-systems-training/ia-
introduction-basics-paper.html
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Architecture Review – DMA

Source: Troopers 2015 – “Modern Platform Supported Rootkits” - https://github.com/rrbranco/Troopers2015 10



Architectural Review – Devices

• 2 main ways to interact with a device:
• IO Ports

• IN/OUT (and similar) instructions

• MMIO
• Physical memory accesses decoded to devices
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Architectural Review – Other Important 
Concepts
• MSR

• The processor provides a variety of machine specific registers that are used to 
control and report on processor performance. Virtually all MSRs handle system 
related functions and are not accessible to an application program.

• Examples: 0x3A (IA32_FEATURE_CONTROL), 0x79 (IA32_BIOS_UPDT_TRIG 
(BIOS_UPDT_TRIG)), 0x1A0 (IA32_MISC_ENABLE), etc.

• SMM
• SMM is a special-purpose operating mode provided for handling system-wide 

functions like power management, system hardware control, or proprietary OEM-
designed code. It is intended for use only by system firmware, not by applications 
software or general-purpose systems software. The main benefit of SMM is that it 
offers a distinct and easily isolated processor environment that operates 
transparently to the operating system or executive and software applications.

Source: http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
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Architectural Review - Virtualization

Hardware

Hypervisor

VM 1 VM 2 VM 3 VM 1 . . .

Hardware

Kernel (Ring 0)

Apps (Ring 3)

Most modern operating systems Virtualization (Bare Metal)
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Attack Surface – General virtualization attacks 
brainstorm
• VM to VM

• VM to Host

• VM to Hypervisor

• DoS

• Host to Hypervisor

• BIOS/UEFI/SMM

• Hardware
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Attack Surface - Devices

• Mainly 3 ways to assign a device to a VM:
• Emulation

• Paravirtualization

• Direct assignment
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Attack Surface – Devices – Emulation

• Devices are emulated by “someone” in the virtualization solution
• “Someone” = Hypervisor, specific VM, etc

• Trapped and emulated
• IO Ports

• MMIO
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Attack Surface – Devices – Emulation

• CVE-2015-3456 - VENOM (Virtualized Environment Neglected 
Operations Manipulation)

http://xenbits.xen.org/xsa/advisory-133.html
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Attack Surface – Devices – Paravirtualization

Source: Black Hat 2016 Las Vegas – “Xenpwn – Breaking Paravirtualized Devices” -
https://www.blackhat.com/docs/us-16/materials/us-16-Wilhelm-Xenpwn-Breaking-Paravirtualized-Devices.pdf
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Attack Surface – Devices – Paravirtualization

• XenPwn
• https://www.blackhat.com/docs/us-16/materials/us-16-Wilhelm-Xenpwn-Breaking-Paravirtualized-Devices-wp.pdf

• https://www.blackhat.com/docs/us-16/materials/us-16-Wilhelm-Xenpwn-Breaking-Paravirtualized-Devices.pdf

Source: Black Hat 2016 Las Vegas – “Xenpwn – Breaking Paravirtualized Devices” -
https://www.blackhat.com/docs/us-16/materials/us-16-Wilhelm-Xenpwn-Breaking-Paravirtualized-Devices.pdf
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Attack Surface – Devices – Direct Assignment

Memory

Device 
1

Device 
2

Device 
3

21



Attack Surface – Devices – Direct Assignment

TLP read packet

Source: http://xillybus.com/tutorials/pci-express-tlp-pcie-primer-tutorial-guide-1
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Attack Surface – Devices – Direct Assignment 
– Brainstorm
• P2P

• ACS (Access Control System)

• ATS (Address Translation Service)

• “IOMMU”
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Attack Surface – “VMEXIT 
handling”

• https://xenbits.xen.org/xsa/ad
visory-75.html
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Attack Surface – Hypercall

• https://xenbits.xen.org/
xsa/advisory-122.html
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Attack Surface – Hardware Virtualization 
Support
• Bugs on the underlying infrastructure

Source: http://www.intel.com/content/www/us/en/processors/core/desktop-6th-gen-core-family-spec-update.html
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Attack Surface –
Rootkits

Source: 
http://www.intel.com/content/www/us/en/pr
ocessors/architectures-software-developer-
manuals.html 27
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Microsoft Virtualization Based Security (VBS) 
– Overview

Hardware

Hypervisor

Ring 3
(Normal User)

Ring 0
(Normal Kernel)

VTL 0
(Normal World)

Ring 3
(Secure User)

Ring 0
(Secure Kernel)

VTL 1
(Secure World)
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Microsoft Virtualization Based Security (VBS) 
– Overview

Source: Black Hat 2015 – “Defeating Pass-the-Hash – Separation of Powers” - https://www.blackhat.com/docs/us-
15/materials/us-15-Moore-Defeating%20Pass-the-Hash-Separation-Of-Powers.pdf 30



Microsoft VBS – Attack Surface Brainstorm

• Host -> Hypervisor

• RPC

• System calls

• Memory manager
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Microsoft Credential Guard

Source: Black Hat 2015 – “Defeating Pass-the-Hash – Separation of Powers” - https://www.blackhat.com/docs/us-
15/materials/us-15-Moore-Defeating%20Pass-the-Hash-Separation-Of-Powers.pdf 32
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Conclusion

• As any other piece of software, virtualization can also have 
vulnerabilities

• Virtualization can be leveraged to improve the security of systems
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Thanks!!!

Gabriel Negreira Barbosa

ganegrei [at] microsoft [dot] com
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