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Moarrrr IoC

We can‘t find the needle in the haystack, 
give us more hay!



Threat Detection: 50 Shades of Hay

Threat detection metrics heavily build on known fragments, 
while aiming to find the largely unknown. 

File hashes

File fragments

File behavior

File properties

System behavior

Network patterns

Abnormal system behavior

Abnormal network patterns

Known-bad

Non known-good

Known-bad origin

Non known-good origin



DATA
File Geometry
Graph Geometry
API & Behavior Indicators
String Constant Evaluation



r2graphity

Function call graphs

Function cross references within code section

References to function offsets

Outside executable section(s)

Nodes: functions

=> Offset, size, calling convention

Edges: calls, indirect calls



Yes I still use radare2



Static Analysis 
is King



Callgraphs, yo!

Parsing complexity

Resilience

Coverage

Python3

radare2 & r2pipe

NetworkX

pefile

pydeep

numpy

Neo4j/py2neo



Function Detection is Key

Win8 32-bit benign

(Little agreed on 
method to verify
whether TP/FP)



32-bit malicious

(Little agreed on 
method to verify
whether TP/FP)

Function Detection is Key



Corner Cases and Issues

C++

VB/.NET

Delphi xD

Other exotic compilers

Large binaries

Loops

Inner programming logic



Default FullyOptimized

SizeOptimized
vc110

vc120 vc150Dbg



Compilers and Optimization

Scope: local, regional, global, interprocedural

Elimination of redundant expressions

Reuse of previously computed values

Helping instruction level parallelism

Loop unrolling

Basic block order optimization

Function order optimization

Data flow optimization

Inline substitution „Engineering A Compiler, 2nd Edition“ by Cooper & Torczon



Optimization can do 
terrible things to
assembly



Win32Window – A simple Win32 window application

randomNG – A random number generator in C

LongPrimeSieve – A long prime number generator in C++

Visual Studio 2015
Optimization /Od /O1 /O2 
Function Expansion /Ob1 /Ob2
Intrinsic Functions /Oi
Size or Speed /Os /Ot
Omit Frame Pointer /Oy
Fiber-safe TLS /GT
Whole Program Opt. /GL
EVERYthing all

DANCE MY CASE STUDIES

DANCE.



What to look for?

Node and edge counts

Jumps and calls

Filesize

Instruction count and variance

Data references

Memory references

… and how to look at it?



Binary Visualization



„Useful“ ain‘t easy



Visualization

Data reduction and simplification

How to pick features for
visualization

know what your tools support

what your algorithms support

what your data has to say

Graph visualization

Dot & directed graphs

Heatmaps

Histograms and diagrams

Distributions



The Attributes

Mnemonic types total 

Mnemonic variance per function

Presence of instruction families

Graph node and edge count

API call count

Data references

Ratios abstracted by code section size

Variance & standard deviation of

attributes per case study



Data



Heatmaps



Same same but different

RandomNG total instruction counts

and Matplotlib

GL GT O0 O1 O2 Ob1 Ob2 Os OtOi Oyall





LongPrimeSieve all vs. O0: jmp instruction

all: 83 nodes / 101 edges O0: 103 nodes / 129 edges



LongPrimeSieve all vs. O0: jmp instruction

all: 83 nodes / 101 edges O0: 103 nodes / 129 edges



Mnemonicism

Arithmetic instructions as indicator for
cryptography, compression or codecs

shl
shr
mul
div
rol
ror
sar
load

store



Babar



Mnemonic variance
distribution

Variance of mnemonics per 
function

Varying bucket sizes

Unified comparable values

Resilient to little changes

Flag Variance distribution

All 22.32.8.11.3.1.2.0.0.0.0.0.0.0.2.0.0.0.0

GL 26.38.7.15.11.2.0.0.0.0.0.0.0.1.2.1.2.0.0

GT 24.38.7.16.10.2.0.0.0.0.0.0.0.1.1.0.1.0.0

O0 24.38.7.16.10.2.0.0.0.0.0.0.0.1.1.0.1.0.0

O1 25.43.12.14.3.1.2.1.0.0.0.0.0.0.1.0.0.0.0

O2 25.41.9.15.4.2.0.1.0.1.0.0.0.0.1.0.0.0.1

Ob1 23.29.5.10.10.2.0.0.0.0.0.0.0.2.1.0.1.0.1

Ob2 23.29.5.10.10.2.0.0.0.0.0.0.0.2.1.0.1.0.1

Oi 24.37.7.18.10.2.0.0.0.0.0.0.0.1.1.0.2.0.0

Os 24.40.7.21.3.2.0.0.0.0.0.0.0.2.0.1.0.0.0

Ot 24.38.7.16.10.2.0.0.0.0.0.0.0.1.1.0.1.0.0

Ox 25.41.10.15.3.1.0.2.1.1.0.0.0.0.1.0.0.0.1

Oy 25.38.7.16.10.2.0.0.0.0.0.0.0.1.1.1.1.0.0



Mnemonic variance
distribution

Variance of mnemonics per 
function

Varying bucket sizes

Unified comparable values

Resilient to little changes



LongPrimeSieve
Mnemonic Variance per Function

0 5 10 50 100 150 200 250 300 350 400 450 500 1000 2000 3000 4000 5000 10000

LongPrimeSieve_all.exe 25 32 8 10 3 1 2 0 0 0 0 0 0 0 2 0 0 0 0

LongPrimeSieve_GL.exe 27 38 7 15 10 2 0 0 0 0 0 0 0 1 2 0 1 0 0

LongPrimeSieve_GT.exe 26 38 7 16 10 2 0 0 0 0 0 0 0 1 1 0 1 0 0

LongPrimeSieve_O0.exe 26 38 7 16 10 2 0 0 0 0 0 0 0 1 1 0 1 0 0

LongPrimeSieve_O1.exe 27 42 13 14 3 1 1 1 0 0 0 0 0 0 1 0 0 0 0

LongPrimeSieve_O2.exe 25 41 9 15 3 1 0 1 0 1 0 0 0 0 1 0 0 0 0

LongPrimeSieve_Ob1.exe 25 29 5 10 10 2 0 0 0 0 0 0 0 2 1 0 1 0 1

LongPrimeSieve_Ob2.exe 25 29 5 10 10 2 0 0 0 0 0 0 0 2 1 0 1 0 1

LongPrimeSieve_Oi.exe 26 37 7 17 10 2 0 0 0 0 0 0 0 1 1 0 2 0 0

LongPrimeSieve_Os.exe 26 40 7 21 3 2 0 0 0 0 0 0 0 2 0 1 0 0 0

LongPrimeSieve_Ot.exe 26 38 7 16 10 2 0 0 0 0 0 0 0 1 1 0 1 0 0

LongPrimeSieve_Ox.exe 25 41 9 15 3 1 0 1 0 1 0 0 0 0 1 0 0 0 0

LongPrimeSieve_Oy.exe 26 38 7 16 10 2 0 0 0 0 0 0 0 1 1 0 1 0 0



LongPrimeSieve
Mnemonic Variance
per Function



RandomNG
Mnemonic Variance
per Function



Win32Window
Mnemonic Variance
per Function



Numbers <3

filesize

codesecsize

functionstotal

refslocal

refsglobalvar

refsunknown

refsindirect

apitotal

datarefcount

ratiofunc

ratioapi

getprocaddress

memallocation

createthread

Comparing by count only makes sense on the same source base
No, I still don‘t diff binaries



Larger code size – larger changes

Deviation between 3 – 30%

(Suspected) more optimization in 

C than C++ source

Small changes in small numbers show

(false) big outliers





Detection and analysis of
optimization settings

Shown values are bound to one
specific source base

Introducing abstraction by dividing
by code size







Dexter – crappy POS scraper

Winkey – crappy Keylogger

Rbot – crappy .. Something something

DANCE MY CASE STUDIES

DANCE.

VisualStudio 2017

Optimization /Od /O1 /O2 /Ox
Function Expansion /Ob0 /Ob1 /Ob2
Intrinsic Functions /Oi
Size or Speed /Os /Ot
Omit Frame Pointer /Oy /Oy-
Whole Program Opt. /GL



Rbot File Geometry
largest std deviationvarianceaveragesmallest rel std dev



Dexter File Geometry
largest std deviationvarianceaveragesmallest rel std dev



Winkey File Geometry
largest std deviationvarianceaveragesmallest rel std dev



Rbot Graph Geometry

largest std deviationvarianceaveragesmallest rel std dev



Dexter Graph Geometry
largest std deviationvarianceaveragesmallest rel std dev



Winkey Graph Geometry
largest std deviationvarianceaveragesmallest rel std dev



API Level Indicators
largest std deviationvarianceaveragesmallest rel std dev

Rbot

Dexter

Winkey
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Rbot

Dexter

Winkey



File geometry data more stable than graph attributes

Counting of items superior to size measures

15% estimated to be reasonable abstraction

Cost: parsing time and setup, cost to deploy, cost to maintain

Scalability: ease of feature extraction and adaption

Resilience: robustness against changes in binaries/infrastructure

Reliability: correctness of data



Because f* Threat Intel



Thank you!

@pinkflawd

marion@0x1338.at

http://karmadecay.com/


