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i
HACKERS TO HACKERS CONFERENCE

I Inspiracao

Conhecer as limitacoes do esp8266
para explorar falhas em
Implementacoes alheias, através de
uma POC que explore os limites do
hardware.
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I Inspiracao

Inseguranca na Era da
Internet das Coisas

Palestrante:

Christiane Borges Santos

142 Congresso Latino-americano de Software Livre e Tecnologias Abertas
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Inseguranca na Era da uanc
Internet das Coisas

VIDA DIGITAL

Bof_nét Ehvia sﬁam na web com
ajuda de Smart TVs e geladeira
conectada

A empresa de seguranca
virtual Proofpoint identificou
um grande ataque de botnets
que vitimizou cerca de 100
mil aparelhos 'smart' entre os
dias 23 de dezembro e 6 de
janeiro de 2014.
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Inseguranca na Era da HaHc
Internet das Coisas
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* = Mateérias = Comando de wvoz mal interpretado faz assistente recitar pornografia para crianga

=

&

Rory Carroll in Los Angeles

W inorpranell T2

Is Alexa working for the CIA? Video
shows owner asking Amazon's smart
assistant if it is connected to the
intelligence agency - causing it to shut
down repeatedly .

https:/igoo.gliVx5hQh Comando de voz mal interpretado faz assistente recitar
pornografia para crianca
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Inseguranca na Era da HaHc
Internet das Coisas
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Inseguranca na Era da HaHc
Internet das Coisas

ELETRONICOS

Léﬁpadés int.é.ligentes sSao
hackeadas para furto de senhas de
Wi-Fi




Dongle-USB
para
streaming
de video

Uilizamdo o
wulnerabilidade no
deagle-USE, am hacker p
aderia mestrar faliad
mensagenn du o pars o
unziric o influsncia-lo a
mudar a genha da rede d
& Wi-FiL

Cafeteira \ !

o
& cafabeins pode oonier } 1
vulresabdlidades gue
I '

enplei ai credenclats
da rede da Wi-FL

KAJPERJKY2
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Utilizardo a8 oredenciats
da rede de Wi-Fi,
srimingaa pederiam

saplorar moltiplas
wulnerabilidades na
baba eletrénica e
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Inseguranca na Era da dzauc
Internet das Coisas

HACKERS TO HACKERS CONFERENCE

Top Security Threats to loT Products

% of regpondents

Password attacks

Identity spoofing attacks 43%

Data modification attacks 419

Eavesdropping/iraffic sniffingattacks [Je:*5

Denial of Service attacks 28%

I

Source: Capgemini Consulting and Sogeti

High Tech, “Security in the Internet of
Things Survey”, November 2014



= H2HC
I Acao

Conhecer as limitacoes do esp8266 para explorar falhas

https://www.hackster.io/rayburne/warwalking-a9c021

Warwalking with the ESP8266

Made by Ray Burnette - Published in Everything ESP

ABOUT THIS PROJECT

Warwalking is the pedestrian version of
wardriving but in this case we are using an
ESP8266+0OLED powered by a single
lithium 3.2V AA cell.

% arduine W oled % wardriving
PROJECT INFO

Type & Full instructions provided

Published July 19, 2015
License CC BY




I Proof of concept =

Modelo pratico que possa provar o
conceito (teorico) estabelecido por uma
pesquisa.

Investigar limites do hardware, com foco na seg.
* Criar um scanner de redes wi-fi com data log

* Permitir geo-localizacao dos dados

* Backend com ferramentas de extracao
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ESP=0F ESP-U8 ESP 09 ESP=10 EsP=11
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I Eletronica e Mods - 3D =2HS

Base_GP5.scad — OpenSCAD

File  Edit
Editor =

A w MW O N EE = » o

1 I —~ Jﬂﬂ'ﬂh:uh - \

2 ’L‘jﬂﬂ -

3 base size = 32.5; e

4 base apoio = 1.5; LA

5 h base = 1; %ﬁ;

6 h apoio = 5; o !

7 ) Q9 @ O & 9 @ 6~

8 cube([base size, base size, = » @

9 h base]); Console (]
10 Htranslate([0,0,h base]) = ggirfgtrly ﬁaghe size in bgte;: 5824 :

: olyhedrons in cache:
11 difference(){ CGAL cache size in bytes: 131792 !
Total rendering time: 0 hours, 0 minutes, 0 seconds
12 ] Top level object is a 3D object:
13 cube([base size, = Simple:  yes
base size, h apoiol); Vertices: 32

14 Halfedges: 96

_ Edges: 43

15 ) Halffacets: 36

16 translate([base apoio, = Facets: 18

base apoio,0]) Volumes: 2 |

17 cube([base size - ( 3||~| | Rendering finished.
Viewport: translate = [ 11.84 38.73 -5.37 ], rotate = [ 55.00 0.00 34.80 ], distance = 192.04 OpenSCAD 2015.03
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I Eletronica e Mods - GPS I
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I FIRMWARE - Arduino R85

H2HC_SSID_LOGGER - tools.ino |

File Edit Skekch Tools Help

}

void listaMenu(){
Serial.println("");

serial.println(* _ ")
Serial.printin{"/ __ / _ I_ _| _“ || R I
Serial.println(™sv__ W [T T 2 s )
Serial.printin(* __ ) | Y LI 10 F 010y por ot o1 ")
Serial.println{"|___ /7 |/ | A AR AU AR ")
Serial.println(" | 717 ")
Serial.printlnf"----c--mmmm e ")
Serial.printin{"----------------- MENU DE COMANDOS -----------mmmmmoan-- RE
Serial . prant LN [ e e e e e e e e e e "y,

Serial.println({" 1 - Lista os dados capturados");
Serial.println(" D - Deleta os dados capturados"):
Serial.printin(" d - lista o diretorio raiz do SPIFFS");
Serial.printin(" q - exibe a captura atual");
Serial.println(" h - lista o menu de comandos disponiveis®)

Serial.println("");
Serial.println("> ");

void listaDiretorio(){
Dir dir = SPIFFS.openDir("/");
Serial println("");
while {dir.next(}) {
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FIRMWARE - Consideracoes=

const char *softAP_ssid = "HACKUDO CUIDADO";
const char *softAP_password = "12345678";

¥ hostname for mDNS. Should work at least on windows. Try hitp://esp8266.1ocal *
const char *myHostname = "esp8266. local";

¥ Don't set this wifi credentials. They are configurated at runtime and stored on EEFPROM *
char ssid[32] = "";

char password[32] = "";
/4 DNS server

const byte DNS PORT = 53;
DNSServer dnsServer;
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I Arquivo de dados Heno

SSID — RSSI — Lat — Lng — Battery level

Rodrigo|Auto|-72|-23.64202000]-46.64996500|235|
dobmoto|Auto|-72|-23.64202000|-46.64996500|235|
**JMS-JOMASI**|WPA2|-84]-23.64202000]-46.64996500|235|
CBD2730|WEP]-80]|-23.64490333]-46.64160000|234|
dobm_spare|Auto|-92]-23.64202000]-46.64996500|235|
RedeDaSilva2|Autol|-91|-23.64202000]-46.64996500|235|
lkreuser|WEP|-88|-23.64475500|-46.64756500|236|

Oral Prime|WEP|-90|-23.64371000]-46.64920167|237|
dobmoto_porteira| WPA2|-48|-23.64202000(-46.64996500|235|
Rodrigo|Auto|-77|-23.64198833|-46.64997500|229|
dobmoto|Auto|-76|-23.64198833|-46.64997500|229]|
kawakubo2|WPA|-90]-23.64198833|-46.64997500|229|

Hotel For Lovers 20 andar|WEP|-92|-23.64549500|-46.64504167|235|
**IMS-JOMASI**|WPA2|-82|-23.64198833|-46.64997500|229|
dobm_spare|Auto|-88|-23.64198833|-46.64997500|229|
dobmoto_porteira| WPA2|-50(-23.64198833|-46.64997500|229|

NANAG3|Auto|-89]-23.64198833|-46.64997500|229|
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I Backend H2HC

xr

b =, JavaScript Resources
¥ ®\, PHP Language Library [PHP 7.1]
¥ 2 PHP Include Path

var customMapTy
var customMapTy

b= css map.mapTypes.s
¥ (& Fonts map.mapTypes.s
» (B imagens
[ include

f/ Create the DI
[/ passing in thi

¥ [F] config.php
¢ [F] database.php

) e var homeControl
i var homeControl
¥ (2 utilidades homeControlDiv
index.js iy o1 .
| ] map.controls[go

b [F] index.php
'__E' mapa.php var diaNnitaCnnt
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I Banco de dados e analis

File Edit

y Database Server Tools Scripting Help

& & e &8 EE R &

2eHC

ERS TO HACKERS CONFEREMCE

Management | Schemas Query?2 ¥ pedido status 3 consultor 3 SOQLFle3* 3  SQLFiled* 3 | log badge-Table 3  Administration - Users and Privileges 3§
MAMNAGEMENT t
© server status B H ¥ F¥ a0 . @ Limit to 50000 rows v | ¥g < Q LIED
_.;:.1_ Client Connections 11 lng decimal{15,9), . l
1 users and Privileges 12 auth varchar(128},
[ status and System Variz 13 bat int
X, Data Export 14 b;
2 Data Import/Restare 15
INSTANCE 16 ® select * from log_badge;
[ startup / Shutdown
a Server Logs ResultGrid HH 4% FilterRuws:[ Q ‘|E|:Iil:: ﬁ En  Eh Export/import @ @ Wrap Cell Content: &
#~ Options File , , _
# id ssid rssi lat Ing auth  bat
St E 25 25  Sabrina 90  -23.642246670 -46.649976670 Auto 230
@ Dpashboard 26 26 Rodrigo 92 -23.642246670 -46.640076670 Auto 230
&) Performance Reports 57 57 jawakubo? 87 -23.642246670 -46.640076670 WPA 230
&% Performance Schema Se 55 55 sem Sinal 88  -23.642246670 -46.649976670 WPA2 230
29 29 DIRECT-AP[TV]... -89 -23. 642246670 -46.649976670 WPAZ 230
30 30 antonio davi -80 -23.642246670 -46.649976670 WPA2 230
kb 31 Vivo-Internet-5778 -B88 -23. 642246670 -46.649976670 Auto 230
32 32 Kawakubo -66 -23.642405000 -46.649921670 Auto 233
33 33 DIRECT-AP[TV][... -65 -23.642405000 -46.649921670 WPAZ2 233
log_badge 2 3
Action Qutput «
it Time Action Message Duratior
[ ] 5 12:11:44 select * from log_badge LIMIT 0, 50000 0 row(s) returned 0,00082
v [ 12:14:56 select * from log_badge LIMIT 0, 50000 3207 row(s) returned 0,0013 s4
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Geoposicionamento de HzaHC
dados
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~ H2HC
I Conclusao

Além do warwalking, percebe-se que todo
contexto de desenvolvimento de codigo do
ESP8266 pode ser explorado em busca de
leaks, pois o foco dos exemplos é na
facilidade de implementacao e nao na
seguranca.
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~ H2HC
I Conclusao

Explorar as limitacoes do hardware permite
saber mais sobre como hackea-lo

Conhecendo os limites de cada ferramenta,
é possivel utilizar um hardware extremamente
barato para coleta de dados,
Armazenamento e posterior analise
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I Perguntas? =




Ano que vem tem mais! e
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B obrigadot! HEHC

Daniel Basconcello Filho
daniel@robotizando.com.br

Christiane Borges Santos
christiane.santos@ifg.edu.br

Bibliografias:

Warwalking with ESP8266 - https://www.hackster.io/rayburne/warwalking-a9c021
Wikipedia Proof of concept: https://en.wikipedia.org/wiki/Proof of concept

Node MCU: http://www.nodemcu.com/index_en.html

Arduino Board for ESP8266: http://arduino.esp8266.com/stable/package esp8266com_index.json

Google maps API for DEVS: https://developers.google.com/maps/?hl=pt-br

OpenSCAD: http://www.openscad.org/

Projeto REPRAP: www.reprap.org 27 /27


mailto:daniel@robotizando.com.br
mailto:christiane.santos@ifg.edu.br
https://www.hackster.io/rayburne/warwalking-a9c021
https://en.wikipedia.org/wiki/Proof_of_concept
http://www.nodemcu.com/index_en.html
http://arduino.esp8266.com/stable/package_esp8266com_index.json
https://developers.google.com/maps/?hl=pt-br
http://www.openscad.org/
http://www.reprap.org/

