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Whoami

• Independent develop and research

• Enjoys server-side exploitation and lateral movement

• Notified some critical bugs (RCE), eg:

– Samsung.com, BlackBerry, RedHat, Oracle Cloud, US Department 

of Defense (DoD) – multiple, Banks, Telecoms, Government, etc.

• Helped some authorities in cybersecurity cases (eg. FBI)

• Bachelor and Master Degree in Computer Science at Federal 

University of Paraíba (UFPB), Brazil

Twitter: @joaomatosf
Github: https://github.com/joaomatosf
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1. Motivations

2. Serialization/Deserialization

3. Brief History

4. The Problem (Code-Reuse / POP Attack)

5. Understanding CVE-2015-7501 
(CommonsCollections)

6. CVE-2017-12149 and Reverse Shell Multiplatform

7. Mitigation Advices



Company 
LOGO

www.company.com

• Old and persistent
– Publicly known ~ 2004

– Vulnerability class (CWE-502)

• Easy to Remote Code Execution (RCE)
– Allows for Turing Complete behavior

• Architecture Independent
– JVM High level exploitation

• Heart of the JVM ecosystem
– Affects multiple protocols/features/plataforms...

1. Motivations
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Some affected products

JMS

RMI

JMX

1. Motivations

Jackson
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• Wide attack surface!

1. Motivations

(de)serialization
without control
or without even 
the knowledge of

the developers
Management / Monitoring

Java Virtual Machine (JVM)
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2. Serialization/Deserialization

Object
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Object

2. Serialization/Deserialization

1

Need to implements 
Serializable or Externalizable
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Object

2. Serialization/Deserialization
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2. Serialization/Deserialization
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Object

2. Serialization/Deserialization

2

Some examples:
• HTTP Params (ViewState), Cookies, Ajax 

Components, etc:
• Encoded, Compressed+Encoded,  Encrypted+ Encoded 

(eg. rO0, H4sI, MII, and more…) 

• Servlets HTTP, Sockets, Session Managers,  
Protocols (JMX, RMI, JMS, JNDI, Clusters, etc):
• \xAC\xED

• XML (XStream):
• HTTP Body: (Content-Type: application/xml)

• JSON (Jackson):
• HTTP Body: {“@class” : ”YourApp.Obj”…
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3. Brief History

OBS: there are many others unlisted events
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What’s
the

problem?
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4. The Problems

ois.readObject()
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4. The Problems

Object	Injection

ois.readObject()
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4. The Problems

Object	Injection Improper Input	Validation

ois.readObject()
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4. The Problems

ois.readObject()

Object	Injection Improper Input	Validation
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4. The Problems

Serializing
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4. The Problems

OFFSET (TC_OBJECT, TC_CLASSDESC)

Serializing
ONLY	DATA	IS	SERIALIZED,	

NOT	CODE!
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4. The Problems

$ git clone \
https://github.com/joaomatosf/JavaDeserH2HC.git
$ cd JavaDeserH2HC
$ javac VulnerableHTTPServer.java
$ java VulnerableHTTPServer
…
…
JRE Version: 1.8.0_131
[INFO]: Listening on port 8000

$ javac TestSerialize.java
$ java TestSerialize
…
$ curl http://127.0.0.1:8000 --data-binary @ET_object.ser

Running Vulnerable
Test Server

Sending 
Payload



Company 
LOGO

www.company.com

4. The Problems

Look for readObject() or readUnshared() invoked
in ObjectInputStream to identify injection points!

Condition I
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4. The Problems

Returns “Class” of
Injected Object (Alien)
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4. The Problems

Is there a	readObject()	
method?
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4. The Problems
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4. The Problems

readObject() method is
automatically invoked!

stack trace
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4. The Problems
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Magic Methods:

readObject()* 
readResolve()
readExternal()*
finalize()
readObjectNoData()
validadeObject()

“Indirect” Magic
invoker()* 
(InvocationHandler or 
MethodHandler)
toString()
hashCode()
transform() **
compare()
equals()
…

4. The Problems

Look for ”dangerous” code in these methods!
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4. The Problems
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4. The Problems

Condition I
Condition II
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4. The Problems



Company 
LOGO

www.company.com

Code-Reuse Attacks

Return-Oriented Programing (ROP)

Jump-Oriented Programing (JOP)

Property-Oriented Programing (POP)

Gadgets

mov %esp,
%eax;

ret

4. The Problems

Stefan Esser classified as POP (BH2010)
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Gadgets

Platform
Frameworks

Libs

Management / Monitoring
Java Virtual Machine (JVM)

4. The Problems

mov %esp,
%eax;

ret

“Gadget Space”: even not used code!
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From CWE-502 (Deserialization of
Untrusted Data) to RCE:

• Condition I: Object Injection  + Improper Input 
Validation;

• Condition II: Sufficient gadgets in the application
classpath (Property-Oriented Programing - POP).

4. The Problems
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CVE-2015-7501
Apache Commons-Collections
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5. Understanding CVE-2015-7501

• Apache CommonsCollections is one of the most
prevalent libraries:
– 2,600 unique open source projects ( Operation Rosehub,

Google, 2017) 

– Almost universal gadgets

• Gadget Chain

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()

InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()

InvokerTransformer.transform()
Method.invoke()
Runtime.exec()
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5. Understanding CVE-2015-7501

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
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5. Understanding CVE-2015-7501

• InvokerTransformer (Transformers)

– “Transformer implementation that creates a new 
object instance by reflection”

Fields for Arbitrary 
Method Invocation

Method Invocation
via Reflection!
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5. Understanding CVE-2015-7501

• InvokerTransformer (Transformers)

Not serializable
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5. Understanding CVE-2015-7501

• Example:

Convert to Reflection format

Let’s convert to Transformer format
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5. Understanding CVE-2015-7501
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5. Understanding CVE-2015-7501

• ChainedTransformer(Transformers)
– “The input object is passed to the first

transformer. The transformed result is passed 
to the second transformer and so on.”

Method Transform

Invokes transform() method of all
Transformers in array (chained)!

Array
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5. Understanding CVE-2015-7501
Creating Transformers array

Execute Chained!



Company 
LOGO

www.company.com

5. Understanding CVE-2015-7501
Creating Transformers array

We need to achieve this transform() method during
deserialization! How?

Execute Chained!
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5. Understanding CVE-2015-7501

• Trigger Gadget: initiate the execution
during deserialization (magic method
acting upon user-controled fields)

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()

InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()

InvokerTransformer.transform()
Method.invoke()
Runtime.exec()
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5. Understanding CVE-2015-7501

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()

InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()

InvokerTransformer.transform()
Method.invoke()
Runtime.exec()

In JVM >= 8u72 you need to use another trigger gadget like 
HashSet + TiedMapEntry as proposed by Matthias Kaiser
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5. Understanding CVE-2015-7501

• AnnotationInvocationHandler (AIH) (trigger gadget)

AIH

Fields under control
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5. Understanding CVE-2015-7501

• AnnotationInvocationHandler (AIH) (trigger gadget)

AIH

memberValues field

Method invoked in field under control at magic method!
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5. Understanding CVE-2015-7501

• AnnotationInvocationHandler (AIH) (trigger gadget)

AIH

memberValues field

Method invoked in field under control at magic method!
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5. Understanding CVE-2015-7501

• Java Dynamic Proxy
– Dispatched method invocations to invoke() at

InvocationHandlers (like network proxies)

Proxy	Implements	Map

Internal AIH

public Object invoke(…) {
// some custom code

}

Proxy(Map)Method Invocation InvocationHandlerdispatched
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5. Understanding CVE-2015-7501

• Java Dynamic Proxy
– Forwards method invocations to invoke() at

InvocationHandler (like network proxies)

Proxy	Implements	Map

Internal AIH

public Object invoke(…) {
// some custom code

}

Proxy(Map)Method Invocation InvocationHandlerdispatched

entrySet()
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5. Understanding CVE-2015-7501

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()

InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()

InvokerTransformer.transform()
Method.invoke()
Runtime.exec()
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5. Understanding CVE-2015-7501

• AnnotationInvocationHandler (AIH) (trigger gadget)

AIH

memberValues field

Proxy	(Map	à Internal	AIH)

Internal	AIH

memberValues field

Tries to get a value from a field under control!
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5. Understanding CVE-2015-7501

ObjectInputStream.readObject()
AnnotationInvocationHandler.readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler.invoke()
LazyMap.get()
ChainedTransformer.transform()
ConstantTransformer.transform()
InvokerTransformer.transform()
Method.invoke()
Class.getMethod()

InvokerTransformer.transform()
Method.invoke()
Runtime.getRuntime()

InvokerTransformer.transform()
Method.invoke()
Runtime.exec()
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5. Understanding CVE-2015-7501

• LazyMap (decorator)

– “When the get(Object) method is called with a 

key that does not exist in the map, the factory is 

used to create the object.” (official documentation)

AIH

memberValues field

Proxy	(Map	à Internal	AIH)

Internal	AIH

memberValues field



Company 
LOGO

www.company.com

5. Understanding CVE-2015-7501

• LazyMap (decorator)

– “When the get(Object) method is called with a 

key that does not exist in the map, the factory is 

used to create the object.” (official documentation)

AIH

memberValues field

Proxy	(Map	à Internal	AIH)

Internal	AIH

memberValues field

We can put our chained!
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5. Understanding CVE-2015-7501

External	AIH

memberValues field

Proxy	(Map	à Internal	AIH)

Internal	AIH

memberValues field

LazyMap	
àfactory	transformers
Runtime.exec()

External
AIH

Internal
AIH LazyMap

Transformer
Proxy

readObject() à entrySet() à invoke()   à get()  à transform() à RCE
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5. Understanding CVE-2015-7501
Generating final payload (Trigger + Chained)

LazyMap + Chained

AIH + lazyMap

Proxy (Internal 
AIH + lazyMap)

External AIH + Proxy 
(Internal AIH+LazyMap)

Serialization
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5. Understanding CVE-2015-7501
Generating final payload...

In JVM >= 8u72 you need to use another trigger gadget like 
HashSet + TiedMapEntry as proposed by Matthias Kaiser
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5. Understanding CVE-2015-7501

CVE-2017-7504
JBossMQ JMS Invocation Layer

https://access.redhat.com/security/cve/cve-2017-7504

https://youtu.be/jVMr4eeJ2Po
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5. Understanding CVE-2015-7501

• See complete examples and Lab in:
• https://github.com/joaomatosf/JavaDeserH2HC

• You can also automatically generate payloads or check 
vulnerabilities with:
• ysoserial: https://github.com/frohoff/ysoserial
• JexBoss: https://github.com/joaomatosf/jexboss
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CVE-2017-12149
JBoss <= 6.X and JBoss EAP <= 5.X
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6. CVE-2017-12149 (JBoss <= 6.X)

• Notified to RedHat on 2017-08-10 to be used here

• Affects JBoss AS <= 6.X and EAP <= 5.X

• Insecure deserialization at ReadOnlyAccessFilter
– Proposed for secure access to JNDI service (readonly)

ReadOnlyAccessFilter.java
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6. CVE-2017-12149 (JBoss <= 6.X)

• Notified to RedHat on 2017-08-10 to be used here

• Affects JBoss AS <= 6.X and EAP <= 5.X

• Insecure deserialization at ReadOnlyAccessFilter
– Proposed for secure access to JNDI service (readonly)

web.xmlhttp://server:port/invoker/readonly
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6. CVE-2017-12149 (JBoss <= 6.X)

• Notified to RedHat on 2017-08-10 to be used here

• Affects JBoss AS <= 6.X and EAP <= 5.X

• Insecure deserialization at ReadOnlyAccessFilter
– Proposed for secure access to JNDI service (readonly)

web.xmlhttp://server:port/invoker/readonly

CONDITION I
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6. CVE-2017-12149 (JBoss <= 6.X)

• Creating a new gadget chain for reverse shell
multiplatform (reusing commons-collections gadgets)

• This will give you an reverse shell in Windows, 
Linux, BSD, IBM OS, etc...

Let’s convert to Transform format
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6. CVE-2017-12149 (JBoss <= 6.X)
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6. CVE-2017-12149 (JBoss <= 6.X)
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6. CVE-2017-12149 (JBoss <= 6.X)
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6. CVE-2017-12149 (JBoss <= 6.X)

IP address and port of your test box
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6. CVE-2017-12149 (JBoss <= 6.X)

See the full example in file “ReverseShellCommonsCollectionsHashMap.java” 
at https://github.com/joaomatosf/JavaDeserH2HC 
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6. CVE-2017-12149 (JBoss <= 6.X)

This variant will work in all Oracle JVM versions until now
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6. CVE-2017-12149 (JBoss <= 6.X)

CVE-2017-12149
JBoss <= 6.X and JBoss EAP <= 5.X

https://access.redhat.com/security/cve/cve-2017-12149

https://youtu.be/JIWMItSA8l0
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6. XML for Reverse Shell Multiplatform

This same gadget chain can be used 
against XML deserialization via XStream!

See the full example in file “reverseShellMultiplatformCommonsCollections.xml” at 
https://github.com/joaomatosf/JavaDeserH2HC 
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Struts2-REST via XStream
XML Deserialization (showcase v2.3.28.1)

6. Demo Struts2-REST

https://youtu.be/IrZOlqio0nw
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7. Mitigation Advices
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7. Mitigation Advices

• Do not deserialize data from untrusted sources
– It is not easy (remember the wide surface of attack)

• Use Look-ahead with strict whitelist
– Valid only for your code (not for libs/frameworks/platforms)

• Java agent to enforce look-ahead with strict whitelist
– Can e applied for all JVM code

• If possible, don't trust in HashMap, HashSet, URL, etc

• JEP 290! (6u141, 7u131, 8u121 and 9)

• See Google Gson lib
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7. Mitigation Advices

• Make the appropriate hardening!
– Eg. grsec, selinux

• Limit the INPUT in local firewall
– To avoid/limit lateral movement

• Limit OUTPUT of the servers (whitelist)
– To limit exploitation by reverse shell or download of 

malwares

• If possible, don’t use DNS resolution
– To avoid exfiltration over DNS protocol
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7. Mitigation Advices

• Some things that do NOT work alone…
– Only patching gadgets (eg. CommonsCollections)

– Only patching your code 

– Look-ahead approach with blacklisting

– AdHoc Security Manager

– WAF / Reverse Proxy

– RBAC (eg. SELinux, etc)

– Firewall 

– Next Generation xpto (hahaha)
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7. Mitigation Advices

• Have a really good team and invest in 
research!
“Rather than spending tons and tons of money on
technology, put a little bit of money on talent and

have them do nothing but patching.” 

(Heather Adkins, Google Security)
Source: TechCrunch Disrupt SF 2017

• Do what you can before the wave arrives...
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João Filho Matos Figueiredo
joaomatosf@gmail.com

@joaomatosf

github.com/joaomatosf

Thank you!

“Truth is ever to be found in simplicity, 
and not in the multiplicity and confusion of things.”

(Isaac Newton)

OBS: all 60 references are in the full paper


