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Who am I?
• Senior Security Consultant at Threat Intelligence in Sydney/AU

• Creator/ex-organizer of H2HC (Hackers to Hackers Conference)

• Since 1998 working with computers (started with infrastructure)

• Since 2004 working with computer security

• Since 2006 working mainly with pentest (net/app/ATM/Red Team/etc)

• (Since 2018 working with/as) Security Researcher (at Intel)

• Responsible for the 'Fundamentals of Offensive Computing' column in the H2HC Magazine

• I guy that prefers to put the bytes before the titles



Disclaimer

• I don’t speak for my employer.

• All the opinions and information (and mistakes) here are of my responsibility.

• Consider all the evolution part an opinion based in my experience.



Agenda

• Penetration Test Evolution

• Vulnerability Assessment

• Penetration Test (App/Network/Others)

• Red Team

• PenTest Tricks



199*(5?) – 200(2-4?) VA vs PenTest

• The differences were not clear

• Creation of the Vulnerability Scanners (SATAN/SAINT, Nessus, Wisker, etc)

• Lot’s of companies delivering VA as an PenTest

• Then they created a separation between VA and PenTest

• So far, the differences are still not so clear

• PenTest as a tried to find as much vulnerabilities as we can

• PenTest as a goal oriented job



Vulnerability Assessment

• Is designed to find as many flaws as possible in order to make a prioritized list of 

remediation items.

• No commitment if the vulnerability is real (exist) or not.

• Lot’s of items based just in software versions and banners.

• HINT: If your Penetration Test report does not have a technical indication explaining

how the vulnerability could be exploited, you are receiving a Vulnerability

Assessment report.



Vulnerability Assessment

• INPUT:

• IP Address Range.

• Credentials (optional – for authenticated tests).

• OUTPUT:

• A prioritized list of (possible) vulnerabilities and remediation items.



Penetration Test

• Original Definition:

• Is a simulating of a real-life attack to achieve a specific real-world goal.

• It effectively exploits the needed vulnerabilities to achieve the goal.

• It is mostly unconcerned with other vulnerabilities may exist.

• The test stops when the goal is archived.



Penetration Test

• Example of Goals:

• Compromise the workstation of a reporter/director

• Compromise the payslip database

• Compromise the PCI-DSS network systems



Penetration Test

• More Realistic Definition:

• It's a targeted test that attempts to exploit all the possible vulnerabilities within 

the timeframe available in the scope.

• It’s concerned with just real vulnerabilities, even those were not exploited.

• We can have specific goals during the test (not usual – just 10%-20%).

• The test stops when the scoped hours finish or when all the system were tested.



Penetration Test

• What to report?

• OpenSSH banner/version based vulnerabilities?

• SSL Issues?

• Padding Oracle?

• RDP Issues?

• MS17-010?



Penetration Test

• MS17-010 (NSA Ethernal Exploits)

• Public exploits target just versions <= Win7 & Win2008 R2.

• Win8/8.1, Win10, Win2012/2012 R2, Win2016 are still vulnerable.

• If you try to exploit the versions > Win7 & Win2008 R2, you probably will get a 

BSOD.



Penetration Test
• MS17-010 (NSA Ethernal Exploits)

• There is a safe way to test if a system is vulnerable without exploitation.

• The test involves connecting to the IPC$ tree and attempting a transaction on 

FID 0.

• Unpatched machines will return the STATUS_INSUFF_SERVER_RESOURCES error 

code.

• Patched machines will return STATUS_INVALID_HANDLE or 

STATUS_ACCESS_DENIED, depending on the Windows version.



Penetration Test
• MS17-010 (NSA Ethernal Exploits)



Penetration Test
• Kinds of Penetration Tests

• Network (Internal & External)

• Wireless

• Web Application

• Mobile Application

• VDI (Virtual Desktop Infrastructure - Citrix, RDP, etc)

• Phishing and Social Engineering

• Others (Physical / ATM / Credit Card Machines / IoT / VoIP / etc)



Penetration Test – Network (Internal & 

External)

• INPUT:

• IP Address Range.

• OUTPUT:

• A list of real vulnerabilities and remediation recommendations, ordered by risk.



Penetration Test – Web Application

• INPUT:

• URLs

• Two users of each role

• Others (Tokens, Certificates, etc)

• OUTPUT:

• A list of real vulnerabilities and remediation recommendations, ordered by risk.

• Good practices (lot’s of findings)



Penetration Test – VDI
• INPUT:

• IP Address(es)

• Credential(s)

• Common Findings:

• Application Escape

• Arbitrary Execution Code (cmd, powershell, ftp, wmic, VBS, VBA, Paint Brush, 

etc)

• Privilege Escalation (weak FS permissions, specific application vectors, local 

kernel vulnerabilities, files storing passwords, etc)



Penetration Test – Phishing and SE
• INPUT:

• Domain Name

• Additional E-mail Addresses (Depends on the methodology employed)

• Physical Targeted Location Address(es) (optional)

• Findings:

• Who opened the link

• Who provided credentials

• Who executed the payloads

• …



Red Team
• It emulate real-world attackers trying to bypass your security controls.

• The methodologies employed are much stealthier than the traditional combination

of a penetration test.

• It’s a blended test that comprises various techniques including open source

intelligence, physical, vishing, deploy network device, phishing, network, wireless,

applications (web and mobile), dumpster diving, drop media, client-side, and

mobile network attacks.

• No DoS/damaging tactics.



Red Team

• The type of attack performed is less important than the type of threat actor being 

simulated.

• Example of Threats Emulated:

• Cyber Criminals ($$)

• Corporate Espionage (Information)

• Hacktivists (Reputation Damage)

• State-Sponsored Attackers (Spy, Sabotage, etc)



Red Team - Steps

• Reconnaissance.

• OSINT

• Drones.

• On site covert observation.

• Test Plan.

• Execution (Exploitation/Post-Exploitation).

• Reporting.



Red Team
• INPUT:

• Company Name

• Physical Location(s)

• OUTPUT:

• Test methodology.

• Attack timeline.

• Findings and recommendations.

• Risk methodology



Penetration Test - Challenges

• Time Constrains (Usually 2-5 days).

• Big Environments.

• Up-to-date Environments.

• No exploits/tools to exploit public vulnerabilities.



Trick #1 – Cisco Smart Install
• No authentication, no authorization. (No Patch – It’s a FEATURE!!)

• Allow you to:

• Download the Cisco configuration file containing all the credentials.

• Substitute the client's startup-config file.

• Perform high-privilege configuration mode CLI commands (do-exec CLI 

commands, etc).

• Load an attacker-supplied IOS image.

• https://github.com/Sab0tag3d/SIET

https://github.com/Sab0tag3d/SIET


Trick #1 – Cisco Smart Install



Trick #1 – Cisco Weak Ciphers



Trick #2 – Phishing (Digital)

• E-mail Phishing

• 1 – Register a new domain with similar name

• 2 – Use a big player that send “marketing campaign” (Good SMTP Reputation -

Sendgrid, Mailchimp Mandrill, etc)

• 3 – Use Let’s Encrypt

• 4 – Configure properly the DNS servers (Reverse DNS, SPF, DNS Sec, etc)



Trick #2 – Phishing (Digital)

• E-mail Phishing – Payloads For Client-Side

• PDFs with JS

• Office documents (Word, Excel, PowerPoint) with:

• Macros

• OLE Objects



Trick #2 – Phishing (Physical)



Trick #2 – Phishing (Physical)



Trick #2 – Phishing (Physical)



Trick #2 – Phishing (Physical)



Trick #3 – NBT-NS & LLMNR Poisoning



Trick #4 – WPAD Poisoning



Trick #4 – WPAD Poisoning



Trick #5 – SPN Accounts



Trick #5 – SPN Accounts



Trick #6 – Kon-Boot (Win + Mac)



Trick #6 – Kon-Boot (Win + Mac)



Trick #6 – Kon-Boot (Win + Mac)



Trick #6 – Kon-Boot (Win + Mac)



Trick #6 – Linux USB Boot



Trick #6 – PtH/Mass Pwnage



THE END
More questions?


