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Whoami?	

Work	mostly	in	the	Penetra.on	Tes.ng	space	
	

Approximately	20	years	in…	
	

Trying	to	keep	some	sort	of	work/life	balance!	;)	
	

4000	RFQ’s	in…	



What	the	cyber?	



RFQ	Process,	we’re	doing	it	wrong.	



Let’s	invite	the	aXackers?	



What	about	resellers?	



POC,	please?!	



How	do	we	exploit	this	RFQ	process?	



Not	really…	



Personal	examples,	please!	



So	what	can	we	get	for	enum?	
	
	

Network	Diagrams	
Internal	incident	response	procedures	

Internal	/	hosts	/	ip’s	/	ranges	
External	hosts	/	ip’s	/	ranges	

Core	server	opera.ng	systems,	so\ware	versions	etc	
Firewall	types,	security	technologies	in	use	
Web	Applica.on	informa.on	(in	detail)	

Patch	levels	
QA	(Answers	to	vendors	ques.ons!)	

and	more..		













REF	URL:	hXp://oaklawn-il.gov/Home/ShowDocument?id=10952	
	



h)p://www.kirklandwa.gov/Assets/Finance+Admin/Finance+Admin+PDFs/Purchasing/Q$!26A+Network+Security+Assessment.pdf	
	

	
Are	the	City’s	u.lity	opera.ons	(electric,	water,	and	sewer)	in	scope	for	penetra.on	tes.ng?	Answer:	Yes		
10.	When	was	the	last	.me	penetra.on	tes.ng	or	a	vulnerability	assessment	was	done?	Answer:	2011		
11.	What	types	of	devices	and	opera.ng	systems	will	be	reviewed	for	the	Cri.cal	Systems	Configura.on	Analysis?	How	many	unique	devices	will	be	reviewed?		
	
Answer:	Detailed	informa.on	on	these	devices	will	only	be	available	to	finalists	for	security	reasons.		
•	?Routers,	Switches,	Firewalls,	wireless	(all	CISCO)		
•	?Servers,	All	Windows		
•	?Some	VM	Appliances	(CISCO,	McAfee,	Linux)		
	
Is	there	a	standard	opera.ng	system	involved?	Answer:	we	currently	standardize	on	Windows	7	and	Windows	10.		
	
Cri.cal	Systems	Configura.on	Analysis	-	Do	they	want	policy	review	or	assessment	texJng?	What	types	of	and	how	many	firewalls?	Answer:	Both	and		
1	HA	Pair	of	CISCO	ASA		
	
kind	of	physical	security	systems	implemented	like	CCTV,	Guards,	Dogs,	Fire	Ex.nguishers	etc	Answer:	We	are	interested	in	the	physical	security	of	IT	systems.		
We	do	have	video	security	in	some	buildings.	We	do	not	use	dogs,	or	guards.		
	
	



h)p://www.ennoreport.gov.in/upload/uploadfiles/files/EOI_Document.pdf	&		
h)p://www.ennoreport.gov.in/upload/uploadfiles/files/RFP-Cyber-Security-Audit-for%20NIT.pdf	
	

	
	













*REFERENCE	URL:	h)ps://www.raf.co.za/Procurement/Documents/Network%20and%20Devices%20ClarificaJon_ICT%20SECURITY%20SERVICES.pdf	





*REFERENCE	URL:	h)ps://www.resbank.co.za/AboutUs/Departments/FinancialServices/Procurement1/Documents/GVDW%2002-2013.pdf	













This	is	not	just	for	pentes.ng…	











Transparency	vs	x(y)	



Solving	this	issue	is	hard.	
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