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Ernie educates Bert about why
the Japanese deserve
a third nuclear bombing.
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United States
transmission grid
Source: FEMA
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Reduced attack surface with SGX

Application gains ability to defend

Its own secrets Attack surface with Enclaves
- Smallest attack surface (App + processor) E —_

- Malware that subverts 0S/VMM, BIOS, Drivers
etc. cannot steal app secrets

. ';;_;H;_'d'
https://software.intel.com/site o

/f|‘eS/332680‘002pdf Attack Surface

Confidential and Trade Secret Information
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Aggregate information and plan actions
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Physical Connections and Impact
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Substation Networks
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Example of an EMS network
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Review Attack Surface from Vulnerability Information
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CyPSA CP-Gen Mockup

Substation Name |

- | | Generate CP Interconnection File |

Select a Relay/IP...
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| < Add |
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All Relays
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Output File Location

ChUsers\kate\Desktop\G Drive Loca\CPGenCut.csv

Load All
Relay Mame Aux File

Ch\Users\kate\Desktop\G Drive Local\Relaysln.csv
Breaker Name Aux File

Add Relay/IP
ForgotThisRelay |
Add Breaker

Create |

Ch\Users\kate\Desktop\G Drive Local\Breakersln.csv

| Create |
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