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/files/332680-002.pdf
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Testbed Setup
Cyber Topology (NP-View)

Power Topology (PowerWorld)
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Aggregate information and plan actions



Physical Connections and Impact

B
C

D

E

A

F

i j

“Host i may be 
compromised”

“Line k is at risk”

k

28

k

i j



The 8 Substation Model



Substation-Level Model – Odgenville





Substation Networks



Substation Networks





Example of an EMS network
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EMS Specific Traffic Highlighted



ICCP Traffic Highlighted



Review Attack Surface from Vulnerability Information















NISTIR Logical reference Model 



PURPOSE: “NISTIR 7628 presents an analytical framework to aid developing effective 
cyber security strategies tailored to organizationally unique combinations of Smart 
Grid-related characteristics, risks, and vulnerabilities.”

NISTIR 7628 Logical Reference Model




















