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•  

MotivationMotivation

 Privacy is just a dream.

 TOR Network is slow and unstable!

 Many de-anonymization techniques impacting the trust of users on TOR network.

 The challenge to difficult the correlation and traffic analysis attacks.

 The challenge to use TOR network for everything without suffer with speed or stability.
“X” minutes.
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The basic about TORThe basic about TOR
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About TOR nodes:

• ENTRY NODE: If the adversary controls the TOR ENTRY NODE it means that adversary 

already knows the IP address from the victim.

• MIDDLE NODE: Breaks the natural correlation between the TOR user and the destination.

• EXIT NODE: If the adversary controls the EXIT NODE he knows the final destination of packets.

The anatomy of attacksThe anatomy of attacks

Compromised TOR circuit:
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Paper:

“Low-Resource Routing Attacks Against Anonymous Systems“ - Kevin Bauer, 
Damon McCoy, Dirk Grunwald, Tadayoshi Kohno and Douglas Sicker
[Online] Available:
 http://www.cs.colorado.edu/department/publications/reports/docs/CU-CS-1025-07.pdf 

The anatomy of attacksThe anatomy of attacks
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Paper: “Low-Resource Routing Attacks Against Anonymous 
Systems”
Paper: “Low-Resource Routing Attacks Against Anonymous 
Systems”
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Paper:

“A Practical Congestion Attack on Tor Using Long Paths”. - Nathan S. Evans, 
Roger Dingledine and Christian Grothoff

[Online]Available: https://www.usenix.org/legacy/event/sec09/tech/full_papers/evans.pdf

 

The anatomy of attacksThe anatomy of attacks
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Paper:

“How Much Anonymity does Network Latency Leak?”. - Nicholas Hopper, 
Eeugene Y. Vasserman, and Eric Chan-Tin 

[Online]Available: https://www-users.cs.umn.edu/~hoppernj/tissec-latency-leak.pdf 

The anatomy of attacksThe anatomy of attacks
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Paper:

“On the Effectiveness of Traffic Analysis Against Anonymity Networks Using 
Flow Records”,   - Sambuddho Chakravarty, Marco V. Barbera, Georgios Portokalidis, 
Michalis Polychronakis and Angelos D. Keromytis -- [Online]Available: https://www-
users.cs.umn.edu/~hoppernj/tissec-latency-leak.pdf 

The anatomy of attacksThe anatomy of attacks
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Paper: “On the Effectiveness of Traffic Analysis Against 
Anonymity Networks Using Flow Records”

Paper: “On the Effectiveness of Traffic Analysis Against 
Anonymity Networks Using Flow Records”
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Common Weakness from De-anonymization TechniquesCommon Weakness from De-anonymization Techniques

The majority of De-anonymization Techniques rely that  victim will use:

 The same TOR circuit to transfer the injected pattern.

 The same global network path from the compromised web server or compromised 
EXIT NODE to the client.

 The same TCP STREAM or the same global path to transfer a cert amount of data 
necessary to transmit a specific pattern during a specific time frame.

 The victim will exchange a minimum amount of data with the server.
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Common Weakness from De-anonymization TechniquesCommon Weakness from De-anonymization Techniques

The majority of De-anonymization Techniques could fail if the anonymous 
network user can affect the adversary ability of:

 Collect the minimum amount of data to analyze and correlate.

 Create time related disturbs to difficulty the time correlation of intercepted 
packets.

 Identify the injected pattern among the intercepted packets.
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The “exploit” challengeThe “exploit” challenge

The TOR network user should have the ability to enforce for every single TCP stream:

•  A different TOR circuit from the previous TCP stream. It means, ensures that the 
ENTRY NODE or the EXIT NODE will be different from the previous TCP stream.

•  A different global network path for packets traveling from his machine, crossing the 
TOR network and arriving in the final destination server.

•  Control or disturb the time which TOR could generate the same compromised TOR 
CIRCUIT again.

•  Disturb the TCP stream lifetime, interrupting the transmission if the stream is being 
used for more than “X” minutes.

“X” minutes.
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SPLITTER – DcLabs Security Team 

Twitter: @Gr1nchDC    Mail: rener.silva@protonmail.com

SPLITTER – DcLabs Security Team 

Twitter: @Gr1nchDC    Mail: rener.silva@protonmail.com

SPLITTER source code available in:
https://github.com/renergr1nch/splitter

SPLITTER Docker Image available in:
#docker pull gr1nchdc/splitter:v.0.0.1

https://github.com/renergr1nch/splitter
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The SPLITTER solution: TCP Packet PathThe SPLITTER solution: TCP Packet Path
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The SPLITTER solutionThe SPLITTER solution

 Enforcing countries in TOR config file:.
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SPLITTER TOR instance life circle overview:SPLITTER TOR instance life circle overview:
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The SPLITTER solutionThe SPLITTER solution

HAPROXY config file:
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The SPLITTER solutionThe SPLITTER solution

  HAPROXY status screen:
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SPLITTER NETWORKSPLITTER NETWORK
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SPLITTER NETWORKSPLITTER NETWORK
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SPLITTER - Proof of ConceptSPLITTER - Proof of Concept

Checking which TOR EXIT NODE that the SPLITTER is using for HTTP requests:

#!/bin/bash
show_ip_function() {
echo "$(echo -n "$(date | awk '{print $4}'); " && echo 
"$(curl -x http://127.0.0.1:3536 http://ipinfo.io/ip 
2> /dev/null)")"&}
time for c in $(seq 1 10000) ; do show_ip_function ;done 
2> /dev/null
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SPLITTER - Proof of ConceptSPLITTER - Proof of Concept

The LAB setup:
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SPLITTER - Proof of ConceptSPLITTER - Proof of Concept
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SPLITTER - Proof of ConceptSPLITTER - Proof of Concept
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FINAL CONSIDERATIONSFINAL CONSIDERATIONS

 Use TOR without a VPN + VPS combination can be considered a risk.

 Based on the average of 0.5% of all data sent by the user, be transmitted to the 
final destination using the same supposed compromised TOR EXIT NODE. There 
is no doubts that the SPLITTER can difficult the correlation and traffic analyses 
attacks on TOR network.

 HAPROXY can be used to provide a better stability and performance for TOR 
related solutions.

 The SPLITTER approach sets a new bar for future de-anonymization techniques.
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QUESTIONS?QUESTIONS?

Twitter:   @Gr1nchDc
Blog:       https://blog.dclabs.com.br
Mail:        rener.silva@protonmail.com
LinkeIn:   https://www.linkedin.com/in/reneralberto/ 

mailto:rener.silva@protonmail.com
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