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Motivation

Privacy is just a dream.

TOR Network is slow and unstable!

Many de-anonymization techniques impacting the trust of users on TOR network.

The challenge to difficult the correlation and traffic analysis attacks.

The challenge to use TOR network for everything without suffer with speed or stability.
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The basic about TOR

£ Tornode
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Step 1: Alice’s Tor
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The anatomy of attacks

About TOR nodes:

ENTRY NODE: If the adversary controls the TOR ENTRY NODE it means that adversary
already knows the IP address from the victim.

MIDDLE NODE: Breaks the natural correlation between the TOR user and the destination.

EXIT NODE: If the adversary controls the EXIT NODE he knows the final destination of packets.

Compromised TOR circuit:
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The anatomy of attacks

Paper:

“Low-Resource Routing Attacks Against Anonymous Systems” - Kevin Bauer,

Damon McCoy, Dirk Grunwald, Tadayoshi Kohno and Douglas Sicker
[Online] Available:

http://www.cs.colorado.edu/department/publications/reports/docs/CU-CS-1025-07.pdf
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Figure 2: Attack Model: Evil onion routers are positioned at both

the entrance and exit positions for a given client’s path to the requested
server through the Tor network.
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Paper: “Low-Resource Routing Attacks Against Anonymous
Systems”

Using the data logged by malicious routers, our path
linking algorithm was able to link a relatively high per-
centage of paths through Tor to the initiating client. In
the 40 onion router deployment, we conducted experi-
ments [by adding|two (2/42) and four |[(4/44) malicious
nodes.| The malicious routers composed roughly 5% and
9% of the network. In the 2/42 experiment, the malicious
nodes were able to compromise approximately 9% of the
4,774 paths established through the network.| We then per-

"formed the 4/44 experiment, and were able to correlate ap-

proximately 34% of the 10,199 paths through the network.
Thus, the attack 1s able to compromise the anonymity o
over one-third of the circuit-building requests transporte

through the experimental network| These experiments
= . & . ¥
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The anatomy of attacks

Paper:

“A Practical Congestion Attack on Tor Using Long Paths”. - Nathan S. Evans,
Roger Dingledine and Christian Grothoff

[Online]Available: https://www.usenix.org/legacy/event/sec09/tech/full_papers/evans.pdf

Client Tor Node 1 - Unknown Node Malicious Client
Tor Node 3 - Our Exit Node
- P
—
Tor Node 2 - Known
/ - IR
Server High BW Tor Node 2 Malicious Server
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The anatomy of attacks

Paper:

“How Much Anonymity does Network Latency Leak?”. - Nicholas Hopper,
Eeugene Y. Vasserman, and Eric Chan-Tin

[Online]Available: https://www-users.cs.umn.edu/~hoppernj/tissec-latency-leak.pdf
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Fig. 1. Measuring Tor circuit time without application-layer ACKs: The estimate for Ty is &5 — S K .
t;. We abuse notation and write Tyy for the one-way delay from X - ¥ & N E.j E)
B £ z
&
R
Fig. 3. Circuit linking scenario: Client A connects via circuit E-M-X to server Y, and client B
connects via N-B-X to server Z. Y and Z collude to determine if A-E-M and B-N-R are distinet (left)
or identical (right) paths.
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The anatomy of attacks

Paper:

“On the Effectiveness of Traffic Analysis Against Anonymity Networks Using
Flow Records”, - Sambuddho Chakravarty, Marco V. Barbera, Georgios Portokalidis,
Michalis Polychronakis and Angelos D. Keromytis -- [Online]Available: https://www-
users.cs.umn.edu/~hoppernj/tissec-latency-leak.pdf

We do not focus on finding approprite vantage points and
monitoring hosts, but rather on the logical “next-step™” once
such routers have been determined. We focus on studying how
successful such an attack is in practice to identify the source of
anonymous traffic.| We rely on correlation of traffic statistics to
identify the source of anonymous traffic amidst various flows
corresponding to clients using our entry node.| Our research,
demonstrates such an attack first on an 1n-lab set-up involving
a private Tor network and client which we controlled. In
such an environment, free from external network congestion
and various artefacts due to link characteristics and path
asymmeltricities, we were able to determine the actual source
of anonymous traffic with 100% accuracy.|In experiments that
involved data from public Tor relays, using both open source
Netflow emulation packages and our institutional Cisco router
that monitored traffic using Netflow framework, we were able
to correctly identify the source of anonymous traffic in about
81.4% of our experiments, with about 6.4% false positives.
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Paper: “On the Effectiveness of Traffic Analysis Against
Anonymity Networks Using Flow Records”

Non-Victim

Tor Network

Injected
Traffic Pattern Travels

Injected

Through the Victim Circuit Traffic (2
: | @ Pattern
Middleman Fik

Colluding
Server

@ Netflow Data

Non-Victim
Cient

(@) Netflow Data

N/
Com !ut ing @

Correlation _
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Fig. 2. Overall Process for NetFlow Based Traffic Analysis Against Tor
The client downloads a file from the server (I), while the server injects a
traffic pattern into the TCP connection it sees arising from the exit node (2.
After a while, the connection is terminated and the adversary obtains flow
data corresponding to the server to exit and entry node to client traffic 3),
and computes the correlation coefficient between the server to exit traffic and
entry to client statistics (@).
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Common Weakness from De-anonymization Techniques

The majority of De-anonymization Techniques rely that victim will use:
* The same TOR circuit to transfer the injected pattern.

* The same global network path from the compromised web server or compromised
EXIT NODE to the client.

* The same TCP STREAM or the same global path to transfer a cert amount of data
necessary to transmit a specific pattern during a specific time frame.

* The victim will exchange a minimum amount of data with the server.
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Common Weakness from De-anonymization Techniques

The majority of De-anonymization Techniques could fail if the anonymous
network user can affect the adversary ability of:

* Collect the minimum amount of data to analyze and correlate.

* Create time related disturbs to difficulty the time correlation of intercepted
packets.

* Identify the injected pattern among the intercepted packets.
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The “exploit” challenge

The TOR network user should have the ability to enforce for every single TCP stream:

* Adifferent TOR circuit from the previous TCP stream. It means, ensures that the
ENTRY NODE or the EXIT NODE will be different from the previous TCP stream.

A different global network path for packets traveling from his machine, crossing the
TOR network and arriving in the final destination server.

Control or disturb the time which TOR could generate the same compromised TOR
CIRCUIT again.

Disturb the TCP stream lifetime, interrupting the transmission if the stream is being
used for more than “X” minutes.
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SPLITTER - DcLabs Security Team
Twitter: @GrlnchDC Mail: rener.silva@protonmail.com

SPLITTER source code available in:
https://github.com/renergrlnch/splitter

SPLITTER Docker Image available in:
#docker pull grinchdc/splitter:v.0.0.1
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The SPLITTER solution: TCP Packet Path
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The SPLITTER solution

Enforcing countries in TOR config file:
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ENTRY NODE

ENTRY NODE

TOR INSTANCE TOR INSTANCE TORINSTANCE TOR INSTANCE TOR INSTANCE
f e
v 5y

PRIVOXY PRIVOXY \ PR IVOXY F PRIVOXY PRIVOXY

HAPROXY

BROWSER
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SPLITTER TOR instance life circle overview:

BASED ON THE LIST OF TOR INSTANCES

- )
BASED ON THE USER COUNMTRY LIST

1) If the list is not empty: Select a random instance

2) If the list is empty: All active TOR instances, returns to
the list and a random instance different from the previous
changed instance is selected.

3) The instance is removed from the list.

M

1) If the list is not empty: Select a random country.

2) If the list is empty: All countries returns to the list and a
random country different from the previous selected
country will be selected.

3) The country is removed from the list.

. -

-
WRITE THE TOR CONFIG FILE

- )
START THE TOR INSTANCE

Generate the TOR config file adjusting the parameters
"EntryNode”, "ExitNode” and "ExcludesModes" according
to the country selected on the previous step.

M

Generate the TOR circuits following the first anti-
correlation rule according to the RELAY ENFORCE
MODE selectad by the user.

. e

-
FORCE A NEW TOR CIRCUIT

- )
KILL THE TOR INSTANCE

Randomly force the TOR INSTANCE change the active
circuit, to another circuit,
This action will repeat while the TOR instance still alive.

When the instance life ime, reach the time limit specified
by the user, the SPLITTER will kill the running process
related with this TOR instance, delete the temporary
folder and all configuration files related with it and restarn
the life circle.

. ey

o
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The SPLITTER solution

HAPROXY config file:

=r spoffing the TOR Brov

(11
s fall 1
fall 1 ri
fall 1 ri
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The SPLITTER solution

HAPROXY status screen:

TOR_INSTANCES - |
TOR_INSTANCE 27| 0| o -| 1] 1 1| 1| 20| 33| 33| wos| 404m 32 744 0 o of o o 4m23sUP | L70K/200in238ms | 1 | Y| - 17| 6mS2s| - |
TOR_INSTANCE 13| 0 o -| o] 1 o 1| 20| 37| 37| 425 24614 66 171 0 o| 1| o of 10sDowN | L7TOUTin1500ims | 1 | ¥ | - 11| B6mSBs| -
TOR_INSTANCE 3 | 0 o -| o] 1 o| 1| 20| 30| 30|imiss| 47108 27303633 0 o| o o o 5m45sUP | *L70K200in120ms | 1 | ¥ | - 23| 11m5s| -
TOR_INSTANCE 1 | o o -| o] 1 o| 2| 20| 40| 40|1m3ss| 43252 403 672 0 o| o o o 2ma7sUP | L7OK/Z00inBEms | 1 | Y| - 3|  43s| -
TOR_INSTANCE 23| o o -| o] 1 o| 1| 20| 37| 37|imaos| 34028 435 718 0 o| o o of 16m35sUP | L7OK/200in102ms | 1 | Y| - 2| 6ma7s| -
TOR_INSTANCE 14| o o -| o] 1 o| 2| zo| 33| 33|8msos| 68683 128 758 [} o| o o o S6sUP |L7OK/200in11433ms| 1 | Y| - 8| 10mes| -
TOR_INSTANCE 32| 0| 0| -| 0] 1 0| 1| 20| 37| 37 3m35s| 24404| 107522 0 0| 0| 0 0|2m55sDOWN| *L7TOUTin15001ms| 1 | Y| - 5| Smdls| -
TOR_INSTANCE 35| 0| o -| o] 1 1| 2| 20| 35| 35| 4mes| 115111 56 568 [} o| of o of 23m35sUP | L7OK/200in140ms | 1 | Y| - | 40| 4| s0s| -
TOR_INSTANCE 7 | 0| 0| -[ of 1 o 1| 20 27|3m37s| 10006 144240 0 0| 0 0 0|2m42sDOWN| L7TOUTin1500ims | 1 | Y| - [3y1| 30|11m31s| -
TOR_INSTANCE 20| 0| 0| -| 0] 1 o 1| 20 34| 2m27s| 22 007 20 609 0 0| o o o0 8sDOWN | L7TOUTin1500ims | 1 | Y| - 17| 4mdbs| -
TOR_INsTANCE 11| o o -| o] 1 o 1| 20| 31| 31| sBs| 186142 120 778 [} o| o o o sm23sUP | L7OK/200in193ms | 1 | Y| - 18| Bmdss| -
TOR_INSTANCE 36| 0| o -| o] 1 o 1| zo| 38 38|im2es| 120770 574 BT [} o| 0| o of 23m39sUP | L7OK/200in163ms | 1 | Y| - 3 05| -
TOR_INSTANCE 26| o o -| o] 1 o 1| 20| 36| 36| 1m3s| 1020973 145 427 [} o| 0| o o 1omsssuP | L7OK200in313ms | 1 | Y| - | 8m| 8| 2mes| -
TOR_INsTANCE 33| o o -| o] 1 o| 2| 20| 36| 36|imies| 23086 230 740 [} o| o o o z2mi3suP | L7OK@200in105ms | 1 | Y| - [10] 11| 3mizs| -
ToR_INsTancE 30| o of -| of 1 1| 1| 20| 16| 16| 17s| 6066 5270 0 o| of o o imeasuP | L70K200in154ms | 1 | ¥ | - [55/0| 55|18m30s| -
Tor_INsTANCE 18] o of | of 1 1| 1] =0 8| 8| =zzs| 2415 273 0 o| of o o 2m4suP | L70K200in501ms | 1 | ¥ | - [24/0] 24| 1nSm| -
ToRr_INsTANCE 20| o of -| of 1 o| 2| zo| 38| 38| 37s| 24306 5368117 0 o| 1| o o 3mesuUP | L7OK/200in260ms | 1 | Y| - 4| 5m23s| -
TOR_INsTANCE 25| o o -| o] 1 o 2| =0 37 [1m2os| 15510 11 500 0 o| o o of omsTsuP | L7oK/200inz42ms | 1 [v | - 7| 3m37s| -
TOR_INSTANCE 16| 0 o -| o] 1 o| 2| zo 40 |2m31s| 30 547| 2 068 BAT 0 o| o o of 21m55sUP | L7OK/200in215ms | 1 | Y| - 2| 1miss| -
TOR_INSTANCE 6 | 0| o -| o] 1 1| 1| 20| 3g| 39| 55| 110021 750 061 0 o| o o o 6mS1sUP | L7OK/200in165ms | 1 | Y| - 3| s535| -
TOR_INSTAMNCE 24| 0| o -| o] 1 o 2| zo0| 37| 37|imios| 17206 14 406 [} o| of of o z2ZmiSsuUP | L7OK/200in125ms | 1 | Y| - | 8m| 8] 2md1s| -
TOR_INSTAMNCE 34| o o -| o] 1 o 2| 20| 37| 37|2m31s| 41035 44 422 [} o| o of o =zosup L70K/200in181ms | 1 | ¥ | - [15/0] 15| 4miés| -
TOR_INSTANCE 28| 0| o -| o] 1 o 1| 20| 35| 35|im23s| 14201 20 914 [} o| of o o 3m3sUP | L7OK/200in518ms | 1 | Y| - Sm57s| -
TOR_INSTANCE 4 | o o -| o] 1 1| 1| 20| 29| =20 10s| 102547 445 544 [} o of o o smarsuP | L7OK/200ing4ms | 1 |Y| - 1imss| -
TOR_INSTANCE 18| 0| 0| -| 0] 1 o 1| 20| 7| 7|4m31s| 2415 428 0 0| 1| 0| 0|imS6sDOWN| L7TOUTin1500ims | 1 | Y| - 15m| -
TOR_INSTANCE 20| o o -| o] 1 o 1| zo| 37| 37|1maos| 36747 121 244 0 o| 1| of o| 4osup L7OK/200in217ms | 1 | Y ss| -
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SPLITTER NETWORK
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SPLITTER NETWORK

PS - SPLITTER

VPS - SPLITTER

LR i
LRl iaialill L]

VPS - SPLITTER

HAPROXY

BROWSER
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SPLITTER - Proof of Concept

Checking which TOR EXIT NODE that the SPLITTER is using for HTTP requests:

#1/bin/bash

show_ip_function() {

echo "$(echo -n "$(date | awk '{print $4}'); " && echo
"$(curl -x http://127.0.0.1:3536 http://ipinfo.10/1ip

2> /dev/null)")"&}

time for ¢ in $(seq 1 10000) ; do show_ip_function ;done
2> /dev/null

grlnch@dclabs:~% time for c | el 145,/ 2008%
2=h1 | grep
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SPLITTER - Proof of Concept

The LAB setup:

Available countries 32
Simultaneous active Countries / Instances 20
Simultaneous countries changed during the country rotation 10

Interval between the country rotation 2 minutes
Concurrent requests per second. 5~20

-Tlme of exposition or interaction between the user and the supposed 34 minutes and 14 seconds
compromised web server.
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TOP 30 MOST REPEATED TOR EXIT NODES i
From 10.000 HTTP Requests Sent to the Same Target

B Number of

350
300
250
200 I I Consecutive
150 I I I I I I Requests
100
: I
0
* > o * * W

g '15"]’91"&%:"’“ Ol "f;% i‘“&i‘" %:f’q o %i“? 2 t:-" e." v?ﬂ’ R a’g‘}@m@i@&;"‘a 9V 91@99;‘}&:“'} w“’&:’&ﬁ:“&&:ﬁﬁ&}&
q?’mmq,u"’é’ S \‘3’4’&%&&%&;&"?& e “@{5’0 & ° > ¥ s B éﬁ:aﬁgf @-”9 & ﬁ"&:» ééﬁmb‘% éﬁq'é g.fu& 'Co:} & 5‘?&
FROM 10.000 REQUESTS SENT TO THE SAME WEB SERVER
EXIT NODE Country CONSECUTIVE REQUESTS | PERCENT
82.223.14.245 Spain (ES) 362 3.6%
84.195.252.128 Belgium (BE) 310 3.1% r
193.171.202.150 Austria (AT) 273 2.7%
185.56.80.242 Seychelles (SC) 247 2.4%
198.50.200.135 Panama (PA) 238 ‘ 2.3% -~
188.166.184.185 | Netherlands (NL) 208 ‘ 2.8% m
130.226.169.137 Denmark (DK) 188 ‘ 1.8%
Total amount of data collected by this adversary 1 17.9%
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Re lay SearCh country:ES flagexit ~

country:ES flag:exit

Show 1o jentries

Advertised
Nickname® Bandwidth Uptime  Country IPva IPvé Flags Add. Flags ORPort DirPort Type
® coffswifi4 (5) 10 MiB/s 6d 4h jr| 82.223.14.245 = Qh E-O0OE® 443 80 Relay
@ nagusi(1) 519.27KiBjs  188d14h = 212.81.199.159 - Sy, O0RB® A 9001 9030 Relay
® coffswifi (5) 350 KiB/s 61d14h = 82.223.27.82 - L1 =31 9001 80 Relay
Total 10.85 MiB/s

Showing 1to 3 of 3 entries

Previous MNext

Distribution of 10.000 Requests
over the 413 used EXIT NODES

400
350
300
250
200
® Number of
150 Consecutive | 4
Requests

100
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SPLITTER - Proof of Concept

Delay between the 3.6% of requests sent using the same EXIT NODE
82.223.14.245 - Spain (ES)

00:05: 46
00:0&:02
00:04:19
00:0336
000253
00:02:10
00:01:26
00:0m43

Random Delay (in Minutes)

00:00; 00
A R R IR SR ot SRR S AT S S oo SR g P G GO S N R P

Mumber ofRequest

== Delay between the consecutive requests b)

_xN
D)

nd
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SPLITTER - Proof of Concept

Number of HTTP related ERRORSs from 10.000 Requests

HTTP 500 Error
B HTTP 504 ERROR Gateway Time-out

B Total Amount of Requests Lost

Mumber of HTTP Related Errors
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FINAL CONSIDERATIONS

* Use TOR without a VPN + VPS combination can be considered a risk.

* Based on the average of 0.5% of all data sent by the user, be transmitted to the
final destination using the same supposed compromised TOR EXIT NODE. There
is no doubts that the SPLITTER can difficult the correlation and traffic analyses
attacks on TOR network.

* HAPROXY can be used to provide a better stability and performance for TOR
related solutions.

* The SPLITTER approach sets a new bar for future de-anonymization techniques.
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QUESTIONS?

! ‘
Twitter: @GrlnchDc

Blog: https://blog.dclabs.com.br
Malil: rener.silva@protonmail.com
Linkeln: https://www.linkedin.com/in/reneralberto/
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BONUS

{) @& Secure | https://arstechnica.com/information-technology/2018/06/fbi-recovered-hundreds-of-encrypted-messages-from

dl'S TECHNICA

FBI recovers WhatsApp, Signal data
stored on Michael Cohen's BlackBerry

Letter to judge reveals 731 pages of messages, call logs uncovered on one of two phones.

SEAN GALLAGHER - 6/15/2018, 11:00 PM
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Safe Combination Entry e

Open Password Database:
fmedialveracrypt3/work/private_keys/P

Safe Combination:

|:| Open as read-only Mew...

# Yubikey | < Click on button to the left

£ Help &) cancel " DK

Conversations (Jabber / XMPP)

Daniel Gultsch Communication ok ko 1321 2

o USK: Allages

[}] Addtowishlist €2,39 Buy
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