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So, TPMS



Tire Pressure Monitoring System

e “An electronic system designed to monitor the
air pressure inside the pneumatic tires on
various types of vehicles” (Wikipedia)

e TPMS sensor reports in real-time to the driver
of the vehicle, either via a gauge, a pictogram
display, or a simple low-pressure warning light

e Mandatory in many countries for every new
vehicle
e Many models; many suppliers; both by Auto

manufacturers and aftermarket suppliers

e We'll be talking about Direct TPMS technology
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Already Researched Extensively

Letting the Air Out of
Tire Pressure
Monitoring Systems
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Deemed Mostly Harmless

“This can set off an alarm in the car and possibly cause someone to pull over. More alarmingly,
they discuss how tractors have automatic tire inflation systems which work using similar
sensors. A false low pressure reading could cause the tractor tires to over inflate and be
damaged.”

“Though the study concedes that the potential for danger is very small, it also points to the
inherent vulnerability in secure software development for new automobiles...”
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The Plan: One Vehicle

* untitled - GNU Radi panion

File Edit View Tools Help

Analyze and
parse

Receive

> burst

> cdma

EVENTSTREAM

Instrumentation

Retransmit

Audio




The Plan: One Vehicle

The objective is to decode data

WPI

TPMS Receiver Hacking

Table 3 Packet Structure for Personal Car TPMS Sensor and Example Data.

Trial Preamble ID Temperature (F) Pressure (kPa) Flags CRC
1000 1000
Packet in Binary 1110 0000 O g}ié 1%8[1) 0101 1010 1111 0000 1111 1000 0101 1100
1111 1001
Packet Values N/A 887C69F9 90 240 F8 5C

Alexander Arnold

Stephanie Piscitelli

TIRE PRESSURE SENSOR - MQP AW1 - CAR1

March 16, 2015 - September 11, 2015




The Plan: Scaling Up

* untitled - GNU Radi panion

File Edit View Tools Help

Analyze &
Traffic Capture Parse

> burst

> cdma

EVENTSTREAM

Instrumentation

Audio
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The Plan: Scaled Up

Position multiple Collect, analyze,
receivers modify

> bur:

> cdma

Aggregate

Retransmit
and sync
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Attack scenario
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Look For The Signal! Is That It?

E 500 kHz [157.400000 [157.500000 157600000
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Perhaps This One?
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Hard To Get a Good Signhal. Wonder Why...




Find the target (like, physically)
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Collect multiple packets for analysis
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Losing Yourself

' snoak 2y % W racesenc ® W momicoppedndt » W orwpapy % W bit sttt outputixt @ W allsgnals manchester decoded ext preamblet. @ W jecp atrest manchestentxt % W testit X Wl signak monchester decodecitxt X W iesing end of messagesit ® W ol soral it
1 1 1100010110010181 16100101 16011010910110100110100101 16011001011061100101 181010011001100161 1010100111 1000
2 1 110001011001 10011601191091100110911001160101011016010118160101 16011001011061 10101001 10100101111110101 aeoce
3 1 11e00101100101 1001101001 1010011601010110101001100110016110011001101601 1810100110011001101001 1111111011001
4 1 16011001 10010101 1010011001100181100101 10010116010101110010110616101 101001011001011011101110011
5 10011001 10010101 1010011001100101100101 10100110010101110010110616101 16019110010101100106081110
6 1 110001011001 10101001 1010100118100 1601100101 181010011001100161 1001100101011111011010116111100110601
7 111111091100110011001100110011011111160602011001111000911601111111111111009106110001061101001110000601009101 161
& 111111111000111006111000111006111009111060111600111111 1600111111660000111606111111111111110011181 6101001 10110000111001
9 101 1101011060100111 1 1111111011010
190 11101010101010101110001011601011110196611111006601111010
1 11 101110110111111110
12 16001100110101106011111111010111610111011
13 1011 110101111111€11001 1106111111111601100111161
12 1011 11010101111101000110000010
15 101 11@101011111010001 110101100101111111120110101
16 1011 1101011111101 0 110000111111011011011110011111
7 1 11000101109110100110161601 1601011001160110011001010110161001100110160101101001101010011601100191160110100101 101010011001 10100110011110111110000100111110010
18 1011 1101011111101 101011111111011111111
19 1161e1011111610001 11010110010111110100111111111100010
20 10101011111010001. 11010011010110111001111111011101116
21 1010111101111111€00011111011111111
22 10111111110111110100111
23 1110011101111101110110
24 eele11l 11 111101116101 161000011 16600111111 1111 1 101011
25 111111061010101101060010011
26 11111110611001100110611001106116011111 1661111060611601111111111010110601110011106101. 10:

27 10011061 101160101100101011601100116010101 161610011016611010611661011611111620161
25 11101010101019101110601011601100110010116010116011001011061 10100101 1001101001011010011010100116011001011601101001 10101001100110100101 1111110106061110110661110
25 111111661100110011601100116011601111116060001160111160601160111111111 1011 1111601011
38 11000101100161 10100161101061 10100101101001011010011010100110011001011061 1010100110011010011601 100111
31 11110011001 1001010110010101 1001101001011001 1001 10101001 10111011111111
32 001 16010161 16100101166110616110106118100
33 16011601 10010161 101001611061166161101001161661611061011601010116161001160161160101016161100101161010611661161061161661101116661811
34 111016161616161611166610116616116011016616101161601611061616101100101611601610116011016011016011016011601611610101001166116016116611616011001 101016011061 1016166110100161106101611116060116011610110111111
35 1160010116016161 101601 100101 161061160101 160110010116611001011061 101010011601 1111111616161166110016611
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46 1001166110101061160101 101061100110610116011001 1001016110101061108101 160101 1001011611001111011011
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63 10611001 16101001 100101101001011010811010011010810110016110100110011010011061211001611061100101616191101010611001101001010101011011111101116010110
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Packet Analysis

« Statistical analysis == a lot of packets

« Manchester encoded helps:
« |ldentifying when a packet is “over”
« Throw away corrupted packets

« Enumerate on ID options (i.e possible
lengths of ID field and CRC fields)




Packet Statistical Analysis

Find Tire ID

.fFind_dévice_id.sh fmntfcf&#_ﬁecorﬂ;Filesftpms_FecuPds;all_signals_ﬁanchesteF_decuded_ext_pPeamble.txt 32 96

Range 24:56
cle721bc
c221d992
c23bbcad
c23bbcde

3253156148 11666681111661118616860806116111166:
3256908200 116066160608106081116116861160616816:
3258604829 1le666le681l116111611116616161161:
3258694878 l1leceslecelllelillelllliesllelelle:

Find CRC Parameters

cat /mnt/c/ExClonRepos/bruteforce-crc/out.txt
Polynomial, Initial, Final XOR, Reflected Input, Reflected Output
8x7,0xch,8x8,false,false

5
13
23
42

G 0 R R

O S N0 N0 N0 N0 N0 N0 JEC N0 0 R0

0 SO D SO S0 N0 SN0 N0 R0 JNC R0 SO S0 N0 S0 N0 D0 N0 N0 R0 N0 R0

SO DS SO DN N0 D0 JNC N0 R0 JNC R0 SO D SO DN N0 N0 N0 N0 R0 N0 R0 SO DD N0 N0 N0 N0 N0 N0 R0 N0 JEC SO DN N0 N0 N0 N0 DR R0
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Improving Our Setup: Receiving Multiple Packets

/RazEADPs/ TPNS,
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Less Smooth In Real Life...

©:54:35
_RL30_RR31.txt
D 003, ﬂ("\ 002 -9 unknown

hd mird hackrf blad

rfspace airspy redpitaya

Mean of eapty slice.
saseband | Antenna |

invalid value encountere

©19-07-26 28:54:57,025365] 1XXXXX1XX@D1OXX11IXOXXX LXXXXXXBXXXXXBGRBO1LX
‘\)xmx‘ XXX11681111X0 BXX1BXOXBXN0K12HBXH 1 BXXBXACNNBX
19-67-26 20:54 1X11

POXO18GIBXI16110186XXXO1XOBGHE

BXXGXX1X

1

LXXXK XX BRTXEX L LXBXXKBXK LOOKHH XX KK XXX BXXBXKHHKKXKKLXKLXAX
X1
1XX1101X1X1

g e = thlow
- .

1X11X11X

: 1XB18XXBX LXK LOXLXEXDXK1XBK 12X 1 1XXXDRXXXDK LK XXBEXE1 XXX

1XX@X1XXXXB10X10X10XXBXX1OX111XXXOBOLX1 XXEXXXQB1XXX1 101X L : siding windo delsy —— J—— G50 =]

1X11X000(@X 19X 1XDOXBX 1 10XKOEX0000K1 10X 1XXOCKKKEX1X1XBX 1X601 XOXXBX@XXXBXXNBXBRTX10XX1XHXX@HXXXAXXX1) e S e e W e Co A o P =
9-07-26 20:5¢ 69414]

[2619-07-26 20:55: 1531] 1XXX@B1XBXLXXXX@XXXOXE11X110XBOBKXXX1XB1X1XXOX LX1 XXX 1 1X8X1XX@10¢01X0118

X)‘XXQX)XKD(X)IX)XK\XXR\ B@X8X0000 11X 1X0O00XAXX1 1

817571] @90X00X

819966] 11XXX6@

815998

89061 118)000000(@8X00000000(1111
19BXXXXEX

1111111111 11X111X11111X%1 18XXAOXXXAB@XXXBXBH XX BCOXBOHBXX1XOOCONK]

XERCOVOONX

GYBX06008GBGIBEOXODBXOBXAX1X11XXIXIXKIXLIXXXX LXXXXX XX LXXB1XXBXXXXKXXX.
1111111111111101010001011000001111001110010000110111100010011111811009

DO(1XBBEI0N0MIXBINIXEX1H1XONEBBEX 1N 18N

rFr = Axes
11111161010061611060061111001110010060116111160010011161611060: tagger_outp:
X X XXOKXKKKXKEXX X & AUt
1111111111111010166016110000011110011100160091101111060010011001011000 5 i

OOCLDOMEX1X1XX1 1XBEXXBEXXBHEX 1OCONBINONNIXSBEONN1X 18XX1X806a1X0H _ I" Grig

GOBGIRGOBGIBBXXXXX] LXXXBX111XX OXXBBXXBGOX1XXXXXOXXXXX1XBOXXXXXXX1X@) L Y Offset:  +
YOO 1XXXBX111X%1 1X@DX X1 3000C@XNOT XBXXBXXNNXTX0! vl i

1111111111116101006101166001006111011X011110010161161010011061019160110d |

XXXXX

axXexx
11X11111111X1X111111111X1106006XXX00EXXEE
8

BB LI0OONNGOO1 XOBBNX LY

20000000CKENOCC1ONCLINN(E 1OD0MXES 1 X BXBXBBXS 100NN B00NN0C

Amplitude
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Theory Vs. Reality
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Spoofing The Signal
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Experimenting with the transmitter setup

Directional
Antenna

433Mhz

Pecearcher A

gtandfhg \
Coat Pack

\J Recearcher B¢
' K_/ Laptop

Vard Stick One
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Experimenting with the transmitter setup
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Distance measurement results

Managed to receive TPMS transmissions from highway shoulders
Succeeded in spoofing a vehicle from > 30 meters (approx. 6 lanes!)
Succeeded stripping a TPMS transmission, rebuilding it and spoofing

the vehicle
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Backend setup

Multiple field-deployed Raspberry-Pi devices, with a receiving SDR

and an Internet connection
All devices send the collected data to the processing station

Implementation used a simple VPN — completely scalable setup
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Challenges

BASEBAND

CARRIER

f | | AMPLITUDE

V |‘ll Hi A\ SHIFT KEYING

L)

AMAMAMA A A MMAMA N FREQUENCY
”UHl WRYIIN HAYRYAY SHIFT KEYING
ALAL '

PHASE
SHIFT KEYING

Image: ResearchGate/Harpreet Kaur Channi

Multiple modulation and

encoding methods
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Challenges

 Multiple modulation and

pe—— encoding methods
= ll?'r% « Multiple vendors and packet

formats

I AR
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&’ SCHRADER
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Challenges

7N
N/

Multiple modulation and
encoding methods

Multiple vendors and packet
formats

Signhal synchronization
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Mitigation



Mitigation

Encrypt the transmission

rrrrrrrrrrrrrr
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Mitigation

 Encrypt the transmission
« Polling-only operation
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Mitigation

 Encrypt the transmission
« Polling-only operation
« Correlate with other sensors
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But the easiest
and most
iImportant
mitigation...



Keep your |

eyes on the road

...LIVES DEPEND ON IT
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An
Important
Message



It’'s doable
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Where there’'s a way
There's malice

Richard Pietravalle
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Scale Matters
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s also a step forward!
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Thank you!

Questions?
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