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A bit about us
• Veronica Valeros (@verovaleros) 

• Team leader of Civilsphere Project 

• Project leader of Stratosphere Research 
Laboratory 

• Ask me about: threat analysis, research, 
malware execution 

• Maria Rigaki (@mrigaki) 

• PhD Student at the Czech Technical 
University in Prague 

• Ask me about: machine learning, malware 
analysis 

• Kamila Babayeva (@_kamifai_) 

• Computer Science student at the Czech 
Technical University in Prague 

• Ask me about: python, network analysis, 
UI design, javascript 

• Sebastian Garcia (@eldracote) 

• Director of Stratosphere, international 
speaker and trainer, founder of MatesLab  

• Ask me about: machine learning, network 
analysis, Stratosphere Linux IPS
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Cyber espionage is understood 
as the act of obtaining 

restricted information without 
permission using software 

tools, such as malware. 
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2014

2017
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Is this actor still active?
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Is this a group or an individual 
operating the malware?
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Who are the targets?
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Is Machete under continuous 
development?
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Special thanks to collaborators!
• @malwrhunterteam 

• Special thanks to Ross Gibb! 

• Jakub Kroustek 
(@JakubKroustek) 

• Reversing labs 
(reversinglabs.com) 

• Luciano Martins 
(@clucianomartins) 

• Yonathan Klijnsma 
(@ydklijnsma) 

• Elnaz Babayeva (@elnazavr)  

• Dmitry Bestuzhev 
(@dimitribest)
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An analysis and study of nine 
years of Machete cyber 

espionage activity.
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Let’s start with Step 0:  
What is Machete?
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What is Machete?
Machete is also detected by some 

AVs as RAGUA.

Machete is a modular 
python-based tool 

used for cyber 
espionage

Hackers to Hackers Conference, 2019
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Research Methodology 
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Reversing Machete
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Find Samples: We Wanted It All
• We searched samples in public and private repositories using 

Yara rules, string searches, and OSINT-fu. 
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Largest Collection of Samples

• 176 Total Campaigns 

• 116 Stage 1 Machete 

• 155 Stage 2 Machete 

• 93 Machete Decoys 

• 342 Machete Modules

Earliest sample dated 
December 2010 

Latest sample dated 
January 2019 
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Extract Information 
• Python code for every module (sometimes obfuscated)  

• Last modified date of Stage 3 files seems not modified 

• Configuration files: FTP paths, version numbers, campaign 
purpose, enabled functionalities of the malware 

• Command and Control servers & Operators credentials 

• Encryption keys



Machete: 9 Years of Cyber Espionage Operations in Latin America Hackers to Hackers Conference, 2019

How does Machete operates?
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Delivery
Delivering a weaponized bundle 

to the target.

• Spear phishing:  
URLs, Attachments, Web Injects 

• Infected USBs:  
file bundled with machete 
malware

Hackers to Hackers Conference, 2019
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Action on 
Objectives

The attacker performs the steps to 
achieve his actual goals inside the 

victim’s network.

Hackers to Hackers Conference, 2019



• System information: who the target is, device being used. 


• Geolocation: where the target is located. 


• Keystrokes: what the target writes. 


• Clipboard content: what the target copies and pastes 
(passwords?). 


• Screen captures: what the target is seeing on the screen (web email?). 


• Web camera captures: who or what is in front of the computer


• Audio: what the victim is saying, conversations from surroundings. 


• Documents: specific documents in the target’s computer. 
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Lateral Movement
Move through the compromised 
network to find a (better) target.

• Infect inserted USBs drives:  
• It copies itself, including 

the decoy 
• Victim lured to open the 

infected document 
• No automatic execution so 

far 
• Typically used for jumping 

air gapped systems

Hackers to Hackers Conference, 2019
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Exfiltration
Retrieval, copy and transferring of 

data of interest from the victims 
computers.

Hackers to Hackers Conference, 2019
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Exfiltration
Retrieval, copy and transferring of 

data of interest from the victims 
computers.

Hackers to Hackers Conference, 2019

• 288 screen captures per 
victim per day 

• ~2000 screen captures per 
victim per week 

• Plus keylogs, documents, 
clipboard data, audio, 
geolocation, etc.
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Analysis:  
Versions, Infrastructure and 
Encryption Keys

From December 2010 to January 2019
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31 C&C Servers 
18 FTP Users 
20 FTP Passwords 
  6 Encryption Keys
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2.0 | 2.2 | 3.0 | 4.0 
13.0 | 13.1 | 14.0 
14.2 | 15.1 | 20.1 
21.3 | 27.1 | 27.9 
39.0 | 75.0 | 84.0



• Encryption keys have the same length, same structure, and seem to share 
password creation recipe. 

• The low number of encryption keys show that the malware is likely 
operated by the same group. 

• Attackers don’t change infrastructure often: 30 domains in 10 years. 

• Heavy reuse of FTP credentials and insecure storage of them. 

• Whoever had access to the samples could access the victims stolen data. 

• High number of different versions suggest parallel development of the 
tool.
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Analysis of Campaigns

From December 2010 to January 2019
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Who are the targets?
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Four Phases of Analysis

• First phase: noting the type of document (PDF, Word, JPG, etc) 

• Second phase: identify the language used in the document 

• Third phase: identify a theme of the documented based on 
content analysis (political, economic, military, etc) 

• Fourth phase: identify the main country mentioned in the 
document
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Machete Evolution

From December 2010 to January 2019



• Dec 22, 2010: first Machete sample, 1 module, no decoy 
document. 

• Feb 28, 2011: first Machete with a decoy document. 

• Mar 10, 2011: Machete incorporates first module. 

• May 17, 2011: first fully modular Machete (5 modules). 

• Sep 14, 2011: Machete implements encryption using AES to 
encrypt user data.



• March 21, 2013: first versioning observed (13.0) 

• May 6, 2015: Machete starts obfuscating the python source code. 

• Jan 24, 2017: samples with Dropbox used for exfiltration 
appeared. 

• Apr 30, 2018: number of modules reduced to 3, added a 
compression step, and credentials are stored encrypted.
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Tracking Mistakes: Shit!
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Conclusions
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Machete is Still an Active Threat to Latin America

• Latin America as a region has been under-researched. This needs to 
be fixed. 

• Machete has evolved continuously almost undisturbed. 

• The group behind Machete appears to have significant resources to 
maintain, develop and process the information collected by the 
espionage tool. 

• Our investigation suggests that APT sophistication is directly related 
to the socioeconomics of the targeted regions 



Thank you!

Veronica Valeros, Maria Rigaki, Kamila Babayeva, Sebastian Garcia 
{valerver, rigakmar, babaykam, garciseb}@fel.cvut.cz 

Stratosphere Research Laboratory, Czech Technical University 
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