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Bacharelado em Ciéncia da Computacao (2010).

Professor e Coordenador no Centro de Inovacao Vincit (UNICIV).
Coordenador da p6s graduacao em Ethical hacking e Cybersecurity EAD.

Coordenador da po6s graduacao em Forense Computacional EAD.



Objetivo da Pesquisa

* Essa € uma pesquisa exploratoria que almeja efetuar testes de
seguranca (hardware) em terminais POS (point of sale)
especificamente maquinas de cartao.

* Devido ao tempo bem como a superficie de atague do equipamento,

nem todos os testes e hipdoteses propostas pelo autor foram
realizados.
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Image 3

Skimmers / Shimmers

Skimming devices hidden within the terminal
will not be visible, and neither the merchant
staff nor the cardholder will know that the card
has been skimmed.

This picture shows a skimming device inserted
in a terminal. This would have been hidden by

Image 12 the SIM card cover plate.

Staff should also be aware of the addition of
overlays. An overlay can be a small sticker
that forms to the device and covers the
keyboard area.

Overlays may hide damage due to
tampering or wires that can allow for
keyboard logging. Overlays should not be
used.

Image 15

EMV or chip cards are not immune to
skimming. Staff and consumers should be
aware of modifications or wires to the smart-
card slot. If anything appears different with
the device, it should be reported
immediately.

Inserted Skimmer

Gracas a PCl PTS, Nao é
assim tao facil hoje em dia...
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Mecanismos Anti-Tamper

Anti-tamper ou tamper-
resistant é um software e/ou
hardware que dificulta a
modificacao por parte do
atacante.
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MK21DN512VMC5 End of Life)

Kinetis K21: 50MHz Cortex-M4 MCU, 512KB Flash, 64KB SRAM, Full-Speed

USB, Anti-tamper, 121-MAPBGA

[=] Data Sheet ® Product Summary

A Software & Tools [} Documentation

Operating Characteristics

Parameter
Core Type
Operating Frequency [Max (MHz)]
SRAM (kB)
Flash (kB)

GPIO

+« Memories and memory interfaces

= Upto 512 KB of program flash for devices without
FlexNVM.

- Up to 256 KB program flash for devices with
FlexNVM.

- 64 KB FlexNVM on FlexMemory devices

~ 4 KB FlexRAM on FlexMemory devices

- Upto 64 KB RAM

— Serial programming interface (EzPort)

Package:
&2 LFBGA121
LFBGA121, plastic, low profile fine-pitch
ball grid array; 121 bumps; 0.65 mm pitch:;
& mm x & mm X 1.3 mm body

Value Parameter Value
Arm Cortex-i4 Security CRC

20 Supply voltage [min] (V) 1.71

64 Supply voltage [max] (V) 36

512 Ambient Operating Temperature (Min to Max) (°C) -40 to 105
64

« Security and integrity modules

- Hardware CRC module to support fast cyclic
redundancy checks

= Tamper detect and secure storage

-~ Hardware random-number generator

- Hardware encryption supporting DES, 3DES, AES,
MD35, SHA-1, and SHA-256 algorithms

= 1 28-bit unique identification (ID) number per chip

Communication interfaces

-~ USB full-/low-speed On-the-Go controller with on-
chip transceiver

-~ USB Device Charger detect

— Two SPI modules

— Two I2C modules

— Four UART modules

- 125 module
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ADAOQ.tar

# binwalk -e ingenicoIWL280.BIN

[51)

[ 4]

M

[Fi)
0 =
= m
T M
o -
s M
Ion o
! =
=

lib BOOCTCE 800CT7CE.zlib
HEXADECIMAL DESCRIPTION
OxDAAEQG POSIX tar archive (GNU), owner user name: "SECTEUR.wgu"
Ox1EF4E@ POSIX tar archive (GNU), owner user name: "alidation.wgu"
0x47B9A0 CRC32 polynomial table, little endian o .
0x47BDEF Copyright string: "Copyright 1995-2010 Jean-loup Gailly and Mark Adler " 800CEQE 800CEOQE.zlib 801BBE9 801B8E9.zlib
0x47D313 Copyright string: "Copyright 1995-2010 Mark Adler "
0x4D1F1A GIF image data, version "89a", 18176 x 17993
0x4D1F21 GIF image data, version "87a", 19968 x 21573
0x4DACFC Copyright string: "Copyright (c) 1998-2010 Glenn Randers-Pehrson"
0x4DAD2A Copyright string: "Copyright (c) 1996-1997 Andreas Dilger" 8010BCE.zlib 80107CE 80107CE.zlib
0x4DAD51 Copyright string: "Copyright (c) 1995-1996 Guy Eric Schalnat, Group 42, Inc."
0x572378 TROC filesystem, 537463119 file entries
0x572393 TROC filesystem, 622869071 file entries . . .
0x575374 XML document, version: "1.0"
0x6590E8 SHA256 hash constants, little endian : :
Ox6B1FES POSIX tar archive. owner user name: "s" 80128CE 80128CE.zlib 801100E 801100E.zlib
28840740 0x1B81324 SHA256 hash constants, little endian
30431540 0x1D05934 JPEG image data, JFIF standard 1.01
30482877 0x1D121BD MySQL ISAM compressed data file Version 6
0x1D1221D MySQL ISAM compressed data file Version 6 . .
0x1D12250 MySQL ISAM compressed data file Version 6 801184E 801184E.zlib 801208E 801208E.zlib
30483072 0x1D12280 MySQL ISAM compressed data file Version 6
30483220 0x1D12314 MySQL ISAM compressed data file Version 6
30483549 0x1D1245D MySQL ISAM compressed data file Version 6
30483651 0x1D124C3 MySQL ISAM compressed data file Version 6
30483756 0x1D1252C MySQL ISAM compressed data fﬂe Vers?on 6 201310E 201310E.zlib 201394E 201394E.zlib
30484130 0x1D126A2 MySQL ISAM compressed data file Version 6
30543164 0x1D20D3C Copyright string: "Copyright 1998-2006 NexGen Software."
30561422 0x1D2548E Copyright string: "Copyright (c) 1993-2001 ATI - Nucleus PLUS - Version ATMEL40807
30627236 0x1D355A4 SHA256 hash constants, little endian
31806104 0x1E55298 JPEG image data, JFIF standard 1.01 . .
31844297 OX1ESE7CY JPEG image data, JFIF standard 1.61 801980E 801980E.zlib 8010205 8010205.zlib

31868485 0x1E64645 JPEG image data, JFIF standard 1.01
0x1ED3F47 MySQL ISAM compressed data file Version 6
% archijve (GN

Js

J
button.|s DAAEO.tar dialog.)s dialogs\title.|s

|IIIII
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Library function [l Regular function

E Functions window
Function name
sub_bYAEFD
sub_G9AEFS
sub_69AF00
sub_G9AF08
sub_69AF 10
sub_G9AF 18
sub_69AF54
sub_&9AF7C
sub_69AFBC
sub_69AFDO
nullsub_3
nullsub_4
sub_69C9CS
sub_65C9F8
sub_69CA28
sub_73FDA0
sub_73FES4
sub_741590
sub_741544
sub_741568
sub_74163C
sub_1234434
sub_1892FF6
sub_1B93032
sub_1B931A2
sub_1B9331E
sub_1B93542
sub_1B93583
sub_1B9302E
sub_1B93D60
sub_1C1FCDE
sub_1C24800
sub_1C248C4
sub_1022442
sub_1ESDO0A4

;R

Line 134 of 217

.lf?. Graph overview

Data

O & x

Segment
HumM

ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM

Unexplored

External symbol

IDA View-A

B @

Hex View-1

IE Structures L°3

Enums

= Imports

¥

Exports

~

LD&N
L5LS

loc_275edE

Il e

loc_27s88E

DD PC,

ol <

Il s =1

Il i =1

=]

] s <

loc_276804
3

i jumptable 8O2750BE case 11

ve_ZTERDA

; jumptable Baz7semt case 5f |loc_28834C

R2, R1, RE,L5L#2 STR
Lo

L&
2005
STR
M

BB, [R1,#
R, [A7,#8xc]
R, [RS,#3]
R1, #

RB, [A1,#
loc_zB83C2

i jumptable oa2Tsam

4.00% (1408,697) (1522,485) 00275184 0027518A: sub_27518A (Synchronized with Hex View-1)

loc_287584
STRB
LoRE

oras
STRE
STRE
Mo

s
PUSH
L

L58S

ptable BB27S08E case 2

ptable BA27SOBE case &

loc_z5378@

; jumptable BA2TSEBE case 5
P, #
R3, R1@, A2, R4
unk_2E54F8
RE, R18,150 R2
R2, R1@, A8,L5L#16

Output window O & X
_________________________________________________________________________________________ ~
v

The initial autoanalysis has been finished.
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/HOST

|SSA]

; CARD NUMBER: Card number used to sign the schemes. Value in Hexadecimal

CARD NUMBER = 100020FF

; VAR ID: Varld from the certificate used to sign the schemes. Value in Hexadecimal
VAR ID = 013F

r I v ik 1 et el W Wi o BN 1 NIRRT %A & S T oaiNl dd

PIN KEY LOCATION = 0

; KEYBOARD CHECK: Check if keyboard is open on PIN entry (0-0ff 1-On)

KEYBOARD CHECK = 0

, DES 3DES PIN SECRET AREA ID: MK/SK PIN secret area ID (for old applications only that do not use ssaCmd lib). Value in Hexadecimal
;DES 3DES PIN SECRET AREA ID =

; DES 3DES DATA SECRET AREA ID: MK/SK DATA secret area ID (for old applications only that do not use ssaCmd lib). Value in Hexadecimal
;DES 3DES DATA SECRET AREA ID =

; DUKPT PIN SECRET AREA ID: DUKPT PIN secret area ID (for old applications only that do not use ssaCmd 1lib). Value in Hexadecimal
;DUKPT _PIN SECRET AREA ID =

; DUKPT DATA SECRET AREA ID: DUKPT DATA secret area ID (for old applications only that do not use ssaCmd lib). Value in Hexadecimal
;DUKPT DATA SECRET AREA ID =

; HIDE MENU: HIDE SSA ON MANAGER MENU

HIDE MENU = @

; BOOSTER CHECK TIMER: Minimum time (* 10ms) between booster checks (default: © - always) | (-1: never)
BOOSTER CHECK TIMER = 200

SSA.INI

3[CONF _OPTO1 = 01]

[CONF_OPTO2 = 02]

GETNET

PARAM

JGETNET

GIF89a
00O@@EPPP" " " ppp

+#h"<

A 1 _xr



/GETLAC

; Configura

o inicial da Aplica

0 GetNet LAC

CONF_FONE = 08007221141

CONF_NII = 501

CONF_FONE_TC = 08006423133
CONF_GRPS PIN = 1010

CONF_GPRS_IP = 201.087.163.100:27000
CONF_GPRS_IPTC = 201.007.198.017:06000
CONF_NII CRYPTO = 511

CONF_RNPC HOST = 13082009
CONF_RNPC_CRYPTO = 77774444
CONF_RNPC_NIU = 90143352
CONF_RNPC_SENHA = AAGGLL

CONF_0PTO1 = 01

CONF_OPTB2 = 02

CONF_NOME = 1;BANDEIRAS

CONF_NOME = 5;

CONF NII INIT = 502;
CONF_NII INIT RECARGA = 502,

CONF NII INIT RECARGA DISCADO = 503;
; Identifica

o da operadora pelo IMSI -> IMSI;Operadora

Anallsando Dumps (POS 1)

L4/ U5/ L9 3:54 UUF_SNU: LU.£40.03.419 U
14/03/19 22:35:44 TCP_CGN 201.87.163.104 29000
15/03/19 05:04:22 TCP_CON: 201.87.163.104 29000
15/03/19 14:24:39 TCP_CON: 201.87.163.100 27000
15/03/19 14:24:40 UDP SND: 10.251.64.37 0O

15/03/19 14:25:32 TCP_CON: 201.87.163.100 27000
15/03/19 14:25:34 UDP_SND: 10.251.64.37 0

15/03/19 15:13:23 TCP _CON: 201.87.163.104 29000
15/03/19 15:13:44 TCP _CON: 201.87.163.104 29000
15/03/19 20:57:14 TCP_CON: 201.87.163.104 29000
16/03/19 06:14:17 TCP_CON: 201.87.163.104 29000
16/03/19 15:01:16 TCP CON: 201.87.163.104 29000
16/03/19 22:21:02 TCP_CON: 201.87.163.104 29000
17/03/19 07:25:03 TCP_CON: 201.87.163.104 29000
17/03/19 09:13:54 TCP _CON: 201.87.163.104 29000
17/03/19 23:10:43 TCP_CON: 201.87.163.104 29000
18/03/19 07:44:40 TCP_CON: 201.87.163.104 29000

- - - CONF_OPERS = 72402;03

18/03/19 08:05:19 TCP CON: 201.87.163.100 27000 CONF OPERS = 7240303
18/03/19 15:40:12 TCP CON: 201.87.163.104 29000 T e
18/03/19 22:55:56 TCP_CON: 201.87.163.104 29000 CONF_OPERS = 72405;02
19/03/19 ©01:11:51 TCP CON: 201.87.163.104 29000 CONF_OPERS = 72406;01
19/03/19 15:40:45 TCP CON: 201.87.163.104 29000 Egﬁi—ggégg - ;gﬂggi
19/03/19 23:45:37 TCP _CON: 201.87.163.104 29000 CONF?FERS==7241ﬂ01
0/03/19 02:24:38 TCP_CGN' 201.87.163.164 29000 CONF_OPERS = 72415:04
0/03/19 09:12:18 TCP CON: 201.87.163.104 29000 CONF_OPERS = 72416;04
0/03/19 21:35:58 TCP _CON: 201.87.163.104 29000 CONF_OPERS = 72423;01
CONF_OPERS = 72431;04

1/03/19 ©1:18:11 TCP CON: 201.87.163.104 29000
1/03/19 10:41:16 TCP CON: 201.87.163.104 29000
1/03/19 22:58:00 TCP _CON: 201.87.163.104 29000
2/03/19 06:17:45 TCP _CON: 201.u\ CONF_CSD TO = 60
UDP RCV ©O: 10.248.63.219 © CONF_CSD_FLAG = ©

eo. ; GETLAC
14/03/19 16:53:29 UDP RCV 0: 10.248.63.219 0 CONEI AC_TNT

CONF_CSD_NII = 109
CONF_CSD_FONE = 08006484002
CONF_CSD_MODULACAO = 7
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*0123456789ABCDEFGHIIKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz-. $

exit
help
list

open [name]

read

link [adr]
dump [adr]
map

free

obj
bad
mp
mo [Ident]

mt [typ]
diag
ver

Return to main menu

Display this menu again
Disk & files info

Open a file

Read opened file

Display Flash linked blocks
Dump Flash block

display flash mapping

display free blocks table

display object link table
display bad blocks table
mapping page

mapping object ident

blockdump [adr] [nb blocks] Dump blocks
linktable [Ident] display link table

mapping page type
display Flash diag.
Verify

exit

help
bread
bwrite

bm
download
upload
BlocErase
bread
bwrite
upload
download
BlocErase

EEEE T Izc menu

exit
help

MMC Menu
Return to main menu
Display this menu again
Bloc read [adr]
Bloc write [adr]
Bloc modify [off] [datal
Download MMC
Upload MMC
Erase bloc [adr]

ok ok K

Return to main menu
Display this menu again

Erase [adr] Erase Flash block
EraseAll Erase All Flash block
Move [adr] Move block

SetBad [adr] Move block and set bad
Write [adr] Write a @ page

*** Configuration

*** > max9850 (1SC350): channel 1, 0x11

S usb2513 (1SC350): channel ©, ©x2c (smbus)
mma7660fc (1WL2x0) channel 0, 0x4c

*ok ok
ok

nau8401 (iWL250)

rm [name]

Erasable [adr] Set erasable page

erase file

ren [old] [new] rename file
garb Garbage

de Dump Erased

data FM datas

hf

nf
diskcopy
NandId
scan
Erase
EraseAll
SetBad
Write
linktable
Erasable
NandId

test?

Header File

Find not free

copy files to host
Read nand id Area
Scan Nand flash

=
=
=
Ak

open  [bus]
select [bus]
set [addr]
*** QOperation on current bus

reset

rdl

rd [n]
readl [reg]
readN [reg]
read [reg]
I2C >

reset
select

readl
—

naud4e0l (iwWL280)

channel 0, 0xla (reg*2)
: channel 1, 0xla (reg*2)
I2C Open call
Select bus (0:default)

Set slave address (in hexa) [A7..Al]

Send a bus recovery sequence

Read 1 byte (sync)

Read N bytes (async)

Read 1 byte (sync), reg is 1 (hex) byte
[n] Read N byte (sync), reg is 1 (hex) byte
[n] Read N bytes (async), reg is 1 (hex) byte
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BL2 Version : 0x%08X
Bit Ruf2 : 0Ox%08X

Activated State Ox%08X

: Ox%08X DMMC Flag :

Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering
Tampering

Detectors 6----[0x%04X]
Detectors 5----[0x%04X]
Detectors 4----[0x%04X]
Detectors 3----[0x%04X]
Detectors 2----[0x%04X]
Detectors 1----[0x%04X]
Vdd Io High----[0x%04X]
Vdd Core High- - [0x%04X]
Vdd BU High---- [0x%04X]
Temp High [0x%04X]
[0x%04X]
[0x%04X]
[0x%04X]
[Ox%04X]
[0x%04X]
[0x%04X]

(Switch)

(Membrane 2)

(Upper Wire Mesh)
(Internal Wire Mesh)
(Membrane 1)

(Menbrane 0)

Vdd Io Low [0x%04X]
Vdd Core Low---[0x%04X]
Vdd BU Low [Ox%04X]
Temp Low [0x%04X]

JTGSEL [0x%04X]

Out Of Order State : Ox%02X

exception spsr : Ox%08X
Secu PIOBUi [7..4]/[3..0]

37s$B" " (

e*Ywww
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26052800351520
00PO2800332590860

Ingenicol)0’

pUNIX L8 IngeTrust V3 Terminal CRL Issuer®

OpFTP server error %d while starting.

,pStart FTP Task

Stop FTP Task

FTP server error %d while stoping.

FTP server error %d while resuming.

jij C

FTP server resuming.

FTP server error %d while suspending.

FTP server suspending.

Opsizeof (NGftps) = %d

sizeof (NGftpsctl) = %d

sizeof (NGTtpsf) = %d

sizeof (NGTtpsconn) = S%d
pPPP-CB[cb ppp conn f]l: Link connected, local=%I, dest=%I
OpPPP LAYER::cb ppp conn f:NU Set Events (%d)
THHO!

Ingenicol#0!

IngeTrust V3 Terminal Root®
1509281401502
350928140150Z0%1

Ingenicol

FITO490

?SYSTEM

INGETRUST . CFG

dhttp://ingetrustcrl.ingenico.com/terminal v3 fit.crl
Ingenicol)0’
IngeTrust V3 Terminal CRL Issuer®
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Via Estabelecimento \VOO6T.918A16
PRATA FORMULA FARMACIA DE MANI]
AVENIDA PRESIDENTE VARGAS 1118 LOJA 63]"

NOVA PRATA - RS]2
03.543.842/0001-88 CV:000002461];
07/03/19 13:33:48 AUT:101203 D0OC:001978];
EC:000000001156877 TERM:03545141 D];
VISA CREDITO FEEdE AR R E*]]104 ]+
1.
CREDITO A VISTA]'

ASSINATURA]

Via Cliente VOO6T.918A16
PRATA FORMULA FARMACIA DE MANI]
AVENIDA PRESIDENTE VARGAS 1118 LOJA 63]"

NOVA PRATA - RS],
03.543.842/0001-88 CV:000002461];

07/03/19 13:33:48 AUT:101203 DOC:001978];
EC:000000001156877 TERM:03545141 D]1;
VISA CREDITO Fkk %1104 ]+
I|-

CREDITO A VISTA],
VALOR: 72,00 ]
COM _iSendMsg] Enviando [928 bytes antes do crypto]E
TELM MOD GET][P0OS_iModemTxBlk] LL Send (antes) - Tam[978]V
TELM MOD GET][POS iModemTxBlk] LL Send (depois) - Retorno [978]c
TELM MOD GET][POS iModemRxBlk] LL Receive (antes) - Tam Buffer [4096] TOUT [30e0]~
TELM MOD GET][POS iModemRxBlk] LL Receive (depois) - Tam recebido [194]@
COM Disconnect Confirmacao] Desconectando)
COM Disconnect] Desconectando&
GTN Main][pszShowError][0]7
COM Disconnect] Desconectando&
GTN Main] [pszShowError][0]4
POS Main GETNET] POSEVENT KEYC
GTN_COM] COM iStartConnection PreDiscagem[0]I
GTN_HW] [GTNHW_fVerificaComunicacaoGerenciador] TAG DF56T
GTN_HW] [GTNHW fVerificaComunicacaoGerenciador] ilen = [296] st size[148];
GTN_HW] [Debug_st info chip CLOG] iStructVer [1]L
GTN_HW] [Debug_st_info_chip CLOG] szAPN [GETNET.VIVO.COM.BR]@
GTN_HW] [Debug st info chip CLOG] szUsrPPP  [GETNET]F




Analisando Dumps (POS 1

REDITO<c</</Cartao: xxxxxxxxxxxx</Valor da venda: R$ </N. de Parcelas: 01 </</<CAPROVADA-00<c</</<CRECONHECO E PAGAREI A <c</<CIMPORTANCIA ACIMA<c</</</<(C <c</<CAssinatura<c</</</<
<c</</<Cla. Via - Estabelecimento<c</</< <=</</<Total: R$ </N2a. Via - Portador<c<LARO<~<b<alor: R$ 10.00 liente Claro Cartao GSM sempre</tem uma promocao, ligue gratis</* promocao</par.</
</<_<=<b<cERCOMTEL CELULAR<~<h<calor: R$ 20.00 Numero: </</SUCESSO !! Recarga realizada</0s creditos serao</disponibilizados em instantes</Duvidas: 103 43 ou 105 1</< <=</< Numero:
<!<?<+0101<R<-<C<HVERDECARD<h<c<~</</<CCOMPRA A VISTA<c</</Cartao: *****i*k*iii*</\Valor da compra: R$ </</IDV:</TUC R$: 0,00</lo. Vencimento: </TOTAL R$: </</OBRIGADO POR USAR O CARTAO
VERDECARD</</<C<c</</<Cla. Via - Cliente<c</<C</IC2a. Via - Estabelecimento<c<!<?<+0101<R<-<B<C<HMEDCHEQUE<~</</<B<C<HCOMPRA MEDCHEQUE<h<b<c</</Cartao: </<</Saldo disponivel: R$ </</</< <=</
</<B<C<HCOMPRA MEDCHEQUE<h<c<b</</C</RECONHECO A DIVIDA AQUI INDICADA E</AUTORIZO O DESCONTO DO VALOR NA FORMA</PREVISTA.</</<RG:ANCELAMENTO MDados da Transacao Original</ Autorizacao : </
DEYE] : </ Hora : </ Valor : R$ </</ Saldo Dc<b</</ </</<C </</<C<c</</<<c</</<ABAL<h<b<~</</<C</</<C<c</</<C<c</</TRANSACAQ0 AUTORIZADA MEDIANTE</USO DE SENHA PESSOAL<
/ </Saldo: </</<C<c</</<C<c</</CANCELAMENTO CABAL<Cancelada</</</< <=</</<CCAFRA<201<R<-<B<C<HPORTOCRED<-</</<B<C<HCOMPRA CARTAO DE CREDITO<h<b<c</</Cartao: </c<b</</Cartao: </</</</</ESTA D
IVIDA<c</<!<?<+010 CANCELAMENTO CREDITO <h<</</</</<!<?<+0100<R<-<B<C<HONSULTA PARCELAMENTO </<!@<?<+0101<R<-<B<C<HGOODVALE<~</</<B<C<HCOMPRA: R$ </<C<c</ <=</</<B<C<HCOMPRA: R$ </<C.</ A
</APRESENTACAO DE DOCUMENTO DE</IDENTIDADE E ASSINATURA.< <c</</<ANCELAMENTOUNIK da venda: R$ </N. de parcelas: </N. de Parcelas: </</</<CR</INDICADA E AUTORIZO O DESCONTO</DO VALOR NA FOR
MA PREVISTA.<UNIK<~</</<B<C<HCPRATICARD<@<?<+0101<R<-<B<C<HVERDECARD<TFe| | |h<b<~</</<0L</ADM. DE CARTOES!@<?<+0100<R<-<B<C<HSOL</ADM. DE CARTOESValor Consultado: </</Condicoes:</0MNI<~-<.</</
</<.</</</<C/</<B<C<HC@<?<+010</<!/0025@Ate (DDMMAAAA)@LSNO808/0030@BOLETOELMNG101/0002@CLAROGLMNG101/0021@COBRANCAGLMNG101/0023@COMPRA CREDITO@LMNO101/0135@CUPOM GASELMNG101/0160@Cod.Cobran
ca:@LSNe608/0024@D71@GETNET TECNOLOGIAGLMNO101/0034@IMEI - ESN@LSN1115/0159@IMPRESSAOGHMNG101/0137@INFORMATICAGLMNG101/0136@INGRESSO@LMNOG101/0158@LISTAGLMNG101/0035@0I@LMNO101/0101@P13@LMNO1OL
/0175@P2@LMNO101/0174@P260@LMNO101/0027@PENDENTES@HMNO101/0149@PLANO] -R$1@LMNO101/0150@PLANOL -R$3@LMNO101/0151@PLANOL -R$5@LMNO101/0007@R$10@LMNO101/0018@R$100@LMNO101/0155@R$12 TORPEDO@LMNO16
1/0015@R$15@LMNO101/0157@R$150@LMNO101/0009@R$20@LMNO101/0156@R$212@R$25@LMNO101/0010@R$30@LMNO101/0016@R$35@LMNO1O1/0011@RS$50@LMNO101/0154@R$67@R$75@LMNO101/0022@REIMP. CARTAOGLMNG101/0020@
RESUMO VENDAS@ELMNG101/0028@Senha@LSN1212/0134@TELEFONIAGLMNO101/0005@TIMGLMNG101/0041@Tel. (DDD + Nr)@LSN1010/0026@ULTIMA GERADAGHMNO101/0164@ULTRAGAZ@ELMNO101/0178@VALOR VARIAVEL@LMNO101/0133
@VALORES DISPONIVEISO74@LMNO101/0019@VENDA CREDITOS@ELMNO101/0033@Valor@Lsve112/0097@Valor@lsVeoll2@<?<+0101<R<-</ SMPRESTIMO</</TERMO DE UTILIZACAO (T.U.) SAQUE CASH Credito Pe
ssoal vinculado a Quero-Quero Financiadora S/A - CNPJ 05.192.316/0001-46.</</N...............: #¥¥F s$kkk sk 10]7</Creditado.......: MARIA IRENE M FISCHER</CPF.............: 27390489049</En
wesevews.....t BECO NEDEL 35, CASA</Bairro..........: GLORIA</Cidade..........: SANTA ROSA</UF..............: RS</Valor do T.U. R$: 159,00</</RECIBO DE SEGURO PROTECAO FINANCEIRA devido.A.<
/OPERACAO SEGURADA: 99904294246</PREMIO R$: 9,00</</0 Cliente acima identificado, declara aderir voluntariamente ao Seguro de Protecao Financeira para Credito Pessoal, respeitando franquia,
carencia e outras clausulas constantes nas condicoes gerais da apolice que se encontram no certificado de seguro que lhe foi entreqgue nesta data, garantido para ASSURANT SEGURADORA S.A. CNPJ
03.823.704/0001-52 processo SUSE|||P 15414 100657/2002-51, inscricao SUSEP 0214-3 declarando encontrar-se em plena atividade de trabalho e em perfeitas condicoes de saude na data de adesao,
bem como assumir o pagamento nas condicoes a sequir:</</ CONDICOES DE PAGAMENTO</</Principal..........: 173,27</Sequro.............: 9,00</I.0.F..............: 1,33</Tarifa de Conc
essao: 3,94</Encargos...........: 18,28</Total..............: 191,55</</Tx Pre-fixada Mensal...: 6.5%</Tx Pre-fixada Anual....: 112.91%</Tx CET Anual...........: 311.69%</1. Vencimento......
....: 05/08/2008</Ultimo Vencimento...... : 05/09/2008</No. de Prestacoes...... : 2</Valor da Prestacao..... : 95,78</</Reconheco como liquida e certa a divida objeto deste T.U. e adicionais, e
obrigo-me a paga-la no valor, prazo e condicoes acima.</ </ Reconheco e pagarei a importancia acima </ Assinatura do Cliente <H<CA T E N C A O<h
</NO MOMENTO EXISTE UM ALTOVOLUME DE</DE RECARGA ON-LINE JUNTO A OPERADORA.</REALIZE A RECARGA DE SEU APARELHO</INSERINDO MANUALMENTE O CREDITO</CONFORME INSTRUCOES ABAIX0:</</<cLote : 64364
</Serie: 075740000870 </Valor: R$ 11Validade: 90 dias</ 1 - Ligue seu aparelho VIVO PRE</2 - Ligue para *7000.</.3 - Ouca as instrucoes e digite o codigo</abaixo.</</Senha: <B<G720
5403769925 <g<b</</4 - Aguarde a confirmacao</5 - Pronto, agora voce ja pode falar a</vontade. e facil! Basta se</cadastrar no *9003 e recarregar!</Lote: !]|||</</Por favor, faca seu cadast
ro no site</www.selecaodeamigos.com.br utilizando a</senha acima para receber seus numeros da</sorte e conferir se sua compra foi</contemplada com 1 (um) DVD Portatil.</Consulte tambem no si
te da Promocao</Selecao de Amigos os regulamentos</ completos.</</ALESAT COMBUSTIVEIS S.A</CNPJ/MF 23.314.594/0001-00</ALECRED PROMOTORA DE NEGOCIOS</DE CREDITO LTDA</CNPJ/MF 09.547.644/0001
-79</</Central de Atendimento</FALE - 0800 281 5000</</</</</</<!|||3SYSTEM| || INFTICKETOFF]||/SYSTEM|||Uj[CONF_OPTO1 = 01]|| | [CONF_OPTO2 = 00]]|||®3SYSTEM| | |PARAM| | | /SYSTEM| | | 7<?<+0100<-<B<C<
HSENHA OFF-LINE<~<b<C</</<B  SISTEMA SEM CONEXAO<b</ NO MOMENTO NAO FOI POSSIVEL CONECTAR-SE</ A GETNET. PARA REALIZAR A TRANSACAO EM</ FORMA DE CONTINGENCIA UTILIZE A SENHA</  ABAIX0:</</

| | |SYSTEM| | | TICKETOFF| | | /SYSTEM| | | "CiFH| || >0ap] | |hdCOpa| | |IoctlSet|||FuncEnab|||le(%d->%|||LlectCom(|||::tid zo|||ne gprs=|||ewTypeMo|||*EOPS=0A@| | |%d,2<ECu|||stom net?work s|||timeout]| ||Hpa
d gqil|lg “z|]|a‘anN||]glh@"|||{g (b|||conds|||angem]|]||e reseau]|||ling*|||[{G?AAGh||[XCL j|||<J )(]||"?!9p]||! ="T|||aSIEJQa|||3iha"|||1?)h4|]||4 crashn|||Pe+Iaii]|||*RM!h]]]| } K'[]]r)Ie"pl
~|||im_cm|||d state ||]!= WAIT |||pSimCmd ||| ?buff=%m|||ER TIM{E|||BDRT!|||MSI obta|||ined [%s]|||ame({0x%|||€4X, |||rievu|]||w ("L|||M(5jh"|]||=H}U0||]@exra|||p"'a,N|||CFG="nws|||canmode"|]|]|c
omple| | |[RadioAcc| | |essTechn|||ology||]|s4G&k| | |Gaw(hNa]||c 'd(hea]||aRequest|||slot : |||feren|||FAST -|||REG/ULARI5|||QwPOF|||*PSy4>|||KO: NOT |||Dual SI7]|||Stor :|| |adgprs. || |ESTORED

| |1VALUES=| | |a/p2srum/p-sr| | [CELLINFO| | [)rUjS|| ) ruf/p| | |Tr,/pU| | |Ir8/p| | |TrG/p]|[[;pqIr|[[;pT)r|[[:pD)rUI[[:p?)r|[|;p:Ir|||%pSIr|||) K}O|||1SerWrit||le, siz||[():MUX]||d but[|| DLCO r|||unk
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] o

Nivel de debug:
0 - Desativado
1 - Minimo

2 - Completo
Atual: %d

TFT_H24C117-06N

MOTOROLA- SE955
MOTOROLA- SE655

WARNING!
ACCESS EXCEPTION
Ox%08X

%d : %d

TAMPER STATUS :%06X

Tamper Pin@

Tamper Pinl

Tamper Pin2

Temperature Tamper

Voltage Tamper

Clock Tamper

Test Mode Tamper

Security Tamper

Monotonic Overflow

Time Overflow Tamper

Tamper Acknowledge

DryIce Tamper

POS BE ATTACKED

ALL KEYS ARE CLEARED!

CLEAR ATTACK FAIL!
REBOOT
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Arquivo Editar Exibir Pesquisar Terminal Ajuda

+ W--144634 lines: 00000000: Ffff ffff fFff ffff FFFf FFEF FFEF FFFF ... ... . .0 0o omomennns + +--144634 lines: 00000000: ffff ffff ffff ffff ffff £fff fFFf FFFF ... .. ... . 0o iicooennns
00234fa0: ffff ffff ffff ffff £Ffff FFFF FEFF FEFF .....ooiiniott 00234fa0: ffff ffff ffff ffff £fff fFff FEFF FFFF ... ..oooouit
00234fb0: ffff ffff ffff ffff ffff FFFF FEFF FEFF .....oooioiott 00234fb0: ffff ffff ffff ffff £fff ffff FEFF FFFF ... ...coo0it
00234fcO: ffff ffff ffff ffff £Ffff FFFF FEFF FEFF .....ooiinintt 00234fcO: ffff ffff ffff ffff £Ffff fFff FEFF FFFF ... ..ooointt
00234fdo: ffff ffff ffff ffff £Ffff FFFF FEFF FEFF .....oooioioot 00234fdo: ffff ffff ffff ffff £Ffff FFff FEFF FFFF ... ciinit
00234fed: ffff ffff ffff ffff £Ffff FFFF FEFF FEFF .....ooiininot 00234fe0: ffff ffff ffff ffff £fff fFff FEFF FFFF ... ...ooo0tt
00234ff0: ffff ffff ffff ffff ffff FFFF FEFF FFFF ...ttt 00234ff0: ffff ffff ffff ffff £fff ffff FEFF FFFF ................
00235000: 03ff ffff ffff ffff 2000 0101 0000 0706 ........ ....... 00235000: Obff ffff ffff ffff 2000 0101 OO0 0706 ........ .......
00235010: 0000 0OEO 0000 0103 2000 0101 0000 0906 ........ ....... 00235010: 00O0 00GO 00O 0103 2000 0101 0OOO 0906 ........ .......
00235020: 0000 00G2 0000 0GOO 2000 0101 0000 0906 ........ ....... 00235020: 0000 0002 00O 00O 2000 0101 OOOO 0906 ........ .......
00235030: 0000 0002 0000 0001 ffff ffff ffff fFff ................ 00235030: 0000 0002 0000 0001 2019 0811 0501 4007 ........ ..... Q.
00235040: ffff ffff ffff ffff ffff ffff FEFF FEFF ..ot 00235040: 0000 0000 0006 0103 2019 0811 0501 5907 ........ ..... B -
00235050: ffff ffff ffff ffff ffff fFff FFFF FEFF .....ocoioiott 00235050: 0000 0000 0006 0003 2019 0811 0502 0707 ........ .......
00235060: ffff ffff ffff ffff ffff fFff FEFF FEFF .....oooionintt 00235060: 0000 0000 0006 0003 2019 0811 0502 1407 ........ .......
00235070: ffff ffff ffff ffff ffff ffff fFFF FFFF ................ 00235070: 0000 0000 0006 0003 2019 0811 0502 2107 ........ ...u. .
00235080: ffff ffff ffff ffff ffff ffff fFff FFFF ................ 00235080: 0000 0000 0006 0003 2019 0811 0502 2807 ........ ...u. fl.
00235090: ffff ffff ffff ffff ffff ffff fFFF FFFF ............ ..., 00235090: 0000 0000 0006 0003 2019 0811 0505 5307 ........ +..u. i
002350a0: ffff ffff ffff ffff ffff ffff fFFF FFFF ................ 002350a0: 0000 0000 0006 0003 2019 0811 0518 4407 ........ ..... D.
002350b0: ffff ffff ffff ffff ffff ffff fFFF FFFF ................ 002350b0: 00OO 00RO GEE6 0003 ffff ffff ffff ffff ................
002350c0: ffff ffff ffff ffff ffff ffff FFFF FFFF ................ 002350c0: ffff ffff ffff ffff ffff ffff £FFF FFFF ................
002350d0: ffff ffff ffff ffff ffff ffFF FFFF FFFF ... ........000n. 002350d0: ffff ffff ffff ffff ffff fFfF £FFF FFFF ...........000t.
002350e0: ffff ffff ffff ffff ffff ffFF FFFF FFFF ..........c000t 002350e0: ffff ffff ffff ffff ffff ffff £FFF FFFF ................
002350f0: ffff ffff ffff ffff ffff ffFF FFFF FFFF ................ 002350f0: ffff ffff ffff ffff ffff fFfF £FFF FFFF ...........000t.
00235100: ffff ffff ffff ffff ffff fEFF FFFF FFFF ...........000n 00235100: ffff ffff ffff ffff ffff fFFF FFFF FFFF ..........000t
00235110: ffff ffff ffff ffff ffff ffFF FFFF FFFF ................ 00235110: ffff ffff ffff ffff ffff fFff FFFF FFFF ................

+ +--117486 lines: 00235120: ffff ffff ffff ffff ffff fFFF FEFF FEFF .00 oo + +--117486 lines: 00235120: ffff ffff ffff ffff ffff £FFf FFFF FFFF ... 00 iimmmmmmms
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PTD4/ PTC4/
q A PTD7 PTDS LLWU_ P14, NC NC PTC13 PTC8 LLWU_P8 NC PTE19 PTE18 A

PTD&/ PTC3/
B NC LLwu_P1s| PTD3 NC NC PTC12 PTC7 Lwu P7 PTCO PTB16 PTB12 B
PTD2/ PTC11/ PTCH/
c NC NC Lwu_P13| PTC17 Lwu_P11 PTC10 LLWU_P10) PTC2 PTB19 PTB11 PTB13 [
PTDO/ PTCS/ PTC1/
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E NC LLwU_P1 | LLwu_po PTEO VDD VDD NC NC PTB17 NC NC E

F USBO_DP | USBO_DM NC PTE3 VDDA VSSA NC NC NC NC NC F
www :p ROTO-ADVANTAGE . com G | vourss | vREGIN | vss PTES | VREFH | VREFL | vsS PTB3 | PTBZ T R
BGA0027 Y

H NC NC NC PTE17 TAMPER1 NC LLPV.\t'rEijQ PTA1 PTA3 PTA17 NC H
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Figure 24. K21 121 MAPBGA Pinout Diagram
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2.1 Verifying that the EzPort is not Disabled

Some Kinetis parts allow the EzPort to be disabled in their flash configuration. In order to be
able to control an EzPort slave the slave must not have enabled this protection, otherwise it
will not be possible to work with its EzPort.

Devices that have been fully erased will not have the EzPort disabled.
Devices that have software running on them may have their EzPorts disabled.



