Module ¢ e

Typical goals of malware and theilr oL
implementations



https://github.com/hasherezade/malware_training_vol1

Hook1lng

oooooooooooooooooooooo



Hooking: the 1dea

e Hooking means intercepting the original execution of the
function with a custom code

e hoal: to create a proxy through which the input/output of the
called function bypasses

e Possible watching and/or interference in the input/output of
the function

oooooooooooooooooooooo



Hooking: the 1dea

e [alling the function with no hook:

Call Function(argO-.argl)

Function:
(process arg0-. argl)

ret




Hooking: the 1dea

e [alling the hooked function: the high-level goals

Call Function(argO-.argl)

Intercept:
Arg0. argcd

Call Functionl

ret

Function:
(process arg0-. argl)

ret

r‘. 7777



Hooking: who?

Hooking is used for intercepting and moditying AP| calls
e By malware: i.e. spying on data
e By Anti-malware: monitoring execution
o Compatibility patches (Operating dystem level) - i.e. shimming engine
e Extending functionality of the AP

oooooooooooooooooooooo



Hooking 1n malware

e >ample purposes of hooks used by malware:

* Hiding presence in the system (rootkit compaonent)

« Sniffing executions of APls (spyware)

e Doing defined actions on the event of some AP| being called (i.e.
yropagation to a newly created processes, screenshot on click)
e Redirection to a local proxy (in Banking Trojans)

oooooooooooo



Hooking: how?

There are various, more or less documented methods of hooking. Examples:
e Kernel Mode (*will not be covered in this course)

e |Iser Mode:

o SetWindowsEx etc. - monitoring system events
* Windows subclassing - intercepting bUI compaonents

e [nline/IAT/EAT Hooking - general APl hooking

oooooooooooooooooooooo



Mon

* Windo
o Iy
o |y
o Iy

l1toring system events

ws allows for monitoring certain events, such as:

H CALLWNDPROC - monitor messages sent to a window

| KEYROARD
| KEYBOARD LL

* efC.

e [he hook can be set via SetWindowsHookE x

* This type of hooks are often used by keyloggers

oooooooooooo



Monitoring system events

e Example: Remcos RAT

[esi], edi
sub_4@85CC7{v6, v7, v, ud); i short loc_ 4851Fh4
std::basic string<char,std::char_traits<{char>,std::allo

tud,
"Online Keylogger Started”,

Bud1);

std::basic string<char,std::char traits<{char>,std::zallo .
- 9 - edi ; duThreadld

edi : hmod
: offset to_get_keys ; 1pfn
sub_411AE4{vZ, : 13 : idHook
if ( t=(( ) ds:SetWindowsHookExA

{ . . D
sub_48584A(u1); [es1], eax : 13 > WH_KEYBOARD_LL

if  t=( )

CreateThread{@d, 8, |keylogging thread, , B, B



https://www.virustotal.com/gui/file/47593a26ec7a9e791bb1c94f4c4d56deaae25f37b7f77b0a44dc93ef0bca91fd

Monitoring system events

o Example, Rem[:ns RAT 1[LRESULT ___stdcall get_keys_state(int a1, int nCode, WPARAHW wParam, LPARAHM 1Param)
24
gmemcpy{ {void =){ + 64), {const wvoid =) . Bx1bu);
if [t )]
{
switch
{
case Bx180u:
*#{ BYTE =)({
sub_4B6A9B(a1)
sub_4B6ABF (a1)
process keys{al}
if ( *={ BYTE =)
sub_ 4B86846(a1)
*#{ BYTE =){ +
break ;
case Bx1814:
sub_4B6AAD (
sub_4B86AD
sub_486A55 (
break;
case Bx1064u:
sub_ 4B69C5
break ;

[esi], edi
short loc_u4851F4

Iy GCetHKeyState{20) && GetHeyState{2@8) *= OxFF88u;

= MO 0D W O WA R

+
’
’

(
H

7)

ds:SetWindowsHookExA
[esi], eax ; 13 ->|WH_KEYBOARD LL

?

H
return CallHextHookEx (*{HHODE =)}




Windows subclassing

* This type of hooking can be applied on GUI components
e Window subclassing was created to extend functionality of the GUl controls
* You can set a new procedure that intercepts the messages of the GUI controls

* Related APls:

o SetWindowlong, SetWindowlLongPtr (the old approach: ComCtlSZ2.dll < B)
e SetWindowdubclass/RemaoveWindowSubclass, SetProp/GetProp (the new approach: ComCtl>=E)

e Subclassed window gets a new property in: UxSubclassInfo or

[C323ubclassinfo (depending on the APl version)

https://docs.microsoft.com/en-us/windows/win32/controls/subclassing-overview


https://docs.microsoft.com/en-us/windows/win32/controls/subclassing-overview

Windows subclassing

e Windows subclassing can also be used by malware
e Example: subclassing the Tray Window in order to execute the injected code

://github.com/hasherezade/demos/blob/master/inject shellcode/src/window long inject.c


https://github.com/hasherezade/demos/blob/master/inject_shellcode/src/window_long_inject.cpp

General API Hooking

e Most comman and powerful, as it helps to intercept any AP

* Types of userland hooks:
* |nline hooks (the most comman)

e |AT Hooks
e EAT Hooks

oooooooooooooooooooooo



API Hooking: the 1dea

Hooking API of a foreign process requires:

. Implanting your code into the target process
2. Redirecting the original call, so that it will pass through the implant

oooooooooooooooooooooo



Implanting

MainProgram.exe

Ntdll.dl

Kernel3Z2.dll

a foreign code

Any code that was added to the

original process. It can be a PE (DLL,

EXE), or a shellcode

— msassssses sERRsERRREw T

Ll



Implanting

MainProgram.exe

Ntdll.dl

Kernel3Z2.dll

a foreign code

Call kernel32.CreateFileA

The implant intercepts the call

— msassssses sERRsERRREw T

L



IAT Hookilng

oooooooooooooooooooooo



IAT Hookilng

e |n case of IAT hooks,

* |AT hooks are often used by Windows compatibility patches, shims
e Not as often (but sometimes) used by malware



TIAT Hookiling:

1dea

* |n case of IAT Hooking we can really implement it in this simple way:

Call Function(argO-.argl)

in the |AT

Intercept:
Arg0. argcd

Call Functionl

ret

Function:
(process arg0-. argl)

ret

—_mt



IAT Hookilng
The address filled in [AT leads to UserdZ.dll (as the table points)

USER32.dll | 21 entries ]

Call via Mame Ordinal © I'i-l;li nal Thun! Thunk
C SetDlgltemTextW 4367 BAEES50
GetDlgltemTextW 4272

Base address YpE Size  Prateck..,
MessageBoxW

CreateWindowExW 4394 764F19, e i MINAONEISYSWOWEA lusers2 d
GetDesktopWindow 43A6 764F9610 8 "':'”"”"ft 4 k& R - - di
CharUpperW 43 76504870 i Commit 192K R i iindows|Sy SOy al
| oadlconW A3C8 J64FDELD F '_n:nrnrn?t =_H=:E: LTE Z | : dll
RegisterClassExW A3D4 764F1660 1 Zammik 72ZkB RX Z: Dbl dll

21 izarmmik 4 kB RW SHY s dll

s Commik 330KE R N S Ed usaC a2, dll
21 _ormmik
: _ammik

ad0000




IAT Hookilng

The address filled in |AT leads to a ditterent module

USER32 dll

Callvia
4060
4064
4068
406C
4070
4074
4078
407C

21 entries ]

Name
SetDlgltemTextW
GetDlgltemTextW
MessageBoxW
CreateWindowExW
GetDesktopWindow
CharUpperw
LoadlconW
RegisterClassExW

Ordinal Original Thunl Thunk

4362

764EF550
JG4EEESO

764F9610
76504870
764FDE1L0
764F1660

Base address

01 Fd0000

Type Size
Private &4 kB
Mapped ;
Mapped

Mapped

Image

Imnage: Comrnik

Image: Comrik
Image: Comrik

Irnage: Comrnik

=
=
Imnage: Comrnik
e
e

Protect, ..

F' ! |'| !




IAT Hooking - the pros

* |AT hooking is much easier to implement than inline hooking

e The original DLL is unaltered, so we can call the functions from it via
the intercepting function directly - no need for the trampoline

oooooooooooooooooooooo



IAT Hooking - the cons

« |AT hooking can intercept only the functions that are called via import
table

e Cannot hook lower level functions that are called underneath

e Lannot set hooks globally for the process - each module importing
the function has to be hooked separately

oooooooooooooooooooooo



IAT hooking detection

e |AT Hooking is detected i.e. by PE-sieve/HollowsHunter

Pe-sieve.exe /pid <my_pid> /iat
Hollows_hunter.exe /iat

{=| 400000 hooked .exe iat_hooks bd £




Inline Hookilng

oooooooooooooooooooooo



Inline Hookilng

e |n case of Inline hooks,

* |nline hooks may also be used in legitimate applications
. used in malware

oooooooooooooooooooooo



Inline Hooking: 1dea

* |n case of Inline Hooking we need to of the function: so, calling the
original one gets more complicated...

Function: Intercept:

[ F tion+OFFSET: Aot aree
unction | Call Trampoline

(process arguments)

ret

Call Function(argO-argl) ret

Trampoline:
<beginning of the
original Function>
Jmp Function+OFFSET




Inline Hooking: example

* Example of aninline hook installed by a malware in function CertGetCertificateChain

90

BBFF

55 push ebp

BBEC mov ebp,esp
7e036CD4 1 push 2cx

51 push ecx

53

Lo

¥ push edi

BB7D 08 mov 2di,dword

8045 FC lea eax,dword

33DBE xor ebx,ebx

c0 push eax

897D 08 mov dword ptr ss:

895D F( mov dword ptr ss:|febp

ES call crypt3z2.76036D95




Inline Hooking: example

* Example of aninline hook installed by a malware in function CertGetCertificateChain

jmp <hook_CertgetCertificateChain= CertgetCertificateChain
push ecx hook_trampolinel_target
push ecx

push ebx

push es1

push edi

mov edi,dword

1ea eax,dword

xor ebx,ebx

push eax

mov dword ptr ss:

mov dword ptr ss:

call crypt32.7

Fe036CD4

9
E
5
=
5
5
g

0 =] 1 L = LD




Original: (CertGetCertificateChain

7Fe03alD4

2000 - ] end of CertGetCertificateChain

callicrypt32.CertGetCertificateChain




Hooked: CertGetCertificateChain

ebp ; hook_CertGaetCertiTicateChain
mov ebp,esp
ebx
edi
esi
mov esi,dword ptr
857
TEOIECCF 6179178A | [Jmp <hook CertGetCertificateChain- JcertGetCertificateChain {E:g EEF
7e036CD4 Ipu:-rr " hl:ll:lk_tra.ﬂpl:'-l'l-nEl_targEt word ptr
push ?E; word ptr
push 2bx word ptr
hush ca1 el G R
Mo ?di,dyurd 55 (e g8l dword ptr E ; to_trampolinel
lea eax,dword 3 xor edi,edi
xor ebx,ebx edi
push eax eax
mov dword ptr ssiffe yedi call ZoEeco
mov dword ptr = . b add esp,8
call crypt3z.7603 mov ebx,eax
and bl,1
edi
(=R
call 21xz400
add esp,8
. ) mov cl,1
753A8D5C end of CertgetCertificatechain test al,cl

callicrypt32.CertGetCertificateChain

mov esi,dword ptr

ebp esi
mov ebp,esp call EEZ5F0
imp crypt3z Fe0zelod add esp,3
test al,l
1AEGC

mov bl,1
mov dword ptr
mov dword ptr

moOVZX eax,bl
esi
edi
ebx
ebp

e 20




Hooked: CertGetCertificateChain

617917 EBA
7603604

E& ASB0Q00000

5F

LE

BBC3

5B

CS
759A6D5C C2 2000

|
'hook_trampolinel_target

mov edi,dword ptr
Tea eax,dword ptr
xor ebx,ebx
eax
mov dword ptr :llebp+&M, edi
mov dword ptr tflicbp-4ff, ebx
call cryvpt3z 76036095
[ B N |

callicrypt32.CertGetCertificateChain

end of CertGetCertificatechain

ebp
mov ebp,esp
imp Ccrypl32.76036CD4

CertificateChain=
ook_CerteetCertificateChain

ptr
ptr
ptr
ptr
ptr
ptr
ptr s
ptr ds:

mE mE sm mE EE 5 oEE EE
L [ [ [ | [ [ [ |

Pd fD 0 BB DD

|t e e v e e e
RPOOOOTTOTT

to_trampolinel

call zoFe&Co
add esp,5

call 212400
add esp,B
mov cl,1
test al,cl
jne 1AE6&9C

mov esi,dword ptr ds: [esi
push «

push esi

call 2125F0

add esp,8

test al,1

jne 1AEG&SC

OO1AEGSC

mov bl,1

mov dword ptr ds:
mov dword ptr ds:

OO1AEGIC
moVvZX eax,bl
pop 251
pop
pop
pop
ret




Hooked: CertGetCertificateChain

7603604

E& ASB0Q00000

5F

LE

BBC3

5B

CS
759A6D5C C2 2000

callicrypt32.CertGetCertificateChain

|
'hook_trampolinel_target

edi,dword ptr
Tea eax,dword ptr
xor ebx,ebx
eax
mov dword ptr :llebp+&M, edi
mov dword ptr tflicbp-4ff, ebx
call cryvpt3z 76036095
[ B N |

of CertGetCertificatechain

005 00FAD

jmp crypt3z.76036CD4

¥

. 7e036CD4 I

ebp ;
mov ebp,esp
ebx
edi
esi
mov esi,dwo
esi
word
word
word
word
word
word
i

hook_CertGetCertificateChain

rd ptr

ptr
ptr
ptr
ptr
ptr
ptr
gt

dword

eax
calll Zoreco
add esp,s
mov ebx,eax
and bl,1
edi
(=R
call 21xz400
add esp,8
mov cl,1
test al,cl

0 s Lo _trampolinel

mov esi,dword ptr

call EEZ5F0
add esp,8
test al,l

esi

IAERDC

Mo
Mo
Mo

bl,1
dword ptr
dword ptr

moOVZX eax,bl
esi
edi
ebx
ebp

e 20




Hooked: CertGetCertificateChain

76036CCF
76036CD4

759A6D5C

callicrypt32.CertGetCertificateChain

30

E9 61791784 |

51

51

53

L6

57

8B7D 08
BD45 FC
33DB

50

837D 08
835D FC
E& ASD00000D

5F

5E

BBC3

5B

Co

C2 2000

jmp <hook_CertGetCertiticateChaimn=

FOUSTT X
push ecx
push ebx
push esi

i,dword

¢, dword

(, ebx
push eax
mov dword ptr
mov dword ptr
call crypt3z.7e03
[ N |

T
(=l TR =

CertGetCertificateChain

hook_trampolinel_target

end of CertoetCertificateChain

ebp ; hook_CertGaetCertiTicateChain

mov ebp,esp
ebx
edi
esi

mov esi,dword ptr
857
word ptr
word ptr
word ptr
word ptr
word ptr
word ptr
word pir

dword ptr =

To_trampolinel

eax
calll Zoreco
add esp,s
mov ebx,eax
and bl,1
edi
(=R
call 21xz400
add esp,8
mov cl,1
test al,cl

mov esi,dword ptr

esi
call EEZ5F0
add esp,8
test al,l

1AEGSC

mov bl,1
mov dword ptr
mov dword ptr

moOVZX eax,bl
esi
edi
ebx
ebp

e 20




Hooked: CertGetCertificateChain

617917 EBA
7603604

E& ASB0Q00000

5F

LE

BBC3

5B

CS
759A6D5C C2 2000

callicrypt32.CertGetCertificateChain

| push ecx

ebx

25

edi
mov edi,dword ptr 0+
Tea eax,dword ptr :flebp-a§
xor ebx,ebx

eax
mov dword ptr :llebp+&M, edi
mov dword ptr tflicbp-4ff, ebx
call cryvpt3z 76036095

| hook_trampolinel _target

fend of CertGetCertificatechain

qmp crypt3z.7e036004

CertificateChain=
ook_CerteetCertificateChain

f 851 ,dword ptr

push esi

push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr

L word gt “':,"'
| call dword ptr d=:

to_trampolinel

RO =07, <=d
push edi
push eax
call zoFecCo
add 3

call 212400
add esp,B
mov cl,1
test al,cl
jne 1AE6&9C

mov esi,dword ptr ds: [esi
push «

push esi

call 2125F0

add esp,8

test al,1

jne 1AEG&SC

OO1AEGSC

mov bl,1

mov dword ptr ds:
mov dword ptr ds:

OO1AEGIC
moVvZX eax,bl
pop 251
pop
pop
pop
ret




7603604

759A6D5C

20

ES 6179178A
51

L1

53

56

57

867D 08
BD45 FC
3I3DE

50

837D 0B
835D FC

E& ASB0Q00000

5F

LE

BBC3

5B

CS

C2 2000

mov edi,dword ptr H (=
Tea eax,dword ptr :llebr

xor ebx,ebx
eax
mov dword ptr :llebp
mov dword ptr H S
call cryvpt3z 76036095
[ B N |

edi

esi
mov eax,ebx

ebx

| S 20

|
|hook_trampolinel_target

fend of CertGetCertificatechain

ebp
mov ebp, esp
dmp crypl32.76036CD4

setCertificatechain
hook CertGetCert1f1cateCha1n

mow £

i,dword ptr ss:|[lebp ]
push esi

push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dwoard ptr
call dword ptr

 to_trampolinel

mov dword ptr
mov dword ptr

push edi
push eax
call zoFecCo
add esp,
mov ebx,eax
and b1,
push edi
push esi
call 212400
add esp,
mov cl,
test al,cl
jne 1AE6&9C
1
!
0 O01AEGTE
1 mov esi,dword ptr ds:[esi]
: push
! push esi
- call 2125F0
0 add esp,
! test al,
: jne 1AE&S9C
1
: I
1
i
! O01AEGEC
[ mov b1,
1
1
1
1
1
1
1
1

OO1AEGIC
moVvZX eax,bl
pop esi
pop edi
pop eb
[aTuTa =1

FEE 20 I




Inline Hooking: Hotpatching

* |nline hooking is officially supported

e The hotpatching support can significantly simplify the operation of setting the inline hook

« |f the application is hotpatchable, then just before the prolog we can find: additional instructions:
« MOV EDI, EDI, and 2 NOPs

4BDF3
4BDF4

4BDFS

4BDF&

4BDFT

4BDF8 NOE

4BDFS iy cEFF MOV EDI, EDI ! support hotpatching
4BDFB 55 IUSH EBE

4BDFC BBEC MOV EBP, ESP

4BDFE S1EC3E040000 SUB ESP, 0438

4BE04 B1E0S0ELTT MOV EAX, [OHTTERE0E0] TN

4BE0S 23CE HOLR EAX, EBE




Inline Hooking: Hotpatching

« MOV EDLEDI -> 2 BYTEs : can be filled with a short jump
o a NOPS -> a BYTEs : can be filled with a CALL

4BDF3 5D DOP EED
4BDF4 ES12000000 v CALL 0X77EZBEOB

4BDF3 W EBFS r |:§.:|1{P SHORT OX77EZBDF4 ‘patch created
4BDFB 55 PUSH EBP

4BDFC BBEC MOV EBP, ESP

4BDFE B1EC38400000 SUB ESP, 0X438

4BEO04 A1BOGOEATT MO EAX, DWORD PTR [0X7T7ER&0E0]
4BEOS 33C5 HOR EAX, EBP

4BEOB ES45FC MOW DWORD PTE [EBP — 4], EBRX
4BEQE EB4510 MOV ExX, DWORD ETE [EEP + 0X10]
4BE1l ESB5EQFEBFEFEE MOWV DWORD PTE [EBP - 0H420], ERX

4BE17 o4R118000000 MOV ERX, DWORD PTR FS: [0K1E]

-— srssasnnen srssasnnene



Inline Hooking: Hotpatching

* Hotpatching support can be enabled in the compiler options:

A5M List Location £({IntDir)

Assembler Qutput Mo Listing
Optimization Basic Runtime Checks Default
Preprocessor Erowse Information File &{IntDir)
SELZETEELIN C++ Language Standard
Language Calling Convention __cdecl (/Gd)
Common Language RunTime Support
Compile As Compile as C++ Code (/TF)
Conformance mode Mo
Consume Windows Runtime Extension

- . Contraol Flow Guard
Command Line W

4 Linker
General Debug Infermation Format

Input Diagnostics Format

Manifest File Disable Language Extensions

- srssasnnen srsssnnnene -



Inline hooking: common steps

. GetProcAddress(<function to be hooked>)

.. VirtualAlloc:alloc executable memary for the trampoline

3. Write the trampoline: copy the beginning of the function to be hooked, and
the relevant address (common opcode;: OxES : JMP)

4 VirtualProtect - make the area to be hooked writable

g.  Write the hook (common opcode; OxE 9 ; JMP)
VirtualProtect - setthe previous access

oooooooooooooooooooooo



Inline Hooking - the pros

* The hook works no matter which way the function was called

* Hook once, execute by all the modules loaded in the process

oooooooooooooooooooooo



Inline Hooking - the cons

e We need to overwrite the beginning of the function, which means:
e Parsing assembly is required (in order not to corrupt any instructions, and
make a safe return)

« Additional space must be used for the trampaoline (where the original
beginning of the function will be copied, allowing to call the original version
of the function )

» Making a stable hooking engine requires solving the concurrency issues:
the function that we are just hooking may be called from another thread

oooooooooooooooooooooo



Inline Hooking - libraries

e [here are ready-made open source libraries for inline hooking.
Examples:
e M3 Detours:
e MinHook:

e ..and others

e [hose libraries are also used by malware!

oooooooooooooooooooooo


https://github.com/microsoft/Detours
https://github.com/TsudaKageyu/minhook

Inline hooking detection

e [nline Hooking is detected i.e. by PE-sieve/HollowsHunter

Pe-sieve.exe /pid <my_pid> (detects inline hooks by default)
Hollows_hunter.exe /hooks (hook detection can be enabled by /hooks)

|==| /hab 0000 user32 dl tag k4

ecTorCreatelindowExW—->»402551 [4000004+2551 s hook

—

1e98]1 ;CharlUpperW->4017Tbe [400000+17be thooked.exe:0] ;5




Fxercise 1

e The sample hooked application:

e Run the crackme that has both inline hooks, and IAT hooks installed
« Scan the application by PE-sieve

e Analyze the reports, and see what can we learn about the hooks

oooooooooooooooooooooo


https://drive.google.com/file/d/1CJL4tLlnbaMj-nC9Mw7BOqc9KhNZGTH1/view?usp=sharing

Fxercise ¢

e Sphinx Zbot

e This malware installs variety of inline hooks in available applications
e Scan the system with Hollows Hunter to grab the hook reports

e Examine the hooks

e Compare them with the - find all the hooks
that overlap in both

oooooooooooooooooooooo


https://www.virustotal.com/gui/file/07ff5290bca33bcd25f479f468f9a0c0371b3aac25dc5bb846b55ba60ca658ed/detection
https://github.com/malwarezone/Zeus

