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Glossary

Word

Meaning

Meaning

Word

Meaning

Meaning

ASIC

ASN

CDN

CIDR

CPU

DDOS

DL

Application-Specific
Integrated Circuit

Autonomous System
Number

Content Delivery Network

Classless Inter-Domain
Routing

Central Processing Unit

Distributed Denial-of-
Service

Download

Domain Name System

DNS-over-HTTPS

DNS-over-QUIC

DNS-over-TLS

DNS-over-UDP

Deep Packet Inspection

Datagram Transport Layer
Security

Encrypted Client Hello

Encrypted Server Name
Indication

Great Firewall

gRPC Remote Procedure
Call

Hypertext Transfer Protocol

Hypertext Transfer Protocol
Secure

HttpUpgrade (=WebSocket)

Internet Control Message
Protocol

Internet Key Exchange
version 2

Institute for Research in
Fundamental Sciences

Internet Protocol Security

Internet Protocol Version 4

Internet Protocol Version 6

Iranian Great Firewall

ISP

L2TP

MCI

MTN

NIN

OBFS

P2P

PPTP

QUIC

SNI

SSH

SSTP

SYN

TCI

(Table 1 - Glossary)

Internet Service Provider

Layer 2 Tunneling Protocol

Mobile Communication
Company of Iran

Irancell

National Information
Network

Obfuscation

Peer-to-Peer

Point-to-Point Tunneling
Protocol

Quick UDP Internet
Connections

Server Name Indication

Secure Shell

Secure Socket Tunneling
Protocol

Synchronize

Telecommunication
Company of Iran

Transmission Control
Protocol

Telecommunication
Infrastructure Company

Transport Layer Security

The Onion Router

User Datagram Protocol

Upload

Universal Transport Layer
Security

Virtual Private Network

Virtual Private Server

WebSocket
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Brief History of the Iranian Great Firewall (IRGFW)

Before the tragic death of Mahsa Aminillll2l the Islamic Regime of Iran's internet filtering system was
relatively unsophisticated, the primary methods used were DNS and SNI blocking, which blocked non-TLS
and TLS connections to foreign |IP addresses. Deep packet inspection (DPI) and active probing technologies

were minimal and largely invisible, indicating a less comprehensive approach to controlling internet traffic.

The situation drastically changed following Mahsa Amini's death and the subsequent nationwide protests.
The Telecommunication Infrastructure Company (TIC) and other entities significantly upgraded the
nation's internet censorship infrastructure. This involved acquiring and importing advanced firewall and

DPI hardware, marking a shift towards a more rigorous and sophisticated internet control system.!®!

Iran has been increasingly inspired by the Chinese internet censorship model, often called the "Great
Firewall of China.“!4l Despite official claims that Iran is not directly following China's example, there are
undeniable parallels in the methods and strategies employed.®! Iran has developed its national internet
infrastructure, aiming to increase domestic Internet traffic to 70% of the total internet traffic in the
country, similar to China's promotion of local internet services to reduce reliance on global

platforms.léll71i8]

In addition to hardware upgrades, Iran has imposed stricter regulations on internet platforms, requiring
them to comply with local laws or face censorship. This project, called “Sianat” aims to create a controlled
internet environment that minimizes the influence of foreign platforms and increases the government's

control over digital content and communication.!?!
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IRGFW: Digital Boundaries

The IRGFW also features extensive use of DPI to inspect and filter internet traffic at a granular level. This
technology allows the government to block specific websites, monitor internet usage, and prevent access to
certain content. The primary consumer ISPs in Iran, such as the Mobile Communication Company of Iran (MCI),
IranCell (MTN), and the Telecommunication Company of Iran (TCl), connect upstream to the TIC (AS49666), which
houses the primary firewall. This centralization ensures that blocking and filtering measures are uniformly

enforced across all ISPs. [10111]

The nationwide implementation of these advanced technologies and strict regulatory policies has significantly
enhanced Iran's ability to monitor and control internet usage. This transformation reflects a broader trend
towards increasing digital authoritarianism, leveraging state-of-the-art technologies to control information and

suppress dissent.

The lranian Great Firewall (IRGFW) is a complex and repressive internet censorship and surveillance apparatus. By
employing advanced network filtering and traffic inspection techniques, it enforces pervasive restrictions on
online communication and information access. Despite its oppressive nature, it is considered among the world’s
more formidable national censorship systems, integrating multiple technological and policy layers to strictly
regulate and monitor internet traffic within lran. This report provides a detailed technical analysis of the IRGFW'’s

infrastructure and operational mechanisms to better understand how it achieves its high level of control.

At its core, the IRGFW operates through a coordinated effort involving major Internet Service Providers (ISPs) and
the Telecommunication Infrastructure Company (TIC), which serves as the primary upstream provider. Through
deep packet inspection (DPI), IP blocking, and other advanced network management techniques, the IRGFW
enforces stringent controls over data flow. Understanding the architecture and operation of this system is crucial

for comprehending the extent and efficiency of internet censorship in lran.

First, we need some basic understanding of how and where the I[ranGFW (IRGFW) works. And for sure, we can say it

is a unique set of firewalls.
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Iran AS Cones and Firewalls

Major consumer Iranian ISPs are:
1. MCI (as197207)112

2. MTN (As44244)[13]

3. TCI (As548159 + AS12880) [14115]

All internet operators will go upstream to the Telecommunication Infrastructure Company (TIC) -

AS49666, which houses the primary firewall and gateway.!1°]

Each of these ISPs has different types of firewalls, and all other operators will follow one of these

firewalls. For instance, when an IP address gets blocked on ASIATECH, it is blocked on

PISHGAMAN, FANAVA, and MOBINNET. This is true for the DPI and firewall itself as well. The

most advanced firewall belongs to the MCI operator (the biggest mobile operator in Iran).

However, these firewalls (especially MCI) are sometimes turned off due to countrywide events. The
TIC (AS49666) primary firewall will be used when the ISP firewall is turned off. For instance, when
the MCI firewall is turned on, the TIC firewall will be overridden; thus, when an |IP address gets
blocked on MCI, it won’t be blocked on TIC to some extent. After some time (based on a “time-pattern”
that we discuss in this report), the blacklist database will be synced to TIC (AS49666), and then it’s

blocked on all ISPs.

The IPM (AS6736) Internet provides access to free Internet without the restrictions of the primary
(AS49666) firewall. This organization is one of the oldest and was originally established for elite
individuals, government officials, and verified researchers. Additionally, it has a strict bandwidth

limit, typically capping at 10/100 Mbps.!16117]
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DNS Situation

DNS requests are subject to DPI, which often results in frequent poisoning and disruptions of DNS queries.
Requests to well-known DNS providers are consistently graylisted, regardless of the encryption method used—
whether DNS over UDP (DoU), DNS over TLS (DoT), DNS over HTTPS (DoH), or DNS over QUIC (DoQ). This issue is so
widespread that, in many cases, it is necessary to rely on the DNS servers provided by the ISP for domestic (local)

connections, particularly for traffic routed through the IRGFW.[2>]

However, users can mitigate these disruptions by setting up their own DNS servers using encrypted protocols

(DoT, DoH, or DoQ). This approach enables users to bypass DNS poisoning, but it introduces two key challenges:

* Graylisting of Destination IPs: If the destination IP address is graylisted, the TLS handshake process may

fail, preventing the establishment of DoT and DoH connections.

« Using DoQ: If UDP traffic is allowed to the destination IP, DoQ can be used to overcome the restrictions

associated with the TLS handshake, ensuring secure DNS resolution despite DPI interference.

These challenges underscore the need for advanced DNS management techniques that address both the use of

encrypted DNS protocols and the complexities introduced by DPI and graylisting.
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DNS Situation

DNS-over-HTTPS (DoH)

In this scenario, we configure a DoH server with a whitelisted |IP address and an SNI domain. The server listens for DoH requests on both port 443 and port 8443,
with Nginx acting as the web server for general HTTP/HTTPS traffic. Both ports are accessible from a standard web browser, allowing the associated website to
load normally. However, when using a popular DNS client (e.g., YogaDNS), DoH requests are blocked. Specifically, ClientHello messages are successfully transmitted

to the server, but no corresponding ServerHello messages are returned, causing the DoH connection to time out. This behaviour suggests a filtering mechanism

affecting the DoH handshake process, preventing the successful resolution of DNS queries over HTTPS.
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Frame 6351: 341 bytes on wire (2728 bits), 341

Ethernet 11, Src: Inte NG cc), 0st: I, © )

Internet Protocol Version 4, Src: 10.10.2.205, Dst: 193.149.129.145
Transmission Control Protocol, Src Port: 60203, Dst Port: 8443, Seq: 1, Ack: 1, Len: 287

Transport Layer Security
Ml TLSv1 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)
Length: 282
» Handshake Protocol: Client Hello
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bytes captured (2728 bits) on interface \Device\NPF_3D1983690-D354-4E6A-A86D-D41216983DB2%, id ©

(Image 1 - DoH)
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https://github.com/irgfw/irgfw-website/blob/main/static/images/project1/Project1-Image1-DoH.jpg

DNS Situation
DNS-over-TLS (DoT)

In this scenario, we configure a DoT server to listen on port 853, (which also supports DoQ). A DoT request is sent to the server; however, similar to the previous
DoH scenario, the TLS handshake fails. While ClientHello messages are transmitted successfully to the server, no corresponding ServerHello responses are
received, resulting in a timeout. This indicates that the TLS negotiation is being blocked or interrupted, preventing the establishment of a secure connection for

DNS resolution over TLS.
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(Image 2 - DoT)
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Frame 1208: 240 bytes on wire (1920 bits), 240 bytes captured (1920 bits) on interface \Device\NPF_3D1983690-D354-4E6A-A86D-D41216983DB2%, id ©

Ethernet II, Src: Inte NG :c>, Dst: I © - )
Internet Protocol Version 4, Src: 10.10.2.205, Dst: 193.149.129.145

v Vv VvV Y

Transmission Control F?rotocol, Src Port: 59915, Dst Port: 853, Seq: 1, Ack: 1, Len: 186 !h:
¥ Transport Layer Security . ‘ ..
v TLSv1l.2 Record Layer: Handshake Protocol: Client Hello -
Content Type: Handshake (22) 1 1
Version: TLS 1.2 (0x0303) GFW

Length: 181

» Handshake Protocol: Client Hello |rng-r6port
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DNS Situation

DNS-over-QUIC (DoQ)

In this scenario, DoQ requests are transmitted using the Datagram Transport Layer Security (DTLS) protocol, which operates over UDP but provides
encryption similar to TLS. Since the DoQ requests are encapsulated in DTLS, they bypass the traditional filtering mechanisms of the IRGFW— as the
firewall does not yet recognize this DTLS fingerprint from this specific client. Consequently, the connection is established successfully without

disruption, allowing DNS queries to be resolved over QUIC without interference.

No. Time Source Destination Protocol Length Info

T 18 A2 10.10.2.205 195.149.129.145 DTLS 1053 Continuation Data
19 L 101022205 195.149.129.145 DTLS 105 Continuation Data
24 il - 195.149.129.145 1919772205 DTLS 84 Continuation Data
25 1.40 195.149.129.145 19-160.2.205 DTLS 157 Continuation Data
26 1.40 10.10.2.205 195.149.129.145 DIIES S Continuation Data
27 1.40 195.149.129.145 T2 07205 DTLS 1753 Continuation Data
28 1.40 2SI 22205 195.149.129.145 DTLS 79 Continuation Data
55 1L 195.149.129.145 10.10.2.205 DTLS 94 Continuation Data
56 1.60 10.30.2.205 195.149.129.145 DTLS 71 Continuation Data

1935149129145 10.10.2.205 DTLS Continuation Data
195.149.129.145 DTLS I Continuation Data
q )

» Frame 18: 103 bytes on wire (824 bits), 103 bytes captured (824 bits) on interface \Device\NPF_3D1983690-D354-4E6A-AS8:
» Ethernet II, Src: Intel NG :> . ost: I - >
» Internet Protocol Version 4, Src: 10.10.2.205, Dst: 193.149.129.145
v User Datagram Protocol, Src Port: 54929, Dst Port: 853

Source Port: 54929

Destination Port: 853

Length: 69

Checksum: 0x5054 [unverified]
[Checksum Status: Unverified]
Stream index: O]
Stream Packet Number: 1]

» [Timestamps]

UDP payload (61 bytes)
v Datagram Transport Layer Security

DTLS Record Layer: unrecognized content type 0x53

746 149555

747 16955 10.10.2.205

LI | LA =)

(Image 3 - DoQ)
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UDP Situation
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UDP Situation

First, we should separate the regular UDP and the Unidentified UDP (or Unknown UDP). Regular UDP or
UDP generally has fingerprints and identification, like Skype, Zoom and Facetime video calls. Also, a

normal Wireguard handshake is based on known UDP; thus, it's easily identifiable and fingerprinted.[18!19]

On the other hand, Unknown UDP refers to UDP handshake or traffic that cannot be immediately
recognized or matched to a known application or traffic by network monitoring and security tools. This
type of traffic is often characterized by its need for more identifiable signatures, making it challenging to

determine its purpose or source.

Unknown-UDP Characteristics:

* Obfuscation: Used to hide true traffic nature, common in VPN services like obfuscated WireGuard.
* Proprietary Protocols: Custom applications using unique communication methods.

* Encryption: Encrypted traffic does not match known patterns, often seen in P2P applications and

security tools.
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UDP Situation

In I.R. Iran, WireGuard handshakes to foreign IPs are likely blocked through the IRGFW by silently dropping UDP packets when it detects what
appears to be a standard WireGuard handshake.l20] |n some cases, rate limiting may also be applied to degrade the performance of such connections.
This blocking mechanism can potentially be bypassed by adding noise or simulating other handshakes (or any other known bytes) before the actual
WireGuard handshake. The firewall seems to rely on identifying specific byte patterns in the handshake rather than employing complex regex or deep

inspection techniques, which may allow for obfuscation to evade detection.

The firewall appears to buffer or DPIl up to 17 KB of UDP (and TCP as well) traffic connection per IP:Port combination, analyzing this data to detect
WireGuard-specific fingerprints. Beyond this buffer, further traffic is not inspected. The blocking mechanism seems to target high UDP ports (above
1024), while widely used ports like 443 generally remain unaffected. This focus on high ports might make typical WireGuard configurations more

susceptible to inspection.

Although UDP is stateless, firewalls often maintain a temporary "connection-like" state for UDP traffic. For example, they associate packets with an
|P:Port pair and treat it as a pseudo-session for a limited time (typically five seconds). This state allows the firewall to monitor multiple packets in a flow

and identify patterns, such as a WireGuard handshake.

One possible approach to mitigate detection could involve implementing variable-interval port hopping!2l, where the port changes at randomized
time intervals. This might reduce the likelihood of fingerprinting by introducing unpredictability into traffic patterns. Additionally, altering handshake

patterns dynamically and obfuscating payloads may further complicate the firewall’s ability to effectively identify and block WireGuard traffic.

Over time, the firewall appears to adapt by recognizing and blocking specific handshake patterns, particularly in cases where repeated traffic is
observed between specific IP ranges or data centers. This behaviour suggests the possibility that the firewall can learn and respond to repeated
patterns. These observations underline the need for continued experimentation with obfuscation techniques and randomized traffic behaviour to

maintain reliable connectivity and potentially outpace the firewall’s evolving detection capabilities.
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UDP Situation

In this scenario, we observe that a standard WireGuard handshake is consistently being blocked by the firewall at the packet level, occurring at
intervals of every 5 seconds. Notably, this 5-second interval is not part of a KeepAlive mechanism, as it’s explicitly disabled in this configuration.

Despite the firewall's targeted blocking of the WireGuard handshake, there are no ICMP error messages observed, and the destination IP address
continues to respond to ping requests without issue. This behaviour indicates that while the firewall is specifically filtering out WireGuard handshake

packets, it does not interfere with general network traffic such as ICMP, ensuring basic connectivity checks remain operational.

No. Time Source Destination Protocol Length Info Dest Port
WireGuard Handshake Initiation, sender=0xAB8758DE 54571
WireGuard Handshake Initiation, sender=0xF55CBEA3 54571
WireGuard Handshake Initiation, sender=0xD2F7CD1F 54571
WireGuard Handshake Initiation, sender=0xB11ABOOC 54571
WireGuard Handshake Initiation, sender=0xB40F9646 54571
WireGuard Handshake Initiation, sender=0xE3F156D5 54571

WireGuard Handshake Initiation, sender=0x352C1132 54571
WireGuard Handshake Initiation, sender=0x410EF8D6 54571

WireGuard Handshake Initiation, sender=0xD8D20074 54571
WireGuard Handshake Initiation, sender=0xBF418730 54571
WireGuard Handshake Initiation, sender=0x1A46B998 54571
WireGuard Handshake Initiation, sender=0x35928FC8 54571

g AYQ Hanadshake nitiatio osnader=x9r968/2A08 4

(Image 4 - Normal Wireguard)
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UDP Situation

In this case study, we observe the behaviour of a firewall that actively blocks both the WireGuard handshake and ICMP communication to the
destination IP.

Initially, we send minimal "junk" and "noise" packets to simulate traffic before attempting the WireGuard handshake. These packets accumulate in the
firewall buffer up to packet number 9472 without triggering any response. Following this, we initiate a QUIC handshake, which successfully bypasses
the firewall buffer by sending similar pre-handshake noise and junk packets. This behaviour demonstrates the firewall's ability to handle and
scrutinize WireGuard traffic differently compared to QUIC.

The critical observation here is that when the firewall blocks the WireGuard handshake, it also prevents ICMP (ping) communication to the destination
|P address. This simultaneous blocking indicates a stringent firewall policy that disrupts both VPN handshakes and ICMP traffic.

Importantly, the ICMP connectivity check here is independent of the WireGuard protocol's usual KeepAlive mechanism. Instead, a separate program
is employed to test the ICMP connection (although in Wireshark it’s written “Port unreachable”, but it results in timeouts in normal ping command), isolating the

behaviour of the firewall towards diagnostic traffic alongside VPN handshakes.

No. Time Source Destination Protocol Length Info Dest Port

B 45, WireGuard 190 Handshake Initiation, sender=0xF787EFB4

3.33 6 ICMP 218 Destination unreachable (Port unreachable)
8.44 WireGuard 190 Handshake Initiation, sender=0xD1BB7F12

8.44 ICMP 218 Destination unreachable (Port unreachable)
13.68 WireGuard 190 Handshake Initiation, sender=0xD373E425
13.68 ICMP 218 Destination unreachable (Port unreachable)
18.90 WireGuard 190 Handshake Initiation, sender=0x585838EB
18.90 ICMP 218 Destination unreachable (Port unreachable)

24 .22 WireGuard 190 Handshake Initiation, sender=0xFS8CBB029

24 .22 ICMP 218 Destination unreachable (Port unreachable)

27 .40 QUIC 65 Handshake, DCID=c55c844ce8700531[Malformed Packet]
27 .41 QUIC 65 Handshake, DCID=c55c844ce8700531[Malformed Packet]
27 .41 QUIC 67 Protected Payload (KP®)

27 .42 QUIC 67 Protected Payload (KP®)

270 QUIC 69 Protected Payload (KP®O)

27 .44 QUIC 70 Protected Payload (KP®)

27 .44 QUIC 65 Handshake, DCID=b6d42c6c7177df70[Malformed Packet]
27 .44 QUIC 68 Protected Payload (KP®©)

27 .44 QUIC 65 Handshake, DCID=c55c844ce8700531[Malformed Packet]
27 .44 QUIC 65 Handshake, DCID=c55c844ce8700531[Malformed Packet]
27.44 QUIC 69 Protected Pavload (KPO

(Image 5 - Modified Wireguard)
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QUIC Situation

In Iran, the deployment and utilization of QUIC and HTTP/3 protocols face significant challenges due to stringent
government filtering policies. Although HTTP/3 has been partially adopted, its performance is severely throttled,
leading to slower speeds than HTTP/2. QUIC handshake/traffic to many international data centers is often

blocked, impacting performance inconsistently depending on the destination IP range.

Users attempting to circumvent these restrictions with tools that use QUIC as a tunnelling proxy but experience
varying success, as the effectiveness of these tools heavily relies on the specific foreign |IP addresses being
accessed. Consequently, while these proxy tools can sometimes provide faster and more secure connections, their

reliability is significantly based on Iran's pervasive and unpredictable filtering practices.!?2]

In addition to these limitations, it has been observed that QUIC traffic to certain foreign IP ranges may be blocked
selectively within the same data center, where some |IPs remain accessible while others are entirely restricted.!23]
This filtering appears to target QUIC handshakes, with specific byte patterns being flagged and blocked after
repeated use. For example, frequent QUIC handshakes from Iranian IPs to a particular foreign IP can lead to a
complete block on that connection. The filtering mechanism also demonstrates an ability to adapt and block high-
frequency QUIC traffic originating from specific IPs after reaching a threshold of traffic volume or repeated
patterns. Furthermore, QUIC traffic to Cloudflare has recently declined significantly, potentially indicating

targeted restrictions against its widespread use. [24]

To address these challenges, tools relying on QUIC need to introduce dynamic handshake and traffic obfuscation
mechanisms to evade identification by lranian DPI systems. Adjusting handshake patterns or introducing

randomness into QUIC traffic flows may help improve their effectiveness against these restrictions.
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QUIC Situation

In this scenario, we tested connectivity to a domain with a specific destination |IP where UDP and QUIC traffic are unrestricted. The handshake

process was observed in Wireshark, confirming the following sequence:

1. The ClientHello was sent from the client.
2. The ServerHello was received, completing the QUIC handshake.

3. Application-layer payloads were successfully exchanged without any interruptions.

The target server is running a Nginx with HTTP/3 (QUIC) support enabled by default. Both curl with HTTP/3 and Hysteria2 were used to validate

connectivity and handshake consistency. The results confirm that this domain and IP are fully operational for QUIC traffic, with no evidence of

filtering or throttling.

No.

|

4 v v v vw

Time Source Destination Protocol Length Info JA4 JA4S

.83 45, 172. QUIC 1522 Initial, DCID=54ab8b284029b88aed96, PKN: ©, PADDING, CRYPTO ql3de312h3_55b375c5d22e_c183556c78e2

.84 1572 45, QUIC 1125747 Handshake, SCID=e5165363 ql130200_
.84 1by (72 A5 QUIC 152D Handshake, SCID=e5165363

.84 172 - 45 . QUIC 438 Protected Payload (KP®)

.84 45, . QUIC 14522 Initial, DCID=e5165363, PKN: 1, ACK, PADDING

.84 45, - QUIC 78 Handshake, DCID=e5165363

.86 45, : QUIC 142 Protected Payload (KP®)

.86 45, . QUIC 71 Protected Payload (KPO)

.86 45, . QUIC 70 Protected Payload (KP®)

oW g () . () » - - - » Rie

363
364
365
366
367
368
512
SS
374

W W W W W W W R WN

Frame 364: 1322 bytes on wire (10576 bits), 1322 bytes captured (10576 bits) on interface \Device\NPF_32CEQ2A2F-39F1-4BC1-8F27-59A425D4B279%, id ©

Ethernet 1I, Src: I ) . 0st: I ©
Internet Protocol Version 4, Src: 172. . ost: 4s. NN

User Datagram Protocol, Src Port: 20000, Dst Port: 60062
QUIC IETF
» QUIC Connection information

[Packet Length: 131]

il S = Header Form: Long Header (1)
ST 1 xodEBTE-RNIirUe

..00 .... = Packet Type: Initial (@)

[.... 00.. = Reserved: 0]

[l 01 = Packet Number Length: 2 bytes (1)]

Version: 1 (0x00000001)

Destination Connection ID Length: ©

Source Connection ID Length: 4

Source Connection ID: e5165363

Token Length: ©

Length: 117

[Packet Number: 0]

Payload: ceae4c6a8a@cdcb2575ec174d78blaf195d7ee4a9cbe3101b7907cd8fe84fdced5a52cc1e425133d2673389b1d57b0cd432121d9c408a7d0a58d5db7164e3966d3b32e3T0c8cab6173bca32¢cb26d0999685581b94f6al

» ACK
M CRYPIO

Frame Type: CRYPTO (©0x0000000000000006 )
Offset: ©
Length: 90
Crypto Data
» TLSv1l.3 Record Layer: Handshake Protocol: Server Hello

@ QUIC IETF

(Image 6 - QUIC Handshake OK)
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QUIC Situation

In this specific scenario, the destination IP address can be connected with an obfuscated Wireguard, indicating UDP traffic is not blocked to this IP.

Then we attempt to initiate a QUIC handshake with a whitelisted domain in Iran. Despite UDP traffic successfully reaching the destination IP, the

QUIC handshake fails to complete.

When analyzing the traffic in Wireshark, we observe the client sending the ClientHello. However, all subsequent ClientHello packets are
retransmissions, indicating that the client is not receiving a response from the server. No ServerHello is observed or received by the client, which
confirms that the handshake is being disrupted after the initial client transmission.

This pattern highlights a filtering mechanism that allows UDP packets through but actively blocks the QUIC handshake process at a protocol-specific
level. Such targeted behaviour underscores the sophistication of the filtering system and the need for advanced obfuscation techniques to bypass

these restrictions. However, when testing with a non-blocked domain, the blockage consists.

lo. lime Source Destination Frotocol  Length Inio JA4
— 9354 4.32 5 172.232.44.81 QUIC 1322 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, PKN: ©, PADDING, CRYPTO ql3do312h3_55b375c5d22e_c183556c78e
4. 6 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, 1, PADDING, CRYPTO
4. 6 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, 2, PADDING, CRYPTO
4. 6 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, : 53, PADDING, CRYPTO
4. 6 Initial, DCID=62bob3c512a1a4601e9b1b0av0575d, 4, PADDING, CRYPTO
- 6 Initial, DCID=62bOb3c512a1a4601e9b1b0a00575d, 5, PADDING, CRYPTO
- 6 Initial, DCID=62bOb3c512a1a4601e9b1b0a00575d, : 6, PADDING, CRYPTO
7/ 6 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, 7, PADDING, CRYPTO
The 6 Initial, DCID=62b0b3c512a1a4601e9b1b0a00575d, 8, PADDING, CRYPTO

Frame 9354: 1322 bytes on wire (10576 bits), 1322 bytes captured (10576 bits) on interface ens192, id ©
Ethernet II, Src: VMware o), ost: -
Internet Protocol Version 4, Src: 6_ Dstis 172.252.44 581
User Datagram Protocol, Src Port: 57951, Dst Port: 20000
QUIC IETF
» QUIC Connection information
[Packet Length: 1280]
g b = Header Form: Long Header (1)
o= N Ej xedl Bl E TR riie
Packet Type: Initial (@)
s . Reserved: 0]
[T 01 = Packet Number Length: 2 bytes (1)]
Version: 1 (©x00000001)
Destination Connection ID Length: 15
Destination Connection ID: 62b@b3c512a1a4601e9b1b0av0575d
Source Connection ID Length: ©
Token Length: ©
Length: 1255
[Packet Number: 0]
Payload [truncated]: 661240ed17a4ae52719087a84dc55ee0f23ebc7a8a2d1a8dbe64014cafs5ce5b6bb78fc19503580398100bc952F3ddeb525da2a6c2058fb50083ffb2b22e4ae18632219b3079fefe78b740c8c395ceef
» PADDING Length: 958
¥ CRYPTO
Frame Type: CRYPTO (©x0000000000000006 )
Offset: ©
Length: 275
Crypto Data
» TLSv1.3 Record Layer: Handshake Protocol: Client Hello
» JA4 Fingerprint

« v Vv Vv v

1]
()
o
O -
O -
Il
Il

(Image 7 - QUIC Handshake NotOK)
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|P Address Situation
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|IP Address Situation

IRGFW has three lists: WhitelList, GrayList, and BlackList. The history of an IP address is a significant factor in this matter.

*  White IP: The IP should be from a relatively unknown data center; no one has used it for VPN/Proxy for the last three months. (Or more!) It should

also be manually whitelisted on ISP databases. Thus, sometimes, an extremely unknown data center |IP address could be blocked faster because it

has not been whitelisted in the IRGFW database.

* Gray IP: The IRGFW designates specific IP addresses as "gray" when suspected of being used for VPN or proxy purposes but lacking sufficient
evidence to warrant an immediate block. These IP addresses, often belonging to major data centers, are subject to periodic traffic analysis and data
collection, likely contributing to limited upload speeds and high jitter. By default, the IRGFW categorizes an IP address as gray and continuously

monitors it, gathering traffic samples. Based on the collected data and observed usage patterns over time, the IRGFW will decide whether to block

the IP address permanently.

« Black IP: After analyzing sufficient data from Gray IPs, the IRGFW may escalate an IP address to Black |IP status. This results in complete or partial

blockage using different patterns:

 TIC and TCI: These patterns block all types of traffic to the IP, including ICMP, SSH, TLS(v1.0~v1.3), HTTP, and others.
 MCI: When the firewall is active, it explicitly blocks the ServerHello phase of the TLS handshake, disrupting secure connections.
« MTN: This pattern inconsistently blocks traffic, sometimes targeting SSH and TLS protocols and only TLS.

These strategies are part of the IRGFW's comprehensive approach to controlling and limiting VPNs and proxies within the country.

IPvé6 Situation

IPv6 has not yet reached mainstream adoption across most operators. However, it is available for mobile users on networks like MCI and MTN,
provided the user manually enables it. On these IPv6 addresses, DPI is typically disabled by default, making them less scrutinized. Nevertheless, the

fundamental IRGFW rules—such as categorizing IP addresses into WhiteList, GrayList, and BlackList—still apply, though with less stringent

enforcement compared to |Pv4.
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Time Pattern

We have identified specific patterns related to block timings. The TIC primary firewall synchronizes daily at 6:00 AM and 12:00 PM (UTC+03:30).
Consequently, when referring to a TIC firewall test, it implies that the TIC will block the servers exclusively during these synchronization periods. In

contrast, the MCl firewall may block an IP address or domain at any time during the day, following its time-based patterns.

For clarity, "moderate" traffic is defined as symmetrical traffic of 100 Mbps on the server.

 Timepattern1: 4h-1d-4d- 1w -40d

 Timepattern2: 1h-4h-2d-2w-40d

1. Time Pattern 1: Set up a proxy server with Xray-core like VLESS-TCP-Reality(Vision) (Combination is unimportant). Flow some moderate traffic on it. If
the IP address didn’t block after 4 hours, it will likely work for 1 day (The TIC firewall test). If the IP has not been blocked, it will likely work for 4 days
(Another TIC firewall test). And if it is not blocked yet, it will probably go for 1 week (The MClI firewall test). If passed, it would likely work for 40 days, but

after this period, there were so many random factors that we couldn’t find any patterns.

2. Time Pattern 2: Set up a proxy server like the above. Flow some moderate traffic on it. If the IP address didn’t block after 1 hour, it will likely work
for 4 hours. If the IP has not been blocked, it will likely work for 2 days (TIC firewall test). And if it is not blocked yet, it will probably go for 2 weeks
(The MCl firewall test). If passed, it would likely work for 40 days, but after this period, there were so many random factors that we couldn’t find any

patterns.

When an IP address is Graylisted, it will never go to Whitelist again! So, when IRGFW throttles the IP address, we can say the IP is gray, and when the
|P is blocked, it is in BlackList. Most of the time, after 40 days, the IP will be unblocked again, but now the IP is gray and may have some limitations on
DL/UL speed and high jitter in some cases. This pattern will occur for every foreign IP address range, primarily for famous data centers and hosting

services that can be used for VPN/Proxy servers; or too infamous ASNs that are not in the default firewalls whitelists.

This “gray-listing” can be used for protocols as well. As we discussed, HTTP3/QUIC and UDP are Graylisted by default unless the client's fingerprint
(e.g. User-Agent in HTTP handshakes or UTLS in Client-Hello) does not match any of the firewall databases and the destination IP address has not been
graylisted yet.
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Active-Probes
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Active-Probes

IRGFW “had” an active-probing system back in September 2023, and we extracted some of the used IP addresses.26!Some of our test servers were
even impacted by various DDoS attacks, which maxed out the server CPU usage.l?”! These |P addresses were handled in these tests on the server

using Xray-core.

But from early January 2024, IRGFW no longer uses Active-Probes. There are no signs of probes on any servers, and we guess they upgraded the

IRGFW to be more precise and optimized on the passive side, as we'll discuss in this report.
In the image below we recorded most of the IP CIDRs that we detected as Probers. Our test method is inspired by gfw.report team.[28!

In the following pages, we cumulated all of our Active-probe tests into three types. Most tests were done with Xray-core and others with various

cores and methods in Iran.

Iran's GFW Active Probing Test

Num of Probes

Num of

AS Number Org/Name Probes

IP Ranges

80.191.0.0/16
(80.191.69.0/24)
(80.191.64.0/24)
78.38.0.0/16
78.39.0.0/16
217.218.0.0/16
(217.218.80.0/1¢)
2.187.0.0/16

AS58224 Iran Telecommunication

Company PJS (TCl) 6783

Telecommunication
AS48159 Infrastructure Company
(TIC-AS)

2.189.42.0/24

el 2.184.0.0/16

Telecommunication
AS49666 Infrastructure Company
(TIC-GW-AS)

2067 2.188.28.0/24

AS21341 Soroush Rasanheh

Company Ltd (SINET-AS) 62.220.121.0/24

105

Information Technology
AS12880 Company (ITC) (DCI-AS) 2.188.170.0/24

AS58224 AS48159 AS49666 AS21341 AS12880

(Image 8 - APO)
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Active-Probes
Test Type 1

Here, The server, utilizing VLess-TCP-Reality protocol (Port 2053), operated for 24 hours, transferring ~2TB of data before being blocked. Legitimate
SYN requests grew steadily, peaking at 332 in hour 19. However, probing activity—likely from the IRGFW—began at hour 5, with a sharp increase

during hour 16 (64 probe SYNs alongside 301 legitimate SYNs). This suggests deliberate targeting as part of censorship enforcement mechanismes.

Key Observations:

* The Iranian firewall's probes escalated alongside traffic, indicating active surveillance and filtering efforts targeting circumvention tools.

* Despite blocking IR domains and IPs, the server was overwhelmed due to insufficient fallback mechanisms (e.g., Nginx fallback) and the absence of

adaptive defensive strategies.

» Traffic and probe spikes during hours 16-19 reflect a coordinated probing strategy, likely aiming to detect and disrupt encrypted

communication methods.

Number of SYN Received Across Time ] ]
Number of SYN Received Across Time

Legitimate
Clients LR AR lAE # SYN Numbers are divided by

100 for better readability.
VLess-TCP-Reality
Port: 2053
Flow: None
SNI: ftp.debian.org:443

Legit1 ‘e Clients

~300Gb Traffic
Transferred. Server Status BLOCKED
Probe Started. Runtime 24 Hours
Total Traffic 2TB

Prober

® oo 5O O00|0|o

1
2
3
4
5
o)
7
8
9

= e
N = O

Nginx Fallback No
IR Domains & IPs | Blocked on Server

Number of SYN Received

Traffic Increased
Probes Increased

Server Blocked. ~1950Gb Traffic

Transferred. 16 11 12 13 14 15 16 17 18

Relative Time (Hours)

K3
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Active-Probes

Test Type 2
The server, running VLess-TCP-Reality on Port 8080, operated for 75 hours, transferring ~8TB of data without being blocked. Legitimate traffic steadily
increased, peaking at 343 SYNSs by hour 68. Probes, likely from the lIranian firewall, began after transferring 1.2TB of data (hour 24) and spiked during hours 55 and
68, reflecting active targeting by censorship mechanisms.
Key Observations:

* Probesescalated alongside legitimate traffic, peaking at 343 SYNs (hour 68), indicating persistent attempts to disrupt encrypted bypass mechanisms.

 Despite sustained probing and increased traffic, the server remained operational, demonstrating resilience against active filtering efforts.

Number of SYN Received Across Time
Number of SYN Received Across Time
Relative Legitimate ~
Time g . Probers XRAY CONFIG
Clients o
(Hours) *# SYN Numbers are divided by
100 for better readability.

V0less-1CP-Reality
Port: 8080
Flow: xtls-rprx-vision

SNI: ooklaserver :8080

| egitimate Clients

NOT BLOCKED
| Runtime |  75Hours |
Total Traffic Probers

WRN OB WNE- O

Nginx Fallback
IR Domains & IPs | Blocked on Server

1.2 TB Traffic
Transferred;
Probes Started.

K Rlovojojolo ojojooojojojoo ojojoo|ojojooooo
SYN Received

Number of

Redundent Data
Hidden.

Maijor Traffic
increased; Probes
increased.

Major Traffic
increased; Probes
increased.

o
Server Shutdown. ‘ - .

1 1 1 1
© 12 3456 7 8 910111213 14151617 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 .--
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Active-Probes

Test Type 3
The server, running VLess-TCP-Reality on Port 443, operated for 145 hours, transferring ~21TB of data without being blocked. Legitimate SYN requests steadily increased throughout the

runtime, peaking at 1986 during hour 135. Probing activity, likely originating from the Iranian firewall, began after 4.2TB of data was transferred (hour 61) and intensified during three major spikes:
hours 90, 117, and 132.

Key Observations:

* Probes began at hour 61 and grew significantly during major traffic surges. Probes peaked alongside legitimate traffic at 1986 SYNs during hour 135.
 Each major increasein legitimate traffic triggered a corresponding spike in probes, indicating systematic filtering efforts targeting high-traffic periods.

» Despite heavy traffic and persistent probing, the server remained operational, demonstrating robustness against the censorship mechanisms deployed.

Number of SYN Received Across Time

Probers XRAY CONFIG

Number of SYN Received Across Time

# SYN Numbers are divided by
106 for better readability.

VLess-TCP-Realit
Port: 443
Flow: xtls-rprx-vision

SNI: steal personal domain with.com tld

-| egitimate Clients

NOT BLOCKED
145 Hours
Total Traffic 217TB

Probers

Nginx Fallback
IR Domains & IPs Blocked on Server

O OO0 |IOI0O 0 O|I0I00|I00 000000

Redundent Data Hidden.

(eolle}le}e]

4.2 TB Traffic
Transferred; Probes
Started.

Number of SYN Received

Redundent Data Hidden.

Major Traffic
increased; Probes
increased.
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increased; Probes
increased.

Relative Time (Hours)
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Active-Probes

Summary

Test Methodology

All Active Probe tests have been consolidated into three primary categories. The majority of these tests
were conducted using Xray-core, supplemented by additional testing with various other cores and methods
across lran. The findings were consistent across both TLS and non-TLS protocols, indicating that the specific
protocol used had minimal influence on the probing behaviour of the IRGFW. Notably, approximately 90%

of our servers running TLS proxies and VPN tunnels were subject to probing by the IRGFW.

To manage these probes effectively, the Nginx webserver can be employed. It is important to note that

probers should not be blocked outright; instead, they should be configured to receive neutral HTTP status

codes (e.g., 2XX, 3XX, 404, etc.).
Probing Ratio

The average ratio of probers to legitimate SYN requests ranged from 0.2 to 0.3. This meant that for every
legitimate user, there were approximately 20% to 30% as many probes on average, indicating a relatively

high level of active probing compared to legitimate traffic.
Test Period & Relevance

Please note that these results reflect tests conducted up until September 2023 and are provided to
showcase the active probing capabilities of the IRGFW at that time. As of December 2024, these findings

are no longer applicable, as the IRGFW has since ceased using any active probing mechanisms.
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The DPI

(Deep Packet Inspection)




The DPI

TLS Situation

The IRGFW consistently performs deep inspection and fingerprinting of TLS Client

identify potential VPN or proxy traffic based on distinctive patterns, regardless of t

Hello handshakes to

ne TLS version used.

While tools like uTLS can be employed to obscure some of these fingerprints, they ¢

detection, as uTLS itself has vulnerabilities that can still be identified by sophisticated

o not fully eliminate

DPI techniques.

We developed a series of tools to measure and analyze these behaviours. For instance, we set up a Nginx

server hosting a standard website on a public (whitelisted) IP address. The site was accessible without issues

across all major Iranian ISPs using Chrome and Firefox. However, when a DNS query (using DoT or DoH) was

initiated from a popular DNS client on Windows, the TLS handshake failed to complete, resulting in a

timeout.

When we tested with uTLS (both official and fragmentation modes), the handshake was completed, indicating

that the IRGFW had fingerprinted the DNS client. This issue also affects major VPN cl

a whitelisted server IP and SNI domain, the TLS handshake times out.[32] Howeve

lents: despite having

r, when using a less

common or non-standard client with different fingerprinting characteristics, the handshake succeeds, and

the VPN tunnel is established without issues.
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The DPI

IRGFW DPI consists of two central systems:

1. The Active Part: Check each international connection's first 1-17 kilobytes. This system looks for predefined signatures in the
first packets of each stream, such as Ox16 Ox3, which indicates a possible TLS type. It then looks for the SNI extension in this
packet, which starts with Ox1 and includes the packet length. After identifying the SNI, it determines whether it is in the blocking
hashtable. If the packet is not of the TLS type, the system looks for other signatures, such as SSH or HTTP. Regarding HTTP, the

system looks for the Host header.

Previously, the system was case-sensitive and sensitive to extra spaces, but it has been updated to eliminate all spaces. This active
signature checking appears to be performed on specialized ASICs due to their high processing load, but even with powerful
processors, delays and increased ping occur. People return home in the afternoon and activate their VPNs, causing the blocking
system to become congested. It's worth noting that the operators in the active part differ, each having their own set of bugs,

indicating that the system isn't wholly consistent.

2. The Passive Part: Before the recent update (late Dec 2023 / early Jan 2024), the DPI system was fully active and could be deceived
without causing any issues. However, after the update, MCI randomly samples some of each person's connections, passively
capturing patterns of circumvention. These patterns include TLS in TLS, authentications, and standard VPN packet headers. For
example, when using VLess (V2ray/Xray), VLess sends a small authentication packet to each connection before sending the
mainstream, ensuring the client is legitimate. Furthermore, when establishing a new VPN connection with another TLS connection,
the passive blocking system searches for repeating patterns in small packets containing TLS or V2ray/Xray patterns. If the IP
addresses and domains are discovered, they are flagged and reported to the blocking system every 4 hours (time-pattern), where

they are either throttled or blocked entirely.
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The DPI

Possible Solution

To mitigate the risk of server blocking, the goal is to disrupt the patterns that enable detection. One way to
do this is by modifying traffic patterns that are easily identifiable by servers. Injecting randomized packets
at the start of each stream can help obscure the traffic's intent, making it harder for detection algorithms
to classify it. Additionally, multiplexing multiple streams into fewer connections reduces the visibility of

individual traffic flows, further decreasing the chance of detection.

For authentication traffic, injecting randomized packets and fragmenting them with varying padding and
sizes can prevent the server from recognizing predictable patterns. By making the authentication process

less uniform, you reduce the likelihood of it being flagged.

Blocking effectiveness relies on the inability to modify protocols or propagate changes to users easily. If
users can adjust traffic patterns dynamically and apply these changes broadly, it undermines the server's
ability to block based on fixed patterns. The ability to modify protocols (such as through encryption, traffic
obfuscation, or fragmentation) helps maintain anonymity and reduce the risk of detection, making blocking

attempts less effective.

This strategy hinges on continuous adaptation to avoid predictable behaviour that could be used for

blocking or filtering.
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Protocols Overview

These tests are conducted intensively with MahsaServer.com (whenever possible); other tests were conducted anonymously in the real world and with

Iranian users via the top five ISPs. The number of tests varies from 4 to 20 servers and tests for each protocol or method. The results are averaged,

and the median of the results of all protocol tests. Also, all tests are conducted directly on a foreign server, and no middle or tunnelled servers are

involved.

Socks5, SSTP, PPTP, IKEv2/IPsec: Blocked by their fingerprints to all foreign IP addresses. (Blacklist)
L2TP: Blocked. Many government officials use this protocol, but their Iranian IP addresses or IMEIs have been whitelisted. (Blacklist)

OpenVPN: Completely blocked by its fingerprint in all major ISPs. (Blacklist)

e OpenVPN + Cloak: Partially functional. Cloak was recently detected by IRGFW [29] resulting in minimal UL/DL speeds with high jitter. (Graylist)

Wireguard: Completely blocked by all major ISPs but can function without limitations on some ISPs with a clean |IP address and minimal traffic.

Higher traffic leads to quick blocking.

« Obfuscated Wireguard: As discussed in the UDP situation section, it can be used by modifying the handshake, but it’s vulnerable to fingerprinting.

Shadowsocks (old and new encryptions and methods): Mostly blocked, occasionally graylisted. Some modifications allow connectivity but with high

packet loss and jitter. (Graylist)

« ShadowSocks + Cloak: Partially functional. Detected by IRGFW with minimal UL/DL speeds and high jitter (Graylist).

MTProto: Mostly graylisted. When functional, it follows a strict time-pattern, leading to IP blockage within four days, but it can be extended to 2

weeks or more.
SoftEther: Similar to Wireguard. Blacklisted by fingerprint and follows a strict time-pattern. (Blacklist)

SSH: Partially functional on some ISPs and Gray-listed on others. Often follows a loose time-pattern. (Graylist)

« SSH-over-TLS: Partially functional and often follows a loose time-pattern. (Graylist) @ |
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Protocols Overview

V2Ray/XRay/SingBox (v5.22.0/v24.12.18/v1.10.5):

*  VMess-(TCP/WS/HU/GRPC)-NonTLS: Works with a clean IP (MCI and TCl firewalls only) but is usually blocked within four days and up to two

weeks in some cases.

* (VLess/VVMess)-(TCP/WS/HU/GRPC/H2)-TLS: Works with a clean IP but is often blocked within two weeks (time-pattern).

« REALITY/ShadowTLSv3: Mostly blocked within four days (sometimes within 24 hours) unless used with a whitelisted SNI but usually blocked
within two weeks, even with a whitelisted SNI. This behaviour strongly suggests that the IRGFW employs a reverse DNS mapping system to

identify and block these types of protocols and destination IP addresses.

Trojan: Similar to V2Ray/Xray with TLS. Graylisted and follows a time-pattern.
Hysteria2: Requires a QUIC-enabled destination IP (Page 8 - UDP section).

« Hysteria2 + Obfs (Salamander): QUIC may be completely disabled to some IPs, but Salamander Obfs can sometimes bypass this restriction if

UDP works appropriately.
TUIC/JUICITY: Similar to plain Hysteria2. Gray-listed with limited UL/DL bandwidth and high jitter.

Obfs4 (for any protocols like OpenVPN/ShadowSocks/Tor): Mostly blocked but can work on some ISPs. Gray-listed and has exceptionally high

jitter and UL limitations.

TOR (with every bridge combination): Mostly blocked. And rarely gray-listed with a limited speed.
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Protocols Overview

CDN (Content Delivery Network):

Certain Content Delivery Networks (CDNs), such as Cloudflare, are compatible with specific protocols that enhance security and privacy. A
common configuration is VLess+(WS/gRPC)+TLS, which works effectively to conceal a Virtual Private Server (VPS) IP address by routing traffic
through a CDN. This setup takes advantage of the CDN to obfuscate the source server's IP, making it harder for adversaries like the IRGFW to
directly target the VPS.

However, the SNI/Host field in the protocol configuration often serves as a vulnerability. When this field is located, the IRGFW can block it,

effectively neutralizing the traffic. To mitigate this, fragmentation techniques are employed. Fragmentation involves splitting the SNI/Host domain

into smaller components to prevent the firewall from reading or interpreting it properly. This method aims to outsmart the filtering
mechanisms.[30

Despite these efforts, there are limitations. The IRGFW may escalate its countermeasures by blocking all connections to certain CDNs that are
unable to interpret fragmented SNI/Host data. Furthermore, as of November 2024, Cloudflare appears to have implemented stricter security
measures aimed at filtering out “bot-like” traffic. Unfortunately, traffic generated by tools such as V2ray/Xray is classified as bot traffic under

these guidelines, leading to connection interruptions or outright blocking.

ECH/ESNI:

ECH, formerly known as ESNI, serves a similar purpose as fragmentation: preventing firewalls from reading the SNI domain. By encrypting the
handshake process, ECH ensures that the SNI remains hidden from middleboxes and censorship mechanisms. This encryption disrupts the

IRGFW'’s ability to inspect the unencrypted handshake, effectively thwarting many censorship attempts.

Historically, ECH and its predecessor ESNI faced outright blocking in countries with stringent censorship policies, such as Iran and China.
However, in recent years, Iran has allowed the use of ECH, providing a potential avenue for bypassing restrictions. This is in contrast to China,

where ECH and ESNI continue to be actively blocked by the Great Firewall (GFW).31!

While ECH offers robust protection by encrypting the SNI, it remains vulnerable to infrastructure-level blocks. As noted in the CDN section, if the
underlying network infrastructure (e.g., IRGFW or Cloudflare) decides to block certain types of encrypted traffic, ECH configurations can become
ineffective. This vulnerability highlights the ongoing arms race between censorship circumvention techniques and the countermeasures deployed

by oppressive regimes.
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Update on the IRGFW

As of December 2024 (and at the time of writing this report), the IRGFW has significantly scaled back its DPI
functions. This reduction has led to the deactivation or minimal enforcement of previously rigorous
blocking rules, time-based restriction patterns, and active probing protocols that formed the core of

IRGFW's stringent internet control.

Currently, the primary ISP firewalls remain operational; however, they function with reduced thresholds,
allowing only basic filtering without the in-depth traffic inspection and monitoring that DPI typically
provides. Consequently, many protocols, such as VPNs, encrypted connections, and various UDP-based
services that would normally face high rates of throttling, blocking, or graylisting, are experiencing fewer
restrictions and lower instances of disruption. The current state reflects a temporary easing of censorship
measures, as IRGFW'’s normally advanced DPI capabilities (like detecting and fingerprinting traffic patterns, active

packet sampling, and blocking via synchronized blacklists) are not being actively applied.

This reduced control intensity may allow for increased data flow and somewhat more open access to
previously restricted internet services. However, this shift may be reversible depending on future policy
decisions and technological adjustments. While this shift may be temporary, it represents a notable pause
iIn IRGFW!'s otherwise pervasive control measures, allowing for a brief window of increased connectivity

and reduced censorship across Iran’s internet landscape.
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Last Words

Censorship and circumvention engage in a dynamic and relentless battle. Circumvention methods are
continuously developed, deployed, and refined, only to be identified, disrupted, and neutralized by increasingly
sophisticated filtering systems. In response, new strategies emerge, temporarily restoring access and perpetuating

this endless cycle of adaptation and counter-adaptation.

It’s crucial to recognize that the current reduction in filtering intensity by the Islamic Republic of Iran is not a
permanent shift or a sign of leniency. Instead, it is a calculated pause, likely designed to provide time for the
IRGFW and its associated systems to train and evolve. These systems are being fine-tuned to better detect and
counteract new circumvention methods, preparing for a stricter and more effective resurgence. Such measures
will enable tighter control during politically or socially critical periods when managing the flow of information is

essential for maintaining authority.

In this environment, relying on a single method of circumvention is not just ineffective—it's dangerous. A
sustainable approach demands a diverse toolkit of techniques, used in parallel. Employing multiple methods
simultaneously—ranging from different protocols and encrypted channels to traffic obfuscation and
fragmentation—greatly reduces the risk of complete disruption. Redundancy ensures that if one method is

compromised, others remain functional, maintaining connectivity and access.

Ultimately, adaptability and strategic diversification are essential to counter increasingly advanced censorship
mechanisms. Success in this battle requires constant innovation, proactive thinking, and the deployment of a wide
range of tools to stay ahead of oppressive systems that continue to evolve. The fight for digital freedom is not a
static challenge; it demands resilience, creativity, and a readiness to meet each new restriction with stronger, more

agile solutions.
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