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Writing Good C++14... By Default

GitHub

Trending for = this week in  All Languages

Repositories Developers

@8 isocpp/CppCoreGuidelines
The C++ Core Guidelines are a set of tried-ana-

in C++

ﬂ cxxr/better-java
Resources for writing modern Java

XcodeGhostSource/XcodeGhost
"XcodeGhost" Source

\f- shu223/i0S-9-Sampler
Code examples for the new features of iOS 9.
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Already Available: “Not Your Father’s C++”

Now: Modern C++

circle* p =new circle( 42 ); auto p =make_sharedcirclex 42 );
vectorsshape* v =load_shape§; auto v =load_shape§g;
for( vector<shape*>:iteratar=v.begir();i I=v.end); ++){ for(auto& s:v){
if(*I && **i=="*p) if(s && *s ==*p)
cout<<*if f & AW EIT YI (0K coutf f Fa fFFf WETRA | YL
} }
Kk X fF30SNE Ll2aairote Sfa : y
L . . Clean:Asclean and direct aany other modern
for( vector<shape*>::iterator = v.begir(); language, including many of the same new features|
i!=vend); ++) { (type deduction, rangd 2 NE f F YO RF & =
*i- a P
delete*i; Safe:Including exceptiod | FS® b2 Yy SSH
} leverage automatic lifetime management

delete p;

Fast:As fast as ever. Sometimes faster (e.g., thanks
Y2@S asSylLyiairoazr O2yaidSE

Compatibility is great
(A) Older code still works
(B) Betterthan-ever modern features

But, FAQa / 'y |/ bb SOSNJ NBI
Canwed S 2yfteé& o06.0 doé& RSTFLl dzZ G¢F

If so, can we achieve some useful guarantees?
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Guideline Support Library (GSt Jirst implementation availablegfthub.commicrosoff gsl)
¢ portable C++, tested on Clang / GG€dde/ MSVC, for (variously) Linux / OS X / Windows

Checker tool; first implementation next month (MSVC 2015 Upd.1 CTP timeframe)
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Initial target: Type & memory safety

+ Traditionaldefinition
= typesafe
+ boundssafe
+ lifetimesafe

1 Examples:
Type:  Avoid unions, useariant

Bounds: Avoidpointer arithmetic,
usearray_view

Lifetime:52y QG f SIF{ o0F2N G2 H§
bounds

R 2 ye@rript (doubledelete),
R 2 ydéngle (e.qg., return &local)

}  Future: Concurrency, securit,

Target guarantee applies to

recompiled code

C++ codeompiled in the safe subset
isnever the root causef type/memory safety errors,
except where explicitly annotate@s unsafe.

never needs to be always have opt-out to

audited for safety full control

Goal is not to provide verified, whefgrogram guarantees of safety.

Goal is to enable type and memasafety by constructionfor as
much ofyour program codes possible. This type and memory
safety can benforced at compile timeia static language
subset restrictions- at run timeby validation/enforcement (fail
fast, or configurable).
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Safety profiles

1 Aprofileis:
a cohesive set adeterministic memory safety

and portable subset rules :]

designedo achievea type + memory safety
specific guarantee

arithmetic
} Benefitsof decomposed profiles:
Articulates what guarantee you get for what effort.
AvoidsY2y 2t A RS ©Odzfal FS¢ HKSY 2 concurency A Y K
Extensible to future safety profiles (e.g., security,
concurrency, arithmetic, noexceptpallo X 0 @ noexcept
Enables incremental development/delivery.

secure

Safety profiles
L o fbonds  Jifetme |

Goal: Target guarantee No use of a location as a T
that containsan unrelated U

SupersetNew libraries byte
variant<Tsx b

Subset: Restrictions  Examples:
A Nouse ofuninit variables
A Noreinterpret_cast
A Nostatic_castdowncasts
A No access to uniombrs

Open questions

10
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Type safety overview

1 GSL types

byte: Raw memorynot char

G NAAsYi e/ Ryl Aya 2yS 262804 d | dAy
} Rules

1. 5 2 yu€eiieinterpret_cast 552y Qi dzasS + f 20l f

2. 5 2 yuSeitatic_castdlowncasts has been initialized.
Usedynamic_casinstead 6. Always initialize a member variable.

3. 5 2 yu€eitonst casto castaway 7. Avoid accessing members of raw
const(i.e., at al). unions. Prefervariantinstead.

4. 5 2 yuge(iGstyle(T)expression 8. Avoid reading fronvarargsor passing
casts thatwould perform a varargarguments. Prefevariadic
reinterpret_caststatic_cast template parameters instead.
downcast, orconst_cast (Also: safe math separate profile)

11

Safety profiles
L o fbonds  Jifetme |

Goal: Target guarantee No use of a location as a T
that containsan unrelated U

SupersetNew libraries byte
variant<Tsx b

Subset: Restrictions  Examples:
A Nouse ofuninit variables
A Noreinterpret_cast
A Nostatic_castdowncasts
A No access to uniombrs

Open questions Completing GSL types
A Standardizingariant<>
A Leave no valid reasdan
use raw unions + manual
discriminant 12

O 2015Herb Sutter except material otherwise referenced. 6
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Safety profiles
]

Goal: Target guarantee No use of a location as a T No accesses beyond the
that containsan unrelated U 'bounds of an allocation

SupersetNew libraries byte array_views>
variant<Ts< b string_view<>
ranges
Subset: Restrictions  Examples: Examples:
A Nouse ofuninit variables A No pointer arithmetic
A Noreinterpret_cast A Boundssafearray access

A Nostatic_castlowncasts
A No access to uniombrs

Open questions Completing GSL types
A Standardizingariant<>
A Leave no valid reasan
use raw unions + manual
discriminant 13

Bounds safety overview

1 GSL types
array_view<T,Extents: A view of contiguous T objectgplaces (*len)

string_view<harT,Extent Convenience alias for allarray_view
Note: array_viewandnot_nullare the only GSL types with any rtime work

} Rules
1. 5 2 yu€elpointer arithmetic. Usarray_viewinstead
2. Onlyindex into arrays using constant expressions
3.52y Q0 digpdintér debky. &
4. 5 2 yu€estd:: functions and types that are ndbundschecked.

14
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Example: (*,count)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, (ptr,len) — array_view

IR

void f( Thing things, ) { void f@rray_view<constThing> things){
unsignedtotalSize= 0; unsignedtotalSize= 0;
for (unsigned = 0;i <=count; ++) for (auto& thing :things)
totalSize+= thingsi].GetSiz§); totalSize+=thing.GetSiz§);

deduce size & length
count copy(thingsdesy); // better; use std:copy (range)

} }
void caller(){ void caller() {
Thing things[1Q]// uninitialized data Thingthings[10] // uninitialized data
/ f(things); /I length ok & uninit compile err
f(things, 5); deduce array length f({things,5}); /I ok, and convenient: adf}
f(things 30); // wiSBESIe f({things 30}); /I compiletime error
call site compat: add {} }

\ compile-time error (no SA required)

Example: (*,count)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, (ptr,len) — array_view

e
o n_reads (1um) Ding things,

) { void f@array_view<constThing things){
unsignedtotalSize= 0;

Approach:Preserveall info needed for SA checks for (auto& thing :things)

+ Some cases now diagnosectampile time totalSize+=thing.GetSiz§);

(w/o SA

+ All other cases enforced atn time

+ Simpler codededucearray length
Target:Zero call overheads. original code
Bonus: Simpler codenigrate to rangefor

deduce size & length

copy(thingsdest); // better; use stdcopy (range)

(simple cases) }
void caller(){ void caller() {
Thing things[1Q]// uninitialized data Thingthings[10] // uninitialized data
f(thing9; /I length ok & uninit compile err

f(things, 5); deduce array length
f(th|ngs 30)’ YRV« araram~awsa
call site compat: add {}

f({things,5}); /I ok, and convenient: adf}
f({things 30}); /I compiletime error

\ compile-time error (no SA required)

A
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Applying a profile: Explicit opt-out

} This design{[suppress(profilg] and [[suppress(rule)]]
On blocks or statements
Optout of a profile, or a specific rule [[suppress(bounggl
D *(ptr + offset) = 42;
ocuments what to audior .
) ] memcpy(somewhere, things, count);
Portable C++CG warning suppression
[attributes]] Y header compatibility

Modern compilers are already required  [[SUPPressiype.casiily = (Y&)(my_x);
oA Iy 2NB 4G NhsoppmitSa GKSe R2yQi
17

Example: (*,count)

] |

void f( Thing things, ){ void f( Thing- things){
unsignedtotalSize= 0; unsignedtotalSize= 0;
for (unsigned = 0;i <=count; ++) for ( things)
totalSize+= things].GetSiz§); totalSize+= .GetSiz@);
_

count

[[suppress(bounds)]]
/ memcpydest, things.datd), thingsbytes));
}

build tool (compiler, SA, lint, ...) - -
still get benefits even when
Thing things[10]// uninitialized data calling unsafe code itialized data

doesn’t require a new compiler; implementable in any

f(things);
f(things, 5); |/ f(ithings. B);
f(things,30); // wppehasza | f({things, 30});
} \|

O 2015Herb Sutter except material otherwise referenced. 9
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Using types in/with old code

1 New types interoperate cleanly with existing code, so you can adopt
them incrementally. They also address container diversity.

JrEt GKSAS OFff SNIZ sl2WR I6tA i Ki RY

std::vector<int>&ec f(veo;

int* p; size_tlen; f({p,len}); |$ voidf(array_vievkint>av);

std::array<int>&arr;  f(arr);

Using types in/with old code

}  New types interoperate cleanly with existing code, so you can adopt them
incrementally. They also addressing diversity

b it GKSAS OFfft SNBSS XRo2NE HKEHR N2 WS LE

std::wstring& s; f(s);

wchar_t s, size_ten; f({s,lerd);

QStrings; f(s);

CString#s; f(s);

PCWSTR s; f(s);

BSTRs; f(s); |$ void flvstring_views);
_bstr_ts; f(s);

UnicodeString; f(s);

CComBST® f(s);

CAtIStringV& s; f(s);

KF X ly26y AyO2YLX SGS &ar YLX S X Ff«k

O 2015Herb Sutter except material otherwise referenced. 10



2 NRAGAY 3 DBpDRfadltbbmn X
Herb Sutter

Safety profiles

Goal: Target guarantee No use of a location as a T
that containsan unrelated U

SupersetNew libraries byte

variant<ts< p

Subset: Restrictions  Examples:

A Nouse ofuninit variables

A Noreinterpret_cast

A Nostatic_castlowncasts
A No access to uniombrs

Open questions Completing GSL types

A Standardizingariant<>
A Leave no valid reasan
use raw unions + manual

discriminant

Safety profiles

Goal: Target guarantee No use of a location as a T
that containsan unrelated U

SupersetNew libraries byte

variant<Ts< b

Subset: Restrictions  Examples:

A Nouse ofuninit variables

A Noreinterpret_cast

A Nostatic_castowncasts
A No access to uniombrs

Open questions Completing GSL types

A standardizingariant<>
A Leave no valid reasdn
use raw unions + manual

discriminant

O 2015Herb Sutter except material otherwise referenced.
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No accesses beyond the
bounds of an allocation

array_view<>
string_view<>
ranges

Examples:
A No pointer arithmetic
A Boundssafearray access

Drive outdisincentives:
A Passingirray_vieve>as
efficiently and ABstably
as (*,length)
A Elim redundant checks 21

Easy!

No accesses beyond the
bounds of an allocation

array_views>
string_view<>
ranges

Delete every heapbject
2y 08
X IyR 2yfteé

Examples: .
P (no corruption)

A No pointer arithmetic

A Boundssafearray access 5 2 yderé* to a deleted

object (no dangling)

Drive outdisincentives:
A Passingirray_views>as
efficiently and ABstably
as (*,length)
A Elim redundant checks 22

6y2 S

z

11
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Thank you

Any questions?

Safety profiles

YY26y KBRRNBnOINROEf SY

Many wrecks litter this highway
Handleonly C becausé fis simpleg Delete every heapbject
or, Incurrun-time overheads (e.g., GC) 2yO0S oyz2 tSlI
or, Rely on wholgrogram analysis X IyR 2yteée i
or, Requireextensive annotation (no corruption)
or, Invent a new language
@ oo 5 2 yderéf* to a deleted

object (no dangling)
We believe we have something conceptually simple
Observation: C++ code is simpie€++ source contains more information
28§ Ol y f S@S NlscBieand olvrtebEpsemania y 3
Special acknowledgments: Bjarne Stroustrup & Neil Macintosh, + more

24
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Safety profiles

N{EE

Goal: Target guarantee No use of a location asa T No accesses beyond the 'No use of invalid or
that containsan unrelated U bounds of an allocation deallocatedallocations

SupersetNew libraries byte array_view<> owner<>
variant<Ts< b string_view<> Pointerconcepts
ranges
Subset: Restrictions  Examples: Examples: Examples:
A Nouse ofuninit variables A No pointer arithmetic A No failure todelete
A Noreinterpret_cast A Boundssafearray access A Noderefof null
A Nostatic_casidowncasts A Noderef of dangling*/&

A No access to uniombrs

Open questions Completing GSL types Drive outdisincentives:
A standardizingzariant<> A Passingarray_view<>as
A Leave no valid reasdan efficiently and ABstably
use raw unions + manual  as (*length)
discriminant A Elim redundant checks 25

PSA: Pointers are not evil

Smart pointers are good they encapsulate ownership

Raw T* and T& are googlwe want to maintain
0KS STFAOASYyOée 2F aadz
on the stack (locals, parameters, return values)

26
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Lifetime safety overview

} GSL types, aliases, concepts
Indirectionconcept:

hgy SNI 6 OF yawder<l yYORfy&Sd Wy SNE& =
Pointer (could dangle)*, &, iterators,array_viewstring_viewk

AYFNIG LRAYID
N} yasas X

not_nulkT> Wraps any Indirection and enforces roull
owner> Alias ABlcompatible, building block for smaptrsz  O2 y i | A Y SN

Mainly owner<T*>

} Rules

1. Prefer to allocate heap objects usingake_uniquémake_sharedr containers.

2. Otherwise, us@wner<>for source/layout compatibility with old code.
Each nomull owner<>must be deleted exactly once, or moved.

3. Neverdereferencea null orinvalid Binter.
4. Neverallow an invalidPointerto escape dunction.

Approach

} Localrules,statically enforced
No runttime overhead

Whole-program guarantees if we
build the whole program

} ldentify Owners track Pointers
Enforceleak-freedom for Owners
Trackda LJ2 A Y for@Poiriiess

}  Few annotations
Infer Owner and Pointer types
ContainsanOwnerY Owner
Else, contains Pointéf Pointer

Defaultlifetime is correct for the vast
majority of paranfreturn Pointers

O 2015Herb Sutter except material otherwise referenced.

Principles

}

A Pointer tracks itpointeg(s) and
must not outlive them

Trackthe outermost object
Class member: track enclosing object
Array element: track enclosirayray
Heap object: track its Owner

Pointer parameters are valid for the

function call & independent by default
Enforced in the caller: Prevent passing a
Pointer the callee could invalidate

A Pointer returned from a function is
derived from its inputs by default

Enforced in the callee

14
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Lifetime in three acts

Act . Local analysig function bodies
Act IlI: Calling functionsfunction parameters
Act Ill: Calling functionsfunction return/out values

29
Example: Pointer to local
} 1 SNBQa | g NI dzLJY
int *p1 =nullptr, *p2 =nullptr, *p3 =nullptr; // p1, p2, p3 point tonull
t
inti=1; B B
structmystruct{ char c; infiT OKI NJ OHT Y Y| QF H.
array<inta={0,1,2,3,4,5,6,7,8,9};
pl=&; /I plpoints toi
p2 = &.i; /I p2 pointsto s
p3 = &a[3]; I/l p3 pointsto a
*pl=*p2 =*p3 =42; // ok, all valid
YA
30
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Example: Pointer to local

b1 SNBQa 4 NydzLll
int *p1 =nullptr, *p2 =nullptr, *p3 =nullptr; // pl, p2, p3 point tawll
{
inti=1; 5 5 g
structmystruct{ char c; iniT  OK I NJ QX THYXY <& nﬁ W

array<int> &= {0,1,2,3,4,5,6,7,8,9};

pl=&; // p1 points toi |:|
p2 = &.i; /Il p2 points tos |:|
p3 = &a[3]; I/ p3 points toa |:|

*pl=*p2 =*p3 =42; // ok, all valid
} /Il A: destroy a, si- invalidate p3, p2, pl

*pl =1, /I ERROR, p was invalidated whement out of scope at line A.

Kk {2fdziA2yY AYONBlFras AQa (AT
*2=*p3=1, KK ORAUGUZ F2NJLH IYR L&®E&E SEOS
31

1 Warmup #2: Taking the address (of any object, incl. an Owner or Pointer)

inti =1; /I non-Pointer
int& ri =1i; /I ri points toi |:|

int* pi = &fi; /I pi points toi

int** ppi= &pi; /I ppipoints to Pointerpi |:|
auto s =make_sharedint>(2; B/E
auto* ps= &s; Il pspointsto Owners |:|

32
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