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Then: C++98 code Now: Modern C++

circle* p = new circle( 42 );

vector<shape*> v = load_shapes();

for( vector<shape*>::iterator i = v.begin(); i != v.end(); ++i ) {
if( *i && ** i == *p )

cout << **i ғғ ά ƛǎ ŀ ƳŀǘŎƘ\ƴέΤ
}

κκ Χ ƭŀǘŜǊΣ Ǉƻǎǎƛōƭȅ ŜƭǎŜǿƘŜǊŜ Χ

for( vector<shape*>::iterator i = v.begin();
i != v.end(); ++i ) {

delete * i;
}

delete p;

auto p = make_shared<circle>( 42 );

auto v = load_shapes();

for( auto& s : v ) {
if( s && *s == *p )

coutғғ ϝǎ ғғ ά ƛǎ ŀ ƳŀǘŎƘ\ƴέΤ
}

Clean:As clean and direct as any other modern 
language, including many of the same new features 
(type deduction, range-ŦƻǊΣ ƭŀƳōŘŀǎΣ Χύ

Safe:Including exception-ǎŀŦŜΦ bƻ ƴŜŜŘ ŦƻǊ άŘŜƭŜǘŜΣέ 
leverage automatic lifetime management

Fast:As fast as ever. Sometimes faster (e.g., thanks to 
ƳƻǾŜ ǎŜƳŀƴǘƛŎǎΣ ŎƻƴǎǘŜȄǇǊΣ Χύ

Compatibility is great
(A) Older code still works

(B) Better-than-ever modern features

But, FAQ: ά/ŀƴ /ҌҌ ŜǾŜǊ ǊŜŀƭƭȅ ǊŜƳƻǾŜ ǎǘǳŦŦΚέ

Can we ƎŜǘ ƻƴƭȅ ό.ύ άōȅ ŘŜŦŀǳƭǘέΚ όƴƻǘ ŀŎǘǳŀƭƭȅ ǘŀƪŜ ŀƴȅǘƘƛƴƎ ŀǿŀȅύ

If so, can we achieve some useful guarantees?

4
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} This is the beginning of open source project(s). We need your help.

} C++ Core Guidelinesςŀƭƭ ŀōƻǳǘ άƎŜǘǘƛƴƎ ǘƘŜ ōŜǘǘŜǊ ǇŀǊǘǎ ōȅ ŘŜŦŀǳƭǘέ όgithub.com/isocpp)

} Guideline Support Library (GSL)ςfirst implementation available (github.com/microsoft/gsl) 
ςportable C++, tested on Clang / GCC / Xcode/ MSVC, for (variously) Linux / OS X / Windows

} Checker toolsςfirst implementation next month (MSVC 2015 Upd.1 CTP timeframe)
ςάǘȅǇŜέ ŀƴŘ άōƻǳƴŘǎέ safety profiles (initially Windows binary, intention is to open source)

} Just getting to this starting point is thanks to collaboration and feedback from:

} Bjarne Stroustrup, myself, Gabriel Dos Reis, Neil MacIntosh, Axel Naumann, Andrew Pardoe, 
Andrew Sutton, Sergey Zubkov

} Andrei Alexandrescu, Jonathan Caves, Pavel Curtis, Joe Duffy, Daniel Frampton, Chris Hawblitzel, 
Shayne Hiet-Block, Peter Juhl, Leif Kornstaedt, Aaron Lahman, Eric Niebler, Gor Nishanov, Jared 
Parsons, Jim Radigan, Dave Sielaff, Jim Springfield, JiangangόWŜŦŦύ ½ƘǳŀƴƎΣ ϧ ƳƻǊŜΧ

} CERN, Microsoft, Morgan Stanley

} GSL is derived from production code: network protocol handlers; kernel Unicode string 
handlers; graphics routines; OS shell enumerator patterns; cryptographic routines; Χ

5

ISO C++98 ­C++11 ­C++14 ­Χ ISO C++  and  C++ Core Guidelines
6

Core Guidelines
+ safe replacements (GSL)

type safety
+ concepts + modules

bounds safety
+ ranges + contracts

lifetime safety
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} Traditional definition
= type-safe 
+ bounds-safe
+ lifetime-safe

} Examples:

} Type: Avoid unions, use variant

} Bounds: Avoid pointer arithmetic, 
use array_view

} Lifetime: 5ƻƴΩǘ ƭŜŀƪ όŦƻǊƎŜǘ ǘƻ ŘŜƭŜǘŜύΣ
ŘƻƴΩǘ corrupt (double-delete),
ŘƻƴΩǘ dangle (e.g., return &local)

} Future: Concurrency, security, Χ

type

lifetimebounds .

7

C++ code compiled in the safe subset 

is never the root causeof type/memory safety errors, 

except where explicitly annotatedas unsafe.

Goal is not to provide verified, whole-program guarantees of safety.

Goal is to enable type and memory safety by construction, for as 
much of your program codeas possible. This type and memory 
safety can be enforced at compile timevia static language 
subset restrictions + at run timeby validation/enforcement (fail-
fast, or configurable).

8
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} A profile is:
} a cohesive set of deterministic 

and portable subset rules 

} designed to achieve a 
specific guarantee

} Benefits of decomposed profiles:
} Articulates what guarantee you get for what effort.

} Avoids ƳƻƴƻƭƛǘƘƛŎ άǎŀŦŜκǳƴǎŀŦŜέ ǿƘŜƴ ƻǇǘƛƴƎ ƛƴκƻǳǘΦ

} Extensible to future safety profiles (e.g., security, 
concurrency, arithmetic, noexcept, noallocΣ ΧύΦ

} Enables incremental development/delivery.

secure

concurrency

noexcept

arithmetic

noalloc

9

type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

Superset:New libraries byte
variant<TsΧҔ

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Open questions

10
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} GSL types
} byte: Raw memory, not char

} ǾŀǊƛŀƴǘғΧTs>Υ /ƻƴǘŀƛƴǎ ƻƴŜ ƻōƧŜŎǘ ŀǘ ŀ ǘƛƳŜ όάǘŀƎƎŜŘ ǳƴƛƻƴέύ

} Rules
1. 5ƻƴΩǘ use reinterpret_cast.

2. 5ƻƴΩǘ use static_castdowncasts. 
Use dynamic_castinstead.

3. 5ƻƴΩǘ use const_castto cast away
const(i.e., at all).

4. 5ƻƴΩǘ use C-style (T)expression
casts that would perform a 
reinterpret_cast, static_cast
downcast, or const_cast.

5. 5ƻƴΩǘ ǳǎŜ ŀ ƭƻŎŀƭ ǾŀǊƛŀōƭŜ ōŜŦƻǊŜ ƛǘ 
has been initialized.

6. Always initialize a member variable.

7. Avoid accessing members of raw 
unions. Prefer variant instead.

8. Avoid reading from varargsor passing 
varargarguments. Prefer variadic
template parameters instead.

(Also: safe math ­ separate profile)

11

type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

Superset:New libraries byte
variant<TsΧҔ

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Open questions Completing GSL types:
ÅStandardizing variant<>
ÅLeave no valid reason to 

use raw unions + manual 
discriminant 12
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type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

No accesses beyond the
bounds of an allocation

Superset:New libraries byte
variant<TsΧҔ

array_view<> 
string_view<>
ranges

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Examples:
ÅNo pointer arithmetic
ÅBounds-safearray access

Open questions Completing GSL types:
ÅStandardizing variant<>
ÅLeave no valid reason to 

use raw unions + manual 
discriminant 13

}GSL types

} array_view<T,Extents>: A view of contiguous T objects, replaces (*,len)

} string_view<CharT,Extent>: Convenience alias for a 1-D array_view

} Note: array_viewand not_nullare the only GSL types with any run-time work

} Rules

1. 5ƻƴΩǘ use pointer arithmetic. Use array_viewinstead.

2. Only index into arrays using constant expressions.

3. 5ƻƴΩǘ ǳǎŜ ŀǊǊŀȅ-to-pointer decay.

4. 5ƻƴΩǘ use std:: functions and types that are not bounds-checked.

14
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Before After
void f(_In_reads_(num) Thing* things, unsigned count) {

unsigned totalSize= 0;
for (unsigned i = 0; i <= count; ++i)

totalSize+= things[i].GetSize();
// SA can catch this error today

memcpy(dest, things, count);
// SA can catch this error today

}

void caller() {
Thing things[10]; // uninitialized data

f(things, 5);
f(things, 30);    // wrong size

} // SA can catch these today

void f(array_view<constThing> things) {
unsigned totalSize= 0;
for (auto& thing :things) 

totalSize+= thing.GetSize();

copy(things, dest);  // better; use std::copy (range)

}

void caller() {
Thing things[10]; // uninitialized data
f(things);     // length ok & uninit compile err
f({things, 5});    // ok, and convenient: add {}
f({things, 30});    // compile-time error

}

void f(_In_reads_(num) Thing* things, unsigned count) {
unsigned totalSize= 0;
for (unsigned i = 0; i <= count; ++i)

totalSize+= things[i].GetSize();
// SA can catch this error today

memcpy(dest, things, count);
// SA can catch this error today

}

void caller() {
Thing things[10]; // uninitialized data

f(things, 5);
f(things, 30);    // wrong size

} // SA can catch these today

After
void f(array_view<constThing> things) {

unsigned totalSize= 0;
for (auto& thing :things) 

totalSize+= thing.GetSize();

copy(things, dest);  // better; use std::copy (range)

}

void caller() {
Thing things[10]; // uninitialized data
f(things);     // length ok & uninit compile err
f({things, 5});    // ok, and convenient: add {}
f({things, 30});    // compile-time error

}

Before

Approach: Preserveall info needed for SA checks
+ Some cases now diagnosed at compile time

(w/o SA)
+ All other cases enforced at run time
+ Simpler code: deducearray length

Target: Zero call overheadvs. original code
Bonus: Simpler code: migrate to range-for

(simple cases)
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}Other languages: ǳƴǎŀŦŜϑΧϒ
} Monolithic = all-or-nothing adoption, 

specification, and delivery

} This design:[[suppress(profile)]] and [[suppress(rule)]]
} On blocks or statements

} Opt out of a profile, or a specific rule
} Documents what to audit for

} Portable C++CG warning suppression

} [[attributes]]Ý header compatibility
} Modern compilers are already required 

to ƛƎƴƻǊŜ ŀǘǘǊƛōǳǘŜǎ ǘƘŜȅ ŘƻƴΩǘ support

unsafe { // early strawman

}

[[suppress(bounds)]]{

}

[[suppress(type.casts)]] 

17

Before After
void f(_In_reads_(num) Thing* things, unsigned count) {

unsigned totalSize= 0;
for (unsigned i = 0; i <= count; ++i)

totalSize+= things[i].GetSize();
// SA can catch this error today

memcpy(dest, things, count);
// SA can catch this error today

}

void caller() {
Thing things[10]; // uninitialized data

f(things, 5);
f(things, 30);    // wrong size

} // SA can catch these today

void f(array_view<constThing> things) {
unsigned totalSize= 0;
for (auto& thing :things) 

totalSize+= thing.GetSize();

copy(things, dest);  // better; use std::copy (range)

[[suppress(bounds)]]
memcpy(dest, things.data(), things.bytes());

}

void caller() {
Thing things[10]; // uninitialized data
f(things);     // length ok & uninit compile err
f({things, 5});    // ok, and convenient: add {}
f({things, 30});    // compile-time error

}
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} New types interoperate cleanly with existing code, so you can adopt 
them incrementally. They also address container diversity.

}!ƭƭ ǘƘŜǎŜ ŎŀƭƭŜǊǎΣ ŀƴŘ ŀƭƭ ǘƘŜƛǊ ǘȅǇŜǎΧΧ ǿƻǊƪ ǿƛǘƘ ƻƴŜ Ŏŀƭƭ ǘŀǊƎŜǘ

std::vector<int>& vec; f(vec);

int* p; size_t len; f({p,len}); void f(array_view<int>av);

std::array<int>& arr; f(arr);

x

19

} New types interoperate cleanly with existing code, so you can adopt them 
incrementally. They also address string diversity.

} !ƭƭ ǘƘŜǎŜ ŎŀƭƭŜǊǎΣ ŀƴŘ ŀƭƭ ǘƘŜƛǊ ǘȅǇŜǎΧΧ ǿƻǊƪ ǿƛǘƘ ƻƴŜ Ŏŀƭƭ ǘŀǊƎŜǘ

std::wstring& s; f(s);

wchar_t* s, size_t len; f({s,len});

QStrings; f(s);

CStringAs; f(s);

PCWSTR s; f(s);

BSTR s;  f(s); void f(wstring_views);
_bstr_t s; f(s);

UnicodeStrings; f(s);

CComBSTRs; f(s);

CAtlStringW& s; f(s);

κϝ Χ ƪƴƻǿƴ ƛƴŎƻƳǇƭŜǘŜ ǎŀƳǇƭŜ Χ ϝκ
20
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type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

No accesses beyond the
bounds of an allocation

Superset:New libraries byte
variant<TsΧҔ

array_view<> 
string_view<>
ranges

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Examples:
ÅNo pointer arithmetic
ÅBounds-safearray access

Open questions Completing GSL types:
ÅStandardizing variant<>
ÅLeave no valid reason to 

use raw unions + manual 
discriminant

Drive out disincentives:
ÅPassing array_view<>as 

efficiently and ABI-stably 
as (*,length)
ÅElim. redundant checks 21

type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

No accesses beyond the
bounds of an allocation

Superset:New libraries byte
variant<TsΧҔ

array_view<> 
string_view<>
ranges

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Examples:
ÅNo pointer arithmetic
ÅBounds-safearray access

Open questions Completing GSL types:
ÅStandardizing variant<>
ÅLeave no valid reason to 

use raw unions + manual 
discriminant

Drive out disincentives:
ÅPassing array_view<>as 

efficiently and ABI-stably 
as (*,length)
ÅElim. redundant checks

Easy!

Delete every heap object 
ƻƴŎŜ όƴƻ ƭŜŀƪǎύ Χ

Χ ŀƴŘ ƻƴƭȅ ƻƴŎŜ 
(no corruption)

5ƻƴΩǘ deref * to a deleted 
object (no dangling)

22
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Any questions?

lifetime

24

Easy!

Delete every heap object 
ƻƴŎŜ όƴƻ ƭŜŀƪǎύ Χ

Χ ŀƴŘ ƻƴƭȅ ƻƴŎŜ 
(no corruption)

5ƻƴΩǘ deref * to a deleted 
object (no dangling)

Yƴƻǿƴ ƘŀǊŘ άпл-ȅŜŀǊέ ǇǊƻōƭŜƳ

Many wrecks litter this highway
Handle only C because ά/ is simplerέ

or, Incur run-time overheads (e.g., GC)
or, Rely on whole-program analysis
or, Require extensive annotation

or, Invent a new language
or,  . . .

We believe we have something conceptually simple
Observation: C++ code is simpler ςC++ source contains more information

²Ŝ Ŏŀƴ ƭŜǾŜǊŀƎŜ /ҌҌΩǎ ǎǘǊƻƴƎ scopeand ownershipsemantics
Special acknowledgments: Bjarne Stroustrup & Neil MacIntosh, + more
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type bounds lifetime

Goal: Target guarantee No use of a location as a T 
that containsan unrelated U

No accesses beyond the
bounds of an allocation

No use of invalid or 
deallocatedallocations

Superset:New libraries byte
variant<TsΧҔ

array_view<> 
string_view<>
ranges

owner<>
Pointer concepts

Subset: Restrictions Examples:
ÅNouse of uninit variables
ÅNo reinterpret_cast
ÅNo static_castdowncasts
ÅNo access to union mbrs

Examples:
ÅNo pointer arithmetic
ÅBounds-safearray access

Examples:
ÅNo failure to delete
ÅNo deref of null
ÅNoderef of dangling*/&

Open questions Completing GSL types:
ÅStandardizing variant<>
ÅLeave no valid reason to 

use raw unions + manual 
discriminant

Drive out disincentives:
ÅPassing array_view<>as 

efficiently and ABI-stably 
as (*,length)
ÅElim. redundant checks 25

PSA:  Pointers are not evil

Smart pointers are goodςthey encapsulate ownership

Raw T* and T& are good ςwe want to maintain 
ǘƘŜ ŜŦŦƛŎƛŜƴŎȅ ƻŦ άƧǳǎǘ ŀƴ ŀŘŘǊŜǎǎΣέ ŜǎǇŜŎƛŀƭƭȅ 

on the stack (locals, parameters, return values)

26
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} GSL types, aliases, concepts
} Indirectionconcept:

} hǿƴŜǊ όŎŀƴΩǘ ŘŀƴƎƭŜύΥowner<>Σ ŎƻƴǘŀƛƴŜǊǎΣ ǎƳŀǊǘ ǇƻƛƴǘŜǊǎΣ Χ

} Pointer (could dangle):*, &, iterators, array_view/string_viewΣ ǊŀƴƎŜǎΣ Χ

} not_null<T>: Wraps any Indirection and enforces non-null

} owner<>: Alias, ABI-compatible, building block for smart ptrsΣ ŎƻƴǘŀƛƴŜǊǎΣ Χ

} Mainly owner<T*>

} Rules

1. Prefer to allocate heap objects using make_unique/make_sharedor containers.

2. Otherwise, use owner<>for source/layout compatibility with old code. 
Each non-null owner<>must be deleted exactly once, or moved.

3. Never dereference a null or invalid Pointer.

4. Never allow an invalid Pointer to escape a function.
27

} Localrules, statically enforced
} No run-time overhead

} Whole-program guarantees if we 
build the whole program

} Identify Owners, track Pointers
} Enforce leak-freedom for Owners

} TrackάǇƻƛƴǘǎ ǘƻέfor Pointers

} Few annotations
} Infer Owner and Pointer types: 

Contains an Owner ÝOwner

Else, contains Pointer Ý Pointer

} Default lifetime is correct for the vast 
majority of param/return Pointers

} A Pointer tracks its pointee(s) and 
must not outlive them

} Track the outermost object
} Class member: track enclosing object

} Array element: track enclosing array

} Heap object: track its Owner

} Pointer parameters are valid for the 
function call & independent by default
} Enforced in the caller: Prevent passing a 

Pointer the callee could invalidate

} A Pointer returned from a function is 
derived from its inputs by default
} Enforced in the callee

28
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Lifetime in three acts

Act I: Local analysis ςfunction bodies

Act II: Calling functions ςfunction parameters

Act III: Calling functions ςfunction return/out values

29

i

} IŜǊŜΩǎ ŀ ǿŀǊƳǳǇΥ
int *p1 = nullptr, *p2 = nullptr, *p3 = nullptr; // p1, p2, p3 point to null

{
int i = 1;
structmystruct{ char c; int iΤ ŎƘŀǊ ŎнΤ ϒ ǎ Ґ ϑΨŀΩΣ нΣ ΩōΩϒΤ
array<int> a = {0,1,2,3,4,5,6,7,8,9};

p1 = &i; // p1 points to i
p2 = &s.i; // p2 points to s
p3 = &a[3]; // p3 points to a

*p1 = *p2 = *p3 = 42; // ok, all valid

}  // A

1
2

3

30

p1
p2

p3
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i

} IŜǊŜΩǎ ŀ ǿŀǊƳǳǇ:
int *p1 = nullptr, *p2 = nullptr, *p3 = nullptr; // p1, p2, p3 point to null

{
int i = 1;
structmystruct{ char c; int iΤ ŎƘŀǊ ŎнΤ ϒ ǎ Ґ ϑΨŀΩΣ нΣ ΩōΩϒΤ
array<int> a = {0,1,2,3,4,5,6,7,8,9};

p1 = &i; // p1 points to i
p2 = &s.i; // p2 points to s
p3 = &a[3]; // p3 points to a

*p1 = *p2 = *p3 = 42; // ok, all valid

} // A: destroy a, s, i­ invalidate p3, p2, p1

*p1 = 1; // ERROR, p was invalidated when i went out of scope at line A.
κκ {ƻƭǳǘƛƻƴΥ ƛƴŎǊŜŀǎŜ ƛΩǎ ƭƛŦŜǘƛƳŜΣ ƻǊ ǊŜŘǳŎŜ ǇΩǎ ƭƛŦŜǘƛƳŜΦ

*p2 = *p3 = 1; κκ όŘƛǘǘƻ ŦƻǊ Ǉн ŀƴŘ ǇоΣ ŜȄŎŜǇǘ άǎέ ŀƴŘ άŀέ ƛƴǎǘŜŀŘ ƻŦ άiέύ

1
2

3

31

p1
p2

p3

} Warmup #2: Taking the address (of any object, incl. an Owner or Pointer)

int i = 1; // non-Pointer

int& ri = i; // ri points to i

int* pi = &ri; // pi points to i

int** ppi = &pi; // ppi points to Pointer pi

auto  s  = make_shared<int>(2);

auto* ps= &s; // pspoints to Owner s

1

2

ps

ppi

32

ri

pi

s


