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Nice to meet you!

A 24/7/365 139,000 40,000 yearly
continuous incidents take-downs of
monitoring handled in  malicious
of security systems 2024 websites
worldwide

Leader in European Qualified: Market Guide reports:
Managed Security
Services = Managed Detection and Response
= Incident Response and Digital Forensics
FORRESTER = Threat Intelligence

Managed Security Services

=IDC

~400
Rles sources

continuously feed into our
threat intelligence data lake.

Gartner

€1.2
billion

turnover in 2024
+11.2% Y-to-Y




Delivering worldwide protection Netheriands @ @ @

Working in proximity
With local footprint in 12 countries.

24/7/365 operations

Our Security Operation Centres
(CSOCs) continuously monitor, our
Network Operations Centres (NOCs)
manage security products, and our
CERT teams provide global threat
insight.

A strong European anchorage
Compliance, protection, detection &
response within easy reach.

Norway‘
Sweden .‘

. Denmark

90

. Canada

.... France
Q0 us-

. Morocco

@ Eoypt

Mauritius ‘

— Singapore . .

— Malaysia .

South Africa

Orange Cyberdefense affiliates
CSOC: Cyber Security Operations Centres in 15 locations
NOC: Network Operations Centres in 17 locations

CERT: Computer Emergency Response Team in 10 locations

DDoS: 4 scrubbing centres to mitigate Distributed Denial of Service attacks



Research-driven
insights to build a
safer digital society
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1. About the report
The who, why and what &

2. Key Data of the Year

Threat Detection, Vulnerabilities
and Cyber Extortion tracking

3. Hacktivism
Escalation in the
establishment era
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Who?

= All employees are encouraged to pitch ideas
= Qur full-time security research team
= All our SecOps teams (15 CSOCs, 17 NOCs, CERT)

Why?
= Decision support: for us and for you
= Foster discussions and awareness

= Track strategic developments over time

What?

= For awareness and education

= To help me with strategic decisions

= To help me with technical decisions

SN25

survey

m Researching specific topics
= For development of business case
B Quoting a statistic

Other
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Terminology
Events, Potential- and Confirmed Incidents

Event

El R, Network sensors,
SIEM, enriched incident data
from Core Fusion platform

Potential

Incidents

One or more Events are
correlated or flagged for further
investigation by human analyst

Actors
Entities causing
\ an incident
VERIS .
Action
— ™ What the threat
< > actor did
. Asset
verisframework.org
The asset that
was affected
Confirmed
‘'’ Incidents

Customer input or analysts’
discretion conclude that

security was compromised



https://verisframework.org/index.html

Confirmed Incidents
Data from 15 CyberSOCs (October 2024 to August 2025)

Potential Confi d Global True
139,373 Incidents > 195053 In?:?d:rrlr:: - 13-7% Positive rate

Actors Action Asset

What the threat
actor did

Entities causing
an incident

The asset that
was affected

H56.9% Internal 39.1% External 8 44.6% Misuse H30.8% Hacking B 52.5% End user device B 17.2% Account
3.5% Other =0.5% Partner 5 12.9% Other 6.3% Error " 16.5% Server 6.8% Network
55.2% Malware B (.2% Social B 2.6% Other B 2.0% Cloud

0.1% Environment 0.1% Physical 1.7% People 0.8% Media




Confirmed Incidents
Who did what where?

Misuse 44.6%

Internal
56.9%
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Others 3.5%

Partner 0.5%
Physical 0.1%
Actors Action
Entities causing What the threat

an incident actor did

End user device
52.5%

Account
17.2%

Server
16.5%

Network 6.8%

Other 2.6%
Cloud 2.0%
People 1.7%
Media 0.8%

Asset

The asset that
was affected



Threat Actions in Detail

Top 5 ‘Misuse’ and ‘Hacking’ sub-categories (VERIS)

Misuse actions:

Unapproved hardware/software/script/workaround
Execution (TAO002)

ation (TAO004)

Email misuse
Lateral Movement (TAOOO8)

1%
Data mishandling
Collection (TA0O009)

1%
Possession abuse
Credential Access (TA0006)

1%

0% 20% 40% 60% 80%

88%

100%

Hacking actions:

Web Attack
Initial Access (TAO0OT)

Brute force
Credential Access (TAO006)

Port scan
Reconnaissance (TA0043)

Use of stolen creds
Credential Access (TA0006)

Backdoor or C2

I1%

0% 10%

179

Command and Control (TAOO11)

20%

30% 40%

47%

50%



Threat Actions in Detail
All Action sub-categories: year-over-year comparison

Unapproved hardware/software/
p%criptc)workaround (misuse)

Web Attack (hacking)
Phishing/Spear-Phishing (social)
Brute force (hacking)
Hacking (hacking)

Port scan (hacking)
Carelessness(error)

Web Access misuse (misuse)
Hacking (other)

Privilege abuse (misuse)
Misuse (misuse)

Enviroment (other)
Inconclusive (hacking)
Malware (other)

Adware (malware)

Error (error)

Other (other)

Maintenance (error)

Social (hacking)
Misconfiguration (error)

[ Prior 12 months M Last 11 months

4

3.3%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%



Incidents per Month per Client
Detection efficiency over time for customers older than 36 months

M Confirmed M Other (false positives, etc.)
250

194.8
200

157.2

150

83.5
100

®
o
-

62.3

45.7 43.8
50 35.4 36.0

30.4 29.2

20.2

SN21 SN22 SN23 SN24 SN25 SN26
(1 month less data)



False Positive Types

Incidents that raised an alert but turned out to be harmless

W 76.7%
B 7.9%
B 6.9%
B 2.6%
B 2.3%
[ 1.8%

W 0.8%

B 0.5%
B 0.3%
H 0.2%

Legitimate activity
True legitimate
N/A

Inconclusive
Misconfiguration

Incorrect data/
Misconfiguration

Error in
correlation rule

Infrastructure
Other

Unknown



Distribution of incident priorities by year
How priorities shifted over time for long term customers

M Critical High M Medium M Low
100%

90%
80%
70%
60%
50%
40%
30%
20%

10%

0%

2020 2021 2022 2023 2024 2025
(1 month less data)



Mean Time to Resolve (MTTR)

As percentage over time, including average resolution time for incident priorities (P1-P4)

M No. of resolved incidents

A4100%
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Mean Time to Resolve (MTTR)

As percentage over time (in minutes), including average resolution time for incident priorities

Summary:

40.6% of True Positive incidents are confirmed and resolved within an hour of being raised.
72.6% are confirmed and resolved within a day.

On average, Priority 1 incidents are confirmed and resolved 66 hours after the initial alert was received. Incident
priority can only be determined during the course of the investigation and is confirmed when the incident is
closed.

86.6% of incidents are confirmed and resolved within 5 days.
Priority 1 incidents were responded to in 15 minutes on average.

The average response time for a Priority 2 incident is 3.5 hours. P2’s mean time to respond is abnormally high
and is

influenced by one extreme case that significantly increases the average. If adjusted P2’s mean time to respond
decreases to 63 minutes from 210 minutes.

Incidents rated as Priority 3 were responded to in a little over 1.5 hours on average.
Priority 4 incidents had an average response time of 7.5 hours.

P2’s mean time to respond is abnormally high and is influenced by one extreme case that significantly increases
the average. If adjusted P2’s mean time to respond decreases to 63 minutes from 210 minutes.



Incident Actions by Business Size

M Hacking M Misuse M Malware M Other M Eror M Social [T Physical ™ Environmental M Unknown

000

(L4

Medium

& 50-249 & 250-10,000+



Small and Medium Businesses (SMB)
Micro-SOC Threat Detection Data

1 47.0% Malware

= Sept. 2024 - Sept. 2025 " 20.5% Spyware
= 1943 customers 29.5% Malicious N
_ network activity
= ~1.5Mendpoints =6.4% URL Filtering
= 1.63M resolved incidents = 4.2% PUP

= 835,640 (51%) confirmed m2.7% Ransomware
m2.7% Execution (Tactic)
6.9% Other

Micro-SOC




Small and Medium Businesses (SMB)

Micro-SOC Average Time to Resolve by Incident Category .
B Average of elapsed time M Alerts count .- Alerts count (linear)
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Vulnerability Scanning Data
Statistics From our VOC Operations



Findings by Severity over Time

Longevity of vulnerabilities from discovery to elimination
M Critical High M Medium M Low
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Age of Findings
Average and Maximum Age of Vulnerabilities Found in Days

B Maximum age M Average age

3,000

2,159 2,159 2,205 2,177

2,000

1000

Critical High Medium Low



The Hidden Cost Of Vulnerabilities in Security Products

M tasks per client .- Poly (tasks per client)
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Cyber Extortion (Cy-X) Monitoring Data

Statistics From our Dark Ne sillance




Cy-X Over Time

Victims and Actors Count Observed on Double-Extortion Leak Sites Over Time
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Regional Shift in Cy-X Victim Count

Victims in different regions of the world

(=] M Last 12 months M Prior 12 months M Delta
4000 g 140%
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Top-10 Most Active Cy-X Actors

The 10 Actors that claimed Most Victims in 2025 (Q1 to Q3)

H No. of victims

Qilin 600
Akira

Clop
Ransomhub
Play
incransom
lynx
Safepay

Kill Security

Medusa

0 100 200 300 400 500 600 700



Victims by Size

What can we say about the size of victims?
Sizes by Cy-X brand Sizes Overall
Qilin
Akira
Clop

Ransomhub

l Small (1-49)

Play B Medium (50-249)
lynx M Large (250+)
[l Unknown
incransom

Safepay

Kill Security -

Medusa

0% 20% 40% 60% 80% 100%
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How did we get here?

&

The Eras of Hacktivism'

Digital Utopia

Free access
to information

Privacy rights

==y
Chaos Computer ELuIJ_qJ)'

Ethical
hacking

Anti-establishment

More cynical
and reactionary

Disrupting private
corporations and
corrupt governments

“For the lulz”

Establishment

IT Army of Ukraine

Declaring for
governments
or religious
institutions

Governments
tolerate or
even support

Targeting
national
infrastructure

CyberAveng3rs

mid-1980s

Imid-20003

I2014 and onward

1. Derbyshire et al. (Sept, 2025) From Protest to Power Plant: Interpreting the Role of Escalatory Hacktivism in Cyber Conflict www.arxiv.org/pdf/2509.05104


http://www.arxiv.org/pdf/2509.05104

Present tense: Co-opted and state-aligned

Nordics in the crosshairs

Key trends since 2022-23:

After 29th of June

1. Surge in attack volume.

2. Increased consolidation and
coordination.

27/01/2023
R

right

3. Correlation w/real-world woar
events: Elections,
#OpSweden, #OpDenmark,

condem
burning and is not

etc wiling o suppert Swe-

den in its effort to join

Atimeline of recent geopolitical events,
showing pro-Russian hacktivist activity
impacting the Nordics between January and
August 2023

Physical world .-

Iraqj police
trying to di

= Baghdad
jons of the Qur &

jent con
n burning in
Sweden, signaling that

this would po: 28/06/2023

obst

Ukraine

20/07/2023
Iraq expelled thy

to another planne
Qur'an buming in
St

25/08/2023
Denmark presents bill
21/08/2023 banning urnings of

scripture:

22/07/2023
el ur'an
took place

# Why did the Swedish police allow
people to burn the Qur'an in front of

NATO pro-Russian ey amosque in Stockholm?
4. Not targets of opportunit s § Wotd syl b
- g p p y7 FEWing posticln then: If you burn the Qur'an then we
Edwin Wagensveld in

the Netherlands tore up burn your servers. A

but targets of symbolic value =
— eroding societal trust.

21/01/2023

narey for Ukranions @

s patofthe 121h package of
mstary assistance to Ubrae,
‘Swedish specisiets wi conduct
traiing for plots, a5 well a3 creste

Nazi,

And st

wpaers®

W 0010 Swedon and ki the sko of
porz

© Orange Cyberdefense 2023/2024 ‘www.orangecyberdefense.com



Where do we go from here?
Escalatory hacktivism in the establishment era

/These groups are unconstrained by R
diplomacy in the way states are,

and unconstrained by ROl in the way
cybercriminals are.

This is going to get worse.

kRic Derbyshire, Principal security researcher ,_,/

Public Capability Impact CPS/ OT:
attention: 0 Low, but learning
Success K

VA

Opportunity

€

+ Lots of legacy
CPS / OT systems

Derbyshire et al. (Sept, 2025) From Protest to Power Plant: Interpreting the Role of
Escalatory Hacktivism in Cyber Conflict www.arxiv.org/pdf/2509.05104


https://www.arxiv.org/pdf/2509.05104

Endnote: What Have We learned?
Themes that shaped last year — and likely will this one too

rCyber Extortion Is
Still the Big Gorilla

The challenge is to achieve collective
execution at scale, global coordination
and the political will to treat this threat as
the societal hazard it has become.

Charl van der Walt
L Head of Security Research #

-
Europe’s Digital
Dependence Dilemma

Adopting foreign-built models, tools, or
services risk deepening dependency and
inviting external influence.

At the current pace of change, Europe’s
political relevance may depend not on how
fast it acts—but on how wisely it chooses to
adopt technologies that align with its values
and long-term vision.

Bjgm Rasmussen
\ CTO Norway ,4-)

(AI: Workhorse, Weapon

N\

or Weakness?

Threat groups —criminal and state-backed—
adopted Al into their tactics, techniques, and
procedures (TTPs).

A new wave of Al-first security tools has
entered the market.

Al also became a new attack surface which
organizations need to protect.

Sara Puigvert
kEVP Global Operations ,’_)

CVE in crisis - Will It

Survive, and Should It?

2025 exposed the fragility of a system that
has long served as the heartbeat of
cybersecurity and surfaced broader
conversations about redundancy and
independence.

Charl van der Walt
L Head of Security Research ,;_‘




SN2026 Live Session:

Panel discussion including

Sign up for
the webinar
11. Feb. 15:00 CET

Research-driven
insights to build a
safer digital society




Filmpremiere

Don’t go to the Police
12. marts kl. 15.30-19.30

| denne spaendende drama-dokumentar
forteeller vi for farste gang den sande historie
om, hvordan én e-mail i slutningen af 2023
udviklede sig til ét af historiens mest
omfattende cyberangreb, som endte med at
ramme 350.000 virksomheder pa fa timer.

Viforteeller om jagten pa et af verdens mest
aktive og frygtede cybernetveerk, om jagten og
kaplgbet med tiden, og hvordan Orange
Cyberdefense var i stand til at hjaelpe Europol
og FBI med deres efterforskning, som farte til
anholdelsen af flere af bagmandene i
efteraret 2024.

40

B Cyberdefense

PLANETARIUM - KOSMOS

DON'T GO TO THE POLICE

En e-mail!
Et klik!
En nat, der aendrede alt!

Se den sande historie,
de fleste aldrig horer.

Scan QR-koden
og kom med til
filmpremieren.

Orange Restricted
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Link to teaser: https://www.voutube.com/watch?v=3nJ-vIFO2e0

= @ VYoulube

DON'T GO TO THE POLICE

Don't Go to the Police


https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
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Paneldebat

Nar cybersikkerhed bliver et
sporgsmal om geopolitik,
forretningskontinuitet og
samfundsansvar.

Security Navigator 2026
4. Februar

Orange Restricted
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Fem temaer:

Supply Chain angreb: Fra individuel risikostyring til
kollektivt ansvar.

SMV’er i skudlinjen: Hvorfor elsker angriberne SMV’erne
sa meget?

Fra cyberafpresning til cyberaktivisme: Nar geopolitik
mgder DDoS.

Al: Skjold, sveer eller en bombe under cybersikkerheden?

Digital suveranitet: Er Europa alene hjemme?

Orange Restricted



Supply Chain angreb:

Fra individuel risikostyring til kollektivt ansvar.




SMV’er i skudlinjen:

Hvorfor elsker angriberne SMV’erne sa meget?

45
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Fra cyberafpresning til cyberaktivisme:
Nar geopolitik mgder DDoS.




Al:

Skjold, sveaer eller en bombe under cybersikkerheden?




)J

50 % of the world’'s Al researchers are Chinese. 70 % of last
year’s Al patents are published by China. The ecosystem of
Al in China is vibrant, rich and incredibly innovative. 9 out

of the 10 of the science and technology schools in the
world are now in China. They lead in science and
technology in many different fields. This has
completely flipped in the last half to a

decade. The US used to lead most /
of them. Now China lead most of o
them. They have a large population : ¢

of highly qualified students. They work

incredibly hard. This is a country with an 8§ &
| N ¥,

e —
! \ *
Jensen Huang o~

. CEO Nvidia '
,v

enormous might.

\




Al-kaplgbet: Hvad geor vi ved Kina — og hvor star Europa?

oiEn

ITWATCH

RESULTATER PROFILER STARTUP POLITIK BRANCHER

Microsoft-topleder: Kina er ved at
vinde Al-kaplgbet uden for Vesten

T bination af lave priser

Kina leber med Al-kunderne uden for Vesten, hvor bl.a. kine: e Deepseek
sprinter fra amerikanske Igsninger.

Det siger Microsoft-koncern naestkommanderende, Brad Smith, i et

interview med Financial Tim

Ifglge ham er det iszer pa det afrikanske marked, at Deepseek tager

markedsandele, hvilket understreger, at der er stor konkurrence om
kunderne.

"Vi ma erkende, at Kina i modsaetning til for et ar siden nu har en open
source-model, og i stigende grad mere end én, der er konkurrencedygtig,”
siger Brad Smith ifglge Financial Tim

vicrosoft-toplederen p ger, at de kinesiske Igsninger vinder frem i Afrika
ggrund af en kombination af lave priser og store statslige

stgtteordninger finansieret af den kinesiske regering

"De drager fordel af statsstgtte, der g@r det muligt for dem at underbyde
amerikanske virksomheder pa pris," understreger han.

Financial Times skriver, at Kina har overhalet USA pa det globale marked for
abne Al-modeller, der ofte er gratis at bruge, a2ndre og integrere for
udviklere.

Omvendt har amerikanske teknologikoncerner scrm OpenAl, Goegle og
Anthropic i stedet fokuseret pa at bevare fuld kontrol over deres mest
avancerede teknologi og tjene penge pa den gennem kundeabonnementer
eller virksomhedsaftaler, skriver mediet.




State of the Union address:
“October 2025 =
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Digital suveranitet:
Er Europa alene hjemme?




State of the Union address:
“October 2025

wrk

Whether on environme ital regulation:

v . set our ow dar
r own regulations.

EWEVE deciie for itself.




gut, we will not be s”eign if our

communications depend on foreign satelites,
. or if our winter ing depends on gle

gas supplier. We will not allow Europe to be
merely a consumer mar echnologies
gned in th or
d fromits’long

ical slumber.



Sovereignty, Trusted Security & Resilience

)J

In a fragmenting world, Europe's cybersecurity future
depends on moving beyond strategic dependency toward
resilient, independent capabilities. European leaders and
businesses can manage cybersecurity risks pragmatically
by diversifying architectures, investing locally, and
building alliances that balance sovereignty with
sustainable interdependence.

Resilience, not isolation, will define Europe's digital
strength in the years ahead.

Charl van der Walt
Global Head of Security Research

I Cyberdefense




Europe’s cyber dilemma in a shifting world

Sovereignty in cybersecurity is often equated with total
national control, but beyond this strict view lies a more
strategic goal: reducing dependency, building trust, and
ensuring resilience in the face of geopolitical uncertainty.

At Orange Cyberdefense we help you navigate these
priorities across the cyber-security value chain, enabling
secure, sovereign-ready choices without compromising

performance. .

Caught in
the Cloud

Europe’s cyber dilemma
in a shifting world

We structure our sovereign approach around four critical
dimensions:

+ Data
Infrastructure
+ Technology
*  Operation & Resources

I Cyberdefense



Trusted Cloud

Hvor ligger vores mest kritiske data
— og under hvilken jurisdiktion?

Bleu (et joint venture mellem Orange
og Capgemini), som gor det muligt
atudnytte styrken i Microsofts cloud
— men pa europaiske vilkar og under
europaisk kontrol.

Bleu er ikke bare endnu en cloud
— det er en suveran europaisk
cloudplatform.

B .
Microsoft

M Cyberdefense




Microsoft-teknologi
+ europaeisk kontrol

*  Bleu leverer Microsoft Azure & Microsoft 365 i en Trusted Cloud.

* Lasningen er designet til organisationer med hgije krav til sikkerhed
og datasuveraenitet. Det gar den iseer relevant for kritiske sektorer,
offentlige myndigheder og private virksomheder.

*  Bleu leverer lgsningen under europeaeisk jurisdiktion og den er pa vej B I

mod en SecNumCloud 3.2-certificering (ANSSI). e

*  Lasningen er godkendt af EU-Kommissionen. l l

* EU valideringen betyder, at lgsningen eritrad med EU’s fokus og
retningslinje for digital suverzenitet.

»  Orange Business leverer lgsninger fra Bleu som en del af sit cloud-
portfolio. . T - .

«  Lgsningen kan kombineres med hybrid cloud (private + trusted public CC&WV\NV\X' Microsoft
cloud.

* Lasningen skaber et trusted ecosystem for kunder og partnere.

*  Lesningen mindsker afheengighed af ikke-europaeisk jurisdiktion.

* Lasningen gger kontrollen over kritiske data og systemer.

Lasningen understgtter krav fra NIS2, DORA, GDPR.

. Cyberdefense
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Take aways

Cybersikkerhed ikke laeengere kun handler om IT, teknik

og firewalls. Det handleri hgj grad om afhaengigheder og
forbundethed, og det er blevet et spargsmal om forretnings-
kontinuitet, samfundsrobusthed og strategisk ledelse.

SMV’ernes sikkerhed pavirker enterprise-virksomheder.
Leverandgrers modenhed pavirker hele vaerdikeeder.

Geopolitik pavirker trusselslandskabet og gger risikoen for
angreb.

Al pavirker bade kompleksiteten, angrebshastigheden og
forsvarsevnen.

Vores teknologiske afhaengighed pavirker, hvor meget kontrol
vi egentlig selv har.

Orange Restricted






Link til rapport:

hitps:/Mmwww .danskerhverv.dk/siteassets/mediafolder/dokumenter/01 -
analyser/analysenotater-2026/cybersikkerhed-i-erhvervslivet-2026 .pdf

ANALYSE, JANUAR 2026

Cybersikkerhed i erhvervslivet
En ny medlemsundersggelse fra Dansk Erhverv giver et aktuelt indblik i, hvordan
medlemsvirksomhederne handterer cybersikkerhed i mgdet med et hastigt udviklende trusselsbillede.

Cybersikkerhed fylder mere end nogensinde i dansk erhvervsliv. Virksomhedernes stigende
afhaengighed af digitale systemer betyder, at selv mindre IT-haendelser kan fa store driftsmaessige
konsekvenser. Samtidig udvikler trusselsbilledet sig hastigt, og bade cyberkriminalitet, geopolitisk
ustabilitet og fysiske haendelser udfordrer viksomhedemes robusthed.

Dansk Erhvervs har derfor gennemfart en medlemsundersagelse, der giver et aktuelt indblik i:
* Hvordan vores medlemmer arbejder med cybersikkerhed

* Hovilke risici de oplever

» Hvordan de investerer i at styrke deres modstandsdygtighed

* Hvilke udfordringer de star over for

Undersggelsen belyser bade virksomhedernes IT-afhaengighed, deres beredskab, bekymringsniveau,
investeringer og de barrierer, der stari vejen for yderligere sikkerhedsindsatser.

Formalet med analysen er at afdaekke, hvordan Dansk Erhvervs medlemmer vurderer deres egen
cybersikkerhed, hvilke IT-sikkerhedsforanstaltninger de arbejder med, og hvordan de prioriterer
investeringer i sikkerhed i lyset af nye lovkrav og et mere komplekst trusselsbillede.

Analysen baserer sig pa besvarelser fra 695 medlemsvirksomheder pa tveers af de brancher og
virksomhedsstgrrelser, som Dansk Erhverv repreesenterer.

Cybersikkerhed
i erhvervslivet
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Thank you!

Build a safer digital
soclety

B Cyberdefense
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