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KEY TRENDS

o,

Machine-driven
operations are
defining the
modern firewall
Human identities account

for just 2.8% of managed
identities within CSPs.

2.8%

of managed identities
are human

Regulations are
accelerating,

not stifling, Al
adoption in Europe

More than 50% of Al and
ML packages belong to
European organizations.

>50%

Al and ML packages
are European

O

Organizations

are shifting to
automated
response actions
for modern threats

More than 70% of
organizations use
behavior-based
detections across 91% of
environments to improve
signal quality, and 140%
more organizations

now automatically

kill processes when a
detection is triggered.

140%

more organizations auto
kill processes when
detection is triggered

7|

Even as cloud
environments
scale beyond
human limits,
runtime security
and build discipline
continue to reduce
operational risk

Running vulnerable
images with known
exploits dropped 74% to
nearly 0%, and image
bloat fell 50% YoY, with
less than 1% of packages
unused in running
images.

50%

less image bloat YoY
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Executive summary

Sysdig’s team of cybersecurity researchers are back at it with the ninth annual “Sysdig

2026 Cloud-Native Security and Usage Report,” and here’s the headline: the “hustle

hard” era of security is coming to an end.

For years, cloud security has been a race
that humans had full intentions of winning
through sheer effort, better dashboards,
and more caffeine. Even in last year’s
report, organizations continued to make
progress, but the data this year shows
that they have officially hit the limits of
human scale.

As with Sysdig’s past eight reports, this
report uncovers what's really happening
in the cloud through the analysis of
real-world customer data. The findings
tell us that while defenders continue to
become more sophisticated and auto-
mated security is gaining traction,
attackers remain relentless, and the
human element is still the most signifi-
cant risk to an organization. Human error,
including misconfigurations, is the root
cause driving 26% of all data breaches.

We must face an uncomfortable truth:
organizations have optimized human
workflows as far as they can, but have
reached a vulnerability ceiling despite
mature processes. The problem isn't from
a lack of effort but a shift in the battle-
field. Threats come in at machine speed,

creating proof of concepts and exploiting
vulnerabilities like React2Shell and
BeyondTrust (CVE-2026-1731) within
hours of disclosure. Any security process,

including human input, now introduces
delay — and therefore exploitability.

In previous years, security teams moved
away from trying to see everything to
seeing the right things. Now, the speed
of attackers and the introduction of Alin
security are forcing some organizations to
trust machines with decisions rather than
only recommendations. In large enter-
prises, risk reduction depends more on the
use of autonomy than perfection. With
too much telemetry, alerts, and attack
surface for humans to keep up, doing
something thatis Al-driven is better than
doing nothing at all. Agentic Al is the next
step in cybersecurity because at cloud
speeds, machine action is becoming more
valuable than machine analysis alone.

Strap in. Read on for all of this year’s
security hot takes and the hard data to
back them up.


https://www.ibm.com/reports/data-breach
https://www.sysdig.com/blog/detecting-react2shell
https://nvd.nist.gov/vuln/detail/CVE-2026-1731
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It's time for agentic Al
vulnerability management

When hard work stops paying off

This year’s data points to something that a majority of security teams and developers have felt
for a while now: vulnerability management is reaching the limits of human scale. It's possible
that we've reached a threshold for vulnerability management, even with mature tools, improved
prioritization, and well-formed processes. The percentage of critical and high vulnerabilities in
use remains largely unchanged since last year — a number that had consistently fallen year over
year from 2023 to 2025. According to the data, organizations still have approximately 5.5% of
vulnerable images present in running workloads this year. That plateau matters, because continued
progress requires a new approach to the process.
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It's a classic case of diminishing marginal
returns. In economics, it's what happens
when you continue to apply effort but
get less and less benefit in return. Early
improvements and vulnerability reduc-
tions were achievable with better tools
and processes, but as environments
continue to grow, the curve flattens. The
pattern is reflected in today’s vulnera-
bility management workflow:

e Vulnerability scanning
is automated.

e Ticketing and prioritization are
increasingly automated.

e Remediation, however, is still
largely human-driven, and it’s the
limiting factor.

However, this is not a failure of tools
nor effort. This is the point at which
machines need to be brought in to
support human efforts to keep pace
with ever-changing cloud-native envi-
ronments. Some aspects of vulnerability
management are automated, such as
data correlation and ticket creation, but
that’s not enough. By implementing a
secure and confident agentic Al system
within vulnerability management, orga-
nizations should be able to continue
making progress toward reducing the
number of vulnerability risks across their
system. To break through the ceiling of
5% vulnerabilities, the next evolution
isn't “more automation,” it's “smarter,
autonomous remediation” orchestrated
by agentic Al.

Out of 100 workloads with critical or high vulnerabilities

2026 breakdown

AAA

83%
have a fix available

5.5%
are in use

0.18%

have an exploit
available

YoY comparison

Fix available

83%
91%
86%
71%

In use

5.5%

5.4%
8% e
15%

Exploit available

0.18% e
0.7% e
1% e
2%

0O 2023 B 2024 W 2025 O 2026
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Such a shift doesn’'t mean that vulner-
ability risk is unmanageable. In fact,
there was a significant reduction in
the percentage of vulnerabilities with
a known exploit. Running exploitable
images in production is an unacceptable
risk that appears to have been prioritized
with nearly a 75% reduction year over
year, down to 0.18%. This is a crucial
win to highlight for security prioritization:
reducing massive risks.

Perfection isn’t the goal, however, and
it likely never will be. It's unlikely that
any classification of vulnerabilities will
ever reach 0% with the near-constant
evolution of vulnerabilities, exploits, and
changing environments. Risk reduction
doesn’t require perfection — it doesn’t
mean eliminating all risk, just all of the
right risk.

Additionally, the window between
vulnerability disclosure and exploit
weaponization has collapsed, according
to VulnCheck. In 2018, attackers took
nearly a year to weaponize vulnerabili-
ties. By 2023, it was only eight days. At
the end of 2025, React2Shell was being
actively exploited only hours after it was
disclosed. As attackers continue to use Al
in their operations, vulnerability weap-
onization will approach near-real time.

Breaking through the ceiling, removing
the most dangerous vulnerabilities, and
continuing to reduce real risk is where
agentic Al becomes not only useful, but
economically and operationally justi-
fied. Autonomous remediation, executed
within human-driven guardrails, is
how organizations will keep pace with
shrinking exploit timelines.

What are the right human-defined guardrails?

Humans can still guide agentic processes. Advocating for agentic security does not

mean removing humans from the loop; it simply means redefining their roles. Humans

can define the following:

> Write policies to define change limits.

> Scope permissions and privileges.

> Deterministic rollbacks.

> Audit logs, output, and explainability of agents.

> Risk thresholds with environmental context.

Without guardrails, agents will introduce operational risk at some pointin their lifetime.

Humans can advance with machine-speed security when they define and govern it.


https://www.vulncheck.com/
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How security
maturity breaks
down bloat

Organizations are prioritizing and
cleaning up the security mess left
behind by the Al boom of 2025. That is,
the excessive number of unused pack-
ages that come along with open source
images but do nothing for your organiza-
tion’s use case. Last year’s report called

for shrinking image bloat through consol-
idation, smart application building, and
the discovery of shadow Al and other
shadow IT.

After analyzing nearly 13 billion pack-
ages for image bloat, less than 1% of
packages in images were unused, a
reduction of 50% year over year. Orga-
nizations are maturing their continuous
integration/continuous delivery (CI/CD)
pipelines and adopting leaner images,
which in turn reduces their attack
surface. Simultaneously, they can save
a few bucks because smaller images
build, scan, and pull faster, leading to
faster-moving pipelines and less devel-
oper wait time. Lighter images also take
up less storage, resulting in cost savings
for registries and artifact repositories.

Again, while the expectation is that
this may never reach 0%, organiza-
tions are smartly cutting unnecessary
risk. Reducing the complexity of images
can be a machine-scale strategy: fewer
packages and fewer surprises result
in faster patching or resolution and
clearer ownership.


https://www.sysdig.com/blog/sysdig-2025-cloud-native-security-and-usage-report
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sysdig

The Cloud Defense
Report 2025

A Look Inside the Al-Powered
Security Shift

The challenge lies in securing these CI/CD pipelines, where attackers made it a point
in 2025 to identify and exploit weaknesses. CI/CD pipelines are integral to devel-

oper workflows but often have broad permissions across source code, build systems,
artifact repositories, and production infrastructure. For attackers, they represent high
impact and low visibility, which offers them several strategic advantages:

Privilege
@ Pipeline credentials often allow write access to repos, container
registries, cloud resources, and production environments.

Movement
@ A single CI/CD compromise can impact every application,
service, or customer using the affected artifact.

Persistence
An attacker can embed malicious code into build processes or

artifacts, letting the malware survive redeployment and bypass
some runtime defenses.

S~ Trust
@ CI/CD outputs are too often assumed “safe,” which allows

N
lateral movement downstream without triggering alerts.

As cloud-native environments continue to become interconnected and automated, CI/
CD pipelines increasingly function as the connective tissue between code, infrastruc-
ture, and production, requiring a high degree of defense and collaboration between
security and development.

Stop real threats in real time

Learn more in the Cloud Defense Report

(READ THE REPORT)

60% 76% 300

of containers live for one faster mean time to respond of the Fortune 500 use open
minute or less g source Falco

incidents


https://www.google.com/url?q=https://content.foleon.com/sysdig/sysdig-cloud-defense-report-2025/runtime-stopping-real-threats-in-real-time&sa=D&source=docs&ust=1775052611849009&usg=AOvVaw2wX_tQmTq7XU7RBrD3q6II
https://www.sysdig.com/blog/a-smarter-safer-cloud-in-the-age-of-ai
https://www.sysdig.com/blog/a-smarter-safer-cloud-in-the-age-of-ai
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A vulnerable
operating system
paradox

In reviewing the top host and container
operating systems with critical vulner-
abilities, the majority are not end of
life (EOL). In fact, the newest, actively
maintained operating system (OS)
versions show the highest concentra-
tion of reported critical vulnerabilities.
Non-EOL hosts account for 80% of the
top 10 OSs with critical vulnerabilities.
Similarly, non-EOL container OSs contain
75% of critical vulnerabilities in the top
10. Risk lives where innovation grows.

This does not indicate that modern OSs
are less secure. Rather, it may be because
vulnerabilities are reported less when an
OS hits EOL, or because threat actors
and security researchers alike priori-
tize targeting and securing the newest
versions. Modern infrastructure is simply
more complex and more valuable.

Modern OSs are where real-world, inno-
vative workloads are running, making
them the highest-value targets for
discovery, exploitation, and defense.
Additionally, the increasing complexity
of modern OS kernels, libraries, and
container runtimes expands the potential
attack surface, providing more opportu-
nity to find flaws.

Top 10 host OSs with the
most vulnerabilities

Amazon Linux 2 (Karoo)

Ubuntu 22.04

Ubuntu 20.04

Redhat 9.6

Ubuntu 24.04*

Oracle 8.10

Ubuntu 18.04*

Centos 7.9.2009

Amazon Linux 1 (AMI release 2018.03)*

Centos 7.6.1810*

Top 10 container OSs with
the most vulnerabilities

Debian 12.12

Debian 10.9*

Debian 12.1

Debian 11.11

Debian 11.4

Alpine 3.19.0*

Ubuntu 24.04

Debian 12.10

Redhat 8.10

Ubuntu 22.04

* End of life

38.4%

24.7%

13.4%

5.8%

5.3%

4.4%

3.6%

2.0%

1.5%

1.0%

41.2%

18.3%

14.8%

8.3%

4.5%

4.1%

3.5%

3.3%

3.0%

2.9%
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Key takeaways

Our vulnerability data makes one thing
clear: we have a scale problem. Reme-
diation, coordination, and verification
are still human-driven, and while the
reduction in known exploited vulnera-
bilities and image bloat shows that orga-
nizations are capable of cleaning up risk
debt when they focus, it’s still causing
a bottleneck.

This is the inflection point. Manually
closing loops is giving way to autono-
mous systems that can continuously and
safely remove the mechanical toil so that
humans can govern risks, not chase them.

CI/CD pipelines, for example, represent
systemic risk in which one compromise
can cascade downstream and across
environments. The more interconnected
and automated cloud-native environ-
ments become, the less feasible manual
oversight becomes.

There are early proof points that Al can
drive remediation and patching at scale.
Agentic coding is accelerating software
development, compressing the time
between code creation and deployment.
Human-paced patching will not keep up.

Next steps

>>

The hustle hard era is ending as scale continues to grow. It's time for people to

focus on setting a strategy and defining an acceptable risk tolerance in order to:

> Shift from Al-enabled
prioritization to Al that can
execute remediation actions.

> Define and apply guardrails and
allow Al to patch and make secure
configuration changes to keep
pace with the speed of agentic
software development.

> Embed Al-driven policy
enforcement into pipelines
and across permissions
and credentials.

> Treat remediation timescales
as a business key performance
indicator (KPI) and measure real
risk reduction instead of ticket
closure rates.
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Defending the
cloud-native battlefield

Cloud-native environments are distributed, ephemeral, and constantly changing. Over the past

several years, we've learned that defending these dynamic environments is no small feat. It
demands more than just visibility. It requires the right prioritization, behavioral correlation,
and the ability to act with speed.

Year after year, security teams have improved their defensive processes. This year’s data also
shows meaningful leaps in maturity to match the speed of cloud attacks. More organizations
are increasingly strengthening their runtime defenses by using more precise detections and
accelerating the shift toward automated response.
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Organizations
prefer behavioral
detection fidelity

Many triggered detections are often
the result of developers or engineers
simply trying to do their job: a container
spawning a shell, a process accessing
sensitive files, or an identity elevating
privileges. These false positives create
a lot of noise for security teams and
lead to the infamous alert fatigue that
many security operations center (SOC)
analysts feel day in and day out. Indi-
cator of compromise (I0C)-based detec-
tions are not good enough for today’s
advanced threat actors, and neither are
alerts that trigger on a single action. A
single behavior seen in isolation rarely
tells the full security story. Without
context and correlation across work-
loads, identities, and runtime, security
teams are left chasing signals that are
either benign or obsolete by the time
they’re noticed.

More than 70%

detections

High-fidelity detections are built around
multiple actions or a chain of events.
More than 70% of organizations are
using stateful detections, or behav-
ior-based rules, across 91% of their
cloud environments. The high usage
of stateful detections is a clear valida-
tion that behavior-based rules are the
modern standard for evaluating fewer
high-fidelity alerts over raw volume.
And this shift is not just about reducing
noise. Once the security team trusts the
signal, the next natural step is to trust
the action.

of organizations
are using stateful
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dWS
N

Sysdig offers threat detection via
Amazon Web Services (AWS) Behav-
ioral Analytics, which is of course

specific to organizations operating with
this cloud service provider (CSP). These
detections monitor the cloud control
plane and will detect anomalies with
API calls, identity usage, configuration
changes, and more.

§/< Falco

The Falco agent supports stateful detec-
tions with the ability to correlate and
contextualize events. These detections
are called Sysdig Runtime Behavioral

Analytics, and they can be used with
any CSP and operate at the Linux and
container runtime layers. These detec-
tions trigger on irregular system calls,
process behaviors, file activity, and
container drift.

AWS stateful detections
across regions

AMER
69.6%

EMEA
72.4%

APAC
75.5%

Falco stateful detections
across regions

AMER
70.1%

EMEA
74.2%

77.5%



https://www.sysdig.com/blog/how-to-detect-multi-stage-attacks-with-runtime-behavioral-analytics
https://www.sysdig.com/blog/how-to-detect-multi-stage-attacks-with-runtime-behavioral-analytics
https://www.sysdig.com/blog/detect-and-respond-to-compromised-identities-in-minutes-with-sysdig#:~:text=Advanced%20Cloud%20Behavioral%20Analytics%20are,a%20planned%20red%20team%20exercise
https://www.sysdig.com/blog/detect-and-respond-to-compromised-identities-in-minutes-with-sysdig#:~:text=Advanced%20Cloud%20Behavioral%20Analytics%20are,a%20planned%20red%20team%20exercise
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Stateful detections across business sectors

70%

B AWS

It's clear that organizations across all
business sectors see the value in stateful
detections; the sectors above are typi-
cally targeted most often by threat
actors, and likely to cut through the noise
and identify actual threats faster. These
include finance, hospitality, healthcare,
manufacturing, and transportation. A
majority of the organizations within
these sectors also fall under critical infra-
structure according to many regulations;
therefore, detecting threats quickly so
that they can report incidents is also a
high priority for compliance and business
continuity in addition to security.

100%

[ Falco

While overall adoption of stateful detec-
tions is high, it's important to note that
organizations that do not operate in AWS
environments will reduce the regional
and business sector percentages. In
some cases there is little added value,
and stateful detections are disabled.
Sysdig Runtime Behavioral Analytics
adoption is slightly higher across the
board because organizations using all
CSPs can use them.

The use of stateful detections is the
foundation for the future of Al-driven
detection and response. Al alone will
only amplify noisy and inconsistent data.
Stateful detections provide the contex-
tual and correlated information that Al
systems need to distinguish benign from
anomalous behavior.
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The rise of autonomous response

Automation used to mean tickets and dashboards; now it means decisions. For three
years we've been reporting on automated incident responses such as killing, pausing,
or stopping a container, and every year we've seen an increase in the number of orga-
nizations using these actions for an increasing number of runtime detection policies.
Slowly but surely, organizations are either becoming increasingly confident in their
ability to respond to potential incidents autonomously, or they feel pressured and see
no choice but to automate some responses.

Automated response can be implemented at different levels based on
organizational confidence:

Low-blast Broader Prevention

radius action containment .
Block drift

Kill a process Kill a container or malware

The shift from manual reaction to autonomous action is the ultimate sign of
cloud security confidence and maturity as organizations shift to the distributed,
immutable, ephemeral (DIE) operating philosophy. There is opportunity in inci-
dent response to continue building trust in machines offering recommendations
and making decisions, because an action — even if agentic-driven — is better than
taking no action.

Together, process-level and container-level termination offer graduated autono-
mous response options, allowing organizations to match the response to the scope
of the threat, rather than defaulting to full workload disruption that could cause
operational impact.

While 75% of organizations have automated response actions configured for various
policies, they aren’t being actively used or implemented. Only 27% of organizations
have automated responses implemented. The vast majority of organizations only
configuring automated responses is a sign of intentional caution, where businesses
are likely actively working toward confident automation and following DIE, or the
idea that an immutable workload should never change during runtime. The next step
for many organizations is overcoming this trust barrier, where they fear breaking a
production workload. In practice, this means that any observed runtime change in
an immutable workload is evidence of potentially malicious activity.
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The preference to “kill”

over “pause” or “stop” is a
sign of maturity, indicating
prioritizing security over the
operational convenience of
troubleshooting a running,
compromised container.

34 3

The most significant change was in the
autonomous use of the “kill -9” command
to kill a process following a threat detec-
tion alert. There was a 140% increase in
organizations using the command across
132% more policies than last year when
this policy was first enabled. Killing a
process is a low-blast-radius contain-
ment action that allows defenders to
interrupt an attack without disrupting
the entire workload. It shows growing
confidence in detection fidelity and a
clear preference for precise containment
with localized compromise.

At the workload level, there was a 28%
increase in the number of organizations
that favor killing a container as opposed
to pausing or stopping, applied across
69% more policies than last year. The
preference to “kill” over “pause” or
“stop” is a sign of maturity, indicating
prioritizing security over the opera-
tional convenience of troubleshooting a
running, compromised container.

Additional gains in prevention via system
hooks reinforce this trend toward deci-
sive, automated action, including a 9%
increase in organizations autonomously
preventing drift and a 37% increase in
preventing malware.

The future of machine-scaled security
isn't reckless. The graduated autonomy
seen over the past few years has been
driven by confidence in detection fidelity.
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Manual mitigation
IS a race against
the clock

Is your environment impacted by the
latest vulnerability to hit the news (or
quietly slip past the headlines)? Newly
identified vulnerabilities or threat actor
campaigns typically require some
investigation or threat hunting to iden-
tify impact, unless you have a security
provider automatically adding detection
rules for you.

Velocity, not novelty, is more often a
threat actor’s advantage. Fast itera-
tions and a successful path are more
useful than the perfect plan, as the
Sysdig Threat Research Team (TRT)
saw in December 2025 with React2Shell
attacks happening only hours after the
vulnerability was made public. The
longer it takes to remediate a vulner-
ability, the greater the risk that your
environment could be breached. Being
proactive and prioritizing properly is key.

The Sysdig TRT adds widespread and
relevant threats to its Threat Intelli-
gence Feed to give customers a clear
summary, impact insights, and direct
links to drill down into affected work-
loads, packages, identities, and hosts.
Of the threats identified and published
to the Threat Intelligence Feed for Sysdig
Secure customers:

> 39.8% were reviewed in less than
24 hours.

> 16.6% were reviewed in 25 to
47 hours.

> 23.3% were reviewed in two to
seven days.

> 20.3% were reviewed in one week
or more.

The delayed review of intelligence could
be because the vulnerability did not
pertain to the environment or because
it was a lower priority. However, more
than half of the threats identified were
assessed in less than two days. Orga-
nizations should use this evaluation as
a benchmark for active threat intelli-
gence consumption — keeping in mind
that exploitation can happen quickly
following vulnerability disclosure, as it
did with React2Shell. This is proof that
vulnerability management and threat
detection need to be autonomous and
real time.

39.8% reviewed in less than 24 hours

o 16.6% reviewed in 25 to 47 hours

— 23.3%reviewed in two to seven days

«— 20.3% reviewed in one week or more


https://www.sysdig.com/blog/etherrat-dissected-how-a-react2shell-implant-delivers-5-payloads-through-blockchain-c2
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Key takeaways

Cloud-native defense continues to
mature. The security industry is pain-
fully aware that manual validation
and response cannot keep up with
machine-speed attacks. The data proves
that organizations are shifting toward
high-fidelity, stateful detection, and they
are increasingly confident in automated

response and containment. This is real
progress. Human-driven detection,
investigation, and mitigation are giving
way to autonomous detection, contex-
tualization, and response, alongside
simultaneous human-driven validation.
Security’s role is shifting from reacting
to governing a scaled defense.

Next steps

>>

The next step is putting the right foundations in place to:

> Continue shifting from
IOC-based signals to stateful,
behavior-based detections.

> Treat detection fidelity not
just as a noise reducer,
but as a prerequisite for
autonomous response.

> Establish clear guardrails to allow
automated response without
operational instability.

> Implement an agentic response
system that can validate alerts
and execute remediations.

> Measure response and
containment speed and latency
as a business KPI in addition
to alert volume and manual
ticket closures.
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Al adoption matures

Alis now an invaluable tool in the arsenal of both attackers and defenders. Threat actors use it
for more than just enhanced social engineering campaigns and reconnaissance. The Sysdig TRT
has found a malware script that was up to 95% Al-generated and an Al-assisted account

takeover in less than 10 minutes.


https://www.sysdig.com/blog/attacker-exploits-misconfigured-ai-tool-to-run-ai-generated-payload
https://www.sysdig.com/blog/ai-assisted-cloud-intrusion-achieves-admin-access-in-8-minutes
https://www.sysdig.com/blog/ai-assisted-cloud-intrusion-achieves-admin-access-in-8-minutes
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Luckily, defenders are hot on their
heels. Organizations are using Al
across the entire security life cycle to
accelerate the most time-consuming
parts of cloud security: investigation,
triage, vulnerability management, and
response. Sysdig Sage™ correlates
runtime activity, vulnerabilities, reme-
diations, identities, and cloud resources
quickly, giving security teams immediate
context for active threats. This enables
Sysdig customers to reduce mean time
to respond (MTTR) by 76% compared to
pre-Al security workflows.

Organizations are also maturing quickly
in their Al usage. A majority of organi-
zations are building their own Al stacks
and orchestrating complex workflows.
Tasks that previously took hours of
manual analysis can now be completed
in minutes, helping defenders keep pace
as attackers automate and accelerate.

The first widely adopted use case
for Al in security, including Claude
Code, was scanning code to find
vulnerabilities. Sysdig extends this
approach by detecting abuse of the
agents themselves at runtime. As
Al agents are integrated into work-
flows, new attack surfaces emerge:
they may download malicious
components or attempt to escape
their sandbox to impact underlying
systems. Runtime detection makes
it possible to identify and respond to
these behaviors immediately.

But while Al innovation is being imple-
mented quickly and Al capabilities are
evolving rapidly, securing Al is far less
revolutionary than it seems. As explained
in “AIBOM: The Infrastructure, Risks,
and How to Secure Al Models,” there’s

nothing fundamentally novel about Al
infrastructure. What it takes to secure an
Al model is largely unchanged from the
cloud security practices we all know (and
may or may not love). The problem lies
less in the new technology, and more in
the old security habits that die hard (still).


http://www.sysdig.com/blog/whats-old-is-new-again-how-to-demystify-ai-security-with-aiboms
http://www.sysdig.com/blog/whats-old-is-new-again-how-to-demystify-ai-security-with-aiboms
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This hierarchy of Al systems is defined by the kinds of problems each system is
designed to solve, not the underlying hardware or tools. Before digging into what
defender usage looks like this year, let’s define the nested categories of Al systems.
Each is a more focused subset of the one below it.

4 N

GenAl

ML
Al I

. )

Alis the umbrella term that refers to any

system designed to perform tasks that
used to require human intelligence, such
as reasoning, pattern recognition, deci-
sion-making, and more.

Machine learning (ML) /

Dominates modern Al in practice.
Most Al systems are ML-based. Rather
than relying on programmed rules, ML
learns patterns from data and improves
performance over time based on
learned experience.

Generative Al (GenAl) J

Learns structure from its training data
and produces novel content.

Large language model (LLM) J

Answers questions, translates, provides
summaries, writes code, and can reason
to some degree.



sysdig

r~
w

2026 CLOUD-NATIVE SECURITY AND USAGE REPORT

Al evolves from
consumable to
infrastructure

According to McKinsey & Co., Al adop-
tion takes form in one of three cate-
gories: takers, makers, and shapers.
Takers consume Al through third-party
software-as-a-service (SaaS) plat-
forms, like Salesforce and Snowflake, or
hosted models like ChatGPT and Claude.
They benefit from Al without the deep
engineering integration requirements.
Shapers are customizing and deploying
models like OpenAl or HuggingFace,
developing data pipelines, and inte-
grating directly into their products and
workflows. They build products on top
of Al systems and focus on fine tuning.

Makers build their Al models from
scratch. They train their models using
massive GPU capacity and vast amounts
of data.

This year’s data makes one thing clear:
the majority of organizations are making
and shaping Al. We analyzed over 1
million more Al and ML packages than
we did last year, and found strong signals
indicating that Al adoption is moving
from the “toy” phase to a permanent
part of infrastructure, which came as no
surprise. There was 25 times growth in
the number of Al-specific packages year
over year, but the presence of nearly six
times more ML packages in cloud envi-
ronments indicates that organizations
are increasingly operating as shapers.
The question is no longer whether or
not organizations are using Al, but how
deeply they are integrating it.

The Al packages analyzed included the
breakdown below. Of significance, the
number of OpenAl packages grew by 14
times and Anthropic by 40 times.

Al packages

TensorFlow 19.7%

LangChain 16.5%

OpenAl 14.2%

AWS 11.1%

Anthropic 2%

Other 36.5%



https://intechnology.intel.com/episodes/future-gen-ai/
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This growth data indicates that organi-
zations are demonstrating good security
hygiene in a new phase of security matu-
rity. The spike in ML packages reflects the
foundational work required to develop
and support Al adoption. Rather than
deploy Al-specific libraries, organiza-
tions are investing in the underlying ML
foundations, prioritizing making Al over
taking or shaping. Organizations are also
building better data pipelines, monitoring
processes, and evaluation tools to make
Al that is scalable and governable. And
engineers are integrating ML into areas
that don’t require Al-specific libraries
such as forecasting, anomaly detection,
reporting, and workflow optimization.

The data suggests that Al is being moved
out of the code layer and into infrastruc-
ture and APIs. This is also reflected in
broader industry research, as seen in
the graph below. These patterns rein-
force that Al is already highly consumed
and operationalized through external
services and shared platforms, and
increasingly embedded directly into
application code. Al packages that were
once directly embedded in production
are being replaced by custom internal
services that make API calls to hosted
models. What began as distributed and
experimental work for some is being
consolidated into meaningful standard-
ized infrastructure and data workflows
that can scale more efficiently and
predictably. Consolidation makes way
for shared inference, centralized tuning,
and consistent cost controls.

How companies are connecting apps to Al

85% Third-party LLM§
(OpenAl, Anthropic)

83% Third-party Al platforms

(Tensorflow, PyTorch)

OSS LLMs

78% (HuggingFace)

1  “The State of Al Native Application Security”, Harness



https://www.google.com/url?q=https://www.harness.io/the-state-of-ai-native-application-security&sa=D&source=docs&ust=1775052611873778&usg=AOvVaw3u9glN4WYUjTCiW1UTaXAs
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This standardization is also important
for security, allowing teams to focus
their efforts on a more critical set of
the model infrastructure rather than an
endless sprawl and attack surface of
individual Al-enabled capabilities (even
though the numbers are still growing).
A centralized model infrastructure also
allows for stronger access controls,
faster patching, better monitoring, and
clearer ownership.

Despite the vast increase in the number
of data points reviewed, public exposure
of Al and ML packages remained largely
the same as last year at 1.5%; Al-spe-
cific exposure was 3.3%. Low exposure
means that the majority of deploy-
ments are internal or behind protected
layers because organizations are keen
to protect their intellectual property. A
centralized internal Al infrastructure
enables secure scaling and consistent
governance, and supports long-term
operational maturity.

While low public exposure reduces some
risk, it does not eliminate it. The Al attack
surface can be extensive, so overly
permissive accounts with access to data
pipelines, misconfigured storage buckets
housing training data, prompt injection,
and supply chain risks are still concerns
for nonexposed models. Additionally,
an available Model Context Protocol
(MCP) server introduces a new route
of exposure beyond what is explained
here. Rather than exposing inference
interfaces directly, MCP servers expose
the connective layers between models
and the tools, data, and systems they
can act on.

As organizations centralize Al infrastruc-
ture to enable secure scaling and consis-
tent governance, these connective layers
will become critical security priorities.
Low exposure is a positive signal, but
sustaining Al security requires proactive
governance of models, data, and agent
infrastructure as adoption continues to
accelerate and agentic systems operate
with greater autonomy.

As organizations centralize
Al infrastructure to enable
secure scaling and
consistent governance,
these connective layers
will become critical
security priorities.
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Who leads in
Al adoption

Many organizations are investing in Al as
a product and experience differentiator,
but while some are using third-party
offerings to quickly hit the ground
running, others appear to be building
Al capabilities from the ground up. The
line of differentiation is drawn by target
audience (consumers or other busi-
nesses) and compliance requirements.

This section does not define the busi-
ness sectors using the most Al across
their organization because it does not
account for connected third-party
applications or Al enablement built into
tools — in other words, quantifying the
takers. This analysis focuses on the pres-
ence of Al and ML packages running in
production environments.
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It is clear that business-to-consumer
(B2C) organizations like media and
internet, transportation, and retail busi-
ness sectors are leading with internal
Al and ML deployments as shapers
and makers. Since these industries
rely greatly on end user and customer
happiness, building their own, deeply
integrated and unique internal Al tools
is important to having a competitive
edge. Their business operations demand
continuous feedback loops, low toler-
ance for latency, and a high volume of
behavioral data. In these cases, their Al
efforts drive revenue and are tied directly
to customer experience, engagement,
and differentiation.

On the other hand, business-to-business
(B2B) organizations such as software,
business services, and manufacturing
are very likely using Al extensively, but
Alis likely embedded in third-party SaaS
platforms and therefore less visible at the
package level for this analysis. It's also
possible that these organizations have
a lower Al and ML package presence
because their Al teams are centralized,
or they have intentionally fewer deploy-
ment cycles given strict change-control
processes. Al usage in these business
sectors is for improving operational effi-
ciency. B2B Al usage is more likely to
support internal productivity, analytics,
automation workflows, and customer
support, as opposed to serving as the
primary product interface.

Al adoption by business sector

Media & internet 70%

Transportation 62% e——e

Retail 53% e

Energy, waste, utilities 40% ¢—«——9

Telecommunications 39% e

Finance 37% e

Software 36% e

Business services 33% e

Insurance 33% e

Manufacturing 32% e

Education 25% e

Hospitality 23% e

Government 18% e
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Al adoption patterns vary significantly
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by business sector — not necessarily by
how much Al is used, but where it exists.
The differentiator is structural: B2C orga-
nizations internalize Al for differentiation
and revenue acceleration, whereas B2B
organizations use it for efficiency and
more controlled risk exposure. Makers
and shapers face infrastructure and
model security challenges, while takers
have supply chain, transparency, and
vendor risk considerations.

EMEA is vastly outpacing other regions
in the adoption of Al and ML packages.
This is a fascinating, seemingly coun-

2026 CLOUD-NATIVE SECURITY AND USAGE REPORT

terintuitive finding on its face. Rather
than stifling innovation, the EU’s clear Al
regulatory guardrails appear to provide

Rather than stifling
innovation, the EU’s clear Al
regulatory guardrails appear
to provide the necessary
framework for cautious
organizations to accelerate
adoption confidently.

the necessary framework for cautious
organizations to accelerate adoption
confidently. With regulatory guidance in
place, organizations operating in EMEA
countries seem to feel more comfortable
fully embracing Al innovation.

At the same time, this may simply indi-
cate regional usage preferences. Orga-
nizations in EMEA may be more inclined
to make and shape Al, driven by data
sovereignty requirements and compli-
ance considerations. The numbers do
not account for organizations acting
as takers, relying heavily on hosted Al
services. Regardless, the data indicates
that EMEA-based organizations are
investing in internal Al infrastructure.

Al adoption EMEA
per region 52%
AMER
33%

APAC
19%
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Resource integrity

Al and ML packages are the soft-
ware bundles that a workload runs
to perform specific tasks. In order to
perform those tasks, a system needs
consumable compute resources that, in
the cloud, are often containers or virtual
machines (VMs).

Rather than focusing solely on the secu-
rity of Al and ML packages running in
production environments, we dug into
how these packages interact with
surrounding resources.

We found that just 0.05% of resources
are publicly exposed, with an average of
32% of packages being Al. This near-zero
level of exposure likely reflects strong
infrastructure hygiene. Organizations
are largely following modern infrastruc-
ture security practices, such as private by
default architectures, controlled expo-
sure using ingress points, and continuous
monitoring to detect misconfigurations.

When public exposure does occur, it is
typically deliberate and concentrated
at the endpoint or workload level, for
example, web servers, customer-facing
API endpoints for Al services, or public
cloud storage buckets.

0.05% of resources were
publicly exposed, with
an average of 32% of
packages being Al.
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Key takeaways

Alis no longer experimental or a novelty.
It is operational infrastructure. The
growth in Al and ML packages signals
a shift from Al consumption to produc-

tion-grade making and shaping. The
majority of organizations are makers
and shapers, bringing greater control
but also greater responsibility.

Next steps

For those looking to improve Al security:

> Be explicit when making services
internet-accessible by limiting
access and/or requiring approval.

> Continuously audit for overly
permissive identity access
management (IAM) roles,
machine accounts, and API
tokens, especially those
connecting data to models.

> Apply API security best practices
like you would for an endpoint:
authentication, rate limiting, input
validation, as well as monitoring
for abuse, prompt injection, and
irregular data access patterns.

> Centralize model serving and
inference where possible
to reduce sprawl and
simplify governance.

>>

> Use policy as code, runtime
detection, and continuous
scanning to identify exposure
early across infrastructure
and APIs.

> Enforce automated expiration
policies, tagging requirements,
and unused resource cleanup to
keep the software life cycle clear
and tight.

> Apply zero trust principles
to services, data pipelines,
and APls.

> Continuously monitor model
behavior and data access
patterns, not just infrastructure
misconfigurations and changes.

> Assess third-party providers
for supply chain security,
transparency, and data
governance, especially if your
organization is a taker.


https://www.sysdig.com/blog/ai-is-still-a-workload-a-practical-guide-to-securing-ai-workloads
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Identity is the
cloud-native perimeter

Cloud identities are the new “firewall” of modern infrastructure. They exist to provide access

to users (developers, operators, security teams) and machines (workloads, pipelines, services)
to build, maintain, and connect the infrastructure. With them, we can establish who is allowed
to do what, where, and for how long. Without identities, the cloud would rely on hard-coded
secrets, shared credentials, and open access — all of which we know are conditions (and major
security concerns) that attackers actively seek.
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Cloud-native identity management
remains one of the most persistently
misconfigured and poorly governed
areas of security. Overly permissive or
unused accounts and long-lived creden-
tials are still the norm, not because orga-
nizations don't understand the concepts
of least privilege or zero trust, but
because identities in the cloud change
and scale faster than humans can
manage them. Every workload, pipeline,
API, model, and automation script intro-
duces additional identities and permis-
sions. This is especially true as organi-
zations deploy Al systems that interface
with the cloud control plane because Al
agents also use identities to assume
roles, self-authenticate, and invoke
APls. The difference is the scale and
autonomy involved. Now more than ever,
it’s important to look at the behaviors
of identities to ensure that Al is acting
within human-defined boundaries.

Identity management and the ability
to properly govern identities has hit
the same human limit as vulnerability
management and detection. The uncom-
fortable truth is that people have never
been good at managing identities at
scale, and the scale only continues to
grow. Mapping who can access what
across environments and services in the
new age of Al is not sustainable with
periodic review and static policy audits.
The modern cloud perimeter requires
continuous analysis, contextual under-
standing of behaviors, and automated
enforcement. These requirements make
identity management an ideal use case
for agentic Al
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Identity distribution
across CSPs

While a majority of organizations still
tend to use AWS as their primary CSP,
we saw an increase of 9% for Azure
users over the last year.

Additionally, 24% of organizations main-
tain identities with more than one CSP.
This has nearly doubled year over year.

There is a stark shift from last year in
the average number of users per CSP.
Previously, we reported more than 7,300
user identities on average in Azure envi-
ronments. This 97% reduction is not a

CSPs in which
organizations
maintain
identities

AWS 58%

GCP 22%

Azure 20%
—

decline in usage, but a clear overhaul
and improvement for Azure identity
security. Last year’s elevated Azure
user count was driven by how Microsoft
Entra represented application-based
authentication. This year’s average
shows normalization across the three
CSPs. It shows that “security by design”
as a provider effort can do more for
noise and alert fatigue than an entire
year of manual effort. However, despite
continued improvements in tooling and
knowledge of identity security, risk
remains widespread across all CSPs for
human and machine identities.

Azure

Average 185

number of
users per CSP

GCP
126

AWS
99




sysdig

w
=

2026 CLOUD-NATIVE SECURITY AND USAGE REPORT

Humans are inherently risky

We defined a risky user as a human-owned account meeting at least one of the
following parameters:

e Administrator privileges.
e No multifactor authentication enabled.
e Having access keys that are not rotated.

e Inactive for 90 days.

On average, 67% of user identities are considered risky across all CSPs. It's likely
that administrator accounts, which are inherently highly privileged, are partially
skewing this number. But even if those are false positives, there is still an innate risk
associated with these accounts; to compensate, they need to be actively monitored
for behavioral anomalies.

Even with providers’ continued improvements to identity security, identity risk remains
widespread across all providers. Tooling and visibility have improved, but scale
outpaces human governance.

Average percentage of users
with some risk consideration

AWS
59.5%

GCP
64.8%

Azure
71.5%
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Machine identity
risk is a priority

The number of machine identities
continues to grow by orders of magni-
tude over human identities. However,
even with the increasing number of Al
tools and MCP servers with elevated
privileges, we witnessed a sharp decline
in the risk associated with nonhuman
identities that varies based on CSP.
Machine identity security is a priority but
remains a critical risk vector, especially
as Al agents assume machine identities
to interact with infrastructure and data.
Excessive permissions or insufficient
monitoring can allow agents to push

beyond intended behavioral boundaries.

Define “machine
identity”

We defined a risky machine identity as
meeting at least one of these parameters:

v Administrator or editor-level
permissions applied

v User-managed keys
v Multiple access keys active
v Access keys not rotated

v Inactive for 90 days
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adws

Y Google Cloud

Microsoft Azure

There are several different names given to machine identities across CSPs, all of

which carry a fairly similar percentage of risky accounts:

In AWS, a role is the primary machine identity. It can be assumed by Elastic Compute
Cloud, Lambda, Elastic Container Service, Elastic Kubernetes Service, CI/CD systems, and
more. 45.1% of AWS roles are considered risky, even though their credentials are tempo-
rary and autorotated.

AWS IAM policies are attached to roles. They define allowed and denied actions for roles
but never authenticate on their own. 34.2% of existing IAM policies are considered risky
since they may maintain permissions that allow privilege escalation, resource deletion,

or data exfiltration. While these permissions are likely assigned to roles intentionally for
business operations, behaviors need to be monitored for abuse.

A service account is the canonical machine identity used in GCP. They are assigned to
compute engines, Google Kubernetes Engine, CI/CD systems, and more. 48.2% of GCP
service accounts are considered risky, which could be because of unused permissions

or inactivity.

GCP roles are the predefined permissions that cannot act alone. These are bound to the
service accounts, and 36.1% are considered risky because of their administrator permis-
sions, unused permissions, and other reasons. Again, many of these risky findings may be
false positives and intentionally assigned, but they require additional security diligence.

In Azure, a machine identity is called a service principal or managed identity, which
includes app identities and those managed by Azure. These include VMs, Azure Kuber-
netes Service (AKS), app services, and automation tools. 38.4% of Azure machine iden-
tities are also risky because of unused permissions, administrator-level permissions, and
other high-risk assigned permissions.

Azure roles define the allowed actions that machine identities have access to. These are
31.9% risky for inactivity or ownership with full administrator control of the environment.

Higher percentages indicate the flexibility and overuse of machine identities across

compute, CI/CD, and data service integrations where permissions are often granted

to “just make things work.”
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Cloud complexity
drives risk

The impact of multicloud complexity is
clear when looking at the risky users
and roles based on single or multicloud
usage. In multicloud environments, Azure
and GCP show an increase in risky users,
while AWS trends down slightly when
compared to single cloud organizations.

Because of the Al boom and application
sprawl, machine identities are innately
difficult to manage. The higher machine
identity risk in multicloud environments
is likely caused by duplicated accounts,
inconsistent policies, and fragmented
ownership across CSPs.

Single cloud risky users

aws 60.8% e——o

== 66.1% eo—+

Multicloud risky users

aWs 563% e——

== 74.9%

Single cloud risky roles

WS 446% e——9

[ | 30.9%
.. 5 (o]

é' 29.6%

Multicloud risky roles

aWs 464% e

[ | 32.6%
.. s (o]

é' 40.5%
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Key takeaways

While some identities legitimately
require elevated access, persistent
high-risk permissions increase the like-
lihood and impact of a compromise.
Both humans and machines accumulate
risky permissions over time that are not
always removed when business needs
change. In cloud-native and Al-driven
environments, that negative accumula-
tion compounds quickly.

The next level of identity management,
to maintain the security perimeter,
calls for continuous, automated gover-
nance. The Al boom has expanded the

number of machine identities in cloud
environments, compounding the iden-
tity management challenge that security
teams were already struggling to control
like over-provisioned and unused permis-
sions and an excessive number of iden-
tities. Humans should define acceptable
risk and a governance strategy before
using agentic systems capable of contin-
uously analyzing behavior patterns,
right-sizing permissions, removing
unnecessary privileges, and enforcing
policy guardrails.

>>

Next steps

Successful organizations will be those using autonomous systems to shrink their

identity attack surface. Other tasks include:

> Applying the principle of least
privilege dynamically, based on
observations instead of just static
assumptions or policies.

> Using temporary privilege
elevation and just-in-time access
instead of persistent administrator
access where possible.

> Defining parameters for unused
or rarely used permissions and
automating their removal.

> Rotating or eliminating long-lived
keys in favor of short-lived and
autonomously rotated credentials.

> Using policy controls to
proactively block unauthorized
high-risk permissions.

> Monitoring identity behavior
continuously, alerting on
unexpected actions or
privilege escalation.

> Consolidating identity
management in multicloud
environments to rescue duplicated
accounts and inconsistent policies.
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Growth of the open source
runtime security community

There are over 9,000 organizations using Falco, ranging from interested parties and those testing
out the tool to persistent, longtime users. As the hustle hard era comes to an end, organizations
are increasingly looking for and relying on systems capable of scaling beyond their individual
security teams, but these can sometimes come at a cost. Falco is an open source cloud-native
runtime security tool that offers real-time detection, alerting on abnormal behaviors and potential
security threats. It works at machine speed, it's transparent, and it’s the kind of scale you can’t
pay for because it’s maintained by a global community.
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Vertical adoption

The highest usage by industry shows
that organizations in the business of
serving others use Falco the most. These
organizations likely have customers that
span a variety of highly regulated indus-
tries, operate distributed infrastructure,
and innovate or move rapidly — meaning
that being able to customize threat
detection and response and look under
the hood of the engine is important to
them. They're a natural fit, often with
developers and cloud-native enthusi-
asts who are most likely to adopt open
source tools.

Top industries using Falco

Professional & business services 17.4%

Financial services 8.9% e«

Others span highly innovative industries
evolving quickly with Al, like manufac-
turing and retail. These organizations
need flexible security that matches
rapid digitalization; they may need to
secure increasingly complex production
lines. And finally, organizations in highly
regulated sectors, like healthcare and
government, need transparent secu-
rity solutions that are suitable for their
unique environments.

Manufacturing 8.1% e«

Retail 3.7% o

Telecommunications 3.6% e

Healthcare 3.4% e«

Government 3.2% e«
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Scale without limits

Similar to last year, the size of an orga-
nization makes no difference whether
they use an open source tool for threat
detection and response or not. This
consistent data point underscores the
universal appeal of runtime security
and open-source security, and proves
that Falco scales from start-up to
Fortune 500.

/
Falco use by
organization size
1-10 10.8% Y,
11-50 17.8%
51-250  23.2%
251-1K  20.8%
1K-5K  16.7%
5K-10K  5.6%
N
10K-50K 2.7%
N
50K-100K 1.2%
N
>100K  1.2%
N
N
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Open source is a
universal language

Falco has roots that spread across the
world with persistent growth year after
year; it’'s a global standard for runtime
detection, especially in those countries
that require data sovereignty and covet
open source.

Falco use by continent

Europe
30.07%
North America coe
26.72% [ XXX NN X °
0000000 e LX) (XX
o0 o0 ococooe oo oo oo
oo eoocoe oo ° °
eee o eoe oo XXX eeoe
eeoe e 000 o oooe eeoe ececoe () eccoe
eecocee o|oe oo eoe oo 000000 (00000 00000000
eececcoe eeee ooeo ° () oo 000000 (0000000 cccccoe
eeccocccccoe eoe oo oo . 0000000 (0000000000000
eeccccccccoe XX . oo . @ o 000000 (00000 cccccoe
eecccccccccoe a0 oo ecoe ° @ 00000000 (000000 cccccoe
eeccecccccccce oo ee oeococoe . e 00000000 (0000000 cccccoe
e000000000000 000000 o eoe o0 o0 © 0000000 | 0000000000000 0
eecc0c000c00000 00000 oo eoeocoe 000000 0000000 | 00000000000 000
00000000000 0000000 eeeceooe 0000000 0 0000000000000 0 0000000000000
0000000000 | 0000 ° eoe ° 000000 00 000000000000 00 (0000000000000 0
000000000 (ooe . () 000 000 00| 00000000000000 | 0000000OCOCOOIOOES
eecco0o0cce oo oo 000 0000000 . 00000000000000 0000000000000
eeeccccoce 000 eee o 000 0000000 00000000000000 0000000000000
000000000 (000 (XX X X oo 000000000000000000000 (0000000000000
00000000 00000 (XXX X ° ® 0000000000000000000000 (00000000000 000
0000000000000 0000cee ° ° 0000000000000000000000 (0000000000000 0
0000000000000 000000000 ®@ 0 000000000000000000000000000 0000000000000 0
0000000000000 000000 ° 00 000000000000000000000000000 . 000000000000 00
0000000000000 0000000 oo 00000000000000000000000000000 0000000000000 0
0000000000000 000000000 00000000000000000000000000000000000000000000
0000000000000 00000 00 © 00000000000000000000000000000000000000
0000000000000 ecoe ® 000000000000000000000000000000000 °
00000000000 ccoe eoe ®© 00000000000000000000000000000000 o
0000000000000 ® 0000000000000000000000000000000
000000000 ccee eecoe 0000000000000 0000000000000000
eeoeoc0ccccocoe eecccooe ° ©0000000000000000000000000000
eeocoe ° 0©00000000000000 0000 000000000000000000000000
eeoe ° 0000000000000 00 00000 0000000000000 000000000
eoe 0000000000000 0000 0000000 0000000000000 0000 o
oo eeoe e000c00000000000000 eeoccoe eeeccoe ecocoe
oo o eeoe 0000 0000000000000 0 o0cce0 eooe (XX X X °
LN N N ] o000 00 000000O0OCGCOIOSINOSNOSINOSNDS o000 [N N J [ N J [ ]
° 0000 (0ceccccccccccoce oo ecoe
eee oo0ooe 000 (00000000 ccccccce oo ° ° .
00000OGOGOS LN J 0000 0000OC0COCFOGFOGIOGNOSGIOSNOSGNOSOS [ ] [ ]
e0o0coccoe 0000000000000 eeoe °
eeccccocoe 0000000000 coe ° oo
0000O0OGOONOSOPO 00000O0OGOGOOINOSNODS LN J LN NN
0000000 OGFOGOIONOSIOSIOS 00000 OCGOONOO LN J [ ] LN J
00000000000 ccce e0o0cccccoe eeoe
00000000000 coe eeeccccoe o0
e0o0ccccco oo 000000 cooe °
000000 e |00 eeecccooe oo °
ececccoe : ec0cccoe ° ecee
eecccoe Africa eecocoe ecoe
[ XN XN XN South America 3.42% [ XN XN XXX}
eo0ocoe 0, oo eooe
eecoe 3.34% oo
eoe
XX
e Oceania
oo 2.02%




sysdig

l& |
s

—
(=
o
a
w
=3
w
w
<<
[
o
=]
=
<<
>
—
—
(=
o
()
w
wv
w
=
—
—
<<
=
|
=]
o
o
—
()
w
~
=)
~

Falco’s growth in Europe is catalyzed
by an intense legal push for data sover-
eignty. Open source security tools are
the primary vehicle for achieving data
sovereignty because they remove the
dependency on non-European Union
(EU)-based proprietary black boxes.
Under the EU Cloud Sovereignty Frame-
work’s Sovereignty Effectiveness Assur-
ance Level 4 (SEAL-4), organizations
must maintain full EU-based control of
technology and operations, subject only
to EU law, and with no critical dependen-
cies outside of the EU, ideally for each of
the eight objectives. The concentration

Top 10 EU countries
for Falco usage

Germany 25.6%

of user organizations in Germany and
France is expected, as these countries
are the primary drivers of the EU Cloud
Sovereignty Framework. Together repre-
senting over 42% of EU Falco adoption,
this signals that the largest economies
in Europe are moving past propri-
etary tools. By standardizing on Falco
to defend their sovereign cloud initia-
tives, these organizations are ensuring
that they meet the requirements of the
Digital Operational Resilience Act, the
EU Al Act, and the EU Cloud Sovereignty
Framework, and align with the future of

Al-driven security.

France 13.7%

Netherlands 6.5%

Italy 6.2%
Spain 5.9%
~
Belgium 5.8%
~
Poland 5.4%
\
Switzerland 4.5%
\
Sweden 4.0%
~
Ukraine 3.1%
\
\
\
\
\
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Key takeaways

The rise of open source runtime security
mirrors the shifts seen throughout the
report: humans cannot continuously tune
permissions, triage alerts in real time, or
outpace exploit weaponization. What
they can do is build and trust systems
that operate at the timescales necessary
to act quickly.

Falco’s growth provides a growing
consensus that runtime detection is the
foundation for automation and agentic
security. While the hustle hard era may
be ending, the community is acceler-
ating. Machine-scaled security will be
built on global standards, transparency,
and systems designed to operate auton-
omously within those parameters.

>>

Next steps

It's time to operationalize this momentum. To do so, organizations should:

> Adoptruntime as a
foundational control.

> Use high-fidelity, behavior-based
runtime detections that can safely
power autonomous response.

> Leverage open source security
tools to increase transparency,
auditability, and breadth of
detection logic.

> Align runtime detections
with regulatory and
sovereignty requirements.

> Investin human-driven detection
engineering to drive rule tuning,
validation, and maintenance as a
precursor to safe agentic security.
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Conclusion

We've officially moved past human scale
in cloud security. We're entering the
machine-scale era.

Some attackers have been operating at
machine speed for a few years now. At
this point, the risks in cloud environments
will persist, as humans cannot manually
clear the multiple security backlogs fast
enough. From this year’s data, we see
that the transition is already underway
with improvements to signal concen-
tration and higher fidelity, growing trust
in automated actions, and a focus on

reducing the right risks first.

Security and perfection are certainly not
synonymous, and that’s not what we're
pushing for. Mature security operations
prioritize the right priorities over every-
thing, at scale. Organizations are already
trusting machines to make recommenda-
tions and complete tasks to enhance busi-
ness operations. The next step is trusting
them with security workflows and deci-
sions to keep those business operations
moving forward.

Agentic Al isn’t a leap of faith, but the
logical progression of security automa-
tion. Once detection and response are
trusted, autonomous prevention and
remediation are the obvious next frontier.
The goal is real risk reduction beyond the
limits of human speed and scale.
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Methodology

The “2026 Cloud-Native Security
and Usage Report” is built from the
real-world telemetry and behavioral
patterns of hundreds of thousands of
cloud accounts and billions of Kuber-
netes containers secured by Sysdig daily.
This year’s analysis represents our most
expansive datasets to date, reflecting
a modern landscape with growing and
expanding data given the shift from
manual to autonomous practices.

From agile startups to multinational
enterprises, our anonymized data spans
a wide range of cloud-savvy organi-
zations across the globe, ensuring a
representative view of security matu-
rity. We also used Scarf for open source
project usage analysis to facilitate
data gathering.

Our findings provide a look at the
evolving tactics of attackers and defen-
sive shifts within cloud-native ecosys-
tems. Sysdig, with roots in Wireshark,
Falco, and Stratoshark, is passionate
about the open source philosophy of
information sharing. The concepts and
analyses in this report are a culmina-
tion of insights from engineers, product
managers, threat researchers, marketers,
and executives whose perspectives span
the organization, providing you with
the actual changing aspects of cloud,
container, and security trends.
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Where does our data come from?

Business sector

Software 32.3% |

Business services 18.3%e +
Finance 15.4% e
Manufacturing 5% e )
Other 5% e | S
Telecommunications 4.1% e L
Retail 3.4% o | R
Hospitality 2.9%e | S
Government 2.5% e E
Energy, waste, utilities 2.3% e E
Media & internet 2.3% o lT:
Insurance 2% e E
Education 1.8% e Tl:
Transportation 1.8% e E
Hospitals & clinics .7% e {
Legal 2% e ¢
Location

AMER 41%

APAC 22%

EMEA 37%




Sysdig helps security
and development
teams prevent, detect,
and respond to threats
[i0e[211\FANO guesswork.
No black boxes BV g« [el8le
TV 1aYAthe right way.

CGET A DEMO)

EEEEEEEEEEE

COPYRIGHT ©@ 2826 SYSDIG,INC.
EEEEEEEEEEEEEEEEEE



https://www.sysdig.com/request-a-demo

	Key trends
	Executive summary
	It’s time for agentic AI vulnerability management
	Defending the cloud‑native battlefield
	AI adoption matures
	Identity is the cloud‑native perimeter
	Growth of the open source runtime security community
	Conclusion
	Methodology

