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Round Key 0

Encryption Round keys
(or Decryption Round Keys)

Input : 4 32-bit words

Output : 4 32-bit words

Key Addition

. . .
Round Key

Round Key 1

Key Addition

Byte Substitution

Bit permutation and Byte Transposition

Output Transformation

12

repeat this round

function 12 times
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QONEPYMsi���XZP_V�`�kYH��JVWMOd�kWQ1�J�JXZ`,QONcNhHeI�MOkWi	P_VYkWMORJd¨�¡�uT dAi+R5i�kWQOVWM1kWP���P_b5`µ��Q�P�VY�5iu�¡�uTÍd?i�R5i+kWQ1VWMOk�P_bJd�dAijP_VWi,S XcR�{�TLFA¯
\¨Cy�JCED1¶?C¡������¦o�¥�T `jQ1ReK�i�b5PYi,S¼prM1k�VY�JXZP¦�JbJkY��M�PYiLQ0P#´#i+NcN±C

��$# ��(`� %p���Q(�_.�� � �'� � �^g��
o#�5i#M,¾Ai+kWQ1NhNÆP_VYkYb5`�VYbJkWi�M9p�������¦o�¥�TÊXZP�K�M1kYkWMj´#i,Sap�kWM0I F �Ab5QOkWin5\B 6�C�ÀUM,´#i+¾Ai+k��J������¦o�¥�TÊ`jM0I��JNEi+VWi�NhH�S�Xh�.i+kWP
p kWM�I�F �Ab5QOkWi�XhR¼XhVWP�KJXhVY�r��i�kWILbJVWQOVYXEMOR�Q1R5S�FA�±K.M,�|`jM1R5P_VYkYb5`+VYXEMOR�C¡o¦�5ijPYi�V�´#M�`,M�I¨��MOR5i�RAVWP�QOkWi	i,PYPYi+RAVYXZQ1N��5QOkYVWP�XhR
KJNZM�`Wf�`+Xc�J�5i+k�SJijP_Xcd�R5P,C �viLSJij`�XZSJi,S|VWM�P_VWQOkYV#´uXhVY�eVY�5i��5QOkWQ1NhNEi+N&P_VYkYb5`�VYbJkWi	M1p�F �Ab5QOkWi �J`jM1R5P_XZSJi�kYXhRJd|XcVWP�i ��`�XEi+R5`�H
XhR I�M6S6i+kYR I�XE`�kWMO�JkWM�`ji,PYPYMOkWP�XZI¨�JNZi,I�i+RAVYXhRJd�IsM1kWi#QOR5S�IsM1kWi#�5QOkWQ1NhNEi+NcXZPYI�P,Cu¥�R5i#S�XEPYQ�S�¾�Q1R?VWQOdAi	M1p>VY�JXEP¦P_VYkYb5`�VYbJkWi
XZP¦VY�5QOV�I�MOkWi	kWi�d�XEP_VWi+kWPuQOkWi	R5i,ijSJi,S�prMOku�5QOR5S�NcXhRJd|XcR?VWi�kWIsi,S�XZQ1VWia¾�Q1kYXZQOKJNEijP,C
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o#�5iuKJXhV��.i+kWILbJVWQ1VYXZM1R|te�5Q�P#S�Xc�Æb5P_XEMOReM1k�S6i+k#���A´��JXcNZi�VY�5i#²��£F I�QOVYkYXc�sILbJNcVYXh�JNcXZ`,QOVYXZM1R�b5PYijS�XcR�F �?b5Q1kWi#�5Q�P
S�Xh�>b5P_XZM1R�M1kWSJi+k	��C&À	M,´ui�¾?i�k��5MObJkuKJXhV��.i�kWILbJVWQOVYXZM1R�XEP#¾?i�kYH|P_XZI¨�JNZi£QOR5Sei � `+XEi+RAV ��XcV�`,QOReK.i�XZI¨�JNZi,Isi�RAVWijS�MORJNcH
b5P_XhRJdF\�¥���P<�LQOR5S���P_XhR5`,i XcVLXZPaXcR?¾AMONhbJVYXEMOR ��X±C i0C���t�! t � � � ��´ui `,MObJNESvI�Q�f�i¨VY�5i i+R5`�kYH��JVYXZM1RQOR5SmSJij`�kYH��JVYXZMOR
�JkWM�`ji,PYPYi,P�XZSJi�R?VYXE`,QON±C#o#�5i�kWi	QOkWiLQaNEMOV�M1p�`Y�5MOXE`ji,P#p±M1k�Q�IsQ0PYf?XcRJds¾Aij`�VWMOk � prM1k#t¡C �viUS�XES|R5MOVuVWijP_V�Q1NhN.��M0PYP_XhKJNEi
¾�QONcb5i,PUprMOk�I�Q�PYfAXhRJd�K?H�VWi,P � 4�-yP,Ce¥�bJk�`Y�5M1XZ`,i XZPaI�Q�SJi�K5Q0PYijSmMORvVY�5i i,Q�PYi�M1p�QOR�QONhHJP_XZPH�±P_HJP_VWijI�QOVYXE` S�Xh�Æb5P_XEMOR
�JkWMO�.i+kYV�H|´��5i�R|kWM1VWQOVWi,S��#QOR5S�VY�5i	R?b5ILK.i+k	M1p�I¨XcRJXZI�QON�S�Xh�>b5P_XZM1Rmi�NZi,I�i+RAVWP,C

o#�5i�kWi�´#i+kWi PYM0Isi�`Y�5QORJdAijP£XhR©FA�±K.Mj�v`,MOR�P_V�kYb�`+VYXEMOR�C�{�V�Q �JkWP_VaVYXEIsi ��´#isVYkYXEijSmVWM|b5PYi (�b5P_V�M1R5i ³0��³�FA�
K�M,��`,MOR5P_VYkYb5`�VWijSep kWM�I QOR�XhRA¾?i�kWPYi���MONcH�R5M�I¨XZQON�M,¾?i�k6?	Â��qB�AD� �ÆP_XcR5`ji�P_b5`Y�vQORvFA�rK�M,��XEPLPYi+N\p �±XhRA¾?i�kYVYXhKJNEi|QOR5S��5Q�P
¾?i�kYH d?M�M�SeS�Xc��i�kWi+RAVYXZQ1N&QOR5S�NhXhR5i,QOk	`Y�5QOkWQ0`+VWi�kYXZP_VYXE`,PU5EDj³:6�C&À	M,´#i+¾Ai+k��5P_b5`Y��FA�±K�M,�Ji,P�`,QOR�M1RJNhH|K.i	XZI¨�JNZi,I�i+RAVWijS¼XhR
�5QOkWS�´#Q1kWi�b5P_XcRJd���¥�²[MOkL���¡����¥�²C�o#�5i�R��VY�5i�P_�.i,ijS~M9p�Q¼`+Xc�J�5i+k£´�XhNcN¡K.i¨NhXZI¨XhVWi,S~KAH�VY�5isI�i,IsM1kYH�Q�`,`,ijPYP
VYXZI�i0C�o#�5i#P_��i,i,SLNhXEI�XcVWQOVYXZM1R|IsQ,HLK.i#i+¾Ai+R£´uM1kWPYi���`,MOR5P_XESJi�kYXhRJda�5Q1kWQONhNEi+N>Q�`,`ji,PYPYi,P�VWM�VY�5i#FA�rK�M,�JijPºXhR ������¦o�¥�T�C
o#�5i�kWiWp±M1kWi��J´#i	´#QORAVWi,SeVY�5i�FA�rK�M,�Ji,P#VWM�K.iLi ��`�XZi�RAVYNhH�XEI¨�JNZi,Isi�RAV�i,S�´�XcVY��Q�P_XZI¨�JNZia��QOkWS�´#QOkWiLNEMOd�XE`�C�o¦�5i �JR5QON
FA�±K.M,�H� Ð ´#Q0P¦`,MOR5P_VYkYb5`�VWi,S PYMLVY�5QOV�XhV#`,QOR K�i¦XZI¨�JNZi,Isi�RAVWijS b5P_XcRJdsQ0P¡PYI�QONcNÆRAb5ILK�i�k#M1p�R5QOR5S�dAQOVWijP�Q0P���M�PYP_XcKJNZi0C
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�vi�Q1kWis`�bJkYkWi�R?VYNcH�´#M1kWf?XcRJdeVWM,´#QOkWSvPYM0Isi£XZI¨�JkWM,¾?i,Isi�RAVWPLXhRvPYi,`�bJkYXhV�H~´�XhVY�~I¨XhR5MOk¨`Y�5QORJdAijP	XcR~VY�5isQ1Nhd?M1kYXhVY�5I¼C
¥�R5i|S�XckWij`�VYXZM1R XEPaVWM �JR5SvK.i�V�VWi�ksFA�rK�M,�Ji,PjC~Â5M1ksi��JQ�I¨�JNZi �&´#i��5Q,¾?ieQ�NcXhVYVYNZi�bJR5ijQ0P_Hmpriji�NhXcRJd�prMOk¨VY�5i KJXhV=A9KAH�VWi
��i�kWILbJVWQ1VYXZMOR�b5PYi,SeXcRm�¡�����o�¥�T¨CÆo#�5i	KJXcVU�.i+kWIUbJVWQOVYXZM1R�M1RJNhH�I¨Xh�Ji,P�VY�5iUKJXhVWP�XhR�VY�5iaPYQ�I�iLKJXcVU`,MONhb�I�R ��X±C i0C��
bJR5`Y�5Q1RJd?i,P#VY�5i�KJXhV#�.M�P_XhVYXEMOR5P#XcR|KAH6VWi,P<��C¡o¦�5MObJd��|VY�5iuK?H�VWi	P_bJK5P_VYXhVYbJVYXEMOR�R5MORJNhXcR5i,QOkYNhH|VYkWQ1R5PqprMOkWI�P#VY�5i�kWi,P_bJNhVYXcRJd
KAH6VWi,P�XhRAVWM����JkWijP_b5I�QOKJNcH7��R5i�´¤kWQOR5SJM�I K?H�VWi,P��±`,M�ILKJXcR5ijS�´uXhVY� f�i�H�Q�SJS�XcVYXZMOR � ��VY�JXZP�prQ�`�V¡I¨Xhd0�?V�K.i#Q	´ui,Q�fU��MOXcR?V
Xcp&VY�5iaFA�±K.Mj�Ji,P�´#M1bJNZS¼�5Q,¾?iaPYM�I�iLkWi�NZi�¾�QORAV��JbJRJXZSJi�RAVYX �5i,S�´#ijQ0f?R5i,PYP,C �vi	�5Q,¾?iUprMObJR5S¼R5M�´#ijQ0fAR5ijPYP¦H?i�V���KJbJV�XhR
VY�5i	R5i��6V¦kWi+¾�XZP_XEMOR�´#iU´uXhNcNºkWi �5i,`+VuVY�5i�p±M1NhNEMj´uXhRJd�`µ�5QORJd?i	XcRmFA�rK�M,�Ji,P,C

o#�5iU�JkWijPYi�R?V�¾?i�kWP_XZM1R�b5PYi,P (�b5P_V�V�´uM|FA�rK�M,�JijP���X±C i�C � � Ð QOR5S,����! � � �Ð C#¯�R�VY�5iLkWi�¾�XZPYi,Se¾Ai+kWP_XEMOR�´#i	´�XhNcN&Q�SJS
V�´uM	I�MOkWi�¾�Q1kYXZQORAVWP�M1p�� Ð VWM	IsQ0f�i�XcV¦I�MOkWi�S�X � `�bJNhV�VWM�prMOkWI Q	`Y�5QOXcR�M9p.dAM6M�Sa`µ�5QOkWQ�`�VWi�kYXZP_VYXZ`,P,C�o#�5i&prMObJk#FA�±K�M,�Ji,P
QOkWi£`jM1R5P_VYkYb5`+VWi,S�Q�P I � Ð ���G�B�657��! � Ð �65 � P = prMOk*5 � 5y #"�B0�O� � � � 1 ! � � �Ð ��QOR5S,�7: ! � � �� C��vi¨SJij`�XZSJi,S�VWM�b5PYi
¾�QOkYXEQORAVWP�M1p.M1R5i�FA�±K.M,� �0XhR5P_VWi,Q�S M1pÆXhR5SJi���i�R5SJi�R?V�FA�±K.M,�JijP���VWM	Q1NhNZM,´Êd0kWijQ1VWi+k �5i��6XcKJXhNcXhV�H XhR Isi,I�MOkYHakWi��?b6XhkWi,Isi�R?VWP
��XhRÁ�5QOkYVYXE`+bJNEQOk��¡`,MOR5P_XESJi+kYXcRJdvVY�5i i�R?¾�XhkWM1R5Isi�RAV�´�XcVY�NcXZI¨XhVWi,SkWi,PYMObJkW`,i,P��&P_b5`Y� Q0PaPYI�QOkYV�`,QOkWSJP<��C�{�`�VYb5QONcNhHv´#i
�5Q,¾?i�QONckWijQ0S�H�bJ�.SJQOVWi,S�VY�JXZP�`Y�5Q1RJd?i�XhR K.MOVY� VY�5i�`,M�SJi�QOR5S SJM�`�b5Isi�RAV9C��±o#�JXZP�kWi�¾�XZPYi,S ¾?i�kWP_XZM1R�XEP#Q,¾�QOXcNZQOKJNEi�p kWM�I
ILH~�5M0Isi��5QOdAi QOV���"+" � � 
�
��&�����"�� ����"0�,��$�� ����� ��� 
 �,� �,1 '���C �Áo#�JXZP£`Y�5QORJdAi XhR5`�kWijQ0PYijP£VY�5i P_VWMOkWQOdAi�kWi��AbJXck�i,I�i+RAV¨prM1k
³O�rKJXhV�I¨XZ`�kWMO�JkWM�`,ijPYPYM1kWP*�q��D9BLKAH6VWi,P�VWM�Dj ?B1�aKAH6VWi,P<��C �ÊXcVY�|VY�5iUPYQ0IsiL��D9BLKAH�VWijP#M9pº�¡���¡��¥�²§´#i�´#MObJNES|R5i,ijS|³
kWMOVWQ1VYXZMOR5Pu��i�k#kWMObJR�S|XhR�Q�SJS�XcVYXZMOR�C�ÀUM,´#i�¾?i�k��JXhV�SJM�i,P#R5M1V�QO�.ij`�V#VY�5iLi ��`�XZi�R5`�H|MOReNEQOkYd?i£I�XE`+kWM1�JkWM6`,i,PYPYMOkWP�M1k�XhR
�5QOkWS�´#Q1kWi�C

{uR5MOVY�5i�kaS�XhkWi,`+VYXEMOR~XZP	VWM �JR5S~Q K�i�VYVWi+k	I�Q�PYfAXhRJde¾Ai,`+VWM1k	prMOk	KJXcVL��i�kWILbJVWQOVYXEMOR�C�Â5M1k£i��JQ�I¨�JNZi �Æ´#i¨IsQ,H�b5PYi
S�Xh�.i�kWi+RAVaKJXhVL�.i�kWILbJVWQOVYXZM1R5P	XhRM�SJS�QOR5S~i�¾?i�R~kWMObJR5SJP,C�Â�XcR5QONhNcH���VY��iab5PYi�M1puijPYPYi�RAVYXZQONcNhHvVY�5i¨PYQ�I�i�kWM1bJR5S~f�i�HJP
XhR©VY�5i�XhRJXhVYXEQONLQOR5S �JR5Q1N�f�i�H Q0SJS�XhVYXEMOR P_VWi��5P IsQ,HÁK�iei����JNZM1XhVWi,S¤VWMvP_��i,i,SbJ�ÊPYM0Isi�¾�QOkYXZQ1R?VWP M9pLS�Xh�.i�kWi+RAVYXZQ1N
`�kYH6�JVWQ1R5QONcH�P_XEP���Q�P�XEP�M1p VWi�R�VY�5ia`,Q�PYiLXcR�VY�5i£i+��XZP_VYXcRJd�QONcd?M1kYXhVY�5I�P,CUo#�5i£f�i�HePY`Y�5i,S�bJNhXhRJd�QONcd?MOkYXcVY�5I ´uXhNcN&QONZPYMsK�i
`,QOkWiWp bJNhNhH¼kWi+¾�XEi+´#i,S|XhR�VY�5i	R5i��6V#kWi�¾�XZP_XEMOR�C �vi�´�XhNcN&`,MOR?VYXcR?b5iUVWM�XEI��JkWM,¾AiBA�QOR5Q1NhH>-,iLVY�5iLPYij`�bJkYXcVqHeQ1R5S�i ��`�XEi+R5`�H
M1p¡�������o�¥�T Q1R5S|kWi �5ij`�V�Q1R?H|XEI��JkWM,¾?i,I�i+RAV�p±M1bJR5SeXcReVY�5i	R5i���V#kWi+¾�XZP_XEMOR�C
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�vi¨�5Q,¾?i�SJijPY`�kYXhK.ijSmQ|R5i�´�D1BO³1�±KJXcVaKJNZM�`Wf�`�Xh�J�5i�ks������¦o�¥�T��JkWM1��M�PYi,S~Q�PLQ¼`jQ1R5S�XZSJQ1VWi�Q1NhdAMOkYXhVY�5I prMOka{u�uF
QOR5S QOR5QONcH>-ji,SÊXcVWPePYi,`+bJkYXcVqHAC�������¦o�¥�T b5PYi,P|VY�5i~PYQ�I�i�QONcd?MOkYXcVY�5I prMOk�i�R5`�kYH��JVYXZMOR QOR5S SJi,`�kYH��JVYXZMOR ´�XcVY�
S�Xh�.i�kWi+RAVLf�i�HePY`Y�5i,S�bJNZi,P��ºQ1R5S�P_bJ�J�.MOkYVWPu¾�QOkYXZQ1KJNZi¨f�i�H6�rNZi�RJd�VY��bJ��VWM|B��1��KJXhVWP,C#¯�VWP��JXhd0���5QOkWQONcNZi�NhXEPYI Q1NhNZM,´�P	prQ0P_V
XZI¨�JNZi,I�i+RAVWQOVYXEMOR�XhR�K�M1VY��PYM1p V�´#QOkWiaQOR5S¼�5QOkWS�´#Q1kWi�C#¥�bJk�QOR5Q1NhHJP_XZP�P_�5M,´�PuV���QOVaD1Bj�±kWMOb6R5S����G���o�¥�TÍXZP�PYij`�bJkWi
QOdAQOXhR5P_V�I�M�P_V�fAR5M,´�RQ1VYVWQ�`Wf�P,C�{�V¨�JkWijPYi�RAV�VY�5i�K�i,P_V�Q1VYVWQ�`Wf~MOR¤������¦o�¥�T Q1�J��i,QOkWPLVWM¼K�i i����5QOb5P_VYXh¾Ai|f�i�H
PYi,QOkW`Y��C�À	M,´#i+¾Ai+k��?Q0P�b5P_b5Q1N��?I�MOkWi#i���VWi+R5P_Xc¾?i#Q1R5QONhHJP_XZP�P_�5MObJNES¨K�i#SJMOR5i¡K�iWprMOkWi��JkWQ�`�VYXZ`,QON5Q1�J�JNhXE`jQ1VYXZMOR5P�M1pÆQ�R�i+´�NcH
XhRAVYkWM�S�b5`ji,SÁ`+Xc�J�5i+k��&PYM¼´#isP_VYkWM1RJd�NcHvi+R5`,MObJkWQ1d?i VY�5i¨kWijQ0SJi+k£VWM�p bJkYVY�5i+k£XhRA¾?i,P_VYXhd?Q1VWi��������o�¥�T�´uXhVY�v¾�Q1kYXZMOb5P
´#Q,HJP�M1p�Q1VYVWQ�`Wf>C �vi�´#MObJNESed0kWijQ1VYNhHeQO�J�JkWi,`�XZQOVWiUkWi+�.MOkYVWP#M9p�QORAH|´#ijQ0f?R5i,PYP¦prM1bJR5S.C
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5ED 6	��C1]�Xc�5Q�I QOR5Sa{£C1FA�5Q�I¨Xck�����Xc��i�kWi+RAVYXZQ1N6`�kYH��JVWQOR5Q1NhHJP_XZP�M9p>���#FA�±NcXZf�i�`�kYH��JVWM�P_HJP_VWi,IsP��������,�&����1,� ��� � ����"�� 1)� � � �
¾.CJ����Dj�0�JD��J�J��CJxO�_¶�B�C

5\B:6 ��Cy�	Q�i,I�i+R�On�C z	R?b5S6PYi+R QOR5S£·�C ��X (_I�i�R�?o#�5i�KJNZM�`Wf¨`�Xh�J�5i�k¦F �Ab5QOkWi ��¯�R�� �(#"���� � "
	 ����$�� ���&�����"0'0���	�9n�ij`�VYbJkWi
T	MOVWi,P#XhR~�#M�I¨�JbJVWi�k�F�`�XZi�R5`ji��rn�TL��F>��D9BO�?¶��ÆFA�JkYXhRJd?i�kY�±·�i+kYNEQOd'�&Dj�0�?¶ ���J��CEDj���1�WD1¶?D�C

5 x76	À¨C ²ÁC À	i�H�P¨QOR5S¤F>C ��C o�Q,¾�QOkWi,P��¦FAbJK5P_VYXhVYbJVYXEMORJ�±�.i�kWILbJVWQOVYXEMOR©R5i+V�´#MOkWf�PakWi,P_XZP_VWQ1R?V�VWM�S�Xh�.i+kWi�RAVYXZQON�QOR5SvNcXhR5i,QOk
`�kYH��JVWQOR5QONcH�P_XEP��� ��� � ����"�� 1)� � � �J�>�YDD� ��D,�������J�J��CZD��WDj�6C

5 �76LoLC �AQ�f�M1K5PYi+R�QOR5S¼n�C �£Cyz	RAb5SJPYi+R�>o#�5i	XhRAVWi�kY��MONEQOVYXZM1R~QOVYVWQ�`Wf¼MOReK6NZM�`Wfe`�Xh�J�5i�kWP��Æ¯�R�� �(&"���� � "
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