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* 5 / ABOUT ME

F2E @ alibaba.com/1688.com

GitHub.com/jtyjty99999

Data visualization & mobile & Node.js



http://alibaba.com
http://1688.com
http://GitHub.com/jtyjty99999
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production-in-Texas

8900+ Application build in Node.js
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“4omre > Software Development » Node.s

@ INFOWORLD TECH WATCH il Sl

By Paul Krill, Editor ot Large, IrfoWorld

Node.js is the latest security risk for developers

Node.js isn't especially risky, but its popularity means sloppy coding can cause
harm in a new venue

O6OCOQOO0O

With Node js having become a critical cog at places such as PayPal and
Wal-Mart. developers need to be mindful of securing their Node js
applications, technologists are advising.

The battle for Node.js security has only begun




There is no Attack Detection or ‘AppSensor like' capabilites risk - accepted risk - low Secirity

#1332 by DirisCrur was cosed on Jul 11

Users are able to delete teams risk - accepted risk - medium | Security’
#137 by DinisCruz was closed on Jul °4

There is 8 CSRF vuln on Add and Delete teams Invalid risk - accepted [Fisk=high Securly

#1238 by DinisCruz was closed on Jul 14

Application has no ability to set file based permissions for Data repos risk - accepted
rigk - medium gecurity test needed

#145 oy DinisCrur was cosed on Jul 20

App is vulnerable to "AngularJS Sandbox Bypass Collection™ risk - accepted risk - madium

#153 by DinisCruz was closed 13 days ago

set_File_Data does not provide detailed information on why it failed risk - accepted risk - low

#155 by DinlsCruz was cdosed on Aug 11

Application is able to write to App root risk - accepted risk - mecium |SScUity

#156 by DinsCruz was cosed on Aug M

Growing security risk in OWASP

1
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79 One Click Attack EE% [# ‘\"'4—2, Phishing

1. Phishing

W Victim
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3. Submit - /&}?
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RISK OF CSRF
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HOW 1O PREVENT CSRF

1) GET request &

2) Create CSRF Cankie -
~
\ -~ Legacy
3) Submit POST request a webserver
CSRFCookie: TYSEH.. =i | S5
CSRFToken: 8SHJA...
) Accect/refuse the reguest

B Tokeni@ilk

AIN—: BkSBimsEtokeniuIE
Yk
Yk

__ . Double cookie submit

— : Custom Header

ftn: B9ERS

https://www.owasp.org/index.php/Cross-Site_Request_Forgery 7%28CSRF%29 Prevention_Cheat_Sheet#CSRF_Specific_Defense
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AVOID X55- HTML BODY

@ Encode for HTML Body

<a href=# ><img src=# onerror=alert(1) /></a>

§ - §amp " = §quot;
< =2 §lt; -2 q#x27:
> > agt, [ > &=x2F;




AVOID X55- HITML AT TRIBUTES

@ Encode for HTML Attributes

"><script>alert(/xss/)</script><"

type="text" name="firstname" value=", UntrustedData "

Non-alphanumeric characters = &#xHH; format

Enclose attribute value in quotes




AVOID X55- €55

@ Encode for (SS

body {background-image:url("JavaScript:alert("XSS")");}

< style="width= | untrustedDatz |3 ">contents</div>

Untrusted data = (SS Hex Encoding (\HH or \HHHHHH)



http://lib.csdn.net/base/javascript

AVOID X55- URL

@ Encode for URL

href="javascript:alert(1);"

trustedData | >Show Details</a>

Untrusted data = encodeURI()



http://lib.csdn.net/base/javascript

AVOID X55- SERVER&CLIENT

@ DOM Based XSS: Encode on both server and client

<01 href="/reviews#, UntrustedData | ">Movie Reviews</o>

< >
document.write("<hl>"+ document.location.hash +"</h1>");
</ =




OVERVIEW PREVENTION OF
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CSP Example
= cspl.|

1. GET / HTTP/1.1

. RS .

-Security-PoLicy:

!- script-src ‘self’) ..

= url BE%U 3. GET /jsfscrm

= http5 https

“ report-uri
@ Refused to load the script 'http://evil.com/evil.js' because it violates
the following Content Security Policy directive: "script-src 'self'

https://apis.google.com".
> |

= unsafe-inline

EH = Q © <topframe> ¥ <page context>

https://report-uri.io/home/generate




ORGP O S LSRN

ontent-securitv-policv: ‘nonce-aaaa':

5 <htri>

<!DOCTYPE html> = < Step out of currem funcden (GF11)
<html> e
¢-it[n>ﬂe[]_° Strapm‘,’tiolp, B <':"'1rr>'1nru"l'n‘.hrlrr('1171"l":'(h':-");q,f','ﬂp?)
' ; sed 1o execute infine soript because it violates the follewing Coment Secur ty Pelicy directive “script-sec 'self
hurpes realiimgeam ‘ursafe -inlina” 'nonce -aann™. Note 1hat ‘unsafe-inline' is ignared if either A Aash or noace value s
sent ia the soures lise
<script> JWrite ) ;/seript>
E wscripl nonce="aaaa"~0ocumenl.wioLe|"223232222-0r>" ) ;= /fsCriols
<script nonce="zaaa"> Wi | ) ;</script> : ~sc ipl nonce="bbLb"~gocument.wrote! "333333333-Dr>" ) ;=/sCriols
sed to execute infine soript because it viokates the following Content Secur ty Policy divective: “script-src "self
<script nonce="bhbb"> e ) :€/sCrint> htipe! *aliimgoom ‘ursafe-inline” nonce-aasa™, Note that ‘unsafe-inlime’ i+ ignored if either a nash or nonce value /s
il in the source list,
<izg src="http://aaa.zliimg.com” onerrar="alert(1)"™ nonce="zaaa"> 13| <img srea"htep://ess.aliing.com” onersar="alert(l)® monce=“apes™'>

to load resource: E_NOT_RESOLVED
Refused to execute Inline event handier because it violates the tollowing Content Security Folicy directive: "script-src
‘selt http:,; *all mg.com "wnsa‘e~-nline' ‘nonce-2aaa™. hate that*unsare-iniine' is ignored if either a hash or momce
value Is present in the source list

</html>

</htal>




BROKEN ACCESS CONTROL

: Kl 3]
. x Or
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Al ABCICEE IS RIS CIE )

IKFEANEKRX: FSMEERS FR/EBIE/RBNLIE

el

/

http://xxx/bad?user id=3 && http://xxx/good!?
token=36423c633d685645232ac3ee/c0d/7bc

oI+ BEIE: lE—. R=%. Al ANrli&ElH https:/
www.zhihu.com/question/20180484

1 o == =
session/token — E £ 13 HA



https://www.zhihu.com/question/20180484
https://www.zhihu.com/question/20180484

HOW 1O PREVENT

=2 Tl E A 2 0=l

id ZEERRIZAN: lH—. RE8". TR, A~rhEHD

ANERH—FEFAYurl:  /admin. /manage
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CONCER] O
il RS CNSE SPLEF RN

var http = require('http');

http.createServer(function (req, res) {
res.writeHead(200, { 'Content-Length': '@\ r\n\r\nHTTP/1.1

200 OK\r\nContent-Type: text/html\r\nContent-Length:
19\ r\n\ r\n<html>HACKED</htm1>"' });

res.end();
}).listen(80600, '127.0.0.1');
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L1 Z Exhttp response
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@, Hcookie, ¥E{Eheader

- 4+ 9 localhost:8000
& [
HACKED

Duplicate headers & chrome
received from server

The response from the server contained duplicate headers. This
problem is generally the result of a misconfigured website or proxy.
Only the website or proxy administrator can fix this issue.

Error 346
(net::ERR_RESPONSE_HEADERS_MULTIPLE_CONTENT_LENGTH):
Multiple distinct Content-Length headers received. This is disallowed
to protect against HTTP response splitting attacks.
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1€3,168.217.128

4
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| ral h\q Puh}c\rar. N7 SErver

“RY (SSRF)

“\ N\ 1-scaning the machineg

Viclim- 192.168.1.21

e EEE————

http://niiconsulting.com/checkmate/20|5/04/server-side-request-forgery-ssrf/



WHEN WILL CAUSE SSRF

MAFIEENrFRENEB R, REERTGRAF

REXFA P HIEurBOEIE (S04 Ehtml) , {EAsocketZRAR
Fas B tepiEiz

tRIZF P IREAIURL, HTEXwebilf 5, = R A BUXXG
MERINEE, RIERFIRHASURLIAIE) BARIRERSa)RE




EAANIPLE COR et

‘use strict’';
const request require('koa-request"');

const midway = require('midway'):
const logger - midway.getlLogger();

exports.page = functionx (){
let pageUrl —= this.query.url;

( 'pageUrl){
this.body 'page url required';

’

{
let response request(decodeURIComponent(pagelrl));

this.body = response.body;
(e)d
this. render('error');
logger.error(e.message);
}
};




HOW 1O PREVENT SSRF

163,168.217.128

fEfupkss: AMIEE
fEfupkie: ip
fEfuPk%E: xip.io

ip, BIRIRHTEISSRFA

Viclim- 192.168,1.21

BEANEBE: IRBIEMHREE

H 3R B urlX N BYip, 18723 MR [B] X
MNip, AEBXipiA1THIEIEE A

k2SI

https://www.secpulse.com/archives/30876.html


http://xip.io

LN ERL COF
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Are all URLs valid?

(" n
loginfusername=joe&type=delete&id=42
. _
a h
actien?type=read&id=42&id=2
. b2
d "
actiontype=delete&id=2&id=42
\
action?type=del_box
- &
r \
logout?usernames=sjoe&type=del_mbox&id=inbox
- o
ARC, ATNS 2022 Elia: Al escpuoilos, Columbis Uriversity 5

R —



RISK OF HPP

// POST =John&

req.body. firstname

//=> [“John”, “John”]

> db.users.find({userName:"p"}).pretty()

Object John,John has no method 'trim' {
. : “_id" : ObjectId(“53092bd95ad132dfd56dbf70")
TypeError: Obiect John,John has no method 'trim' cnddress® : *
“dobll : llll'
"firstName" : [
"John".
"John"
" " "n A " " _.II l.
["John™, "John™"] + voe "lastName" : "Doe",
“John,John Doe" "password” : "$22$10S1iZBDCASNuUlBco752GhCKD.

“sen* : “1234%,
“"userld" : 39,
“"userName"™ : "“p“
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this.redirect(url)

| <img src="http://42.120.13.227/
| fishing/401.php?a.jpg//" />

iframe FYE (click jacking)

Fake input controls positioned
under the hijacked web controls

ot {8 x-frame-options

User provides username and password.
All these clicks are hijacked by the invisible frame.

e EE———




ISP HIJACKING

ISP Interception

¢ Y

Website

Your Device : f All
| DNS
_ Traffic
o

V-]

ISP DNS
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TR AETO M SEER e 35093 AAR BEIR PN €0
AR w5 )is H=HT O axy~ TBMA ICFT 5T
My, 19 B NHISS. o —J¥H. e
2 B L = (o] RIS RS LK« Wi CNTV o B Y HideR KTk
e BE OBER 9 AX 9
MHTPEAR y & A 1
' PATERASFRRARTANE » » 2ER
‘* e ey GadiiLS R BORE ETA YRR =2
OREEDHEata  0H2 77080 AT AR DR N R W2 0L farmE SO b
e _ e BATRN - BAGAREA® HEN ‘
R R i PEAN 2 ama AT TECESRINSTL ARy | : SEHT e =N
EREENAT  gestusunmd Moe ) ca- N
’ LAl 2012 er 2ty kI aRE s S avT e CAFNEBTROCS LIRR &N ﬂ 'ﬁa 3 m]”is:-: i *:HMW E}**am
(EIF-n: TOMINE  azpraBulted. THONEOSE 2 e L Sinold ,.
FANSE wrarsa) -] . (Y] S CRIBAM-NESINE | smewF-@XO A SATARS L 2T | AR () oh RoF n b7 - Bu = oh 4 S 415
2 T | omewd ames | ESLKSER EAGH
A Tt o 2- 120 SolTH L B M RS o L AN e
. _— ol ) i .'awr;nnu-‘:&;;;:ﬁggj 1 ' . P SN TR TR S “"'.-.ﬂphﬂ B
PLE A Y T O Hrey P 32 (AR T NIRRT R TIR LS :

B:>a m
& Md@@ﬂuw

BE BSANW ¢l TR TIIR W

e — ——j




1 RS

€ - C 0 https://www.taobao.com

www.taobao.com

SIS RIETARIERE,

BR ==

¢ |=mCHR 1 FEEE

HITP

HTTP N7 =
TCP e 2
IP 9=
| e SRBSAE

TSL or SSL T o

TCP 5 E

IP EE=
HE-Z: 4. HiEbkEs =




CCORICEP T O MSEEY COOHINFT RIS

Zschema = ) http://xx/xx.jpg = > //xx/xx.jpg

Mixed Content : |E/ Modern W3C : Optionally-blockable &
Blockable R —————————

& RANEETS KRR M aEe

EPSITT & 5187 0 %30 HTIRS =B Hev, FIRFEES £9-7
ARz

o |
Fak !

optionally: img, video, prefetched

Content-Security-Policy: block-all-mixed-content


http://xx/xx.jpg

AL RIS ARG EE P,

SRI- Subresource Integrity XZAf]

'<!--for injection--><!--</html|>--><!--for injection-->"'

Strict-Transport-Security: max-age=36000000


https://imququ.com/post/subresource-integrity.html

PACKAGE RISK

SECURITY & NPM PACKAGES

BITHOUND FOUND THAT KL oF THE
PACKAGES IN THE NPM REGISTRY ARE AT
RISK FROM LINBERING SECURITY

VULNERABILITIES.

T




‘:I snyk Test VulnerabilityDB Docs Blog Features Partners Pricing Login:

vu nera ’ I Ity DB Subscribe to RSS feed

Report 2 new vulnerability

Detailed information and remediation guidance for known vulnerabilities. u m E E @

SHOW: () Al (O Maven O pip (O RubyGems

Vulnerability Affects Type Published

] Denial of Service (DoS) js-quantities npm 02 Aug, 2017
<l.6.4

m Qut of Memory Crash js-quantities npm 02 Aug, 2017

m Cross-site Scripting (XSS) foundation-sites npm 02 Aug, 2017
<6.0.0

I} Directory Traversal xxFi1 npm 02 Aug, 2017
w

m Malicious Package tkinter npm 02 Aug, 201/
<=1.0.2

m Directory Traversal srverqq npm 02 Aug, 2017

B} Malicious Package sqlserver npm 02 Aug, 2017




PNV O COE B SECORIT Y
PALLKALE

NSP

= hotpsyfgichub romdnadesecurity/nsp

‘ (m] |
* npm install -g nsp 'Ea ‘ ’

Node Security Project

* Analyze package.json

* nsp check --outbut summarv

{cooomoenan

|

Snyk continuously finds and fixes
vulnerabilities in your dependencies.

Protect your JavaScript, Ruby, Java, Scala and Python apps

Q o )
I ad \\53 All checks have passed Hide all chacks
" 2 successful chacks

C“ v Nodea Security — No know ‘wilnerabilities faund Detsils 54

g + continuous-intezraticn/drone — tha build was suscesshs Details

(E:':: This branch has no conflicts with the base branch A 1 module has a security Vu]nerabi[[ty_

" Merging car be performed automatically.

Y o H sk« wiem i1 I 1




OTHER SECURITY RISKS



CONCEPT AND PREVENTION OF
Kot

Cross-Site Tracing, E}jﬁﬁdﬁﬁ curl -X TRACE -b a=1 -i http://127.0.0.1:7001

TRACEIEXRZRS52%, RS
RIRRIUETI T TRACEMIRL,
)ﬂ\”Eresponse bOd)’Ea /—\i& O th;k X-Powered-By: koa

Set-Cookie: a=1; path=/; httponly
> * =1 h47 < n *EI]E Content-Type: text/plain; charset=utf-8
\ >
1ﬁ E’JJLJ_IJ:/\ |:|II_J\0 l% l_'l- 15‘( Content-Length: 73
2 :I_\_u_. Date: Thu, @6 Nov 2014 @5:07:47 GMT
Ik,, %} I L/{’ﬁtﬂy%”:bi&,u\ﬁl] Connection: keep-alive

user-agent: curl/7.37.1

%iﬁﬁ, 1§|J§Dhttpon|y5’\jcook|eo host: 127.9.0.1:7001

accept: */*
cookie: a=1

L — e

2% | trace track options =15 &
S FUES


http://127.0.0.1:7001

DIRECTORY TRAVERSAL AT TACK

< o @ | hackme.techorganic.com:8080/.\.\.\.\.\.\.\.\.\\\bootini v @ | [¥v Google Q| @8 ()

[boot loader]
timeout=30
default=multi(0)disk (0)rdisk (0)partition (1) \WINDOWS

[operating systems]
multi(0)disk (0)rdisk (0)partition(1)\WINDOWS="Microsoft Windows XP Professional" /noexecute=optin /fastdetect




HASH TABLE COLLISIONS

h("Alan") = 4

h("Peter") = [2
h("Tom") = 1 collision
h("Mary") =
h "An " - -1 .
(‘Amnaty = m e Insert:
0 1 2 3 4 5 m-1 ) h
T |null| ) | [pull  |pull .|y i = h(x)
v ¥ v v HT[i] = x
Tom ||Peter Alan Anna
vy ¥ v v N
null| Mary null null ¢ SearCh.
v
R null 7 R i _ h()()
if (HT[i] == x) return true;
0 — 0
1 | 1 else return false;
?2 — — 7 —» — — -—D - —
N —s N
EMERE B ®

httos://githulb.com/xibei/v8-patch-for-hash-collision-leak



https://github.com/xibei/v8-patch-for-hash-collision-leak

TIMING AT TACK

module.exports = function scmp(a, b) {
a = String(a);
b = String(b);
(a.length !== b.length) {
false;

result 0;
( i=0; i< a.length; ++i) {
result |= a.charCodeAt(i) ~ b.charCodeAt(i);
¥

result === 0:;

};

» https://codahale.com/a-lesson-in-timing-attacks/



https://codahale.com/a-lesson-in-timing-attacks/

e Parameter Delimiter

B E
« Path Traversal
» Biind SQL Injection E R
¢ Blind XFath Injection » Reflected DOM Injection

o Fcrced browsing
o Fermat string attack

« Full Path Disclosure

» Regular expression Denlal of Service - ReDoS
e Repudiation Attack
e Resaurce Injection

+ Brute force attack
+ Buffer overflow attack

C « Functicn Injection
+ Cachke Foisnning H S
» Cash Overfow « Server-Side Includes (SSI) Injection
+ Code Injection e HTTF Response Spiitting « Sessicn fixation
» Command Injection | » Sessicn hijacking attack
» Comment ln]ec.tion Attack e Inyeccion de Codigo o §esslcn Prediction
» Content Security Policy « Inveccion SQL » Setting Manipulation
» Content Spoofing « Inyaceitn SQI Ciaga e Special Element Injection
» Cornuccpia - Ecommerce Website Ecition — Wiki « Inyeccién XPath e Spyware
Dock « Inyecciébn XPeth Ciege * SQL Injection
» CORS OriginHeaderScrutiny
+» CORS RequestPreflighScrutiny L T
» Credential stuffing « Log Injection » Traffic ficod
« Cross Frame Scripting * Trojan Horse
+» Cross Site History Manipu ation (XSHM) M U
» Cross Site Tracing e Man-in-the-browser atteck
» Cross-Site Request Forgery (CSRF) e Man-in-the-middle attack * Unicode Encoding
» Cross-site Scripting (XSS) « Mobile code: nvoking untrusted mobile code W
» Cross-User Defacement o Mobile code: non-final public field « Web Farameter Tampering
* Cryptanalysis » Mobile oode: object hjack o Windows ::DATA alternate data stream
» Custom Special Character Injection
o X
b « One-Click Attack « XPATH njection
+ Denial of Service e OWASP Comucopoia

* XSRF
« Direct Dynamic Coce Cvaluation ('Cval Injection’)
P






ZET/NS



EGG-SECURITY & IN ALIBABA

csp report url

4 TEFILVIRRETEE

T egg-web I l

jsonp hppBAfHl  ZEHKEE  noncelF N VEEGHSEISE

S 353 123513 13 :
IR hemlid g < Rl AT T
jj\ iE!

BEEHBE ZELEKME  match/ ignoreZRHg




SECUREY HEALIER - SURPLORT

X-XSS-Protection ERIAFFE

-Content-Type-Options:nosniff 22 |FIRIRABS HIZBhtmlEZR, EIAFFE

X-Download-Options:noopen ERIAFF /S

Strict-Transport-Security (maxAge —ZE includeSubdomains 2A1A false)
X-Frame-Options EA1Asameorigin
content-security-policy

csp2 nonce, 1R B o Ascriptinzzinonceld, EAIscriptdmEpeix & X-CSP-

Nonce



FILTERS

surl url3a X 51378, FREPBH

sjs javaScriptiE X, FAHSEXSS

sjson json¥&E X, FAHSEXSS

shtml htmI3& X, BRSEXSS

escape &
spath B55C B %iEH BT

clifilter [

5% SLRREN, BRSEXSS

BRI

H 5 XSS



SERVER PREVENTION

=& A CSRFECI

ZE |E AN EHtrace track options

request.queryZ &K BI[E|E, BhlEHPPIRE

T%L\ﬁé\ﬂljjsonp

MEZRMredirect 575, 1#{E

‘JJ

T HRE

=R:NJiolkzs




Z 2RISR

AEXHAETIRZEEE

AEREERIBEFEA

IR H B FTHVAE X hRZSnode ®2F[Insp https://nodesecurity.io/

advisories/, IETF{R{FE

u

jegg + egg-security


https://nodesecurity.io/advisories/
https://nodesecurity.io/advisories/

R ARZ 2 BRERI LT B RS



XSS =815 %

xd

LERBIHE eval/setAttribute/document.cookie l

BEBRAE html()/redirect

"docusent-uri®: "http://example.coa/signup.hinl”,
“"referrer®: ",

o &
( S P re O rt u rl 5 "blocked-uri®: “http://example.comcss/style.css”,
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