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Xen Overview
(Perspective of Linux Usecase)



Xen Overview

- Type 1 Hypervisor

- Flexible Virtualization Mode
- Driver disaggregation

- VM lIsolation

- Dom_U Scalability

- Support A lot of Hardware

- Mature since 2003



Xen Overview

Safety Certifications

- DomO doesn’t have to be Linux but it typically is non-Linux Dom0

U-Boot

DomU 3 DomU 2
Non-Critical Safety Critical

Network
Card

CPU




Xen Use Case

Automotive VMs Layout

Control Application Instrumental
(Boot Animation, RVC) Cluster




Functional Safety(FuSa) System
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Xen FuSa

Code Quality

Improve Xen code quality and safety. Implement features to improve real-time
and reduce interference. Improve Xen coding style and align it with MISRA-C.

Keywords: MISRA, code quality, static analysis, real-time



Determinism

In an Realtime system, the timing for event and data processing must be consistent

- The same input must always yield the same output —1 e | sk [
- single-task single-core systems -> trivial Event ]
- On multi-tasking systems, critical tasks should be deterministic

The influence of CPU sharing and external interrupts must be fully predictable

Latencies are the main focus for Realtime Operating Systems
interrupt
- Time elapsed between an event and the reaction to the event priority 4
- The Worst Case Execution Time is very difficult to predict [ narg nerupt |
- We therefore want bounds on the Worst Case Reaction Time criical task

preempted

time



Hard Real-time Determinism

- Avoid unpredictable effects P
- Caches, Hardware Offload are hard to predict “ Determinism
- Avoid sleeping too deep, to wakeup fast
- Make the system fully preemptible

- Try to keep control over every aspect of the system
- https:/qithub.com/xen-project/xen/blob/RELEASE-4.17.2/xen/co
- https://wiki.xenproject.org/wiki/ARINC653_Scheduler
- https://wiki.xenproject.org/wiki/RTDS-Based-Scheduler

Throughput Low-power




Hard Real time Isolation Between VMs

. Xen Cache Coloring

deterministic IRQ latency

- difficult to pull off as even small spikes lead to failure.
- No matter the activity in other VMs,
the latency-sensitive app has to continue unaffected.

Xen can fully dedicate physical CPUs to VMs
to minimize latency and interference

- real-time deadlines can still be missed due to
the presence of a shared L2 cache across the ARM cores.

- One app on one CPU core can affect the performance of
another app in a different VM by causing cache interference.




Hard Real time Isolation Between VMs

. Xen Cache Coloring

Xen Cache Coloring

» CPUs clusters often share L2 cache

» Interference via L2 cache affects performance

= AppO running on CPUO can cause cache entries
evictions, which affect App1 running on CPU1

= App1 running on CPU1 could miss a deadline due to
App0’s behavior

- It can happen between Apps running on the same OS &
between VMs on the same hypervisor

» Hypervisor Solution: Cache Partitioning,
AKA Cache Coloring
- Each VM gets its own allocation of cache entries
- No shared cache entries between VMs

- Allows real-time apps to run with deterministic IRQ
latency




Xen MISRA C Check instrument

make -C xen \
CPPCHECK=/path/to/cppcheck \
CPPCHECK_HTMLREPORT=/path/to/cppcheck-htmlireport \
CPPCHECK_MISRA=y \
cppcheck-html

- https://qithub.com/xen-project/xen/blob/RELEASE-4.17.2/docs/misra/rules.rst
- https://qithub.com/xen-project/xen/blob/RELEASE-4.17.2/docs/misra/cppcheck.txt
- https://www.mail-archive.com/search?l=xen-devel%40lists.xenproject.ora&q=MISRA+C&submit.x=0&submit.y=0




Security Critical System
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Secure Boot

You can't trust your applications if you can't trust the kernel or the hypervisor or
the bootloader or the firmware or the CPU
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Secure Boot

Host-based Secure Boot= S A E A AEIO| Secure Boot J|sS= AIE20t0 JIA HAIS QIS6t=
BIEHOILICH. SAE AI&E“OI Secure BootE X|&ol= 2, KVM2 S A E A AEIO| Secure Boot
(@]

JlsS AMEot Jta Bidle REEZHE S &= JUSLILH

- Guest-based Secure Boot: Jtal {Al12] Secure Boot J|s2 AIE206H0 JIa HAl XA E IS8
Q=L L.

- Hypervisor-based security: Xen hypervisor= hypervisor-based securityES X| & ot 04
ofOlIHBFOI M It Jtal A0 CHet WAIASE MOAHE &= UASLICEH hypervisor-based security=
ot A0l &4 DE0 Z2EEUCSHE, otOIIHEIOI M IF It HAE 252 = U=

G otELICH
- Memory protection: Xen hypervisor= memory protection= X| 2 Gt0{ Jtal (&l 2t2]

=

822 MHE = ASLICEH. memory protection2 Jt &t DV\|OI 42 O HZ2lo &2
StXIGHH, &4 [EDLCHE Jtal A E S36teE A2 SRS = USLILCH

S0 A=



VM lIsolation



-
o
=
kD
O
2
=
>

st

et HASf elaA RAA X

omul =
%i%a
Wz Ul

K . o
— =2
TR RO

m;muo,o:.z

o i) < <Jio
0= 4o K

Jtat D14l HiZ2el HAIA MO

fulJ

0
N0
UIN =
™ Ul
<M
of S x0

o= _n

wH%

4o = ol
U 75 20
o - M
Cun
) )
A_%u
03~ oD
O MO
e VR
ol )
mw_wo____u
= 02 0y
RS
"o
< | N 101 af
=X Dy
3 200 L
ao_em._ﬂ@
o S 0K
=S DR
o710 ™ 0
Mg n
5 Rl 5 RY
s =s
=mH
Oy O

%Wam

o <0<I%0

o MmN am



-
o
=
kD
O
2
=
>

o =B
—_B0=
m "
of ol
<MW
E_Emo_
=W
=)
8l
Op s T 4D
orio 102
W= <k
& RO il
UER
= 0I= 10
J Mo g
RROK
SMS
TR RN
EERZ
S o) 80 80
76 5 0H AD

Xen hypervisor2| memory protection
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QEMU Gl Al 2

$ mkdir build_xen_yocto

$ sudo apt -y update && sudo apt -y upgrade && sudo apt -y install curl chrpath diffstat gawk |1z4 build-essential python3-dev pzstd zstd

$ sudo update-alternatives --install /usr/bin/python python /usr/bin/python3 10

$ sudo update-alternatives --config python

$ git config --global user.name "..." && git config --global user.email "...@gmail.com"

$ curl -k https://storage.googleapis.com/git-repo-downloads/repo > repo
$ chmod a+x repo

$ ./repo init -u https://github.com/Xilinx/yocto-manifests.git -b rel-v2023.1
$ ./repo sync

$ source setupsdk



QEMU Gl Al 2

$ curl -k https://storage.googleapis.com/git-repo-downloads/repo > repo
$ chmod a+x repo

$ ./repo init -u https://github.com/Xilinx/yocto-manifests.git -b rel-v2023.1
$ ./repo sync

$ source setupsdk

$ vim conf/local.conf

# Edit conf/local.conf and Add the below line

IMAGE_FSTYPES += "cpio.gz"

$ MACHINE=vck190-versal bitbake xen-image-minimal



QEMU Gl Al 2

$ git clone https://gitlab.com/ViryaOS/imagebuilder.git
$ vim build/tmp/deploy/images/vck190-versal/config

MEMORY_START="0x0"
MEMORY_END="0x80000000"

DEVICE_TREE="system.dtb"
XEN="xen"
DOMO_KERNEL="Image"

DOMO_RAMDISK="xen-image-minimal-vck190-versal.cpio.gz"

NUM_DOMUS=0

UBOOT_SOURCE="boot_xen.source"
UBOOT_SCRIPT="boot_xen.scr"



QEMU Gl Al 2

$ cd {Yocto_dir}

$ source build

# Create a tmp directory For QEMU.
$ mkdir tmp

# NOTE: Please check if the gemu sd image is of size 2. If size is not power of 2, we need to resize it to next power of 2 size in MB. Example:
xen-image-minimal-vck190-versal.wic.qemu-sd size is 768MB, we need to resize it to 1024MB or 1GB. Please do the following:
/scratch/devops/yocto/yocto_test/build/tmp/work/x86_64-linux/gemu-xilinx-helper-native/1.0-r0/recipe-sysroot-native/usr/bin/qemu-img resize

tmp/deploy/images/vck190-versal/xen-image-minimal-vck190-versal.wic.qemu-sd 1G

# Launch QEMU for VCK190-Versal
tmp/work/x86_64-linux/gemu-xilinx-helper-native/1.0-r0/recipe-sysroot-native/usr/bin/gemu-system-aarch64 \

-drive if=sd,index=1file=tmp/deploy/images/vck190-versal/xen-image-minimal-vck190-versal.wic.qemu-sd,format=raw \
-serial null -serial null -serial mon:stdio -display none -boot mode=5\

-hw-dtb tmp/deploy/images/vck190-versal/qemu-hw-devicetrees/multiarch/board-versal-ps-vck190.dtb \

-net nic -net user,tftp=tmp/deploy/images/vck190-versal \



QEMU Ol & sdll 2|
Start Xen Hypervisor
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