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What 1s memory leak?

- Memory reserved but not in use
- Causes system memory shortage
- Which derives “malloc” to be failed
- Some applications cannot be executed properly
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Memory leak classification

Memory leak

Dangling pointer

valgrind
address sanitizer(asan)
leak sanitizer(lsan)




Valgrind, asan and Isan
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- Check the log
- Reproduce the issue
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Isan user requirements
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eBPF

- BPF(Berkeley Packet Filter) £t?
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eBPF use cases

Networking Security Observability &
Tracing
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BCC(BPF Compiler Collection)
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Attachable leak sanitizer

- https://github.com/iovisor/bcc/pull/4120
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Attachable Isan °] &%}
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Target user process

void* malloc(size_t size)

{

// do something
return ptr;

}

Attachable Isan user process

Run dangling pointer

detecting algorithm

void on_allloc_enter()

{

// save size

// get stack backtrace
// save information on bpf map
// key: ptr, value: (size, backtrace)




Dangling pointer detecting algorithm
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Demo
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#include <stdlib.h>
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# original leak sanitizer usage

$ cat leak.c

#include <stdlib.h>

int main(int argc, char* argv[]) {
int* a = (int*)malloc(sizeof (int));
return 0;

}

S clang leak.c -fsanitize=leak

$ ./a.out

==136151==ERROR: LeakSanitizer: detected memory leaks

Direct leak of 4 byte(s) in 1 object(s) allocated from:
#0 0x429518 in  interceptor malloc (/home/worker/test/a.out+0x429518)

#1 O0x42b8cf in main (/home/worker/test/a.out+0x42b8cf)
#2 0x7£47f13bbd8f (/1lib/x86 64-linux-gnu/libc.so.6+0x29d8f)

SUMMARY: LeakSanitizer: 4 byte(s) leaked in 1 allocation(s).
$



# Attachable leak sanitizer usage



# Attachable leak sanitizer usage

~$ cat leak daemonl.c
#include <stdlib.h>
#include <unistd.h>

int main(int argc, char* argv[]) {
{
int* a = (int¥*) (sizeof (int)) ;
sleep(1l);

}

return 0;

}
~$



# Attachable leak sanitizer usage

~$ cat leak daemonl.c
#include <stdlib.h>
#include <unistd.h>

int main(int argc, char* argv[]) {
while (1) {
int* a = (int*)malloc(sizeof (int));
sleep(1l);

}

return 0;

}

~$ gcc leak daemonl.c

~$



# Attachable leak sanitizer usage

~$ cat leak daemonl.c
#include <stdlib.h>
#include <unistd.h>

int main(int argc, char* argv[]) {
while (1) {
int* a = (int*)malloc(sizeof (int));
sleep(1l);

}

return 0O;
}
~$ gcc leak daemonl.c
~$ ./a.out &
[1] 84150
~$



# Attachable leak sanitizer usage

~$ sudo ./lsan -p 84150
Warn: Failed to open: /usr/etc/suppr.txt
[2023-09-07 05:54:01] Print leaks:
40 bytes direct leak found in 10 allocations from stack id(24244)
#1 0x0055601e3a6186 main+0x1ld (/home/bojun/a.out+0x1186)
#2 0x007fbbaf9823510  1libc init first+0x90 (/usr/lib/libc.so.6+0x23510)

[2023-09-07 05:54:11] Print leaks:
80 bytes direct leak found in 20 allocations from stack i1d(24244)
#1 0x0055601e3a6186 main+0x1ld (/home/bojun/a.out+0x1186)
#2 0x007fbba9823510  libc init first+0x90 (/usr/lib/libc.so.6+0x23510)

~C
~9



Questions?
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# Way to build and run attachable lsan on Ubuntu 22.04.3
# Need to install some packages
~$ sudo apt install git cmake libclang-dev libelf-dev 1lvm clang

~$ git clone https://github.com/Bojun-Seo/bcc.git -b lsan
~$ cd bcc/

~/bcc$ mkdir build

~/bcc$ cd build/
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# Way to build and run attachable lsan on Ubuntu 22.04.3
# Need to install some packages
~$ sudo apt install git cmake libclang-dev libelf-dev 1lvm clang

~$ git clone https://github.com/Bojun-Seo/bcc.git -b lsan
~$ cd bcc/

~/bcc$ mkdir build

~/bcc$ cd build/

~/bcc/build$ cmake

~/bcc/builds



# Way to build and run attachable lsan on Ubuntu 22.04.3
# Need to install some packages
~$ sudo apt install git cmake libclang-dev libelf-dev 1lvm clang

~$ git clone https://github.com/Bojun-Seo/bcc.git -b lsan
~$ cd bcc/

~/bcc$ mkdir build

~/bcc$ cd build/

~/bcc/build$ cmake

~/bcc/build$ cd ../libbpf-tools/

~/bcc/libbpf-toolss$



# Way to build and run attachable lsan on Ubuntu 22.04.3
# Need to install some packages
~$ sudo apt install git cmake libclang-dev libelf-dev 1lvm clang

~$ git clone https://github.com/Bojun-Seo/bcc.git -b lsan
~$ cd bcc/

~/bcc$ mkdir build

~/bcc$ cd build/

~/bcc/build$ cmake

~/bcc/build$ cd ../libbpf-tools/

~/bcc/libbpf-tools$ make lsan

~/bcc/libbpf-tools$



# Attachable leak sanitizer another usage

~$ cat leak daemon2.c
#include <stdlib.h>
#include <unistd.h>

int main(int argc, char* argv[]) {
while (1) {
int* a = (int*)malloc(sizeof (int)) ;
sleep(1l);

}

return 0O;
}
~$ gcc leak daemon2.c
~$ ./a.out &
[1] 84357
~S



# Attachable leak sanitizer another usage

~$ sudo ./lsan -p 84357
Warn: Failed to open: /usr/etc/suppr.txt

[2023-09-07 06:14:52] Print leaks:
10 bytes direct leak found in 10 allocations from stack 1d(45954)
#1 0x00559487c9fleb5 main+0x3c (/home/bojun/a.out+0x11eb)
#2 0x007fa400223510  libc init first+0x90 (/usr/lib/libc.so.6+0x23510)

[2023-09-07 06:15:02] Print leaks:
20 bytes direct leak found in 20 allocations from stack i1id(45954)
#1 0x00559487c9fleb5 main+0x3c (/home/bojun/a.out+0x11eb)
#2 0x007fa400223510  libc init first+0x90 (/usr/lib/libc.so.6+0x23510)

~C
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