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e core/mm
o Deprecate the SLAB allocator (v6.5)
o EEVDF (Eligible Earliest Virtual Deadline First) scheduler (v6.6)
o Deadline servers for better realtime scheduling (v6.8)
e o uring
o  Support for user allocated memory for rings/sges (v6.5)
o  Add support Multishot reads (v6.7)
o Add ftruncate support (v6.9)
e filesystem /block layer
o  API to report block device events properly to holders (v6.5)
o Faster FUSE I/O (v6.9)

o  New cachestat(2) system call (v6.5)

o  Scope-based resource management for the kernel (v6.5)

o  Memory allocation profiler for kernel (v6.10)

o mseal(2) to protect memory from unwanted modifications (v6.10)

e kernel CVE



core/mm



Deprecate the SLAB allocator (v6.5)

e kmalloc A 2 SLUB, SLAB 0| Al SLAB= AtA|g 0| "4 0|12, deprecated
ZEHEHE HE

o SLOB v6.40 A X|HE

e O|lF=

o ZH SR} ALO|Of EXHIE M5 40| KHO|HO| A 2ot

Ok

%
kmalloc APIO| A7} 7|58 27k3t mjofCt 2¢ SHextOfct 20 Ta st
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EEVDF (Earliest Eligible Virtual Deadline First) scheduler
(v6.6)
e CFSQO| EHH
B0t Uof w=H = HL/0{OF St= ENAZ 0| Ciet 1ei7t Gl
e CPU Al{t= Ef23 = ALO[Of| SESHA Hi=SHEA, latencydi 2l & et
Ef A3 E B A A A

o eligible EiAAS SO A 712 W-E virtual deadlines &= EfA3E
A B



EEVDF (Earliest Eligible Virtual Deadline First) scheduler

(v6.6)
e eligible
o 2N ZHE A<= HO{OF}S Al

o se->vruntime <= 2 EfA 3 vruntime?| weighted average
e virtual deadline
o eligible time + time slice
o se->vruntime + time slice
o KA|AH A[ZHO| BIZot EfAT &= B2 time slice (by sched_setattr or
nice?)



Deadline servers for better realtime scheduling (v6.8)

o HI’S’S&* Ol realtime Ef2 37t CPUE 100% H R M A|AHIS hang
2 U= QX7 =
o realtlme throttling
o CPU A|Z+e| 5% E H| realtime Ef A 0| A &

# echo 1000000 > /proc/sys/kernel/sched_rt _period_us
# echo 950000 > /proc/sys/kernel/sched _rt_runtime_us

o & EjAAV} 9= HAL20| = realtime EHA 32| CPU A|ZH0| 95%
= XNotE



Deadline servers for better realtime scheduling (v6.8)

e starvationO| HMSIH ZF2 M2 EfATE Hle 4= Q= O =2t
Ol Ef A 3 (deadline server) 12}
struct sched_dl_entity

+ dl_server_pick f server_pick
+ dl_server_has tasks f server has tasks

|
T
o

func pick_task di(rq)
dl_se = pick_next_dl_entity(dl_rq)
+ if (dl_server(dl_se)) p = dl_se->server_pick(dl_se)



Deadline servers for better realtime scheduling (v6.8)

e AL 0) Fair deadline server
o runnable®! NORMAL / IDLE / BATCH®! EfA3 7} QST CPU A

70| 5 S St

struct rq
+ struct sched _dl_entity fair_server

+ func fair_server_init(rq)
+ [/ rg->fair_serverZ 20 ticks 7|2 1 tick 2= =& HO

+ func fair_server_pick(dl_se)
+ return pick_next_task_fair(dl_se->rg, NULL, NULL);
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l0_uring

o HIZ7|I/OE QT APIZ HY v5.10] H&E =2

o AMEA/FHE AO|0 7 HE2|Ql & HIHE SdiA /108 +H
0) io_uring_setup() and mmap

Application

1 Application puts new requests at 4 Application consumes responses
the tail of the submission queue from the head of the completion

ALE AT [ 2)io_uring_enter()

LEN B

queue

4 3)io_uring_enter()

=
=
\
Kernel consumes work from the 2) Kernel puts responses at the tail
head of the submission queue of the completion queue
Kernel out of order

https.//developers.redhat.com/articles/2023/04/1 2/why-you-should-use-iouring-network-io



l0_uring

o X|¥3St= operations
o LC}FSt file 1/0O operations, socket 1/0 operations, O|2| S5t
AFZ, chains of 10 2, time out, multi shot, waitpid, futex, ...
e Synchronous I/O API CHH| &
o system call 21t context switch 27} Z20{& > H& &4t
o /0 MHE[= SCHo| CHE &Y = > X+&l 2| utilization 7
o MY E HIH S| A7t S0 > &2 A& ALE
o 7|EH|[E7|1/0APICHH &
o system call2| 3152} 2IXI2| copy HO| E0{ & > & A



io_uring: 2H|0|E

e Support for user allocated memory for rings/sges (v6.5)
o AFEXI7t e huge pagesZ SQ/ICQE AR S 4= UA SHA
TLB missE = ¢
e Add support Multishot reads (v6.7)
o pipe €= Lt E0f| StLro| 17| 2 ™E S5, GO[H 7t 1 M
OrCH 2t= O|HIES T EAIZ = US
o accept(2) / recv(2) / poll(2) = multishot 2EZ 0|0| X[ &
o HIH & 50| &8
e Add ftruncate support (v6.9)



file system / block layer



API to report block device events properly to holders (v6.5)

e block deviceZ} M| =E! 0| holder®f| Al eventE ™ EHSt= internal API
7t =7t

e holder”} blk_holder_ops & mark_deadE 2ot 55

o I A|AEI2 dcache shrink, inode invalidate, 12|11 M|E} H|O|E &
X g
o



API to report block device events properly to holders (v6.5)

filesystem) block device)

(1) OF2 E A0l mark_dead() &
func __ext4 fill_super()
bdev file_open_by dev(..., &fs_holder _ops)

(2) CIELO| AT R A4 E 1O mark_dead() &

=
func del _gendsik()
bdev->bd_holder_ops->mark_dead()

(3) mark_dead()7t @& &
func fs_bdev_mark_dead
/I shrink dcache, invalidate inodes, ...
sb->s_ops->shutdown




Faster FUSE I/O (v6.9)

o AEA SOA I AM|AH S fA30t D S4E
23

° 5’-|E-I|AE AO|7€I[1] A|——9—X|-/9-|'—'| =}
o NOOP FUSEQ| &{7|/#7| T
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Faster FUSE I/O (v6.9)

o UO| IS & U0 FUSE O|=0| Hok= =0l5t, O|F S7|/M 7| &=
FUSE 0| == bypass

FUSE FUSE
App dagmaon App daemon
e A Al g
aE L | read() User Space N open().- User Space
----- T T T B
E S Kernel Space Kemel Space
VS . /VFs
FUSE . Page FUSE 0t ssiggtttt .. Page
driver 2 A0 . Cache driver. . read|) ) - Cache
write() '
mmap(}
Original FUSE

FUSE with passthrough

https://source.android.com/docs/core/storage/fuse-passthrough



Etc



New cachestat(2) system call (v6.5)

-

o ILIAUOI EH B0 CHSt page cache & EfE It & 4= QU= API

iInt cachestat(unsigned int fd, loff_t offset, size t len,
Size t cstat_size, struct cachestat *cstat)

struct cachestat {
___u64 nr_cache;
___u64 nr_dirty;
___u64 nr_writeback;
___u64 nr_evicted,;
__u64 nr_recently evicted



New cachestat(2) system call (v6.5)

e posix_fadviseZ I} 22| H|O|EH & O|2| cachelf| 22{s= 0{E0| 1 &

M2 mrtst [ &L
ooz L L= = O

o fsck, sqlite, ...



Scope-based resource management for the kernel (v6.5)

o EHAHLII ATITE HOIY {0 57 cleanup &7l =L/ == o}
= 2H|E EYM B2 2[Lt & =8 &X|5t 4, 01|E1 Mgl ZEE H
=9}

o I} =tE Ol cleanup attribute

void auto_kfree(void **p) { kfree(*p); }

struct foo *ptr __ attribute_ ((__cleanup__ (auto_kfree))) = NULL,;
/[ auto_kfree(&ptr)

0| 283t 371X HH|E £
o self-freeing pointer, class, guard



Scope-based resource management for the kernel (v6.5)

e self-freeing pointer

Il name, type, cleanup? Mo
DEFINE_FREE(kfree, void*, if (_T) kfree(_T))

struct foo *ptr __ free(kfree) = NULL
e class
o EM EIQAE =3} SN constructor?} destructor?F 2=

Il name, type, exit, init, init2| 21X}
DEFINE_CLASS(fdget, struct fd, fdput( _T), fget(fd), intfd)

CLASS(fdget, f)(fd)



Scope-based resource management for the kernel (v6.5)

e guard
o lock2} unlockS A= 3}

// name, type, lock, unlock
DEFINE_GUARD(mutex, struct mutex *, mutex_lock(_T), mutex_unock(_T))

guard(mutex)(&uclamp_mutex);



Memory allocation profiler for kernel (v6.10)

o 719 Lo 22| 2L callsite OICH 2P/ 55 S FHE 4 9
.E; II_§;]I}C3IEH
o MEO| AFEE = US 2| dE3t
root@moria-kvm:~# sort -g /proc/allocinfo|tail|numfmt --to=iec
2.8M 22648 fs/kernfs/dir.c:615 func: kernfs new node
3.8M 953 mm/memory.c:4214 func:alloc anon folio
4.0M 1010 drivers/staging/ctagmod/ctagmod.c:20 [ctagmod] func:ctagmod start
4.1M 4 net/netfilter/nf conntrack core.c:2567 func:nf ct alloc hashtable
6.6M 1532 mm/filemap.c:1919 func: filemap get folio
8.8M 2785 kernel/fork.c:307 func:alloc thread stack node
13M 234 block/blk-mq.c:3421 func:blk mg alloc rgs
14M 3520 mm/mm_init.c:2530 func:alloc large system hash
15M 3656 mm/readahead.c:247 func:page cache ra unbounded
55M 4887 mm/slub.c:2259 func:alloc slab page

122M 31168 mm/page ext.c:270 func:alloc page ext



Memory allocation profiler for kernel (v6.10)

e [1] Z call site OFCF 2= Ef 12} per-cpu counterE & 2| (alloc_tags A
)
e [2] current->alloc_tagOll Efl 1 2f per-cpu counterE CH &
o 2t T=HX}O| alloc/free hookOl| Al per-cpu counterE IH| 0| E
#define kmalloc(...) alloc_hooks(kmalloc_noprof( _ VA ARGS )) [O]

#define alloc_hooks(_do_alloc) ({

static struct alloc_tag alloc tag = {... }; [1]
swap(current->alloc_tag, & alloc_tag) [2]
_res=__do alloc

1)



mseal(2) to protect memory from unwanted modifications

o HEZ|o ZZ oLt BES HE0HA| X ot=F ot= APIZt 7t
g

int mseal(void addr, size t len, unsigned long flags)

o Of2f 2= AtE

o mprotect(2), pkey mprotect(2)E St = Het HA
o mremap(2), munmap(2)2 &% FHA, &%, 12|10 0|

o madvise with MAV_DONTNEED
o ST B2 EE2MATEER E|AHLt exec(2)7t 27| MK = =X
e dynamic loader= .rodatal| .text 4= sealing



Linux kernel CVE(Common Vulnerabilities and Exposures)

e CVEHZ
o ATZEQ|0 Df7|X|e] EQF F 4™ Cigt ng AlHXKX}
o O|=F =EQtEE 7} HEISI= MITRE Corporation0] 2, SX| &

A
T

o CVE-YYYY-NNNN
o |54 FHE HRLE|IS CNA E
o CNA(CVE Numbering Authority) £ 215 &S
o Greg Kroh-Hartman, Sasha Levin, Lee Johns 32 2 174
o Y EOot AUl Lt cCVE HHEZE 203510, linux-cve-announce

HEE 2 AE0 S



Linux kernel CVE(Common Vulnerabilities and Exposures)

O

Hotot AtAEl 2= B =73 AHOO| 4 HI LHE 22, G| O]
B A SEFHY lLH L), use-after-free(UAF), O| S5l X||, A H|A
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Linux kernel CVE(Common Vulnerabilities and Exposures)

e CVEHZ Y ZZNA
o HEHAZ ZESHA THE LX|E 22 IfX|0f| CVE R E &
o linux-cve-announce | & Z|AE0f| S74
o FFL|E|Q] | =EtHZ BtHBH A reject 7ts

m 249 68 7|E2 = 657H2] CVE H =27} reject




