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1 Preliminaries

The algebraic forms of the 3 output bits of the S-box S used in LowMC are
given by the following expressions:

s0 = x0 + x1 · x2,
s1 = x0 + x1 + x0 · x2,
s2 = x0 + x1 + x2 + x0 · x1

Similarly the inverse S-box S−1 is given by the following expressions

t0 = x0 + x1 + x1 · x2,
t1 = x1 + x0 · x2,
t2 = x0 + x1 + x2 + x0 · x1

Let us for example take f to be the majority function computed on the inputs
of the 3 input bits, i.e. f = x0 · x1 + x1 · x2 + x0 · x2. It is easy then to see that
the expressions of the S-box can be rewritten as

s0 = f · (x1 + x2 + 1) + x0,

s1 = f · (x0 + x2 + 1) + x0 + x1,

s2 = f · (x0 + x1 + 1) + x0 + x1 + x2

This means that if we guess the value of the single expression f (0 or 1), then
the entire S-box becomes an affine function in the input bits. The same holds for
the inverse S-box. In fact we can replace f with any balanced 3 variable Boolean
function of degree 2, and still get the same results as we prove in the following
lemma.

Lemma 1. Consider the LowMC S-box S defined over the input bits x0, x1, x2.
If we guess the value of any 3 variable quadratic Boolean function f which is
balanced, then it is possible to re-write the S-box as affine function of its input
bits.



Proof. The general expression for a 3 variable quadratic Boolean function is

f = A+Bx0 + Cx1 +Dx2 + Ex0 · x1 + Fx1 · x2 +Gx0 · x2.

It is easy to see that the necessary and sufficient conditions required to achieve
the above is to prove the existence of 3 affine Boolean functions gi = aix0 +
bix1 + cix2 + di, ∀i ∈ [0, 2], such that

f · g0 = x0 · x1 + l0(x0, x1, x2)

f · g1 = x1 · x2 + l1(x0, x1, x2)

f · g2 = x0 · x2 + l2(x0, x1, x2)

where l0, l1, l2 are some affine functions on x0, x1, x2. So in order for the first
equation to be satisfied, we need that the product of f and g0 produces coeffi-
cients 0, 1, 0, 0 for the terms x0 · x1 · x2, x0 · x1, x1 · x2, x0 · x2 respectively. In
matrix form this can be written as M · [a0, b0, c0, d0]T = [0, 1, 0, 0]T , where

M =


F G E 0

C + E B + E 0 E
0 D + F C + F F

D +G 0 B +G G


Similarly the other 2 equations can be written as M · [a1, b1, c1, d1]T =
[0, 0, 1, 0]T and M · [a2, b2, c2, d2]T = [0, 0, 0, 1]T . It is therefore clear that
for the equations to have a solution we need M to be invertible. A small com-
puter exercise shows us that all functions f for which M is invertible, are exactly
the functions that are balanced. This completes the proof. ut

For example, if we take f = s0 = x0 +x1 ·x2, the S-box functions can be written
as

s0 = f

s1 = f · (x2 + 1) + x1

s2 = f · (x1 + 1) + x1 + x2

2 The LowMC challenge

The LowMC round function is is a typical SPN construction given in Figure 1.
It consists of an n-bit block undergoing a partial substitution layer consisting
of s S-boxes where 3s ≤ n. It is followed by an affine layer which consists of
multiplication by the block with an invertible n×n matrix over F2 and addition
with an n-bit round constant. Finally the block is xored with the roundkey which
is again the product of the n-bit secret key K with an n×n invertible matrix. As
in most SPN constructions, a plaintext is first xored with a whitening key which
for LowMC is simply the secret key K, and the round functions are executed r
number of times to give the ciphertext. From the point of view of cryptanalysis,
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Fig. 1: LowMC Round Function

we note that the design is completely known to the attacker, i.e. all the matrices
and constants used in the round function and key update are known.

The LowMC challenge as given in https://lowmcchallenge.github.io/

specifies 9 challenge scenarios for key recovery given only 1 plaintext-ciphertext
pair, i.e. the data complexity d = 1.

• n = 128, s = 1
• n = 128, s = 10
• n = 129, s = 43 (full S-box layer)
• n = 192, s = 1
• n = 192, s = 10
• n = 192, s = 64 (full S-box layer)
• n = 256, s = 1
• n = 256, s = 10
• n = 255, s = 85 (full S-box layer)

The number of rounds r for instances with the full S-box layer is either 2,3,4
and for instances with a partial S-box layer can vary between 0.8∗bns c, b

n
s c and

1.2 ∗ bns c. The key length k for all instances is n bits.

3 Cryptanalysis by Linearization

A trivial way to break LowMC by linearization is for instances for which the
total number of S-boxes is less than the key length. This occurs for the following
cases

1. All instances of full S-box layer with number of rounds = 2.
2. All instances of partial S-box layer with number of rounds = 0.8 ∗ bns c.

The idea is as follows. We guess the value of the majority function at the
input of all the S-boxes in the encryption circuit. When we do so the expression
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Instance n s r Type of Attack Complexity Section

Full S-box layer 129 43 2 Linearization 286 Enc 3
192 64 2128 Enc
255 85 2170 Enc

Partial Sbox layer 128 1 0.8 ∗ bn
s
c Linearization 2104.4 Enc 3

192 1 2153.6 Enc
256 1 2204.8 Enc

Partial Sbox layer 128 10 0.8 ∗ bn
s
c Linearization 2100 Enc 3

192 10 2150 Enc
256 10 2200 Enc

Full S-box layer 129 43 2 Linearization + MITM 2108 4
192 64 2161

255 85 2213

Partial Sbox layer 128 1 0.8 ∗ bn
s
c Linearization+ MITM 2123.7 4

192 1 2185.6

256 1 2247.5

Partial Sbox layer 128 10 0.8 ∗ bn
s
c Linearization + MITM 2123.7 4

192 10 2185.6

256 10 2247.5

Table 1: Summary of results. Note for the Linearization+MITM approach the
complexity is given in ”evaluations of a quadratic expression”.

relating the plaintext and ciphertext becomes a linear expression in the key
variables, i.e. of the form

A · [k0, k1, . . . , kn−1]T = const

Thus the key can be found using gaussian elimination. After this a wrong key can
be discarded by simply recalculating the encryption function with the derived
key and plaintext and checking if the result equals the given ciphertext or not.
Of course, we need not compute the full encryption: a key can be discarded
as soon as the majority function computed at the input of one of the s-boxes
differs from the value used to linearize the circuit. If the total number of s-boxes
in the circuit is t, then the worst case complexity of the process is 2t gaussian
eliminations + 2t encryption function calculations. For example this is 286 for
the LowMC instance with n = 129, s = 43, r = 2. Note that a 2 (resp. 0.8 ∗ bns c)
round encryption of LowMC requires 4 (resp. 1.6 ∗ bns c) matrix multiplications
over GF (2) (two each in the round function and key update). Since the cost
of matrix multiplication and gaussian elimination are of the same order, the
computational complexity of a gaussian elimination is certainly less than a 2
(resp. 0.8 ∗ bns c)-round LowMC encryption.

3.1 Bypassing the cost of Gaussian elimination

The attack in the previous section requires a gaussian elimination step for each
guess of the majority bits. We can bypass this extra computational step by
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some further modifications, for the 2 round full S-box version. So let us denote
by R1, R2 the first and second round functions i.e. R1(pt + RK0, RK1) = x
and R2(x,RK2) = ct, where x denotes the n-bit input to the second round
and RK1, RK2 denotes the first, second round key which are of course linear
functions of the original key K = RK0. We have

x = R1(pt+RK0, RK1) = R−12 (ct, RK2)

Note that the S-box and its inverse are functions can be written in matrix
notation as (where f is the majority of x0, x1, x2)

S(x) =

 1 f f
1 + f 1 f
1 + f 1 + f 1

 ·
x0x1
x2

 +

ff
f



S−1(x) =

 1 1 + f f
f 1 f

1 + f 1 + f 1

 ·
x0x1
x2

 +

ff
f


Consider the forward and inverse round functions R1 and R−12 . Let αi (i ∈

[1, s]) be the majority values at the input of the s-box layer of R1 and let ηi
(i ∈ [1, s]) be the majority values at the input of the inverse s-box layer of R−12 .
Then we can compute x by executing R1 on the plaintext, also by executing R−12

on the ciphertext. Thus x can be written as

x = M ·K + C = N ·K +D

where the vector K = [k0, k1, . . . , kn−1]T and M is an n× n matrix in the ring
GF (2)[α1, α2, . . . , αs], C is an n× 1 vector in the same ring. Also N is an n× n
matrix in the ring GF (2)[η1, η2, . . . , ηs], and D is a n×1 vector in the above ring.
Note that all entries in M,C,N,D are affine polynomials in the respective ring
variables. C and D will of course be a function of the plaintext and ciphertext
respectively. Rearranging terms we can write

(M +N) ·K = C +D ⇒ A ·K = B

where the matrix A = M +N and the vector B = C +D have affine entries in
GF (2)[α1, α2, . . . , αs, η1, η2, . . . , ηs].

We would ideally like to something similar to gaussian elimination to solve
this system, but A has entries in a polynomial ring and not a field, and so we
can not directly apply gaussian elimination. However we can try to reduce A

5



to an echelon form while still in symbolic form. We make use of the procedure
Solve(A,B, i,E) described below. We run the instance Solve(A,B, 0, ∅)

Solve(A,B, i,E)1

Input: A = [Ai,j ]: n× n matrix over a polynomial ring, B = [Bi]: n× 1
vector over same ring.

Input: i: Integer ∈ [0, n− 1], E: A set containing linear constraints.
Output: Solution of the system A ·K = B

if i ≥ n then2

Find the solution of A ·K = B as system should be in echelon form.3

Verify that all the constraints in E are satisfied.4

if All constraints are satisfied then5

Print K6

end7

else8

Return ⊥9

end10

end11

if Ai,j 6= 0 for some j then12

if Ai,j = 1 for some j then13

Set j0 ← j14

A′,B′ ← Pivot(A,B, i, j0)15

Solve(A′,B′, i+ 1,E)16

Return17

end18

else19

Set j0 ← j such that Ai,j 6= 020

Set u to be a variable in Ai,j021

Formulate the equation Eq ⇒ f = 022

(A′,B′)← substitute f in A,B as per Eq23

Solve(A′,B′, i,E ∪ Eq)24

Formulate the equation Eq′ ⇒ f = 125

(A′,B′)← substitute f in A,B as per Eq′26

Solve(A′,B′, i,E ∪ Eq′)27

Return28

end29

end30

else31

Solve(A,B, i+ 1,E)32

end33
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Pivot(A,B, i, j)34

Input: A = [Ai,j ]: n× n matrix over a polynomial ring, B = [Bi]: n× 1
vector over same ring.

Input: i: Integer ∈ [0, n− 1], j: Integer ∈ [0, n− 1].
Output: Modified matrix, vector A′,B′ after applying row addition

Set c← B′iBi35

for All v ∈ [0, n− 1] do36

A′i,v ← Ai,v37

end38

for All u ∈ [0, n− 1] and u 6= i do39

B′u ← Bu + Au,j · c40

for All v ∈ [0, n− 1] do41

A′u,v ← Au,v + Au,j ·Ai,v /* Add multiple of row*/42

end43

end44

The procedure Solve tries to reduce the matrix equation to an echelon form.
Note that if it finds a 1 in any row of the matrix A (say at position i, j) it
immediately calls the procedure Pivot(A,B, i, j), which multiples each row in
the matrix by a suitable multiple of the i− th row so that the j − th column is
cleared.

Example 1. If the the matrix equation A ·K = B is given by the following 3× 3
matrix and the pivot is the (1, 1) element then Pivot would transform the matrix
as follows

a b c
d 1 f
g h i

 ·
k0k1
k2

 =

c0c1
c2

⇒
a+ bd 0 c+ bf

d 1 f
g + hd 0 i+ hf

 ·
k0k1
k2

 =

c0 + bc1
c1

c2 + hc1


Thus the consistency of the equation system is maintained even as a column is
cleared.

If we are lucky the Pivot routines clear all the columns of the matrix and
there is only a singe 1’s left in every row, from which the key can be recov-
ered by evaluating the final vector B at all possible values of α1, α2 . . . , αs and
η1, η2 . . . , ηs. However this is not always the case and sometimes the algorithm
will not be able to find any 1 in a given row of the matrix. In that case it has
to try all combinations of variables in the matrix entry it chooses as pivot. If
the total number of such elements is p, we need a one time cost of 2p symbolic
executions of the Pivot routine.
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Fig. 2: Meet in the Middle

4 Meet in the Middle approach

4.1 2 round full S-box layer

In this section we describe a meet in the middle approach for the two round vari-
ant of LowMC. The idea is to first split the key into two parts K1 = [k1, . . . , kt]

T

and K2 = [kt+1, . . . , kn]T , each of around t ≈ n
2 bits. By guessing the majority

bits (or any other balanced quadratic function) of the second layer S-box we
can make the second round linear as described above. After this it is possible to
adopt a meet in the middle approach, by guessing first the K1 value and making
a list based on each guess. We later independently guess K2 and creating a list
based on the guessed values and search for a collision in the obtained lists.

The idea is as follows. As proven in 1, if we know the value of a balanced
quadratic boolean function in the input bits of each Sbox, i.e. the majority,
we can write the S-box as an affine function in the input bits. It is easy to
see that the same argument holds for the inverse S-box. Again let us denote
by R1, R2 the first and second round functions i.e. R1(pt + RK0, RK1) = x
and R2(x,RK2) = ct, where x denotes the n-bit input to the second round
and RK1, RK2 denotes the first, second round key which are of course linear
functions of the original key K = RK0. As shown in Figure 2, we start with
the ciphertext backwards and try to reach the state at the input to the second
round. To do this we first perform the inverse affine function operation on the
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vector ct⊕RK2. Thereafter we guess the s majority bits η1, . . . , ηs at the input
of the second round inverse S-boxes to linearize the output. After this, each bit
of x can be written as an affine function of the key and the ciphertext. In fact
denoting each bit of x as xi, we can further write xi = Ai(K1) + Bi(K2) + di,
∀ i ∈ [0, n − 1], where each Ai, Bi are linear functions over K1,K2 and di is a
single bit constant.

Similarly it is possible to compute x from the plaintext in the forward direc-
tion. Even if we do not guess the majority of the first round s-boxes, it is easy to
see that the bits of K1 and K2 are never multiplied in the first round function.
The only source of non-linearity in the first round are the S-boxes, and each S-
box either gets the bits of K1 or K2 as inputs and so K1 and K2 are not mixed
in a multiplicative sense in this round. This being the case, after the affine layer
and addition of RK1, each bit xi can be written as fi(K1) + gi(K2) + ci where
each fi, gi are quadratic functions over K1,K2 and ci is a single bit constant.
Given the equality xi = fi(K1) + gi(K2) + ci = Ai(K1) + Bi(K2) + di, we can
rearrange the terms to get

fi(K1) +Ai(K1) + ci = gi(K2) +Bi(K2) + di, ∀ i ∈ [0, n− 1]

We are now ready to state the attack. Given an encryption oracle, we query
the all zero plaintext pt = [0, . . . , 0] (or any other plaintext), and receive ct =
[c0, c1, . . . , cn−1] i.e. the corresponding ciphertext. Take t = 3 × bs/2c ≈ n

2 . We
proceed as follows: we guess the ηi values for all second round S-boxes.

Thereafter in order to perform a key recovery attack one can do as follows:

1. Calculate the functional forms of fi, gi and ci for all i ∈ [0, n− 1].
2. Guess the values η1, . . . , ηs. This step is done 2s times in the worst case.
• Compute Ai, Bi, di for all i ∈ [0, n− 1] using the guessed values.
• For all possible values of K1, create a hash table LIST1 indexed by the
n-bit vector [fi(K1)⊕Ai(K1)⊕ci], ∀ i ∈ [0, n−1]. We need 2t operations
in this step.

• For all possible values of K2, and create a hash table LIST2 indexed by
the n-bit vector [gi(K2) ⊕ Bi(K2) ⊕ di], ∀ i ∈ [0, n − 1]. We need 2n−t

operations in this step.
• Find a collision between LIST1 and LIST2.
•When a collision is found for K1 and K2 check if the majority bits are con-

sistent with the guess of the key. If yes, this key is in fact the encryption
key. Otherwise try another guess of η1, . . . , ηs.

For each majority guess, the complexity of the attack is dominated by finding
a collision between two lists of length O(2t). So the total complexity of the
attack is O(2s × 2t+1), which for instance for the n = 129 bit version is around
243+65 = 2108.

4.2 MITM on partial S-box layers

In order to perform a MITM on the partial S-box layer instances of LowMC, we
rewrite the first r1 and final r3 rounds so that the total number of different key
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Fig. 3: Transforming the round function in the first r1 rounds

bits involved in these rounds is 3s per round. The transformations are similar to
the ones used in [1]. In fact the transform used in the backward direction (see
Fig 4) is exactly same as the one used in [1, Fig.1]. The idea is that the affine
layer and key addition are interchangeable. Since if L is an linear function, we
have L(x) +K = L(x+L−1(K)) and similarly L(x+K) = L(x) +L(K). Hence
the key addition can be moved before or after the Affine layer as required, by
multiplying the round key by the appropriate matrix. Fig 3 further shows how
to transform the first r1 rounds.
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Fig. 4: Transforming the round function in the final r3 rounds

We partition the r = r1 + r2 + r3 rounds of LowMC into the first r1, middle
r2 and final r3 rounds, and further transform the first r1 and the final r3 rounds
so that each round has only 3s keybits. If r1 = r3 = b n

6sc, then there are a total
of n keybits in these rounds. Naming these keybits as κ0, κ1, . . . , κn−1, it is not
difficult to see that all the keybits in the middle r2 = 0.8bns c − b

n
3sc rounds can

be written as linear functions of κ0, κ1, . . . , κn−1. Now let us divide the keybits
into K1 = [κ0, κ1, . . . , κn/2−1] and K2 = [κn/2, κn/2+1, . . . , κn−1] where K1 and
K2 are the keybits used in the first r1 and the final r3 rounds respectively.
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Now if all the sr2 majority bits if the middle r2 rounds are guessed, then the
transformation in the middle r2 rounds becomes completely affine. If G is the
vector of these sr2 majority bits, let us denote this affine transformation in the
middle rounds as LG(x)+QG(K1)+WG(K2)+CG, where LG is a linear function
from {0, 1}n → {0, 1}n and QG,WG are linear functions over {0, 1}n/2 → {0, 1}n
and CG is an n-bit constant. Let v be the n-bit vector obtained by executing
the r1 forward rounds by guessing some value of K1, and let w be the vector
obtained after r1 + r2 rounds. Then after guessing G we have w = LG(v) +
QG(K1) + WG(K2) + CG. Now w can also be obtained by guessing K2 and
executing the inverse of the final r3 rounds on the ciphertext. If R3 denotes
the transformation in the last r3 rounds, we have w = R−13 (ct,K2) So we have
R−13 (ct,K2) = LG(v) +QG(K1) +WG(K2) + CG. Rearranging terms we have

R−13 (ct,K2) +WG(K2) = LG(v) +QG(K1) + CG

Then our meet in the middle algorithm will proceed as follows.

1. Guess the vector G of the sr2 majority values in the middle rounds. Find
the functions LG,WG,KG and CG. This step is done 2sr2 times in the worst
case.
• For all possible values of K2, create a hash table LIST2 indexed by the
n-bit vector R−13 (ct,K2)+WG(K2). We need 2n/2 operations in this step.

• For all possible values of K1, create a hash table LIST1 indexed by the n-
bit vector the n bit vector LG(v)+QG(K1)+CG. We need 2n/2 operations
in this step.

• Find a collision between LIST1 and LIST2.
•When a collision is found for K1 and K2 check if the majority bits are con-

sistent with the guess of the key. If yes, this key is in fact the encryption
key. Otherwise try another guess of G.

The majority of the computational complexity is taken by the guessing of G and
computing R−13 (ct,K2)+WG(K2) for each guess of K2 and LG(v)+QG(K1)+CG

for each guess of K1. This part takes 2sr2 · 21+n/2 ≈ 2sr−n/3+n/2 = 2rs+n/6. For
r = 0.8bns c, this complexity is around 229n/30.
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