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Abstract. Arguably one of the main applications of the LowMC family ciphers is
in the post-quantum signature scheme PICNIC. Although LowMC family ciphers
have been studied from a cryptanalytic point of view before, none of these studies
were directly concerned with the actual use case of this cipher in PICNIC signature
scheme. Due to the design paradigm of PICNIC, an adversary trying to perform a
forgery attack on the signature scheme instantiated with LowMC would have access
to only a single given plaintext/ciphertext pair, i.e. an adversary would only be
able to perform attacks with data complexity 1 in a known-plaintext attack scenario.
This restriction makes it impossible to employ classical cryptanalysis methodologies
such as differential and linear cryptanalysis. In this paper we introduce a set of
key-recovery attacks, both in known-plaintext model and of data complexity 1 for
two variants of LowMC, both instances of the LowMC cryptanalysis challenge.

Keywords: No keywords given.

1 Introduction

In recent years, a significant amount of attention has been drawn towards designing
post-quantum cryptographic primitives, such as digital signature schemes. There have
been several design ideas for quantum-secure signature schemes, some of which are based
on lattice problems, supersingular isogenies or schemes providing information-theoretic
security.

PICNIC [CDG™17] is a highly tweakable signature scheme based on an MPC-in-head
paradigm, currently in the third round of NIST post-quantum cryptography competition
[nis]. The authors propose several different parameters for various security levels and
applications. Instantiating PICNIC requires a hard to invert function which has low
computational overhead when computed in a multi-party manner. This overhead relies
heavily on the number of non-linear operations needed to compute the function, i.e. number
of multiplications.

LowMC [ARS™15] is an efficient block-cipher tailored specifically for FHE and MPC
usage, aiming to minimize the number of multiplications. LowMC uses a quadratic S-box
operating on 3 bit inputs, and for each output bit of the S-box, a single multiplication
is needed. The S-box is then followed by an affine layer, operating on the whole block,
followed by a round-key addition.

The low multiplication count makes LowMC a fairly suitable choice for PICNIC in-
stantiation. Both the LowMC instance and the MPC steps of PICNIC have multiple
parameters to set for different use cases, but this also makes it challenging to select the
optimal parameters, one of which is the number of rounds/S-boxes. As mentioned before,
the computational overhead of performing a LowMC encryption in a multi-party manner
is heavily dependent on the number of multiplications needed. Moreover, reducing the
number of multiplications too much will lead to security issues, which makes it challenging
to find a good parametrization to maximize efficiency without harming the security.
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In ICISC 2015 Dobraunig et al. [DEM15] proposed an attack on LowMC family of
block ciphers, based on cube attack strategies. The authors proposed an algorithm which
successfully recovers the key of the round reduced version of the cipher, aiming for 80-bit
security. Later in FSE 2018, Rechberger et al. [RST18] proposed a meet-in-the-middle style
attack, based on possible output differentials, given an input differential, which affects the
security of the variants of LowMCv2 with partial S-box layers drastically. In [LIM20] some
results on LowMC were reported building on the techniques of [RST18], albeit with higher
data complexities, which naturally do not apply to the PICNIC scenario. For a survey
of key recovery attacks on LowMC, readers may check the survey done by Rechberger
et al. [DKRS]. As mentioned, one of the main use cases of LowMC, is the PICNIC post
quantum signature scheme. Due to PICNIC’s algebraic composition, the scheme would
be trivially forged by a key recovery attack on LowMC that uses only a single pair of
plaintext/ciphertext. In other words only attacks with data complexity one directly affect
the security of the signature scheme.

In May 2020, Rechberger et al. started a cryptanalysis challenge for LowMC key-
recovery, specifically for the PICNIC use case, meaning the attacks should be performed
using a single ciphertext/plaintext pair in a known-plaintext model. In this paper we
propose two attacks with data complexity one for two parameter sets of the LowMC
challenge. Our attacks successfully break the two-round version of LowMC with full S-box
layer, and the partial S-box variant with 0.8 X [n/s] rounds, where n denotes the block
size, and s denotes the number of S-boxes used in each round.

We continue by giving a brief high-level description of the PICNIC signature, and
intuitively demonstrate why a data-complexity one key-recovery attack on LowMC cipher
would lead to a PICNIC signature forgery.

1.1 PICNIC Signature Scheme

PICNIC signature is built using Fiat-Shamir transformation of a sigma protocol based on
the MPC-in-head paradigm by Ishai et al. [IKOS07]. The high-level idea is as follows,
imagine we have a multi-party computation of a function f. Each player has a share of the
input z, and the output y = f(x) is publicly known. The prover simulates all players and
commits to all the states and transcripts. Later the verifier is allowed to corrupt a random
subset of players, having access to their full state. Having this information in hand, the
verifier can check whether the computation was done correctly from the corrupted players’
perspective.

In the case of PICNIC this paradigm is instantiated using LowMC block cipher. Let
E(K,pt) be the LowMC encryption of the plaintext pt using the key K. The function f
in the previous paradigm is instantiated as E(*,pt) for a public plaintext pt. The plain-
text/ciphertext pair (pt, ct) is used as the public key of the signature scheme (verification
key) and encryption key K is used as the secret key (signing key). If an adversary can
recover the encryption key given only a single ciphertext, plaintext pair (ct,pt) i.e. the
public key of the signature scheme, then in effect he computes the secret signing key. This
allows him to forge a signature by following exactly the honest prover protocol with the
recovered signing key. This demonstrates that a data complexity one key recovery attack
on LowMC block cipher leads to a signature forgery on PICNIC.

The size of the signature and the efficiency of the PICNIC signing algorithm heavily
rely on the number of the multiplications (and gates) used in the encryption circuit. This
has driven some interest towards finding an optimal number of and gates, to keep the
desired security level and to provide the best level of efficiency, and recently Rechberger et
al. announced a cryptanalysis challenge for LowMC family of block ciphers, specifically
for the PICNIC use case, i.e. only one plaintext ciphertext provided to the attacker.
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Figure 1: LowMC Round Function

1.2 Contribution and Organization of the Paper

In this paper we introduce two cryptanalysis results for two instances of the LowMC
cryptanalysis challenge, namely the 2 round LowMC with full S-box layer and the partial
S-box layer with 0.8 x |n/s] number of rounds. Both attacks are performed in a known
plaintext/ciphertext attack model (KPA/KCA), and both attacks have data complexity 1
These restrictions make the task fairly hard, as the classical cryptanalysis methods such
as linear and differential cryptanalysis can not be employed. In this paper, we first show
how to efficiently linearize the LowMC S-box by guessing only one quadratic expression in
the S-box inputs. Leveraging this fact we describe a series of attacks on some instances of
LowMC given in the cryptanalysis challenge. Our results are summarized in Table 1.

In section 2, we describe the algebraic form of the LowMC round function and furnish
some details of the LowMC cryptanalysis challenge. Section 3 demonstrates an efficient
method to linearize the LowMC S-box which will be used later. Section 4 introduces
a key-recovery attack on 2-round full S-box layer and partial S-box with 0.8 x |[n/s]
round variants of LowMC. In Section 5, we introduce a meet in the middle attack on the
same variants of LowMC, and in Section 6 we demonstrate how this approach can be
optimized using the 3-xor problem by a factor of \/n/2. In Sections 7 and 8, we describe
improved 2-stage MITM attacks on 2-round full S-box and 0.8[ % |-round partial S-box
layers respectively. We conclude the paper in Section 9.

2 The LowMC challenge

The LowMC round function is a typical SPN construction given in Figure 1. It consists
of an n-bit block undergoing a partial substitution layer consisting of s S-boxes where
3s < n. It is followed by an affine layer which consists of multiplication of the block with
an invertible n x n matrix over F5 and addition with an n-bit round constant. Finally the
block is xored with the roundkey which is again the product of the n-bit master secret
key K with an n x n invertible matrix. As in most SPN constructions, a plaintext is
first xored with a whitening key which for LowMC is simply the secret key K, and the
round functions are executed r times to give the ciphertext. From the point of view of
cryptanalysis, we note that the design is completely known to the attacker, i.e. all the
matrices and constants used in the round function and key update are known.

The LowMC challenge specifies 9 challenge scenarios for key recovery given only 1
plaintext-ciphertext pair, i.e. the data complexity d = 1.

e n=128 s=1



Table 1: Summary of results. Note for the complexity is given in “evaluations of a quadratic
expression” * As explained in Section 4, these are best case complexities that occur for
around 29% of the LowMC instances.

Instance n s r Type of Attack Complexity Section

Full S-box layer 129 43 2 Linearization + MITM 2109 5
192 64 2161
255 85 2214

Partial Sbox layer 128 1 0.8 x %] Linearization+ MITM 212 5*
192 1 ‘ 2186
256 1 2248

Partial Sbox layer 128 10 0.8 x %] Linearization + MITM 2124 5*
192 10 2186
256 10 2248

Full S-box layer 129 43 2 Linearization + MITM+3-xor 2106 6
192 64 2158
255 85 2211

Full S-box layer 129 43 2 2 stage MITM pEg 7
192 64 2130
255 85 DL

Partial Sbox layer 128 1 0.8 x [Z] 2 stage MITM P 8
192 1 2156
256 1 2

Partial Sbox layer 128 10 0.8 x [Z] 2 stage MITM D 8
192 10 2154
256 10 2202

e n=128 s=10

e n =129, s =43 (full S-box layer)
e n=192 s=1

e n=192, s=10

e n =192, s=64 (full S-box layer)
e n=256, s=1

e n =256, s=10

e n =255, s =285 (full S-box layer)

The number of rounds r for instances with the full S-box layer is either 2, 3, or 4 and
for instances with a partial S-box layer can vary between 0.8 x | 2], [%]| and 1.2 x [ Z].
The key length k for all instances is n bits. Note that in general instantiations of LowMC,
the key size and block size are not the same. The whitening key and all the round keys
are extracted by multiplying the master key with full rank matrices over GF(2). However
for all the instances of LowMC used in the LowMC challenge the block size and key size
are the same. This being so, the lengths of the master key, whitening key and all the
subsequent round keys are the same. Effectively, this makes all these keys related to each
other by multiplication with an invertible matrix over GF(2). Thus all round keys can be
extracted by multiplying the whitening key with an invertible matrix. So for all practical
purposes used in this paper, the whitening key can also be seen as the master secret key.
This is true since given any candidate whitening key, all round keys can be generated
from it, and thus given any known plaintext-ciphertext pair, it is possible to verify if that
particular candidate key has been used to generate the corresponding PT/CT pair. As
such we use the terms master key/whitening key interchangeably.



3 Preliminaries

The algebraic forms of the 3 output bits of the S-box S used in LowMC are given by the
following expressions:

So = Tg + 1 - T2,
S1 = 2o + 21+ Zo - X2,

So=x0+T1 +T2+To:T1
Similarly the inverse S-box S~! is given by the following expressions

to = zo + 1 + T1 - T2,
t1 = o1 + 2o - X2,

to=x9+x1 +x2+20 21

Let us for example take f to be the majority function computed on the inputs of the 3
input bits, i.e. f =z 1 + x1 22 + Tg - 2. Then the expressions of the S-box can be
rewritten as

f(z1+z2+1) + 2o,
f-($0+$2+1)+$0—|—$1,
so=f-(xo+a1+1)+x0+ 21+ 22

So =
S1

This means that if we guess the value of the single expression f (0 or 1), then the entire
S-box becomes an affine function in the input bits. The same holds for the inverse S-box.
In fact we can replace f with any balanced 3-variable Boolean function of degree 2, and
still get the same results as we prove in the following lemma.

Lemma 1. Consider the LowMC S-box S defined over the input bits xg,x1,xs. If we
guess the value of any 3-variable quadratic Boolean function f which is balanced over the
input bits of the S-box, then it is possible to re-write the S-box as affine function of its
input bits.

Proof. The general expression for a 3 variable quadratic Boolean function is
f:A+BZL'0+CCU1+D£L'2+E(EO‘(E1+F£L'1 '.’E2+G£CO"’E2.

The only non-linear terms in the expression of the LowMC S-box are xg - £1, x1 - X2, Tg - T2.
Thus if there exists a Boolean function of the above form, which when multiplied with
different linear functions can produce each of the terms xq - 1, 1 - T2, xo - T2, then we
are done. Thus the necessary and sufficient conditions required to achieve the above is to
prove the existence of 3 affine Boolean functions g; = a;xo + b;z1 + c;xo + d;, Vi € [0,2],
such that

[ 90 =01+ lo(xo, 1, x2)
[-g1 =122+ 1 (20, 1, 22)
g2 = x2+ la(xo, z1, 22)

where gy, 1,2 are some affine functions on zg, x1,z2. If these functions g; exist, we can
write each of the three output bits of the LowMC S-box as

zo+f-g+l, zo+z1+f-go+1l, vo+xi+22+f 90+ 1o



So in order for the first equation to be satisfied, we need that the product of f and gg
produces coefficients 0,1,0,0 for the terms zq - x1 - 2, zo -1, T1 -T2, T - T2 respectively.
In matrix form this can be written as M - [ag, bo, co, do]T = [0,1,0,0]T, where

F G E 0
M — C+E B+ E 0 E
N 0 D+F C+F F
D+G 0 B+dG G
Similarly the other 2 equations can be written as M - [ay, by, c1, di]T = [0,0,1,0]

and M - [az, b2, c2, do]T =[0,0,0,1]7. Tt is therefore clear that for the equations to
have a solution we need M to be invertible. Since the number of 3-variable quadratic
Boolean functions f is just 27, we can perform the following small computer exercise: we
can construct the matrix M for each function f and test whether it is invertible or not.
We found that all functions f for which M is invertible, are exactly the functions that are

balanced.
O

For example, if we take f = sg = g 4+ x1 - 2, the S-box functions can be written as

SOZfa
s1=f-(x2+1)+a,
s2=f-(z1+1)+x1+22

4 Cryptanalysis by Linearization

The first technique to break LowMC by linearization is for instances for which the total
number of S-boxes is less than the key length. This occurs for the following cases

1. All instances of full S-box layer with number of rounds = 2.
2. All instances of partial S-box layer with number of rounds = 0.8 x | 2].

The idea is as follows. We guess the value of the majority function at the input of all
the S-boxes in the encryption circuit. When we do so the expression relating the plaintext
and ciphertext becomes a linear expression in the key variables, i.e. of the form

A ko k1, ... k1]t = const,

where A is an n X n matrix over GF(2). Thus the key can be found using Gaussian
elimination. After this a wrong key can be discarded by simply recalculating the encryption
function with the derived key and plaintext and checking if the result equals the given
ciphertext or not. Of course, we need not compute the full encryption: a key can be
discarded as soon as the majority function computed at the input of one of the s-boxes
differs from the value used to linearize the circuit. If the total number of s-boxes in the
circuit is ¢, then the worst case complexity of the process is 2¢ gaussian eliminations
calculations. For example this is 286 for the LowMC instance with n = 129, s = 43,7 = 2.
However note that there is an added cost in this process. For any guess of the majority
values, the matrix A computed above may not necessarily be invertible. If the dimension
of the kernel of the matrix A is d, then we can see that O(294) keys would satisfy any
equation of the form A - K = const. Thus the verification would require running the
verification for 294 candidate keys. Moreover, we did not find any easy way to find a closed
form for any bound on d 4.



PTy PT,

@_» eecccccce <—‘
LIST,
a a e ooe o s f\(Kl) +AI(K1)+C|

Affine Layer

RK;
3 % 6 % 69 a%
fi(K1) + &i(Kz) + ¢

LIST,

Ai(K1) + Bi(Ka) + d; 6(2) + Bi(Ka) +
Guess Majonty es see o .

m. -“‘775 ‘ Affine Layer ’
"o eg eg e]_a @£ @]94)
Prett

Ciphertext

Figure 2: Meet in the Middle

5 Meet in the Middle approach
5.1 2 round full S-box layer

The complexity of the attack in the previous section was measured in terms of number
of Gaussian eliminations. Even while bypassing the Gaussian Elimination method, the
algorithm will still require an additional computational step (evaluating all elements in the
kernel of A) and there is no easy way of finding a closed form of its value/lower bound. In
this section we present attacks whose complexity is measured in much simpler and more
tangible metric: "number of evaluations of a quadratic expression in keybits". We describe
a meet in the middle approach for the two-round variant of LowMC. The idea is to first
split the key into two parts K; = [ko, ..., ki—1]7 and Ky = [ky,. .., kn_1]T, each of around
t ~ § bits. By guessing the majority bits (or any other balanced quadratic function) of
the second layer S-box we can make the second round linear as described above. After
this it is possible to adopt a meet in the middle approach, by guessing first the K; value
and making a list based on each guess. We later independently guess K5 and creating a
list based on the guessed values and search for a collision in the obtained lists.

The idea is as follows. As proven in Lemma 1, if we know the value of a balanced
quadratic boolean function in the input bits of each Sbox, i.e. the majority, we can write
the S-box as an affine function in the input bits. The same argument holds for the inverse
S-box (since the inverse S-box is also a quadratic permutation over {0,1}?). Again let
us denote by Rj, R the first and second round functions i.e. Ry(pt + RKy, RK;) =z
and Ry (z, RK3) = ct, where x denotes the n-bit input to the second round and RK;, RK>
denotes the first, second round keys, respectively, which are of course linear functions of
the original key K = RKjy. As shown in Figure 2, we start with the ciphertext backwards
and try to reach the state at the input to the second round. To do this we first perform
the inverse affine function operation on the vector ¢t @ RKy (where RK» is expressed in
terms of K and K5). Thereafter we guess the s majority bits 7y,..., 7, at the input of
the second round inverse S-boxes to linearize Ro. After this, each bit of 2 can be written



as an affine function of the key and the ciphertext. In fact denoting each bit of x as x;, we
can further write x; = A;(K1) + B;(K2) +d;, V i € [0,n — 1], where each A;, B; are linear
functions over K1, K5 and d; is a single bit constant.

Similarly it is possible to compute x from the plaintext in the forward direction. Even
if we do not guess the majority of the first round s-boxes, K; and K5 can be chosen such
that the bits of K7 and K5 are never multiplied in the first round function. For example
for n = 129, K; can be taken to be the first ¢ = 3 x |s/2] = 63 bits of the key and K>
to be the remaining 66 bits. The only source of non-linearity in the first round are the
S-boxes, and each S-box either gets the bits of K7 or K5 as inputs and so K7 and K5 are
not mixed in a multiplicative sense in this round. This being the case, after the affine layer
and addition of RK, each bit x; can be written as f; (K1) + ¢;(K2) + ¢; where each f;, g;
are at most quadratic functions over K7, Ky and ¢; is a single bit constant. Given the
equality z; = fi(K1) + ¢:(K2) + ¢; = A;(K1) + B;(K2) + d;, we can rearrange the terms
to get

fi( K1) + Ai(Ky) + ¢; = gi(Ka) + Bi(Ka) + d;, Vi€ [0,n—1]

We are now ready to state the attack. Let the plaintext be pt = [pto, pt1 ..., Dtn—1],
and ct = [co,c1,...,cp—1] be the corresponding ciphertext. Take t = 3 x [s/2] ~ §. We
proceed as follows:

1. Calculate the functional forms of f;, g; and ¢; for all i € [0,n — 1].
2. Guess the values 71, ...,ns. This step is done 2% times in the worst case.

e Compute A;, B;,d; for all i € [0,n — 1] using the guessed values.

e For all possible values of K7, create a hash table LIST; indexed by the n-bit
vector [f;(K1) ® Ai(K1) & ¢], Vi € [0,n —1]. We need 2! operations in this
step.

e For all possible values of K5, create a hash table LISTs indexed by the n-bit
vector [g;(K2) @ B;(K2) @ d;], Vi€ [0,n— 1]. We need 2"~ operations in this
step.

e Find a collision between LIST; and LISTS,.

e When a collision is found for K7 and Ky check if the majority bits are consistent
with the guess of the key. If yes, this key is in fact the encryption key. Otherwise
try another guess of 7y, ..., 7;.

In practice, 2 hash tables are not necessary. The attacker can insert each new vector of
LIST; and LIST; into a single hash table and wait until a collision between elements of
LIST; and LIST; is found. For each set of majority guesses, the complexity of the attack
is dominated by finding a collision between two lists of length 2% and 2"~* each. So for
n = 129, we can take t = 63 (key bits added before the first 21 S-boxes) and n — ¢ = 66.
The total complexity of the attack is O (2% x (2¢ 4+ 2"7")), which for the n = 129 bit
version is around 243+66 = 2109,

5.2 MITM on partial S-box layers

In order to perform a MITM on the partial S-box layer instances of LowMC, we rearrange
the first 1 and final r3 rounds so that the total number of different key bits involved
in these rounds is 3s per round. The transformations are shown in Figures 3, 4 and
are similar to the ones used in [RST18]. In fact the transform used in the backward
direction (see Fig 4) is exactly same as the one used in [RST18, Fig.1]. The idea is that
the affine layer and key addition are interchangeable. Since if L is a linear function, we
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Figure 3: Transforming the round function in the first r; rounds. From A — B, the key
material not added to bits input to the S-box in round 1 (shown in orange background)
are carried to the next round, through the affine layer and merged with the round key in
round 2. B — C — D do the same from the second round onwards.

have L(z) + K = L(z + L™Y(K)) and similarly L(x + K) = L(z) + L(K). Hence the key
addition can be moved before or after the affine layer as required, by multiplying the round
key by the appropriate matrix. Fig 3 further shows how to transform the first r; rounds.
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Figure 4: Transforming the round function in the final r3 rounds. A — B flips the order
of the last round Affine layer and round key xor. B — C takes the bits of the last round
key that are not added to S-box outputs (shown in orange background), and brings them
back by 1 round and merges it with the penultimate round key. C — D flips the order
of the Affine layer and round key of the penultimate round, and D — E generalizes the
process from this point onwards.

We partition the r = r{ 4+ r5 4+ r3 rounds of LowMC into the first 71, middle r5 and
final r3 rounds, and further transform the first r; and the final r3 rounds so that each
round has only 3s keybits. If 1 = r3 = [g-], then there are a total of n keybits in
these rounds. Naming these keybits as kg, k1,...,kn_1. Let us assume that these n
keybits result from linearly independent expressions on the master key bits (in the next
subsection we will see what happens when this is not the case). Then it is not difficult to
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We guess the majority bits at the S-box inputs in the middle ro rounds (shown against
yellow background) so that they become affine.

see that all the keybits in the middle r» = 0.8[ 2] — [ 3%] rounds can be written as linear
functions of ko, f1,. .., kn—1. Now let us divide the keybits into K1 = [ko, K1, ..., Kn/2—1]
and Ky = [kpn/2, Knj24+1,- -+ kn-1] where K and K are the keybits used in the first 7
and the final r3 rounds respectively.

Now if all the s - ro majority bits of the middle r rounds are guessed, then the
transformation in the middle r, rounds becomes completely affine. If G is the vector of
these s - ro majority bits, let us denote this affine transformation in the middle rounds as
La(x) + Qa(K1) + W (Ks3) + Cg, where Lg is a linear function from {0,1}" — {0,1}"
and Qg, Wg are linear functions over {0,1}"/2 — {0,1}" and Cg is an n-bit constant.
Let v be the n-bit vector obtained by executing the r; forward rounds by guessing some
value of K1, and let w be the vector obtained after ry + ro rounds. Then after guessing
G we have w = Lg(v) + Q¢(K1) + We(K3) + Co. Now w can also be obtained by
guessing K5 and executing the inverse of the final r3 rounds on the ciphertext. If R
denotes the transformation in the last 73 rounds, we have w = R3'(ct, K3) So we have

Ry'(ct, K2) = Lg(v) + Qg (K1) + Wg(K2) + Cg. Rearranging terms we have
Ryt (ct, Ko) + W (K2) = Lo (v) + Qa (K1) + Cg
Then our meet in the middle algorithm will proceed as follows.

1. Guess the vector G of the s - ry majority values in the middle rounds. Find the
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functions Lg, Wq, K and Cgq. This step is done 2572 times in the worst case.

e For all possible values of K5, create a hash table LISTs indexed by the n-bit
vector Ry ' (ct, K2) + Wg(K2). We need 2"/2 operations in this step.

e For all possible values of K7, create a hash table LIST; indexed by the n-bit
vector Lg(v) + Qe (K1) + Cq. We need 2/2 operations in this step.

e Find a collision between LIST; and LIST5.

e When a collision is found for K; and K check if the majority bits are consistent
with the guess of the key. If yes, this key is in fact the encryption key. Otherwise
try another guess of G.

The procedure has been explained diagrammatically in Figure 5. Again as explained before,
2 hash tables are not necessary in practice. The attacker can insert each new vector of
LIST; and LIST; in a single hash table and wait till a collision between elements of LIST;
and LIST5. The majority of the computational complexity is taken by the guessing of G
and computing R3 ' (ct, K3) + Wg(K2) for each guess of Ky and Lg(v) + Qg (Ky) + Cg for
each guess of K. This part takes 2572 - 2147/2 & 9sm=n/34n/2 — grsdn/6 For p = 0.8| 2],
this complexity is around 2297/30,

5.3 When all the key expressions k;, i € [0,n — 1] are not linearly
independent

Note that each k; is a linear expression in the n master key bits, and so it may turn out
that the n linear expressions for k;, i € [0,n — 1] are not linearly independent. Assuming
each k; is a random linear expression, the probability that they are linearly independent is
the same as the probability that a random n x n matrix over GF'(2) is invertible. In fact
it is a well known result in discrete mathematics, that this probability is around 0.29 as n
becomes large.

When all the x;’s are not linearly independent, then we can not write the round keys in
the middle 79 rounds as linear expressions of the x;’s. And if this happens, then naturally
the attack as outlined in the previous subsection can not be applied. In that case how do
you proceed with the attack?

1. Let us assume that for some rj, r3, the total rank of the 3-s- (ry + r3) X n
matrix containing the linear expressions (in terms of the master key) for all the
keybits k; used in these rounds be equal to A. We have already seen that that
when 3 - s+ (r; +r3) = n, the probability that A = n is 0.29. The probability that

A =t is given by the expression 27" Hf;é (1 - 22—;) Therefore the probability that

t>n—1, n—2, n—3isaround 0.58, 0.77, 0.88 respectively (for large enough n).

2. In such an event the attacker should choose suitable values of r1, r3 such that the
value of A =35 (ry +13).

3. Let K = [Ko,K1,-..,%xr—1] be the corresponding keybits whose linear expressions
are linearly independent. Let K7 be the subset of these keybits used in the first
r1 rounds, Ko be the subset of these keybits used in the last r3 rounds. Choose
K3 = [Kx, KAt+15- - - » Kn—1] as random linear expressions of the master key such that
the expressions for K, K5, K3 are linearly independent. After this step all round
keybits can be written as linear expressions in K1, K, Kj.

4. After guessing G, the vector of the middle s - ro majority bits, the middle 7o
rounds become completely affine. Again if v is the vector that is the output of
the first 1 rounds, the output vector w of the first r; + ro rounds can be written
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as w = LG(U) + QG(Kl) + Wg(Kg) + Eg(Kg) + Cg, where Lg, Qa, E¢ are linear
functions and Cg is an n-bit constant.

5. Since w can be computed from the ciphertext backwards as w = R3 ' (ct, K3) So we
have Ry ' (ct, K3) = La(v) + Qg (K1) + Wa(K2) + Eq(K3) + Cg. Rearranging terms
we have Ry '(ct, K2) + W (K2) = La(v) + Qa (K1) + Eq(K3) +Cg. Let us partition
K3 into two disjoint sets K3; and K30 so that the number of bits in K7 U K37 and
K5 U K39 are almost same. We write Eg(K3) = EL(Ks1) + E4(Ksz). Rearranging
terms further we have

Ry (ct, Ko) + W (Ks) + E4(Ks2) = La(v) + Qo (K1) + EL(Ks1) + Ca

After this our meet in the middle algorithm will proceed as follows.

1. Choose suitable values of r1, 73 such that the value of 3-s- (r; +1r3) = A.

2. Choose K3 = [kx, Kx+1,---,Kn—1] as random linear expressions of the master key
such that the expressions for K7, Ky, Kj3 are linearly independent.

3. Partition K3 into two disjoint sets K31 and K3z so that the number of bits in K7 U K3
and Ko U K39 are almost same.

4. Guess the vector G of the s -1y majority values in the middle rounds. Find the
functions Lg, Wa, Kg, El, E% and Cg. This step is done 2572 times in the worst
case.

e For all possible values of KU K39, create a hash table LIST5 indexed by the n-bit
vector Ry (ct, Ko) + W (Ks) + E%(K32). We need around 2"/2 operations in
this step.

e For all possible values of K1 U K31, create a hash table LIST; indexed by the n-bit
vector Lg(v) + Qc (K1) + EL(K31) + Cg. We need around 2/2 operations in
this step.

e Find a collision between LIST; and LIST,.

e When a collision is found check if the majority bits are consistent with the guess
of the key. If yes, this key is in fact the encryption key. Otherwise try another
guess of G.

Again the majority of the computational complexity is taken by the guessing of G and
computing Rgl(ct,Kg) + Wa(K2) + E4(K32) for each guess of Ky U K3o and Lg(v) +
Qc(K, + EL(K31)) + Cg for each guess of K; U K3;. This part takes 2572 - 2147/2 If
r1+73 = |2 ] — A then the complexity can be rewritten as 2575 A-n/34n/2 — gsrsAtn/6,
For r = 0.8 %], this complexity is around 229n/30+sA  Thyg the procedure becomes a valid
attack if and only if sA < n/30. Thus since A is at least 1 when the first and last keybits
are not all linearly independent, the procedure does not work for all challenge instances
when s = 10.

6 Improving Complexities using the 3-xor problem

The 3-xor problem in a nutshell is as follows: given 3 lists L1, Lo, L3 of binary strings over
{0,1}™, the task is to find 3 elements x1 € Ly, 2 € Lo, 23 € L3 such that 1 ®xs Pz = 0.
This problem has been extensively studied in the literature. Wagner studied in [Wag02],
the generalized k-xor problem and showed that for the 4-xor problem if we have lists
of size 2"/3 then a solution can be found in time O(2"/3). However the 3-xor problem
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still required O(2"/?) time using his approach. In [Nan15] a forgery attack was mounted
against the COPA mode of operation requiring only 2"/% encryption queries and about
227/3 time. This attack was later refined in [NS15], using an improved 3-xor algorithm,
to 2"/27¢ queries and 2"/2~¢)operations, for small e. In [LS19], the authors attacked the
2-round Even Mansour algorithm using this problem with data and time both lower than
2". However, the algorithm we use was proposed by Joux [Jou09, Section 8.3.3.1], which
is the best algorithm for the 3-xor problem to this day. A generalization for the above
algorithm for variable sized lists was proposed in [BDF18], however since we will use lists
of fixed size in this section, Joux’s algorithm is more relevant here.

Before we discuss the details of the attack it is best to summarize the algorithm in a
few words. We begin with the following lemma.

Lemma 2. Given n/2 randomly generated vectors over {0,1}™, then with high probability
they are linearly independent.

Proof. The above probability is given by p = 277°/2 . H?:/?)*l@" — 2%). For large n, this

equals
n/2—1

91 ”_L/2_1 9 2n/271
r=]] (1 )z121—01z12”/2

T oon on on
O

The algorithm proceeds with 3 lists Ly, Lo, L of size 2/2 /¢, 2"/2 /¢, (2 respectively
where ¢ = \/n/2. The list L3 has n/2 random vectors which span at most a subspace
of rank n/2. It is possible to choose vectors B = {b1,b2,...,bn/2, bpjat1,0n/242,---5bn}
such that all vectors in L3 belong to the subspace generated by b, /241,bn/242; -, bn.
Now designate M to be the n x n binary matrix that changes the basis of all vectors in
Ly, Ls, L3 to B. Note that in the modified basis all elements in Lz will begin with n/2
zeros. From the previous lemma, we know that the elements in L3 are linearly independent
with very high probability. In that case b, /241,b5/242,--.,bn can be simply taken as the
elements of L3 which ensures that in the modified basis the elements of L3 have hamming
weight exactly equal to 1, i.e. it has 1 in one of the positions from n/2 + 1 to n. Note
that if there exists 3 vectors x1 € Ly, a2 € Lo, x3 € L3 such that 1 & 2 ® x3 =0,
then Mz; & Mxzy & Mxs =0 for any n X n binary matrix M. Once M is fixed, it can
be used to transform Li and Ls. After this, all we need to do is to search for pairs of
elements (x1,x2) € L1 X Lo such that M - z1 & M - x5 equals 0 on the first n/2 bits, (and
when all the vectors in L3 are linearly independent we simply have to check if the sum has
hamming weight 1) and this of course can be done efficiently in the following way.

1. After transforming all elements of L3 in the new basis B, insert the elements in hash
table J.

2. After transforming all elements of L; in the new basis B, insert the elements in
hash table H indexed by first n/2 bits. All cells of the table should be able to hold
multiple elements.

3. After transforming all elements of Lo in the new basis B, insert the elements in
the same hash table H indexed by first n/2 bits. Note that if any cell of H has

more than one elements then their sum in the first n/2 bits must be 0. By standard
gntl g—n/2  gn/2+1

randomness assumptions there will be
needs to be tested for membership in Ls.

such pairs left whose sum

4. Assuming that testing for membership in J can be done in constant time, we need
gn/2+1

tests. Note that most of the time L3 is linearly independent and so testing for
membership in L3 can be done by simply checking whether the hamming weight of
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the full vector is 1, and whether it begins with n/2 zeros. In this case, it is neither
necessary to change the basis of vectors in L3 nor store them anywhere.

Since the complexity of preparing each list is O(2"/2//n/2) and around O(2"/>*1/n)
membership tests are required the complexity of the algorithm is 0(2”/ 41y \/m +
27/ In) ~ O(2"/%t1/\/n/2). This gives a speedup of around +/n/2 compared to the
basic birthday algorithm of Wagner.

6.1 MITM on 2-round full S-box layer

The improved algorithm closely follows the one presented in Sec 5.1 earlier. The basic idea is
still the same: this time we partition the key K into 3 sets K1 = {ko, k1, k2, ..., km-1}, Ko =
{kms Emt1, km+2, -« kam—1} and K3 = {kam, k2am+1, - - - » kn—1}, where the value of m is
given by [log,(2"/2//n/2)|, and so the size of K3 is considerably smaller and only around
[log,(n/2)].

Our strategy will be, as before, to guess the s majority bits 7y, ...,ns at the input of
the second round inverse S-boxes to linearize Ry (and of course its inverse). Borrowing
the terminology from Sec 5.1, where z denotes the n-bit input to the second round and
RK;, RK5 denote the first, second round keys which are linear functions of the original key
K = RK,, we have Ry (pt + RKy, RK;) = x and Ry(x, RK5) = ct. Since after guessing
the majority bits n; the inverse of Rs becomes linear, we can write each bit x; of x as
Tr; = A7(K1) + BZ(KQ) + CZ(K:J,) + di7 Viée [0,71 - 1], where all AZ,Bz,C’z are linear
functions and d; is a constant.

Similarly in Rj, the set of keybits in K, Ko, K3 can be partitioned in a manner
so that they are not combined multiplicatively in the first round. Hence computing
R; in the forward direction from the plaintext input it is possible to write each z; as
filK1) + gi(K2) + hi(K3) 4+ e, Vi€ [0,n—1], where all f;,g;, h; are quadratic functions
and e; is a constant. Equating these expressions we have A;(K1) + B;(Ks2) + C;(K3) +d; =
fi(K1) + g:(K2) + h;i(K3) + e;. Rearranging terms we have:

[A; (K1) + fi(Ky) + di]+ [Bi (K1) + gi (K1) + €3] + [Ci(K3) + hi(K3)] =0

L1 L2 L3

Note that if 3 lists are enumerated for the terms in the square braces, then we arrive
exactly at the scenario of the 3-xor problem. We need to find 3 elements form these lists
that sum to 0. So our modified algorithm will be as follows:

1. Calculate the functional forms of f;, g;, h; and e; for all ¢ € [0,n — 1].
2. Guess the values 71, ...,ns. This step is done 2° times in the worst case.

e Compute A;, B;, C;,d; for all i € [0,n — 1] using the guessed values.

e For all possible values of K3, create a hash table L3 indexed by the n-bit vector
[Ci(K3) + hi(K3)], Vi€ [0,n—1]. From here find the matrix M that would
transform basis the basis B = {b1,b2,...,bn/2, bpj24+1,0n/242,---,bn} such that
Lj is spanned by b, /241,bp/242,-.,bn. With high probability the list Ls is
linearly independent so that by, /211, b, /242, - - -, by, can be taken to be the vectors
in Ls. Multiply all vectors in L3 by M and store in a hash table J. Note there
are around n/2 steps here.

e For all possible values of K7, create a hash table L; indexed by the n-bit vector
M - [A{(Ky) + fi(Ky) +di], Vi€ [0,n—1]. We need 2"/2/1/n/2 operations in
this step.

14



e For all possible values of K5, create a hash table Ly indexed by the n-bit vector
M - [Bi(Ky) + g;(K1) + e, Vi€ [0,n—1]. We need 2"/2/1/n/2 operations in
this step.

e Note that in practice, 2 different hash tables are not necessary. We can instead
use one single hash table H in which all elements of L, Lo are inserted indexed
by the first /2 bits as explained in the previous subsection.

e For all pairs in x1, 29 € H which are in the same cell

A: Discard if the sum is not in Ls. For most cases this can easily be verified
by checking if the hamming weight of the sum is 1, i.e. if L3 is linearly
independent.

e Once a solution for Ky, Ko and K3 is found, check if the majority bits are
consistent with the guess of the key. If yes, this key is in fact the encryption
key. Otherwise try another guess of 1y, ..., 7s.

For each majority guess, the complexity of the attack is dominated by finding a collision
between two lists of length O(27/2//n/2). So the total complexity of the attack is
O(2° x2-272/\/n/2) = O(n=1/2.25+7/2+1)  This gives a speed up of around /n/2 over
the attack in Section 5.1.

There are some further issues to be discussed. We ideally want the lists L; and Lo
of the same size, but it is often not possible due to the algebraic structure of LowMC.
Since we have to partition the keybits such that the cardinality of each set should be a
multiple of 3, it is not always possible to get lists of size 2/2/\/n/2, 2"/2/\/n/2 and n/2.
For n = 129 we have n/2 = 64.5 ~ 2°, and so we can take K3 to be the last 6 bits of the
key, and K7 and K5 may contain the first 60 and the next 63 bits of the key respectively.
In that case, the cost of preparing the lists is around 269 + 263 ~ 263, The sum of the
transformed vectors in L and Lo would need to be zero in the first 129 — 64 = 65 bits and
so after filtering 260763=65 ~ 258 yvector sums need to be tested for membership in Lz. So
the total cost is around 263 + 260 4 258 ~ 263 Multiplying this by the 2%3 times we need
to guess majority bits, this comes to 26343 = 2196 which results in a speed up of factor
8 compared to the basic MITM in Section 5.1. For n = 192, we have n/2 = 96 ~ 26-58
The only feasible choice of the size of K3 is again 6, which forces K; and K> to be of
size 93 each. The cost of preparing lists is around 293 + 293 = 294, However the number
of pairs needed to be tested for membership in Lg is 293193=(192-64) — 958 G the total
complexity for list matching is around 2°¢ 4+ 2°% ~ 2°¢. Multiplying by the number of
majority guesses, we get the total complexity as 264194 = 2158 which also results in a speed
up of 8 compared to Section 5.1. Similarly for n = 255, we have to take K7, Ko, K3 of sizes
123,126, 6 respectively. A similar calculation yields the total complexity as 2851126 = 2211
which results again in a speedup of 8 compared to the basic MITM.

7 Improved MITM attack on 2-rounds with full S-box layer

Let us revisit the attack in Sec 5.1. After guessing the majority bits of the second round
and linearizing it, we have already seen that the algebraic relation between the plaintext
and ciphertext can be written as

fi(Kl) + Al(Kl) +c¢ = gi(Kz) + Bi(Kz) +d;, Vie [O,H — 1] (1)
Note that the functions A;, B; are linear and f;, g; are quadratic. Not only that, f;, g; can

be expressed as a affine function in an extension of the input of double size. This comes from
the structure of the Sbox: S(zg, 21, x2) is an affine function on (zg, 21, X2, Tox1, 122, X2Z0).

15



Let f,, g, be the affine functions associated with f;, g;. Therefore the above set of equations
can be written as

fi(K1) + Af(K1) + ¢ + di = gi(K2) 4+ Bi(K>), Vie[0,n—1] (2)

where if K1 = [k(), ]{71, kz, ey kgu,,g7 kgu,,g7 kgwfl], we define Kl = [ko, ]€1, ]{72, kok‘l, klkg,
kigk‘o, ceey k‘gw,?” k‘gu,,g7 k3w717 k‘3w73]€3w72, kgw,2k3w,1, k‘3w,1]€3w,3]. Note that unlike in
Sec 5.1, we are not splitting the key into equal halves: K; only has the first 3w bits of the
master key.

Since F; = f, + A; is an affine function over K; the map ¢ : K1 — [Fy, F1, ..., F,_1]
can be seen as a linear code of length n and dimension 6w. Let w be such that K; contains
around n/3 keybits i.e. w ~ n/9 and hence K, contains the remaining 2n/3 keybits.
Since ¢ is seen as a linear code, let G be the corresponding generator matrix (of size
6wxn =~ 2n/3xn), which can be easily constructed from the algebraic forms of the functions
F;. Let H be the parity check matrix of the code (of size n/3 x n). The parity check matrix
is essentially obtained from the generator matrix by employing one gaussian elimination.
Define Coon to be the vector [co + do,c1 + di,...cn_1 + dn_1]T. Note that the left side

oquuation (2), when written in matrix ‘notation for all i = 0,1,...,n —1is essentially
¢(K1) + Con. Therefore we have H - [¢(K1) + Con] =H - [GK;+Con]|=H -Con=e
(say).

We can split K5 into two halves K51 and Koo such that both halves contain approx-
imately n/3 keybits each. We can rewrite g;(K3) + B;(K2) as g} (Ka1) + B} (Ka1) +
92(Kay) + B2(Kap) for all i € [0,n — 1], where g/ are quadratic and B! are linear for
j = 1,2. Again this is possible due to the structure of LowMC in which quadratic
terms from adjacent S-boxes do not combine multiplicatively after one round. De-
fine the n-bit vectors My = [gi(K21) + BE(Ka1),..., 91 (Ka1) + B} (K21)]T and
My = [g3(Ka2) + B3(Ka2),...,92_1(Ka22) + B2_;(K2)]". Multiplying both sides of
Eqn (2) by H for i = 0,1,...,n — 1, we get the matrix equation:

H-(M1+M2)=€, =H - M{=H-M;+e

Double MITM strategy: Note that M; and Ms only contain expressions on the keybits
in the sets K91 and Kss respectively. Thus we can conduct a first MITM stage in which
we create 2 lists L1, Ly. L1 contains the values H - M; for all 21/3 values of Koq. This
amounts to 2"/3 - [n/3] bits of memory. And similarly the list Ly contains the values
H - M, + e for all 27/3 values of Ka5. We look for a collision in the n/3 co-ordinates of
these lists. We are expected to get around 27/3t7/3-1/3 ~ 9n/3 collisions. Thus in the
process we get 2"/3 key values for the keybit set Ko = (Ka1, K22).

2nd MITM: Let us now turn to Eqn (1). The left side of this equation is defined over
the n/3-bit set K which can have 27/3 values in total. And we have just reduced Ks to a
set of 2/3 values. Thus the next MITM is making two more lists L3, L, of size 2*/3 each
in the following way. Lz contains all 2*/3 values [f;(K1) ® A;(K1) ® ¢i], Vi € [0,n — 1]
enumerated for all the 2/3 values of K. For all the 27/3 values of K5 that have passed the
previous MITM step we make the list Ly containing [g;(K2) ® B;(K2) ®d;], Vi € [0,n—1].
We now look for a collision between L3 and Ly. On average we have on/3+n/3—n ~ 9—n/3
collisions. Note that the correct key K will necessarily by the output of one of this MITM
step for the correct guess of majority bits in the second round. We are now ready to state
the attack formally.

1. Calculate the functional forms of f;, g, f;, 91,97 and ¢; for all i € [0,n — 1].

2. Guess the majority values 7, ...,7ns at the output of 2nd round S-box layer as in
Sec 5.1. This step is done 2° times in the worst case (note s = n/3).
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e Compute A;, B;, d; for all ¢ € [0,n — 1] using the guessed values.

e Compute the functions F; = f, + A; for all s € [0,n — 1].

e Using the F;’s, construct the generator matrix G.

e Using gaussian elimination, construct the parity check matrix H.

e Construct Con = [cg +do,c1 +dy,...¢n1 +dp_1]T, and e = H - Con.

e For all possible values of Ks;, create a hash table L; indexed by the n/3-bit
vector H - M. We need 2™/3 operations in this step.

e For all possible values of Kss, create a hash table Lo indexed by the n/3-bit
vector H - My + e. We need 2"/3 operations in this step.

e Find all collisions between Lq and Lo. Store all values of Koy, Koy extracted from
the collision in a list L.

e For all possible values of K1, create a hash table L3 indexed by the n-bit vector
[fi(K1) @ Ay (K1) ©c), Vi€ [0,n— 1]. We need 2"/3 operations in this step.

e For all values of Ky € L, create a hash table L, indexed by the n-bit vector
[9i(K2) @ Bi(K») @ d;], Vi€ [0,n—1]. We need 2/% operations in this step.

e When a collision is found for K7 and K5 check if the majority bits are consistent
with the guess of the key. If yes, this key is in fact the encryption key. Otherwise
try another guess of 7y, ..., 7;.

Complexity Estimation: For each guess of 2"/3 majority values, we have to perform
a gaussian elimination and 2 MITM steps each of complexity 2 - 2"*/3. The first MITM
only requires evaluation of linear expressions while the second requires evaluation of
quadratic expressions as well. Assuming that both type of expressions take similar time
to evaluate, the total time complexity for this attack is 27/3 gaussian eliminations +
22+n/3+n/3 & 92n/3+2 expression evaluations. For n = 129 this comes to 288 evaluations.

8 Improved MITM attack on partial S-box layers

To mount this attack let us split the LowMC into 4 parts as shown in Fig 6:
1. First a + b rounds which have been transformed as per the description given in Fig 3.
2. Final ¢ rounds which have been transformed as per the description given in Fig 4.
3. The remaining d = r — a — b — ¢ rounds which lie in between.

Let the set of roundkey bits in the first a,b and the last ¢ rounds be denoted as K, =
[507 Rly.-y ’1350,71]7 Ky = [HSSaa R3sa+1y+- - 535a+35b71] and K, = ["inf"isca Rn—3scH+1y-++» /infl]
respectively. Denote by K¢y, the remaining n—3s(a+b+c) key bits such that K,, K, K,
and K., are linearly independent expressions of the master key and so any key bit can
be expressed as a linear function of them. Let X = [x¢, 21, 22,...,2Z,—1] be the output
of the first a rounds, W = [wq,w1, . ..,wn—1] be the output of the first a + b rounds and
Y[=vo,y1,---,Yn—1] be the input to the last ¢ rounds as shown in Fig 6. Let us look at
the middle b and d = r —a — b — ¢ rounds closely as seen in Figure 7. Let us introduce 6b- s
new variables U = [ug, u1, ..., usps—1] and Z = |29, 21, . . ., 23ps—1] such that they represent
the input and output bits of the b - s S-boxes in the middle b rounds. Our fist aim is to
find a linear expression relating the z;’s, y;’s and z;’s and the keybits.

Let D = [Dg, Dy, ..., Dy_1] be the output of the first of the b rounds (see Fig 7). Then
we can write D = Linq (20,21, .., 235—1, T35, L3541, - - -, Tn—1), Where Lin; denotes a set
of n affine functions. Similarly, if F = [Fy, E1, ..., E,_1] is the output of the next round
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Figure 6: Splitting LowMC into 4 sections
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we can write F as a set of linear functions on (235, 23541, - -+ » 265s—1, D3sy D351, - - - s Dn—1)
which means that we can write E = Ling (20,21, - . -, 26s—1, T35, L3s+1, - - -y Tn—1) as a set of
linear functions on X and the first 6s z;’s. Iterating upto all b rounds, it can be seen that W
can be written as a set of linear functions on the entire Z and zss, 3541, ..,Tn—1. Now if
we guess the majority bits at the inputs of the following d rounds, they become completely
linear. In that case Y itself becomes linear in W and K, Ky, K¢, K;em (since the key bits
used in these d-rounds can be seen as linear expressions in K,, Ky, K., Kyem). Hence we
have Y = Lin(Z, 235, 35415 - - s Tn—-1, Ka, Kp, K¢y Krem). The above equation denotes a
system of n affine equations (one for each bit in Y') in all the n bits of the Key. Our aim is to
get a reduced set of equations by somehow eliminating Z, Ky, K¢y, from this set. Note that
the set A = {Z, Kp, Kyem } comprises a total of = 3sb+3sb+ (n —3s(a+ b+ c)) variables.
Consider the system of n equations Y = Lin(Z, x3s, T35+1, - - - s Tn—1, Kay Kp, Koy Krem)-
Apart from the 6 variables the system has n (for Y') +n — 3s (for X) + 6s (for K,, K.) =
2n+3s variables. So the above system can be written in matrix notation as M-v = 0, where
v is the set of 2n 4 3s + 0 variables and M is a matrix over GF(2) of size 2n 4+ 3s + 0 x n.
If we rearrange v so that the variables in A are the first 6 elements of v then a simple
gaussian elimination that sweeps out at least the first 8 columns of M is sufficient for this
purpose. The last n — 0 rows of the matrix would then have the entries in the first 6
columns all equal to 0 and thus these are the linear equations in K,, K., X,Y that we get
from this process. Note we have a total of n — § = 3sa + 3sc — 3sb equations of this form.

First MITM: The equations so obtained can be rearranged and written as Af f1(K,, X) =
Af fo(K.,Y), where Af f1, Af fo are a set of 3sa + 3sc — 3sb affine functions on K,, X and
K., Y respectively. We now state the first MITM step: note that if we guess the value
of K,, we can easily obtain the value of X by computing the forward a rounds from the
plaintext. If we guess K, we can similarly compute Y, by computing backward the last ¢

b rounds
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Figure 7: The middle b + d rounds
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rounds from the ciphertext. Hence for all the 235 values of K, we make the first list L;
that contains all calculated values of Af f;(K,, X). Similarly for all the 235¢ values of K.
we make the second list Lo that contains all calculated values of Af fo(K.,Y"). We look for
collisions in the two lists. We can expect around 23se+3sc—(3sa=3sb+3sc) — 93sb ¢o]lisions.
We store all the 23¢® tuples (K,, K.) so obtained in a list L.

Second MITM: The second part of the attack focuses on getting an affine relation
between U, Z and K,. From Figure 7, we can see that u; = x; + K3sa+i, Vi € [0,3s — 1].
For the second round we have

U3s4i = D; + K3sa+3s+is Vie [O, 3s — 1]
= 1in(20, -+, 2351, L35y - - - s Tn—1) + K3sat3s+i, ¥ 1 € [0,35 — 1]

where lin is a linear function. The above holds since we have already seen that all D;’s
are linear functions in (2q,...,235—1,Z3s, - .., Tn—1). Similarly for the third round we have

UGs+i = FE; + K3sa+6s+is Vie [O, 3s — 1]

= 1in1 (20, .-, 265—1,T3ss - - s Tn—1) + K3sa+6s+i, V © € [0,35 — 1]

where lin is another linear function. Iterating over all the b rounds we can write, U = K+

P(Z,z35,...,2n-1), where P denotes a set of 3bs linear expressions. We can now replace
K} in our original set of equations Y = Lin(Z, 235, £3541, - - - s Tn—1, Ko, Kp, Key Krem) to
get

Y= LG(Z7 T35, L3s+15- - ,l'n_hKa, U+ P(Z’ T3sy .- - 7xn—1)7 K07K7“em)
= LZ'I’L’(Z, T3s, x3s+1; <oy In—1, Ka7 Ua K07 Krem)

This time we want to eliminate K., from the above set of linear equations using the
same gaussian elimination method as in the previous stage. There are n — 3s(a + b+ ¢)
variables in K., that we eliminate, which leaves us with 3s(a + b + ¢) equations in
2, X35, L3541y - -+ Tn—1,Kq, U, K.. We can rearrange the terms in the equation to get
Affs(Z,U) = Af fa(X, K, K.), where Af f5, Af f4 are a set of 3s(a+b+c¢) affine functions
on Z,U and K,, K., X respectively. Note that if we guess Z, we can compute U since the S-
box is bijective, and we have already seen that guessing K, lets us compute X by computing
the a forward rounds from the plaintext. Thus in the next MITM stage we make 2 lists
L3, Ly. In L3 we store the 3s(a + b+ ¢)-bit vector given by the expressions Af f3(Z,U) for
each of 23%% values of Z. In L, we store the 3s(a -+ b+ c¢)-bit vector given by the expressions
Affi(X, K,, K.) for each of 23%¢ values of (K,, K.) in L. We again look for collisions in
the 2 lists. The expected number of collisions is 23bsT3bs—3s(atbte) — 93sb—3sa—3sc  Agqin
the correct value of the key K,, K. is guaranteed to be the outcome of the collision finding
stage for the correct guess of the majority values.

Once we get a candidate solution K,, K., Z,U we can compute the vectors X,Y by
computing the a,c rounds forwards/backwards from the plaintext/ciphertext. We can
then compute K, = U + P(Z,x3s,...,Zn—1). As we know the majority of the inputs
of the S-boxes in 7 — a — b — ¢ middle rounds, we can solve an affine equation of form
Affrem (W, Krem) = Y to recover the value of K¢, which was the only part of the key
which remained unknown. After this one can check if the key so obtained produces the
required majority values guessed at the beginning. If not the attacker can re start the
process with another set of majority values. The expected number of such checks is around
25(r7a7bfc)+35b735a73sc _ 2rsf4sa74sc+25b.

We continue by formally stating the attack.
1. Separate the first a + b and last ¢ rounds of the cipher

2. Denote the output of the first @ rounds by X, the output of the b rounds by W and
the input of the last ¢ rounds by Y.
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3. Denote the inputs/outputs of the S-boxes in the b rounds by U/Z
4. Guess the majority bits of the inputs of the S-boxes of r — a — b — ¢ middle rounds.

5. For every Majority guess do:
First MITM:

e Compute the relation Y = Lin(Z, z3s, ..., Tn—1, Ko, Ky Key Krem)

e Eliminate Kp, K¢, Z from the relation and form and equation of form Af f1(K,, X) =
Aff? (KC7 Y) .

e By exhausting all possible values of K, keep a list of Af f1(K,, X), where X is
computed knowing K, and plaintext pt.

e Try all possible values of K. and find collisions between Af fo(K.,Y) and the
list computed in the previous step. Keep a list of (K,, K.) values satisfying the
condition.

Second MITM:

e Compute the relation Y = Lin/(Z, 235, T3541, - - - s Tn—1, Ko, U, K¢, Kyem) by
replacing Kjp.

e Eliminate Kj, K,em to get a relation of form Af f3(Z,U) = Af fa(X, Kq, K.).
e For every pair (K, K.) in the list computed in first MITM, compute A f f4(X, K., K.).

e For every possible value of Z, compute Af f3(Z,U), where U can be computed
efficiently from Z, and look for occurrence with Af f3(Z,U) in the list from the
previous step.

e For every (K,, K., Z,U) satisfying the relation, compute K;, W, Y as shown
before.

e Linearize the middle r — a — b — ¢ rounds using the majority guess and compute
Krem from Affrem(Krem7 Kaa Kb7 Kcv W) =Y.

e After the entire key is found, check if they result in the same majority values
assumed at the beginning of the attack or else retry with another set of majority
values.

Complexity Estimation: Both MITM steps should be done for each majority guess
for the middle rounds, hence should be repeated 25("=¢=0=¢) times. Computing the
relations is done by propagating some round functions so can be done in less time than an
encryption. Eliminating variables is done by a Gaussian elimination like process, similar
to a Gaussian elimination on a (3sa + 3sc — 3sb) x (3sa + 3sc — 3sb) matrix.

The first MITM takes time less than 235¢ + 235% encryptions. The number of pairs
stored in the first MITM is around 23*® as mentioned before.

Later on we replace K in the Linear equation and eliminate Kj, K¢, this can also be
seen as a matrix multiplication followed by a Gaussian elimination. Next we compute the
values of Aff3(Z,U) and Af f4(X, K., K.) having values of K,, K. and Z. Computing
the value of U from Z takes a small constant number of operations and computing these
values takes less than 23%% 4 235% encryptions. The expected number of collisions in this
procedure is 235073s¢73s¢ and for each of these collision pairs the attacker should run a
Gaussian elimination for a matrix of size (n — 3s(a +b+c¢)) x (n — 3s(a+ b+ ¢)). Hence
the total complexity of the attack is less than 25%(r—a=b=c) » (2359 4 3 x 23%%) encryptions.

For each guess of majority values we need to do 2 Gaussian eliminations. So the
number of gaussian eliminations required are 25*("—@=t=¢)+1  For instance by considering
a = b= c=r/3 the attack requires 25”72 encryptions and only 2 Gaussian eliminations,
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which would successfully break the cipher when the number of rounds is less than [ % | — 2.
Note that when a = b = ¢ =r/3, d becomes 0 which means that we do not need to guess
any majority values in the middle d rounds to linearize the circuit. When this happens the
part shaded in yellow in Figure 6 essentially reduces to one layer of key addition of n-bits.

9 Conclusion

In this paper we describe attacks on instances of LowMC where the number of S-boxes is
less than the security level, when we use only one plaintext/ciphertext pair. A cryptanalysis
of this kind is important as it results in a forgery on the post-quantum signature scheme
PICNIC. Since our attacks are in the KPA/KCA scenario and since we use only one
plaintext/ciphertext pair, it is not possible to apply traditional symmetric cryptanalytic
techniques like differential, linear or any other higher order differential attacks. We begin
by showing how to efficiently linearize the LowMC S-box by guessing only one single
balanced quadratic expression in its input bits. We leverage this fact to present two types
of attacks. First is a simple linearization attack where the attacker obtains a set of linear
equations on the key bits relating the plaintext and ciphertext. The second is a meet in
the middle attack, which takes advantage of the fact that in a single LowMC round, all key
bits are not combined multiplicatively. We then show how to improve the attack on the
2-round full S-box layer variant of LowMC with the help of Joux’s algorithm to solve the
3-xor problem. in the next sections we show how we can use a 2-stage MITM to improve
attack complexities further.
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