Engineering Deterministic
Security for Probabilistic Al

A deep-dive architectural blueprint for guardrails,
safety pipelines, and enterprise governance.
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Model Alignment is NOT a Security Boundary

Trained Alignment Application Guardrails

Professional Judgment & Ethics Deterministic Hard Security

i mil

Foundation models are probabilistic. Because instructions and untrusted data share the exact
same token stream, security, authorization, and privacy must live in deterministic application
code outside the model. Trained alignment shapes default behavior, but application guardrails
prevent a tricked model from transferring funds or leaking records.
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The Four Structural Limits of Post-Training Safety

Probabilistic, Not Deterministic

Safety tuning shifts token probabilities.
Adversarial framing can elicit bypasses.

Metric: A 99.5% refusal rate still yields
5,000 policy violations per million
production requests.

Zero Knowledge of Org Policy

Base weights do not know your
company's transactional authorization
ceilings (%500 vs. $25,000) or tenant
RBAC matrices.

Y
MO

Silent Drift

Refusal sensitivity and tone shift
unpredictably when upgrading model
versions or snapshots.

No Cryptographic Separation

System prompts, user inputs, and
retrieved RAG documents share the
same attention mechanism.

| - Probabilistic - ftatwes. - Refusal sensitivity and tone shift
- Safety tuning — shifts token unpredictably when upgrading model
probabilities. versions or snapshots.

- Adversarial framing can elicit bypasses.



Enforcing Zero-Trust Context Windows

Every token entering an LLM originates from one of four distinct trust tiers.
Production architectures must explicitly enforce this hierarchy:

Tier 1: System Instructions (Highest Trust)

Top-level parameters controlled exclusively by engineering.

Server-injected cryptographic metadata (verified
user_id, RBAC roles). Never ask the model to
determine user identity.

Tier 2: Verified App Context /

h Tier 3: Authenticated User Input 4

Direct messages from logged-in users.
' Untrusted for authorization
(prevents privilege escalation).

Tier 4: Untrusted 3rd-Party Data
(Lowest Trust)

RAG chunks, emails, PDFs. Treated strictly as
passive data, never executable instructions.




The Mechanics of Direct vs. Indirect Prompt Injection

Direct Injection

i
S D | j> Attacker . {> Tries to bypass system
e el e T - (Logged-in User) rules directly.
0000 100sBs | - i /
{ d

Indirect Injection

rl 1000000000000 / " . 7= _ | ___ _j_
H%@%%%%E”&ED# | > e Poisoned Hidden instructions
0000000000 2 Resume File hijack the agent.
(0000C—— 00080 N ;/f | .
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System prompts fail against indirect injection because the attacker isn’t the
logged-in employee—it’s the external document the agent ingests.

- Explicit Delimiters: Wrap Tier 4 content in <untrusted_document src='doc_42'> .-f?fV
- Pre-context Sanitization: Strip zero-width characters and hidden HTML.
- Isolation: Use a tool-less subagent to extract data before passing it to the main at:‘cu::u:.__J |
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Breaking the Lethal Trifecta with Least-Privilege Design
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An agent is compromised when it simultaneously
possesses all three traits. Break the trifecta via:

gt

3. Network Egress Allowlists: Restrictagent T »
- runtime containers to internal RPC endpoints. = (L]—

1. Tool Registry Pruning: Do not register
- send_email for a Q&A bot. Capabilities
that do not exist cannot be hijacked.

2. Read-Only DB Roles: Enforce at the
- database engine level, not via prompt
Instructions.

Block arbitrary HTTP/DNS outbound. R
4. Ephemeral Sandboxes: Execute generated :}

code with zero ambient authority A

(no host filesystem, no API keys). =—Q@
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The Multi-Tier Defense-in-Depth Pipeline

S

Production AI requires guardrails

ozganized across 3 interception
stages, utilizing both
detezministic code and model-
based classifiers.

Core Model

Inference

Stage 1:
Input Screening
(Pre-Inference)

Intercepts user prompts
and retrieved chunks

before they reach the
main model.

Stage 2: Tool Authorization
(In-Loop Pre-Execution)

The critical interception after
a tool call is generated, but
before the application executes
the code,

Qutput Validation
(Post-Inference)
Final screening before
showing generated text
to the end user.




Stage 1: Input Screening

Deterministic Code
Enforce hard invariants (B-5ms latency).

Syntax, identities, dollar limits, exact keyword
blocklists, and citation ID existence.

Model-Based Judges

Detect semantic nuances. Indirect injection intent,'
off-domain tepic drift, groundedness checks, and
tone compliance.

Input & Output Screening: Deterministic Checks vs. Model-Based Judges

Stage 3: Output Screening

Deterministic Code

_lﬁ
Enforce hard invariants (8-5ms latency).

Syntax, identities, dollar limits, exact keyword
blockiists, and citation ID existence.

Model-Based Judges y
: Fr]
m

Detect semantic nuances. Indirect injection intenf,

off-domain tepic drift, groundedness checks,
and tone compliance.

Use deterministic code for hard invariants. Reserve model-based judges for semantic nuance that regex cannot catch.



Speculative Execution to Minimize Latency (TTFT)

Buffer Zone

Main LLM

A is_safe == True

Sentinel ke , Release
MaHET Parallel Input Safety Check L ———— | Tokenatta U1
I >

b

Time

? Problem: Sequential model-based guardrails add 150-400ms to Time-To-First-Token (TTFT).
- Solution: Speculative parallel execution with buffered UI commit.

The Golden Rule: Never execute a tool_use block or commit streamed tokens to the UI while parallel
~ guardrails are still resolving.
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Intercepting Side-Effects Before Execution (Stage 2)

Muted Amethyst

stop_reason == "tool_use"

o
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RBAC Identity

Verify caller role allows invoking the
0 tool against the target tenant.

Parameter Ceilings

Validate numeric arguments
against business limits
(e.g., amount <= $100).

N Authorized

Semantic Intent Execution

Fast evaluator verifies the
proposed tool arguments match
the original user prompt.

Scoped Sandbox

Execute within an isolated
tenant boundary/VPC.

If an injected model emits a fund transfer, output filters are too late. Side-effecting tools must be

~ intercepted in-loop, before the underlying code runs.
|




Designing for Guardrail Outages: Fail-Closed vs. Fail-Open

l'lllll
Security, Auth, PII Redaction,
Pre-Execution tools

, Allow Request
& —_— with Warning
y (Fail-Open)

P

Tone, Style, Brand Polish

Block Request
(Fail-Closed)

Guardrail Service
| | Timeout (500 Error)
T B

Attackers will intentionally trigger timeouts to bypass safety classifiers. Security and
compliance checks must Fail Closed.

If an attacker can force a 500 error on your safety classifier to bypass it, your system is
vulnerable.




Why Confidence-Only Routing Fails

A

1. Poor Calibration: LLMs frequently
express 99% certainty on
fabricated facts or corrupted PDF
layouts.

99% Model Confidence

2. Injection Hijacking: Indirect
prompt injections can explicitly
force the model to output a high
confidence JSON field to bypass
human review.

Score (0 to 100%)

Actual Empirical Accuracyﬁg} S

PO

Time

3. Ignores Blast Radius: 0.92
confidence is fine for auto-tagging

Jira tickets, but catastrophic for
a $250,000 wire transfer.

IT
- Routing actions to humans based solely on an LLM's self-reported confidence is an

~anti-pattern.
=




Risk-Based Action Routing: Impact & Reversibility

Automated P High Risk

1
v Gald Mandatory Pre-Execution

Human Approval.
Suspend execution regardless

of model confidence.

Judge Gate

: : Example: Financial wires,
Cap Check Medium Risk prod config deletion.

e Automated Policy + Judge Gates.

_ Auto-execute only if deterministiic caps pass.
Low Risk Escalate exception edge cases.

Example: Account credits <= $100.

Y-Ax1is
Blast Radius
(Internal/Bounded - High/Regulated)

Autonomous Execution.
Zero prompts.

Example: Read-only : : |
search, tagging drafts. | J | LS,

X-Ax1s

Reversibility (Two-Way Door - One-Way Door)
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The Two Vulnerabilities of Human-in-the-Loop

Consent Fatigue Automation Bias

Caused by routing low-stakes actions to Humans uncritically rubber-stamp polished
synchronous human queues. text.

Fix: Stop routing low-stakes actions to humans. Fix: UL must require active verification.
Enforce deterministic policy ceilings so Show side-by-side source snippets, extracted
humans only see the 5% of true escalations. diffs, and explicit conflict flags (e.g.,

'Source A and B disagree').



Aligning with Global Security Standards

Safe AI maps defense-in-depth engineering to public risk standards.

I
L | I I ' |
. NISTAIRMF  J~— [ OWASP LLM Top 10 | | Google SAIF j
I | . I | . I |
Govern, Map, Measure, Manage . > Application-layer threats ‘ ' Zero-trust architecture
~—>| The Socio-technical lifecycle. —— Addresses LLMB1 (Prompt Bounded powers, well-defined
Injection) via XML isolation, | _ human controllers, and
Focus on empirical evaluation, and LLMO6 (Excessive ' . observable actions via
l subgroup disaggregation, and Agency) via pruned tool immutable trace logs.
fail-closed fallbacks. registries and spend caps. I
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Continuous Output Verification & Stratified Sampling

E B = 7 N
. |= == = |= == = @ . METHODOLOGY
- @ = E =
— = 1. Calibrated Confidence: ey
= : Map verbal confidence against Sy ' =
labeled sets per field (e.g., ] —
Stratified invoice total vs liability clause). A

Random

T 2. Stratified Random Sampling:
W p— . Never use uniform sampling.
o TERIREES S S \ " 1\ — ) Sample 2-5% of high-confidence
outputs across every document
class and cohort to catch silent
drift in high-risk, low-volume strata.

3. Dual-Stage Citation Verification:

First, does the doc_id and quoted text
' Probabilistic & physically exist? Second, does the passage
~Quarantine Flow semantically entail the claim?

il

.{“-_n_‘—

e e e

Stage 1: Stage 2:
Physical @ ——>| Semantic = /:
— = Existence Check Entailment Check

k:-

Human
Audit
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Fairness is a Pipeline Property, Not Just a Model Trait

2 |
1. Pre-Training Data

Historical stereotyping
baked into base model
weights.

I '

' 2. Retrieval / RAG

Global dense embeddings
outranking minority
dialects or regional
docs.

Top-K vector starvation.

F %
=1

| ¥

3. Prompts & Rubrics

e ey

Few-shot examples in
formal English grading
ESL tickets as unclear.

L

| !

4. Decision Thresholds

Applying uniform
numeric cutoffs that
ignore varying baseline
rates between
demographic cohorts.

Bias isn't just in the weights. In accordance with the NIST AI RMF, potential
bias must be analyzed across the entire socio-technical pipeline.




The Aggregate Metric Illusion & Subgroup Auditing

Overall

96.2% Accuracy — Subgroup Disaggregation:

Never report blended averages.
Precision and FNR must be

f disaggregated across linguistic,
Majority ﬁ"ﬂ \ \ & demographic, and operational

Group: | \ :
ke slices.

23-percentage-point

" disparate error Counterfactual Perturbation

rate hidden by the Testing:
average

Minositiy Build automated evaluations where

Subgroup: [Keam : | only a demographic proxy or linguistic
75.5% 2 | marker is swapped (e.g., varying

| | names or ESL syntax).

Assert that tool selection and tone
remain invariant.
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Talloring Explainability for Multi-Audience Transparency

End Users

.

- .

Plain language explanations,
AI disclosures, clickable
public policy links, and
clear appeal paths.

Operators (HITL)
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Inline citations, verbatim
source snippets, explicit
uncertainty flags, and

Auditors

structured action previews.

’

[2023-10-27 10:15:32] TRACE_ID: 8x4ATBOIC...
MODEL_TI0: v3.2.1_quantized...

[2623-10-27 10:15:32] TRACE_ID: 6x4A7B9C...
HODEL_IO: v3.2.1_quantized...

[2023-10-27 10:15:32) TRACE_ID: B8x4AT7BOC...
NOOEL_ID: v3.2.1_quantized...

STAGE 1! PASS

STAGE 2! FAIL - POLICY WIDLATION 104

STAGE 3: QUARANTINE - MANUAL_REVIEW

STAGE 3: QUARANTINE - MANUAL REVIEW H

#

Immutable trace_ids, pinned
model IDs, and Stage 1-3

guardrail verdicts.

Architectural Rule: Never expose raw Chain-of-Thought (CoT) thinking blocks
to end-users; they reflect heuristics, not grounded policy compliance.

.




Data Boundaries: Zero Data Retention (ZDR) & Scoping

No-Training != Zero Data Retention

A Standard Commercial API

No training, but retains abuse logs for 30 days.

® Zero Data Retention (ZDR)

O-day persistence. Prompts and outputs are ephemeral in-memory only. Crucial for HIPAA/BAA.

Vault Pattern

Stateful vs Stateless Endpoints

Authorized Tokenization
VPC Node E [ | 9] Service
Raw Data [T Hetwnrkﬁl
. Deterministic Gateway f_>
\ Tokens | .
b
(eoe Netwozk
Raw Data Gateway

(e.g. text inputs)

To External
%\ [SSH_TUHEH_BQA] % Model .r‘l API

Secure Data Packet

{

Stateless
r—)( @ POST /vl/inessages

Stateless APIs are ZDR
compatible.

4 Stateful
xﬁ{ @ /vljfiles |

Stateful APIs break ZDR.
(Data persists in file storage)




Operationalizing Policy: ADRs & The Risk-Control Matrix

Architecture Decision Records (ADRs)

3

An ADR that only lists the winning design fails governance.

” ” | You must document explicitly rejected alternatives and €
J why they failed empirical tests (to prevent future teams
from removing load-bearing guardrails).

Explicitly Rejected Alternatives

Categorize decisions as One-Way vs Two-Way doors. —}i| Hil

.

AI Risk and Control Matrix (RCM)

Threat Scenario Tech Control Artifact Cadence

Indirect Prompt Injection | XML wrappers + spend caps CI red-team report Pre-release gate

-

PowerPoint policies don’'t pass audits. Every theoretical risk must map to a deterministic
technical control and an immutable verification artifact.

L.




