Enterprise Agentic Architecture
& Secure Coding Sandboxes

Engineering Blueprints for Vibe Coding, Swarm
Prototyping, and Autonomous Remediation (v3.0)
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The Agentic Developer’s Architectural Blueprint
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1. The Micro-Paradigm
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Aligning with Google Cloud Professional Agentic Architect (PAA) specifications.
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CodeMender
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2. Scale & Parallelism
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Enterprise Sandboxing
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The Paradigm Shifts From Syntax To Intent
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Legacy Coding Vibe Coding (Coined by Andrej Karpathy, 2025)
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# by-Character Input Focus on How: : Implementation from Intﬁ-nt_| |
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Low-Level Details =1/ Focus on What: Outcomes, System Design, High-Level Specs
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| Natural Language First: Intent Over Syntax: Human as Architect:
. Translating plain English Focus moves from how to The developer makes design |
{ specs into working software. write it to what it should do. decisions, sets boundaries, | B
| and owns production quality. ; &
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The 5-Step Conversational Iteration Cycle
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1. Describe: Prompting

features, constraints, or bug
fixes in natural language.

=
In ol
5. Ship: Passing automated 4
CI/security gates, |
documenting, and
deploying.
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4. Refine: Follow-up prompts
to fix edge cases or refactor.
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2. Generate: Al produces code,

=

f architecture, or components.
— Lo =

tests, and evaluates the
generated diff.

3. Review: Developer reads,
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Key Insight: Vibe coding amplifies expertise. The best vibe coders know exactly
what to ask for and when to manually intervene.
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Operating Across The Vibe Coding Spectrum
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Unchecked autopilot accumulates hidden technical debt and security vulnerabilities.

Karpathy warns: Vibe coding in its purest form is not for production systems.

N J
Moderate Risk
\
T\ Collaborative Mode -
L3, Feature development, startup MVPs. _ Low Risk
A Human and Al co-create,
. human reviews every block.
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. AL 1 .
Full Autopilot \ | i Human-Led + Al Assist
Throwaway g | L | i Production systems, regulated
prototypes, hackathons. ' l : industries. Human owns

core logic; Al handles
boiierplate and tests. f —

Al generates everything.




Swarm Prototyping Unlocks Architectural A/B Testing

1% Variant 1:
Monaolithic
Service

(Python) .

Serverless
Functions

Initial
Task /
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Test Harness /

Evaluation Engine
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Variant 4:

Pod (Rust)

Containerized

W

Hybrid

Architecture
& Blueprint

{hCuncept:

Deploying multiple AI agents
simultaneously to build
competing variants or
decoupled microservices.

‘ Mechanism:

Scale-by-Agents i1nstead of
serial human houzrs.

i Outcome:

Disposable candidate code
that rapidly reveals the best

o Evaluation Engine =T | architectural approach.
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Rule of Thumb: Use for proofs-of-concept and parallel microservices. Do not use for tightly
coupled systems requiring sequential design or when merge costs exceed generation savings.
= - . - . ac - o ,t




Core Roles Within A Multi-Agent Swarm

Worker Agents:
Specialized execution units (Ul builder,
APl implementer, pytest author).
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Central coordinator.
Decomposes tasks, provisions
Isolated worktrees, assigns work.

Merger Agent:
Integrates winning outputs from multiple
branches, resolving schema conflicts.

Critic / Evaluator Agent:
Reviews outputs in a clean context window,
runs security suites, scores quality.



Swarm Topologies: Fan-0Out & Tournament Patterns

Topology A: Fan-0Out / Fan-In
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One decomposable task -> split
across parallel agents -> merge.

Topology B: Tournament
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Deterministic test suite + critic
picks the winning implementation.
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Swarm Topologies: Pipeline, Grid, & Ensemble Patterns

DpenAPlfSchema
Contract

i L‘h Y
A\ e \
\ - :
- NllFC
— = L ONSensus |
. | Qutput
J . : 2
r I“.I
o
s ; II'__




Architectural Matrix: Vibe Coding vs. Swarm Prototyping

= | | 2 TH
 ViboCodng__] i

Agents 1 Human : 1 Agent 1 Human : N Agents |
Workflow Conversational / Sequential Parallel / Orchestrated
Context Human maintains session Split across subagent windows
Speed Fast for single tasks Faster for broad multi-service builds

lI| Token Cost ol Higher (~4x-15x multiplier) i
Bast For Features, bug fixes Architecturehtnurnamgnts, parallel

- microservices 4
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Insight: Complementary, not competing. Use Swarms to explore ambiguous
= designs, and Vibe Coding to execute focused features.




The Threat Landscape Highlights The “It Works” Trap

Code that passes a local demo

The “It Works” Trap Checklist |

[ 1 Are tests generated
alongside specs?

Hidden Technical Debt: [ ] Are dependencies verified

* Duplicated imperative glue against approved registries?
eroding modularity.

| | Has performance been load-

,Sescgéﬁ E;:;ﬂ;""ts: tested for tail latency? (Al
deserialization, hardcoded optimizes for plausibility, not
= credentials. pgg perfnrmanﬂe)l

* Slopsquatting:

» Agents hallucinating SDK
methods or non-existent
packages, which attackers

. register on PyPI/npm.




Enterprise Sandboxing Secures The Blast Radius

Antigravity Terminal

- 05-level process sandbox (--sandbox). Blocks .env reads.
Deny > Ask > Allow precedence.
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Claude Code

Cloud Workstations

Sandboxed bash + CLAUDE_CODE_USE_VERTEX=1 for IAM governance.

' Dedicated VMs, zero public IP, VPC-SC perimeters, idleAction=SUSPEND.

Agent Sandbox on GKE

Dedicated Kubernetes Pod per sandbox using gVisor (runsc) for
untrusted execution.
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ArEHitectural Warning: Giving an autonomous swarm unrestricted shell access Eﬁ:%'
-~ laptop holding production gcloud tokens creates a catastrophic blast radius.
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Isolating Terminal Swarms With Git Worktrees

Operational Directives

Antigravity: Use Workspace='branch' in
invoke_subagent to prevent collision.

ﬂ Note: Terminal Sandbox is off by default
in Ul presets, must toggle explicitly.

| Worktree 1 ] [ Worktree 2 ] [ Worktree 3 ] [ Worktree 4 ]

parallel agent

l

parallel agent parallel agent parallel agent

Claude Code: Spawn parallel swarm
l workers using claude -w <name>.

Result: Agents share the object store
without duplicating disk space, while
independently modifying files and

gl 2ol "iSion running pytest.




Cloud Workstations Enforce Zero-Exfiltration Boundaries

VPC Service Controls (VPC-SC)
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Private Cluster

Private Service Connect (PSC)
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The Idle Timeout Solution

-

Problem: Unattended VMs terminate
during long 3-hour agent builds.

Solution: Configure
idleAct1on=SUSPEND and deploy
/google/scripts/keep_alive.sh to
detect active agent PIDs.

Result: VMs hibernate to persistent
disk (halting compute charges) when
truly idle, resuming with terminal
memory intact.




GKE Sandboxex Isolate Untrusted Code Execution

Agent Sandbox on GKE Agent Substrate

|
Kubernetes Pod
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Validating Admission Policy blocks hostNetwork Multiplexing trusted, stateful actors

Key Architectural Rule:
Use Agent Sandbox (gVisor) with SandboxWarmPool (<1s claim latency) for untrusted, multi-tenant code generation.

Do not use actor-based Agent Substrate when executing arbitrary LLM-generated Python/Bash that requires strict
per-tenant kernel isolation.




Google AI Threat Defense Closes The Security Loop

» SAIF policies,
locked registries,
VPC-5SC
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4. Monitor ]
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¢ Dispatching .
CodeMender to }

. autonomously /

* 1 validate and patch /

)¢/  via PoC !/

\\H- Correlating static
findings with SCC and :>
Wiz Security Graph gf)

T (prioritizing real y

' 1internet ingress

'
ff;f over dead code). i
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Core Concept: Traditional SAST buries AppSec in false_
positives. AI Threat Defense correlates cloud runtime
exposure with autonomous remediation.
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* Model Armor, %
Dual-Attribution Logs |
(is_agentic=true), ! &
runtime detection




Inside CodeMender: Hybrid Client-Service Architecture

Local CLI / Daemon (cm)
rd ™

Runs inside the developer — Hosted Reasoning Service

workstation or Cl runner. = )| Google DeepMind agents
Equipped with a default = | handling root-cause

process sandbox. 7 S " hypotheses and
LLM-as-judge critiques.
/
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The Input Mechanism (Exam Note):

¢ CodeMender doesn’t just find its own bugs (cm find).

<+ |t natively ingests third-party scanner reports (Wiz/SAST) via
cm report import --file ./findings.json to verify and patch them.
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e Exploit-Verified Autonomous Remediation Cycle

2. Verify (cm verify)

Synthesizes and executes a
concrete Proof-of-Concept (PoC)
exploit in a mandatory process
sandbox to trigger the
vulnerability, elimipating
false positives.

1. Find / Import

gesting SARIF findings.

3. Fix (cm fix -y)

Generates multi-file patch, re-runs
the PoC to assert it now fails,
Tuns regression suites, passes
LLM-as-judge, and stages a PR.
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| Mandatory Guardrails:
- cm verify compiles live exploit payloads. It must always run in a Sandbox (Cloud
Workstation, GKE gVisor). Human maintainers retain final PR merge authority. |




PAA Assessment I: Swarm Architecture & Workstations
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Scenario A: 1 Axrchitectural Solution:
A 4-agent swarm experiences ,//fi} *N Isolate subagents in Git worktrees
.git/index.lock errors locally. : “ (Workspace='branch’ or claude -w)

and enable terminal sandboxing
off by default in Antigravity UI).
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Preventing a 3-hour agent build
from dying during Cloud
Workstation idle timeouts

Pair /google/scripts/keep_alive.sh
with idleAction=SUSPEND to hibernate
VM to disk while preserving RAM

without paying 24/7 compute. state.
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PAA Assessment II: Secure Execution & CodeMender
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Scenario C:

Executing untrusted Al-generated
Python at scale with sub-second
startup.
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Resolving 65% false-positive
rates from legacy SAST scanners.
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1 Axrchitectural Solution:

Choose Agdent Sandbox on GKE over
Substrate. Provision dedicated gVisor
(runsc) pods blocking hostNetwork,
utilizing SandboxWarmPool.

2\

Architectural Solution:

Ingest Wiz/SAST reports via cm report
import. Use cm verify in an isolated
sandbox to run a live PoC exploit
(filtering non-exploitable bugs), followed
'kgy cm fix for a regression-tested PR.
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The Human Evolves From Typist To Architect
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Legacy code generation, The Agentic Shift. The Future State.
character-by-character syntax, Vibe Coding, Swarm Prototyping, The human engineer standing
manual SAST triage. CodeMender PoC verification. above the infrastructure layer.

As AI commoditizes code generation, the value of the software engineer shifts
entirely to system architecture, threat modeling, and intent specification.
& The agent writes the code; the architect builds the enterprise shield.
L:

| Review every line. Sandbhox every agent. Verify every exploit. Architect the future. ]




